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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.

ISO collaborates closely with the International Electrotechnical Commission (IEC) on all m
electrotechnical standardization.

atters of

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria neede
d|fferent types of ISO document should be noted. This document was drafted in accordance
eglitorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

[§0 draws attention to the possibility that the implementation of this docunient may involv
of (a) patent(s). ISO takes no position concerning the evidence, validity or_applicability of any
pptent rights in respect thereof. As of the date of publication of this decument, ISO had not
nptice of (a) patent(s) which may be required to implement this document. However, impleme
c
d

htabase available at www.iso.org/patents. ISO shall not be held«responsible for identifying 4
stich patent rights.

Apy trade name used in this document is information givenfor the convenience of users and
cnstitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific te
expressions related to conformity assessmentxas well as information about ISO's adhe
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
www.iso.org/iso/foreword.html.

This document was prepared by Techhical Committee ISO/TC 46, Information and docuni
Stibcommittee SC 4, Technical interoperability.

This second edition cancels and replaces the first edition (ISO/TS 28560-4:2014), which |
tgchnically revised.

The main changes are as follows:

a few updates are-made and a new clause (see Clause 11) about RFID Emblem has been adq

— Annexes B,€and D have been changed to informative.

list of allpatts in the ISO 28560 series can be found on the ISO website.

A
Apy feedback or questions on this document should be directed to the user’s national standard

ance are
d for the
with the

b the use
claimed
received
hters are

qutioned that this may not represent the latest information, which-may be obtained from the patent

ny or all

does not

rms and
rence to
BT), see

entation,

has been

led;

s body. A

chplete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Libraries

are implementing radio frequency identification (RFID) as item identification to replace

bar codes. RFID streamlines applications like user self-service, security, and materials handling. This

standard

data model for encoding information on RFID tags increases the cost-effectiveness of the

technology within libraries particularly through greater interoperability of RFID tags and equipment,
and enhance support for resource sharing between libraries.

A standard data model, taking into account the lessons learned from the national schemes and vendor

solution
elementg

High Frefuency RFID technology operating at 13,56 MHz.

This dod

operating at 860 MHz to 960 MHz, with the interrogators (readers) set to conform(tolocal radjo

regulatid

radio regulated regions. This document uses encoding rules that are specified in ISO/IEC 15962, as

does ISO

technology, but a number of rules are similar if not identical.

was developed with SO 28560-1, which defines the set ol mandatory and optional data
. ISO 28560-2 and ISO 28560-3 define encoding rules for those libraries that choose to use

ument defines encoding rules for those libraries that choose to use UHF RFID. téchnology
ns that specify only part of this spectrum. The UHF tags can function efficiently in any of the

28560-2. Some of the encoding rules are different because of the nature™f the different RFID

Vi

© IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=3e4743b9208ce003d41023c1355e2326

TECHNICAL SPECIFICATION ISO/TS 28560-4:2023(E)

Information and documentation — RFID in libraries —

Part 4:

Encoding of data elements based on rules from ISO/IEC

5962 in an RFID tag with partitioned memory

=

Scope

UHF frequency, but not necessarily restricted to this technology.

The rules for encoding a subset of data elements taken from the total set of data elements d

elements. This document defines the rules for encoding a unique)item identifier in a specific
bank, known as MB 01, taking into account different requirements for privacy. It also defines
fdqr encoding other relevant data in a separate memory baik) known as MB 11. Each of these
banks is addressable using different command set of the.appropriate RFID technology.

Ak with other parts of ISO 28560, this document is-appropriate for the needs of all types of
(including academic, public, corporate, special, and school libraries).

This document provides essential standardssbased information about RFID in libraries. A {
aglditional information about implementatien‘issues is provided in Annex A.

Normative references

2
The following documents arewreferred to in the text in such a way that some or all of theij
c
u

hdated references, the latest edition of the referenced document (including any amendmentsj

I§0/1EC 15961-1, Information technology — Radio frequency identification (RFID) for item man
Dpta protocol — Rart1: Application interface

I40/1EC 15962 riformation technology — Radio frequency identification (RFID) for item manag
Dpta protoeoldata encoding rules and logical memory functions

I§0/1E€,18000-63, Information technology — Radio frequency identification for item managemel
68: Parameters for air interface communications at 860 MHz to 960 MHz Type C

This document defines rules for ISO 28560-1 data elements to be encoded-in radio frequency
identification (RFID) tags with a memory structure that is partitioned into feud memory bapks. This
primarily applies to ISO/IEC 18000-63 (previously known as ISO/IEC 18000¢6 Type C) operating in the

efined in

I40 28560-1 are based on ISO/IEC 15962, which uses an object identifier structure to idenftify data

memory
the rules
memory

libraries

ource of

" content

nstitutes requirements of\this document. For dated references, only the edition cited applies. For

applies.

ngement:

ement —

t— Part

ISO/IEC 18046-1, Information technology — Radio frequency identification device performance test

methods — Part 1: Test methods for system performance

ISO/IEC 18046-2, Information technology — Radio frequency identification device performance test

methods — Part 2: Test methods for interrogator performance

ISO/IEC 18046-3, Information technology — Radio frequency identification device performance test

methods — Part 3: Test methods for tag performance

ISO/IEC 18047-6, Information technology — Radio frequency identification device conformance test

methods — Part 6: Test methods for air interface communications at 860 MHz to 960 MHz

© IS0 2023 - All rights reserved
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ISO 28560-1, Information and documentation — RFID in libraries — Part 1: Data elements and general
guidelines for implementation
3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Qnline browsing platform:available at https://www.iso.ora/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
access njethod
compongnt of the DSFID (3.8) that is responsible for declaring the ISO/IEC 15962 ¢eémpaction ard
encoding rules on an RFID tag

Note 1 to gntry: In this document, the term is only relevant to Memory Bank 11, containing eptional data element

v

3.2
air interfface protocol
rules of fommunication between an RFID interrogator and the RFID,tag)of a particular type, covering
frequendy, modulation, bit encoding, and command sets

3.3
applicatjon command
instruction issued from the application to the ISO/IEC 15962 data protocol processor in order to initiafe
an actior} or operation with the RFID tag(s) through the interrogator

3.4
applicatjon family identifier
AFI
mechanifm used in the data protocol and thie air interface protocol (3.2) to select a class of RFID tags

relevant|to an application or aspect of an(application, and to ignore further communications with other
classes off RFID tags with different identifiers

Note 1 to|entry: In this document, the term is only relevant to Memory Bank 01, containing the data elemenks
comprising the UII.

3.5
arc
specific hranch of an gbject identifier tree, with new arcs added as required to define a particular objeft

Note 1 t¢ entry: The top three arcs of all object identifiers are compliant with ISO/IEC 9834-1 ensuring
uniquenesgs.

3.6
data format
component of the DSFID (3.8) that is a mechanism used in the data protocol to identify how object
identifiers (3.12) are encoded on the RFID tag, and (where possible) identify a particular data dictionary
for the set of relevant object identifiers for that application

Note 1 to entry: In this document, the term is only relevant to Memory Bank 11, containing optional data
elements. The data format declares the Root-0OID (3.14) in an efficient manner, so that a complete object identifier
can be reconstructed for external communications.

3.7

data protocol processor

implementation of the processes defined in ISO/IEC 15962, including data compaction, formatting,
support of the command/response unit, and an interface to the tag driver

2 © IS0 2023 - All rights reserved
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3.8

data storage format identifier

DSFID

code that consists of, at least, the access method (3.1) and data format (3.6)

Note 1 to entry: In this document, the term is only relevant to Memory Bank 11, containing optional data elements.

3.9

digital vandalism
unauthorized modification of data on an RFID tag that either renders it unusable or falsely represents
afiother identifier

3|10

Memory Bank

MB

designated name of a segmented memory structure (3.15)
N

3

|

pte 1 to entry: In this document, the Memory Banks 00, 01, 10, and 11 are using bihary notation.

11
etadata
ype of data or information about data

(4

Npte 1 to entry: In the context of this document, metadata can be the Relative-OID (3.13) in relation td the data,
tHe precursor in relation to the compacted and encoded bytes, or the AFI (3.4) and DSFID (3.8) in relatfion to the
data.

3[12

opject identifier

value (distinguishable from all other such values), which is associated with an object

13
elative-OID
hrticular object identifier (3.12) that constitutes the remaining arcs (3.5) after the Root-0ID (3.14)

pot-OID
hrticular object identifier (3:12) that constitutes the first, second, and subsequent common grcs (3.5)

3
R
p
3|14
R
p
of a set of object identifiers\(hence, the common root)

W

15

¢gmented memory-structure
nlemory storage-that is separated into separate elements and requires multiple addressing plements
fdr access

%]

Npte 1 to entry: In this document, this has the same meaning as partitioned memory.

3|16
tagdriver
implementation of the process to transfer data between the data protocol processor and the RFID tag

3.17

unique item identifier

Ull

encodable data that when combined with an object identifier prefix renders the combination unique
within the rules of the application domain

©1S0 2023 - All rights reserved 3
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4 Applicability and relationship with other systems

4.1 General

The use of the ISO/IEC 18000-63 air interface protocol brings with it a set of different standards which
can be deployed to support RFID in libraries. Three different device architectures are discussed below
from the library application to the RFID tag. It should be noted that with the development in UHF RFID,
the LMS/ILS is not the only end point (or start point for encoding) in an RFID system. Therefore, under
the heading of “library application”, the following also needs to be considered:

— thel
— softy

— port
ona

— sort
— softy
— mob

Some o
interope
one desc|
have imy]
a compr
architect
tunnel r
Some of
compong

4.2 In

Figure 1
between

brary management system/integrated library system;
vare linked to encoding devices used by book suppliers;

hble devices, with on-board processing, which exchange data (as necessary) with the LMS/II
transaction or even batch mode basis;

hition systems that can operate somewhat autonomously from the LMS/ILS;
vare to support quality control devices;
le phones and other user-centric portable devices.

the architectures described below offer different pérspectives on how to achiey
Fability. The one described in 4.2 offers more opportunitiesfor using generic modules, while t}
ribed in 4.3 can be called the “traditional model” replicating structures used by libraries th
lemented RFID using 13,56 MHz technology, while the'one described in 4.4 can be considerg
bmise between the other two architectures. There is no requirement to adopt one of thej
ures; in fact, some might be more suited to some type of device (e.g. portable devices, RFI
paders) or some type of operator (e.g. a booksupplier compared with a circulation library
the choices might depend on the interfaces supported by hardware devices and softwal
nts.

lependent standards-based components

different layers.

shows an architecture where individual hardware and/or software modules communicat

G
e
nt
d

e
D
).
e
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Library
Application

Data elements

F———— —_————

| Device

| ISO/TS
28560-4

ISO/TS 28560-4:2023(E)

|
|
I software
L

ISO/IEC
15962 generic
software

!

ISO/IEC 24791-5
device interface

Standard
interrogator

i

ISO/IEC 18000:63
air interfage protocol

oy

Figure 1 — Architecture using all standard components

Uping the example of reading data from-the tag (i.e. bottom up in Figure 1, the inverse applies for
encoding data).

The ISO/IEC 18000-63 air interface protocol is used between the tag and the interrggator to
transfer encoded bits within commands and responses.

The interrogator supports the device interface standard (ISO/IEC 24791-5) and commurjicates to
upper layers using this’protocol, typically to a stand-alone ISO/IEC 15962 software implemgntation.

In turn, after decoding the data on the tag, the ISO/IEC 15962 software simply communicdtes to an

ISO/TS 285602 software implementation:

— objeetiidentifiers and the de-compacted data, where these are encoded using ftandard

ISO/IEC 15962 compaction rules;

# \(0bject identifiers and the still compacted data bytes for data elements defined as application-

specific.

d)

The device, shown in dotted lines, is capable of processing some front-line function. A typical
example is the self-check terminal, but can be any other device designed or configured for a library
application. The ISO/TS 28560-4 software module can be integrated in the device or can directly
interface with it, based on the implementation and design requirements. This software decodes
the additional application-specific data elements and passes on all the data elements to specific
software in the library device (e.g. circulation control terminals, sortation systems, portable

devices) for processing.

The library device processes the data elements in a manner relevant to library applications,
including the LMS/ILS using a communication protocol implemented by the library, such as SIP 2.0.

© IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=3e4743b9208ce003d41023c1355e2326

ISO/TS 28560-4:2023(E)

4.3 Integrated encoding/decoding software

Figure 2 illustrates an architecture that has a more integrated software component but uses the
standard air interface protocol and the device interface protocol from the interrogator module.

Library
Application

T Data elements

r——=-= e |
| Device
|

|

|
| ISO/TS |
| 28560-4 |
I software with I
: ISO/IEC 15962 :
| rules |

L — — - _—— ——
ISO/IEC 24791-5
device interface

Standard
interrogator

air interfaceprotocol

n’

Figure 2 — Architecture with integrated data element software component

IISO/IEC 18000=63

The softjvare module that processes the-data according to ISO/IEC 15962 rules is incorporated into
a softwafre product that also deals with all the ISO/TS 28560-4 encoding rules. This means that the
interfacq between the software andany device with which it is associated or embedded communicatés
ISO 285d0-1 data elements to library application modules.

4.4 Lepgacy-based architecture

Figure 3|shows an architecture that is not dissimilar to that, which is common for RFID systems basgd
on 13,56|MHz technology.
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Library
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F—_———— —_———

1 Device

ISO/TS
28560-4
software with

Integrated

|

|

|

|

1
ISO/1EC 15962 |
|

|

|
interrogator |
|

|
|
|
|
| rules
|
|
|
|

| S . _——— = d

ISO/IEC 18000-63
air interface protocol

7

Figure 3 — Legacy-based architecture

Uping the same example of reading data from the tagyas'in 4.2, the ISO/IEC 18000-63 air

protocol communicates directly with an interrogatéi-integrated directly into the front-lin
device. This either embeds, or makes calls to, a software module that supports all the requirg
I40/TS 28560-4 including the encoding rules of ISO/IEC 15962.

The advantage of this architecture is that itxfright be familiar to system vendors. The disadv
that the application interface of the interrogator is probably based on some proprietary prq
tyrn, this means that some aspects of the ISO/IEC 28560-4 software might also require a cu
iffterface.

5/ Requirements

5|1 Data elements
The data elements_shall be conformant with ISO 28560-1.

NPTE Thete-is a degree of flexibility in using locally defined codes that enable enhancements and ¥
tq be implemented while still conforming with the basic set of data elements.

5|2 <RFID air interface: ISO/IEC 18000-63 for UHF

nterface
e library
ments of

hntage is
tocol. In
stomised

rariations

5.2.1 General

The air interface for compliant RFID tags and interrogators is specified in ISO/IEC 18000-63. RFID

tags have what is known as a segmented memory structure, where four different memory b

anks are

supported and separately addressable. The memory banks are using the following binary notation:

— 00 for password;
— 01 for the unique item identifier;

— 10 for tag identification, which can include serialization;

— 11 for additional user data, which in the case of ISO/TS 28560-4, will include the optional data.

© IS0 2023 - All rights reserved
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Memory is organized in a 16-bit word for commands to read and write the data, but the actual memory
structure is left to the chip manufacturer to decide on how this is implemented.

There are different national and regional radio regulations for the use of RFID within the UHF frequency
spectrum between 860 MHz and 960 MHz.

5.2.2 Air interface conformance

The air interface conformance shall be tested in accordance with the procedures of ISO/IEC 18047-6.

5.2.3 ag performance

Where there are requirements to test tag performance, these shall be done in accordafn¢e” with

ISO/IEC [18046-3.

5.2.4 Interrogator performance

Where there are requirements to test interrogator (reader) performance, these shall be done |n

accordarjce with ISO/IEC 18046-2.

5.2.5 System performance

Where there are requirements to test system performance, these-shall be done in accordance with

ISO/IEC |8046-1.

5.3 RHID air interface: Other air interface protocols

Although the segmented memory structure is used for~other air interface protocols, this document

currently provides no specific advice and guidelines on implementing with an air interface protocpl

other than ISO/IEC 18000-63.

5.4 D3ta protocol

ISO/IEC [15961-1 specifies the applicatien commands that are used to define the communicatign

requirenpents between the application and the RFID tag. The relevant commands are described |n

Annex B

The progess rules of ISO/IEG 15962 shall be used to encode and decode data from the RFID tag. In

particuldr, the following cafistraints shall apply:

— encdding in memofy)bank 00 is for passwords;

— encdding in memory bank 01 shall comply with the ISO/IEC 15962 rules for a Monomorphic-UlI.
Encqding in-MB 01 is mandatory with the rules as defined in 6.2;

— encdding-in memory bank 11 shall comply with the No-directory access method, and be used for
enc Hing the nph'nna] data elements defined in ISQO ')QQKH_’I;

no alternative access method shall be supported until this document is revised;

no encoding is possible in memory bank 10.

Memory bank 11 is defined as optional in ISO/IEC 18000-63, and therefore, not all RFID tags include
this memory bank. Increasingly, MB 11 is incorporated in RFID tag products, so should be used to
support the encoding rules defined in this document.

© IS0 2023 - All rights reserved
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5.5 RFID interrogators (RFID readers)

RFID interrogators shall support all memory banks so that tags with three or four memory banks and
different sized memory are all interoperable.

In order to achieve interoperability, RFID interrogators shall be based on open architecture RFID
standards defined by ISO/IEC JTC 1/SC 31. Particular standards are specified in this document. This
means that any one of the manufacturer's reading/writing equipment shall be able to read or write
to any other manufacturer's RFID tags, and that any manufacturer's RFID tags shall be able to be read
and/or programmed by any other manufacturer's reader/writer.

6

Data elements

6/1 General

Table 1 — List of data elements

The set of data elements that comprises the data dictionary for this document is fully des¢ribed in
I40 28560-1 and repeated and adapted for this document as outlined in Table”l. Only one datd element
i mandatory, the primary item identifier. All others are optional, but\can be selected to
re¢quirements of individual libraries, and/or for particular items.

meet the

Table 1 shows the Relative-OID value, the format for input data, and advice about locking [the data
element as an encoded data set on the RFID tag. A maximum length of 255 characters should agply to all
dpta elements that have a variable length display format.

Na Name of the data Status Display format Lock
element
D |Unique item identifier | Mandatory |One ofsix formats SHould be
(UID) {Rrimary item identifier} Jocked
{Primary item identifier}.S
{Primary item identifier}.{set information}
{Owner institution}.{Primary item identifier}
{Owner institution}.{Primary item identifier}.S
{Owner institution}.{Primary item identifier}.{set
information}
L | Primary item identifier ox I\lli(():titl Variable length alphanumeric a I;Iiggble
p Y |Character set = ISO/IEC 646 International Reference np
used (see Version (IRV)
UII N 0)
P |Content parameter Optional |Bit mapped code (see 6.4) Opptional
b_'Owner institution Optional |Variable length field (maximum of 16 characters) Olptional
(ISIL) based on ISO 15511
4 |Setinformation Optional |{Total in set/part number} structure Optional
(maximum < 255)
5 |Type of usage Optional |Single octet (coded list) Optional
6 |Shelflocation Optional |Variable length alphanumeric Optional
Character set = [SO/IEC 646 IRV
ONIX media format Optional |Two uppercase alphabetic characters Optional
MARC media format Optional |Two lowercase alphabetic characters Optional
Supplier identifier Optional |Variable length alphanumeric Optional
Character set = ISO/IEC 646 IRV
© 180 2023 - All rights reserved 9
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Table 1 (continued)
Na| Name of the data Status Display format Lock
element
10 |Order number Optional |Variable length alphanumeric Optional
Character set = ISO/IEC 646 IRV
11P|ILL borrowing Optional |Variable length field (maximum of 16 characters) Not locked
institution (ISIL) based on ISO 15511
12 |ILL borrowing Optional |Variable length alphanumeric Not locked
transactionnumber Characterset = ]QnI/]Ff‘ 64.6 IR\
13 |GS1 product identifier Optional |Fixed length 13 numeric digit field Optignal
14 |Alternative unique Reserved —
item|identifier for future |—
use
15 |Locdl data A Optional |Variable length alphanumeric Optional
Character set = ISO/IEC 646 IRV, or ISO/IEC 8859:1,)0r
UTF-8
16 [Locdl data B Optional |Variable length alphanumeric Optional
Character set = ISO/IEC 646 IRV, or ISO/IEC'8859-1, or
UTF-8
17 |Title Optional |Variable length alphanumeric Optional
Character set = ISO/IEC 646 IRV, or ISO/IEC 8859-1, or
UTF-8
18 |Product identifier local | Optional |Variable length Alphanunteric Optional
Character set = ISO/IEC'646 IRV
19 |Medja format (other) Optional |[Single octet (coded\ist) Optional
20 |Supply chain stage Optional |[Single octet (coded list) Optional
21 |Supplier invoice num- Optional |Variable length alphanumeric Optional
ber Characterset = [SO/IEC 646 IRV
22 | Alternative item Optional |Variablelength alphanumeric Optional
identifier Character set = [SO/IEC 646 IRV
23 | Alternative owner Optional [Variable length alphanumeric Optional
institution Character set = [SO/IEC 646 IRV
24 |Subgidiary of an owner | Optional |Variable length alphanumeric Optional
institution Character set = ISO/IEC 646 IRV
25 | Alternative ILL Optional |Variable length alphanumeric Not locked
borrpwing institution Character set = ISO/IEC 646 IRV
26 |Locql data C Optional |Variable length alphanumeric Optional
Character set = ISO/IEC 646 IRV, or ISO/IEC 8859-1, or
UTF-8
27 |Not glefined Reserved |— —
for future
use
28 |Not defined Reserved |— —
for future
use
29 |Not defined Reserved |— —
for future
use
30 |Not defined Reserved |— —
for future
use
31 |Not defined Reserved |— —
for future
use

10
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Table 1 (continued)

Na Nam:lglf;(l;stdata Status Display format Lock

a This column specifies the data element number (N) or the Relative-OID value, i.e. the number identifying the
data element, as defined in ISO 28560-1.

b The ISIL, as used for Relative-OID values 3 and 11, is presented and displayed according to the characters de-
fined in ISO 15511.

Vadiai

FaY S M =3 Ry 3
6 A ullguc 1weinn ijaciuuiier (uil)

The unique item identifier (UIl) is a mandatory data element to be encoded in Memoty‘Bank 01 of
\ RFID tag with a segmented memory structure. The UII shall be encoded using therule§ defined
ISO/IEC 15962 for a Monomorphic-Ull, which declares the object identifier and,encoding scheme
rectly from the AFI.

Zz o=

DTE1 The Relative-OID does not need to be encoded, nor is a DSFID or precursér required for MB (1.

wn

pecifically, the encoding shall comply with the URN Code 40 encoding rules as ddfined in
§O/IEC 15962. This enables this document to support three components (ISIL, primary item ifentifier,
and set information) resulting in six possible structures for the Ul;29ne of which shall be selpcted for
encoding in a particular RFID tag. Because of the structure of the UlI, the options can be infermixed
w{ithin a system. The structures are described in the followingsubclauses.

et

NPTE 2  Including the ISIL (if it exists for the library) in the Wil can result in privacy issues because|the tag is
more uniquely identifiable. Encoding the ISIL as optional data-in MB 11 is of lesser concern. Excluding the ISIL
friom the UII can impact aspects of transactions for ILL items:

The URN Code 40 encoding rules require a 'dot' separator to be placed between the component
parts of the UIlL. To ensure that this is always-the case, a 'dot' (also known as a ‘full stop’ or] ‘period’,
I§0/1EC 8859-1 code point 2Eiy) shall not be part of either the primary item identifier or the ISIL for
any of the structures defined in the following subclauses.

Although beyond the scope of this;document, characters other than the 'dot' need to be usdd if they
clirrently appear in either the ISILjor the primary item identifier and are encoded in the Ul[l. This is
bcause the presence of a 'dot'yin the wrong place will result in a corrupted decode.

b

The Ull should be locked te'prevent various forms of digital vandalism and to ensure proof of oynership
by a particular library, The’procedure for locking MB 01 is defined in Annex C.
M

B 01 has a signal,»éncoded by air interface protocol rules, to indicate if encoding is present jn MB 11
fdr the optional.data elements (see 7.3.4).

The Relativez@ID value '0' is created by the RFID decoding process from the information regisjtered for
the AFI associated with the Monomorphic-UIl. A library system may retain this Relative-OID aq the data
element identifier, or map the constituent part(s) of the UII to data elements as defined in the following
51|1bclauses.

6.2.1 UII comprising of only the primary item identifier
The input format for this structure shall comprise a single component:
{Primary item identifier}

The format of the primary item identifier is variable length, and the alphanumeric characters can be
any from ISO/IEC 646 International Reference Version (also known as US-ASCII). Although the encoding
rules will support any length of primary item identifier, shorter codes will encode more efficiently,
requiring less memory and enabling faster transactions across the air interface.

After decoding, the Relative-OID may be retained as the value '0' assigned by the RFID decoding
process, or mapped to Relative-OID 1.
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6.2.2 UIIl comprising owner institution + primary item identifier

The input format for this structure shall comprise two components with a 'dot' separator between
them:

{Owner institution (ISIL)}.{Primary item identifier}

The input of the ISIL for the owner institution to the encoding process and the output from the decoding
process shall be as defined in 6.5, including the hyphens. Because it always precedes the 'dot’ separator
if encoded in the Ul it is distinguishable from the primary item identifier, which is the second
compongrrt:

The input of the primary item identifier is defined in 6.2.1.
After de¢oding, the Relative-OID may be:
— retalned as the value '0' assigned by the RFID decoding process, retaining the 'dot'separator, or

— mapped to Relative-OID '3' for the owner institution and Relative-OID '1' for ithe primary item
identifier. In this case, the 'dot' separator is discarded.

6.2.3 [Encoding set information

Because [[SO/IEC 18000-63 requires different commands to read the different memory banks, theye
are advaptages in providing an optional structure in the UII to sigrdal that the item is part of a set. Thiis
can save|on the need to have an additional read of MB 11. This stibclass recognizes that libraries uge
differentfapproaches to define the primary item identifier when'the item is part of a set.

6.2.3.1 | Setindicator when the primary item identifier'is unique between all items in the set

The inpuft format for this structure shall append an-additional component, preceded by a 'dot' separat¢r
following the structures defined in 6.2.1 and 6.2.2:

{Primary item identifier}.S
{Owner institution (ISIL)}.{Primary item identifier}.S

The fina] character 'S’ is just an jndicator, and may be used in the application to invoke secondary
procedufes to identify other infermation. This can be in MB 11 for the encoding of the data element for
set information (see 6.6).

6.2.3.2 | Set indicator when the primary item identifier is not unique between all items in the
set

If the primary iteny identifier is an all-numeric code of 2, 4, or 6 digits long, then, this subclause shgll
not be applied;“because it will be impossible for the decoding software to distinguish between the
structurgs. Ifitis necessary to declare that an item is part of a set, then the rules of 6.2.3.1 shall be usefd.

The inputformatforthisstructure sitattappend am additionat COMpoTTent, preceded by a dot Separator
following the structures defined in 6.2.1 and 6.2.2:

{Primary item identifier}.{set information}
{Owner institution (ISIL)}.{Primary item identifier}{set information}
The set information is constructed exactly as defined in 6.6.

NOTE1 This option makes the UII unique, but still preserves the integrity of the primary item identifier as a
common code for the interfaces to the LMS/ILS.

NOTE 2  All the rules that are defined in ISO 28560-1 for sets might not be applicable to this solution.
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6.2.4 Unambiguous UlI structure

The six structures of the UlI, as listed below, can all be unambiguously decoded. Those that include
the ISIL as the first component have a structure that is defined in ISO 15511, so that one to four
alphabetic characters precede a "hyphen' character. Those with the ISIL component cannot have a single
component. Those that have a set indicator (irrespective of option) as the final component have this as
a very short string. This can never be longer than six characters and is always preceded by the primary
item identifier.

— {Primary item identifier}

— {Primary item identifier}.S

— {Primary item identifier}.{set information}

— {Owner institution (ISIL)}.{Primary item identifier}
—+ {Owner institution (ISIL)}.{Primary item identifier}.S

— {Owner institution (ISIL)}.{Primary item identifier}.{set information}

3 Primary item identifier

6
This data element as defined in ISO 28560-1 shall only be used in'this document as part of th¢ UII (see
6]2).

6|4 Content parameter

The content parameter is an optional data element that shall only be encoded in Memory Bgnk 11. If
encoded, it should be encoded immediately after the DSFID (see 7.1.7). If the content parameter is to
rémain unlocked and the tag supports selective locking, the block lock size of the tags being usgd by the
liprary need to be taken into account. An unlocked content parameter, preceded by a locked D§FID, and
fqllowed immediately by other locked data elements can consume a significant portion of merpory in a
dg with a small total memory capagityand a relatively large block size.

The content parameter is used to declare the Relative-OID values that are encoded on the RFID tag,
and for the purposes of thissdocument, it is used as an OID index. A 'rule of thumb' has evolved with
r¢ading data from Memory.Bank 11 using the inherent ISO/IEC 15962 encoding schemes wheh applied
tq an ISO/IEC 18000-63'RFID tag. That is, if the encoded data is up to 256 bits or 16 words, an air
irfterface command set.to read 16 words is probably faster than invoking successive reads. If this rule is
applied, and if the-éneoded data requires no more than 16 words, this means that the OID index might
bg redundant. Ifitis difficult to determine the memory required for the encoding of a particullar set of
dpta elements;thén another metric is the number of data elements being encoded. The OID ind¢x should
bg used if more than five additional data elements are encoded in Memory Bank 11. However, ifithe Title
id one oftheé data elements, then that number needs to be reduced, especially if the full titlg is being
encoded-When creating the OID index, consideration should be given to the highest value Relgtive-OID
likely to be encoded and the OID index constructed with sufficient capacity to support this Relative-
Ofb-

If used, it indicates the presence or absence of a particular data element. If the desired data element is
encoded on the tag, then additional reading is required; whereas if the OID index indicates that it is not
on the tag, the wasted transaction time can be eliminated.

The index itself consists of a bit sequence, where each bit position is associated with a particular
Relative-OID. If the bit position is set “1”, then the Relative-OID and associated data object is encoded on
the RFID tag. As Relative-OID 1 is mandatory and Relative-OID 2 is this particular data element, the bit
map begins at Relative-OID 3. An example is shown in Figure 4.
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Relative-OID 3 4 5 6 7 8 9 10 | 11

Bit 1 = encoded 1 0 0 0 0 1 0 0 1 n/a | n/a | n/a | n/a|n/a|n/a| n/a

Key
n/a padded bits to indicate not encoded or not applicable (rounded to 8-bit boundaries)

Figure 4 — Example of OID index bit map

In the eample in Figure 4, the OID index indicates that Relative-OID values 3, 8, and 11 are encodef.
Irrespective of whether the data dictionary includes other Relative-OID values, the bit mapl€an be
truncated at the highest value Relative-OID intended to be encoded either initially or with subsequent
encoding. It is also necessary to round up the bit map to 8-bit boundaries for encoding omthe RFID tag.

S

This datg element provides no information about the sequence of the encoded dataelements nor thejir
size. In the example in Figure 4, the encoding sequence could be Relative-OID value'8, followed by 1
followed|by 3.

l_\

The OID jndex should only be locked if the information on the RFID tag is eértain to remain unchanged.

6.5 Owner institution (ISIL)

The owngr institution data element represents the ISIL code as spe€ified in ISO 15511. For this documen
the ISIL qode is introduced into the RFID encoding process inastructure defined in accordance with the
rules of [SO 15511. This means that the hyphen (present in every ISIL after the ISIL prefix) is presentgd
in the application commands.

K

This datg element is defined in ISO 28560-1 as optional, and for this document, there are three options
for a librpry to consider for processing the owner institution data element, as follows:

— it cah be encoded as part of the Ull in Memory Bank 01 as defined in 6.2.1;
— it cah be excluded from the UIl and endoded in Memory Bank 11;

— it cah be excluded from the encdding.

6.6 Sefinformation

The datq element for setGnformation is optional, and for this document, there are three options for|a
library t consider for-processing the owner institution data element, as follows:

— it cah be encoded as part of the Ull in Memory Bank 01 as defined in 6.2.3;

— it cah be éxeluded from the UIl and encoded in Memory Bank 11;

— itcanbe excluded from the encoding

The set information is presented in two components:
— the total number of parts;
— followed by the ordinal part number, with a maximum of 255 parts.

[SO 28560-1 defines various examples of encoding, particularly where not all the parts of the set carry
an RFID tag.

If the total number of parts is nine or less, then the user data is presented as a two-digit code to reduce
the encoding requirement. If the total number of parts is between 10 and 99, then the user data is
presented as a four-digit code, with the lowest ordinal values shown as 00 to 09. If the total number of
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parts is between 100 and 255, then the user data is presented as a six-digit code. If the ordinal value is
less than 100, it is prefixed by leading zeros to create a three-digit number.

6.7 Type of usage

The data element for type of usage is optional. If used, it shall only be encoded in Memory Bank 11. The
encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The type of usage data element is defined in ISO 28560-1, together with the supporting coded list of
values for this data element. The code in ISO 28560-1 is presented as an alphanumeric code, but is
aftually a single byte hexadecimal code and is encoded in this manner.

6/8 Shelflocation

The data element for shelf location is optional. If used, it shall only be encoded in ®Memory Bank 11. The
encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The shelf location is a variable length field that is used to identify the location code of a shelvinfg system
of the owning institution.

9 ONIX media format

6

The data element for ONIX media format is optional. If used,it shall only be encoded in Mem¢ry Bank
11. The encoding rules defined for ISO 28560-2 shall applyand are repeated below.

T

he ONIX media format data element represents an ONIX'media descriptor of two uppercase alphabetic
characters. A reference source for the code list is proyided in ISO 28560-1.

6,10 MARC media format

The data element for MARC media formatis optional. If used, it shall only be encoded in Mempry Bank
11l. The encoding rules defined for ISO_28560-2 shall apply and are repeated below.

The MARC media format data element represents a MARC category of material descriptor of two
ldwercase alphabetic characters. A reference source for the code list is provided in ISO 28560-].

11 Supplier identifier

6

The data element for’supplier identifier is optional. If used, it shall only be encoded in Memory(Bank 11.
The encoding rules-defined for ISO 28560-2 shall apply and are repeated below.
T
n

he supplier identifier is a variable length field that may be used for a locally designated identification
imber relating to the supplier of the library material. It may be left permanently written to the tag or
itfmay be-used only temporarily during an acquisitions process.

6/12 Order number

The data element for order number is optional. If used, it shall only be encoded in Memory Bank 11. The
encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The order number is a variable length field that may be used for a locally designated order number
meaningful to the library and to the supplier of the library material. It may be left permanently written
to the tag or it may be used only temporarily during an acquisitions process.

6.13 ILL borrowing institute

The data element for ILL borrowing institute is optional. If used, it shall only be encoded in Memory
Bank 11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.
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The ILL borrowing institution is represented by the ISIL code in accordance with ISO 15511. The data is
presented according to the rules defined in 6.5 (for the owner institution). This data element shall not
be locked.

6.14 ILL transaction number

The data element for ILL transaction number is optional. If used, it shall only be encoded in Memory
Bank 11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The ILL transaction number is assigned by the lending institute to identifv an inter-librarv logn
transactjon. The structure of the number is locally defined. The data element shall not be locked.

6.15 GS1 product identifier

The datalelement for GS1 product identifier is optional. If used, it shall only be encoded in;Mémory Bark
11. The gncoding rules defined for ISO 28560-2 shall apply and are repeated below.

The GS1[product identifier data element is used to encode the GTIN-13 code, commonly seen on retdil
producty in a bar code format on books and other media products. A more“detailed definition s
provided in ISO 28560-1. The GTIN-13 code is always presented as a 13-digit code (i.e. with leading
zeros, if hecessary) for input into the ISO/IEC 15962 encoding process.

NOTE 1 | Since January 2007, the ISBN has formally changed from being &,10-digit code (sometimes with an|X
check character) into a 13-digit code, as represented in the GTIN-13 code

NOTE 2 | The GTIN-13 code is more popularly understood in the United States as the UPC code, and in othgr
parts of the world as the EAN-13 code.

NOTE 3 | In the future, products, including books, can be supplied with what is known in the GS1 system as the
SGTIN, which will be encoded in MB 01. This should be overwritten with the UII as defined in 6.2.

6.16 Alternative unique item identifier

This datj element shall not be used in thissdocument. It is reserved for possibly encoding in different
tag architectures.

6.17 Local data

The datd element for local data is optional. If used, it shall only be encoded in Memory Bank 11. The
encoding rules defined forIS0 28560-2 shall apply and are repeated below.

The loca] data elementfs (A, B, and C) are each variable length fields that may be used for any locally
defined purpose and,as such there is no external application of this data object. Table 2 the parameters
for the Idcal data€lements.

Table 2 — Local data element parameters

Rela-

Data element tive-OID

Category Format Lock

Variable length alphanumeric field
Local data A 15 Optional |Character set =1SO/IEC 646 IRV, or Optional
ISO/IEC 8859-1, or UTF-8

Variable length alphanumeric field
Local data B 16 Optional |Character set =1SO/IEC 646 IRV, or Optional
ISO/IEC 8859-1, or UTF-8

Variable length alphanumeric field

Local data C 26 Optional | Character set = ISO/IEC 646 IRV, or Optional
ISO/IEC 8859-1, or UTF-8
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6.18 Title

The data element for title is optional. If used, it shall only be encoded in Memory Bank 11. The encoding
rules defined for ISO 28560-2 shall apply and are repeated below.

The title data element is a variable length field used to identify the title or name of the item. The format
may be UTF-8 to allow for titles to be encoded in a language other than those based on the extended
Latin alphabet. The following pieces of advice are intended to assist with encoding efficiency.

— If possible, a title should be defined using the ISO/IEC 646 IRV (US ASCII) character set. It is also
TEeCommMended that ait Uppercase characters be USed as this encodes More efficiently:

— [Ifitis not possible to use the ISO/IEC 646 IRV (US ASCII) character set, then considerdtion §hould be
given to using ISO/IEC 8859-1, which is the default encoding set for ISO/IEC 15962:

— UTF-8 should only be declared for titles that cannot be defined using the ISO/IEC 8859-1 ¢haracter
set.

— For all defined titles, in situations where tag memory is small, a locally, defined and admjnistered
limit may be placed on the length of this field. The length should beithe shortest that is practical to
satisfactorily identify the item from a small set of items (e.g. one item'from six as a library orrower
exits the security gates and triggers an alarm due to a processing/error).

The parameters for the item title data element are defined in Fable 3.

Table 3 — Title data element parameters

Data element Relative-OID Category Format Lock

Variable length alphanumeric field
Title 17 Optional Character set = ISO/IEC 646 IRV, or Optional
ISO/IEC 8859-1, or UTF-8

19 Product identifier (local)

6

The data element for product identifier (local) is optional. If used, it shall only be encoded in|Memory
Bank 11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.
F
p

br items that do not hayeé a GTIN-13 code, or where one cannot be constructed independently as is
bssible with the ISBN, the-product identifier (local) data element may be used. This enables infprmation
systems linked to specific local code structures to be supported by the RFID system.

20 Media format (other)

6

The data element for media format (other) is optional. If used, it shall only be encoded in Mempry Bank
11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.
T
0

he-media format (other) data element represents any media descriptor other than ONIX or MARC. It is

hlvrcad if aithar oftho tvarn anrn crandard ~adnc 1c nat cn i d 1aca11
1Ty H-eHeRer-etttRetwWwoere-Stahaara €068 515 et SHpPortea10€atty-

oroT

6.21 Supply chain stage

The data element for supply chain stage is optional. If used, it shall only be encoded in Memory Bank 11.
The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The supply chain stage is a single octet that is used to identify the current stage of the supply chain in
which the RFID tag resides. The code list is provided in ISO 28560-1.

©1S0 2023 - All rights reserved 17


https://standardsiso.com/api/?name=3e4743b9208ce003d41023c1355e2326

ISO/TS 28560-4:2023(E)

6.22 Su

pplier invoice number

The data element for supplier invoice number is optional. If used, it shall only be encoded in Memory

Bank 11.

The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The supplier invoice number is a variable length field that may be used for a locally designated invoice
number meaningful to the library and to the supplier of the library material. It may be left permanently
written to the tag or it may be used only temporarily during an acquisitions process.

6.23 Al

ernative item number

The datg
Bank 11.

The alte
optional
process

6.24 Al

The datg
Bank 11,

assigned
SO 2854

The altet
ISIL. Thi

are issud

library decision. Some libraries may choose to leave the\data element unlocked so that it can be deletef,

if necess
code. An
not proc

6.25 Supsidiary of an owner library,

The datd
Memory

The subg
the ISIL.

6.26 Al

The data
in Memo

element for alternative item number is optional. If used, it shall only be encoded in Mémory
The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

Fnative item identifier is a variable length field that may be used for a locallyydesignated
identifier. The ID may be temporary and have only local meaning as during’aw acquisitions
r it may contain other identifiers as deemed necessary.

lernative owner institution

element for alternative item number is optional. If used, it shalkhonly be encoded in Memory
and shall not be used as part of the UlI (see 6.2). This means that libraries that do not have gn
ISIL shall only encode the primary item identifier as the Ull. The encoding rules defined for
0-2 shall apply and are repeated below, with some advice.about future migration.

native owner institution is used, for example, where alibrary identifier scheme pre-dates the
5 element is optional where items are not included.irran ILL scheme but required when items
d on ILL. While it may be deemed necessary tolock this data element, this is left as a locpl

qary, as a result of library mergers or transfer of collections, or a future migration to the IS|L
bther option is to lock the data element and‘treat the data element as redundant (and therefore
pssed) when an ISIL is assigned.

element for subsidiary oftan owner library is optional. If used, it shall only be encoded |n
Bank 11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

idiary of an owner,institution data element is used to refine the identity to a level lower thgn
As such it is an internal code defined locally.

fernative JLL-borrowing institution

element.for alternative ILL borrowing institution is optional. If used, it shall only be encodgd
'y Bank 11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The alte

native ILL borrowing institution is a variable ]nngﬂ'\ field that may be used for a local y

designated optional identifier, where an ISIL cannot be used. This data element shall not be locked.

6.27 Other reserved data elements

Data elements with the Relative-OID values 27 to 31 are reserved.

18
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7 Data encoding
7.1 Data protocol overview

7.1.1 General

The data shall be written to, and read from, the RFID tag using facilities functionally equivalent to
the commands and responses defined in ISO/IEC 15961-1, though transfer encoding is not required.
This allows libraries complete flexibility in selecting from the present set of optional data elements
a$ defined in this document, and for supporting new data elements, should these be added-aff a future
hte. This flexibility can be implemented for different loan items, and changed over a peniod of time,
bpending on the requirements of the library system.

d
d
The encoded byte stream on the RFID tag shall be encoded in accordance with the rutes of ISO/IEC 15962.
These rules are implemented automatically through a system that has both \[SO/IEC 159p1-1 and
I§0/IEC 15962 as part of the complete data protocol.

NPTE The adoption of this data protocol, together with other standards specified by ISO/IEC JT(¢ 1/SC 31,
wjill allow libraries to migrate more easily if any developments in RFID technology were consideredl suitable
fgr the library community. This is because the data protocol has been designed to be independent of RFID air
interface protocols and tag architectures. As new RFID technology has been standardized, the core components
of ISO/IEC 15961 and ISO/IEC 15962 remain constant. New features-are supported by interface megchanisms
(Kknown as tag drivers) being specified in ISO/IEC 15962 and any new features being supported more generically
inf the commands of ISO/IEC 15961-1 and the processes defined in\JSO/IEC 15962. Different system architectures
are described in Clause 4.

711.2 Data constructs

I§O/IEC 15961-2 requires that a set of RFID data constructs be registered for applications|that use
the data protocol. The four RFID data constructs are described in 7.1.3 to 7.1.7, together wjith their
particular code values that have been assighed by the ISO/IEC 15961 registration authority fqr use for
RFID for libraries.

~

1.3 AFI

—

he AF1 is a single byte codeused as a tag selection mechanism across the air interface to minimize the
xtent of communication transaction time with tags that do not carry the relevant AFI code.

o

The AFI value C2yy hias' been assigned under the registration of ISO/IEC 15961-2 explicitly fqr library
upe. This distingujshes library loan items from all other items using RFID in item management(systems.
This avoids thesrisk of an RFID reader in another domain reading the RFID tag on a loan {tem and
confusing thelencoded content with data for its own application. It also enables a library system to
ré¢ject items that carry a different AFI code, possibly from another domain visited by a client.

The AElis encoded in MB 01 (see 7.3.5.2). For this document, the AFI declares that the UII thpt is also
encoded in MB 01 is a Monomorphic-UII. Therefore, MB 01 does not require a DSFID to be encgded.

No other value of AFI shall be used in MB 01. This is to ensure that the rules registered for the data
constructs according to ISO/IEC 15961-2 are consistently applied.

NOTE This means that one of the security procedures defined for other parts of ISO 28560 based on
ISO/IEC 18000-3 Mode 1 tags, permitting switching between two AFI values, cannot be applied.

7.1.4 Data format

The data format is used as a mechanism to enable object identifiers to be encoded in a truncated or short
form. The data format value 6 (06yy) has been assigned under the registration of ISO/IEC 15961-2
explicitly for library use. The data format is part of a single byte value defined as the DSFID and defined
in 71.7.
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For this document, the DSFID, and therefore the data format, are only encoded in MB 11.

7.1.5 Object identifier for library applications

The object identifier structure used in the RFID data protocol ensures that each data element is unique
not only within a domain such as a library system for all parts of ISO 28560, but between all domains.
The object identifier may be split into two component parts. The Relative-0OID, as defined in Table 1,
only distinguishes between data elements within a particular domain, whereas by prefixing this with a

Root-OID the data element becomes unique within all object identifiers. The common Root-OID that has
been ass'gnpd underthe registration of lQﬂI/IF‘(' 15961-2 pvp]ir‘iﬂy for ]ihrnry uselis:

1.0.15961.6

For all opject identifiers specified in this document, only the Relative-OID will need to be.encode
There is pne exception, the Ull encoded in MB 01 has an implicit Relative-OID = 0, which isthot encode
This is because the Ull is based on the ISO/IEC 15962 Monomorphic-UII rules.

2=

Softwarg designed specifically for the library community will probably require only’the Relative-OID
to be prdvided in commands.

If alibrary system uses generic ISO/IEC 15962 encoding and decoding software; the full object identifier
might bg required in commands and responses. In such cases, the Root-QIB"Wwill need to be prefixed {o
the Relative-OID value to create the object identifier. The RFID tag en€oding is still efficient, becauge
the datalformat truncates the Root-OID during the encoding processand reconstructs it in the decode
process. [Even under this more generic process, only the Relative-OID is actually encoded on the RFID
tag to di§tinguish between data elements.

7.1.6 Object identifier for the UII and its interpretation

The Reldtive-OID for the UII has an implicit value ©f*'0' for any of the formats to comply with the
register¢d AFI and Monomorphic-UIl. Two options-itay be used during the decode process, as set out |n
more defail in 6.2. However, for the encode pracedure, any Relative-OID assigned to a component paft
of the Ul| shall be ignored.

7.1.7 DSFID

The DSF|D shall be encoded in thé first byte of MB 11. It has two components relevant to this part pf
ISO 28540, as follows:

— the data format, as defined in 7.1.4, which is represented in the last five bits of the DSFID;

— the 3ccess method{ which is represented in the first two bits of the DSFID, and which determings
how|data is structured in MB 11 on the RFID tag; the access method that is currently defined for
this focumentis 00 = No-Directory, where the encoded bytes are concatenated in a continuous byte
stream.

Other acfess methods have been included in ISO/IEC 15962:2013 (second edition). This document shdll

v Ldade | 41 pa | 2=l 4 £, | pa | PR o 1 | 4 1 11
nOt Sup Ul't dily dUUItIUIIdD dLLTSS THITULIUU WILITUUU 4 TUTTHAD dIITIHUIIITIIL. SULID dIl dAUITITUIIITIIT S1id

include a migration path for the introduction and support of a new access method.

Locking the DSFID results in both the access method and data format being permanently set for the
RFID tag. Any decision to lock or unlock the DSFID needs to take into consideration advice provided in
7.3.10.

7.2 1SO/IEC 15961-1 commands and responses

ISO/IEC 15961-1 specifies commands and their responses from the application to the ISO/IEC 15962
rules and interrogator. These commands cover the writing, reading, and modifying of data. These
commands and their responses are designed to operate at a higher level than the air interface commands
and responses, which only deal with bytes and blocks.
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The application commands enable an object identifier and associated object (data) to be defined in
a way understood by an application. Additional command arguments support features to enable the
application to instruct the encoder to compact the data, to lock the data, and to avoid encoding duplicate
data. A list of ISO/IEC 15961-1 commands that are relevant for the ISO/IEC 18000-63 RFID tags are
defined in Annex B.

All the arguments in the command are essential to achieve compliant encoding (e.g. instructions to
lock a specific data set or to determine the sequence of data elements). ISO/IEC 15961-1 no longer
requires a detailed interface mechanism with ISO/IEC 15962, as incorporated in the first edition of
these International Standards. This means that the explicit ASN.1 transfer encoding rules into the
I§O/IEC 15962 encoder are no longer required to claim compliance. Systems providers noyw have a
simpler and more flexible manner to implement the encoding on the RFID tag, but are stilllréquired to
encode based on the relevant command arguments. The conformance requirements (ség €laujse 5) are
1] line with this approach.

—

7t3 ISO/IEC 15962 encoding rules for this document

713.1 General

The memory of an ISO/IEC 18000-63 tag is divided into four memorybanks as defined in 5.2.1,|Three of
the memory banks can be encoded, whereas MB 10 is written to by the manufacturer of the integrated
circuit and thereafter is read-only.

Memory is organized in 16-bit words, and a word is the minimum unit that can be written tp the tag
of read from the tag. Commands are addressed in wordinumber starting at Oyy. However, some of the
sfructures of memory are defined as bit locations with.the first bit in each memory bank identified as

There are no standard air interface commands.te. determine which words are locked; ISO/IEC 18000-63

simply states “A Tag’s lock bits cannot be read”directly; they can be inferred by attempting to|perform
other memory operations.”

Flgure 5 illustrates the basic architeeture of the data protocol. The components of ISO/IEC 15962 are
d]scussed below.
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Figure 5 — ISO RFID data protocol architecture

The logical memory (see Figure 5) is the software equivalent of the structure of the memory on the
RFID tag itself. RFID tags that are compliant with the specified air interface protocol will have different
architectures. Although the logical memory should apply to all memory banks of an ISO/IEC 18000-63
RFID tag, it is most relevant to MB 11 for this document because of the variants in tag and interrogator
products.
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The following clauses identify the structure and rules as applicable for this document.

7.3.2 Structure of MB 00

This memory bank is used to store passwords. The 32-bit Kill password is stored at locations 00y to
1Fyex- The un-programmed value of this password is a 32-bit zero string. An interrogator can use the
Kill password to kill a tag and render it unresponsive thereafter.

The 32-bit Access password is encoded at location 20y to 3Fyy. The default un-programmed value
is a 32-bit zero string. A tag with a non-zero Access password requires the interrogator to issue this

p
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hssword before subsequent processing with the tag memory.

hch password may be locked, but as shown in 7.3.1, this is not straightforward to determine.
3.3 Encoding and use of MB 00

3.3.1 Kill password

O/IEC 18000-63 specifies two states for the Kill password: a zero value-and a non-zero valye. A zero
hlue still enables this password to be set, so if a library leaves the password set to the zero st3te and is
hlocked, it leaves itself at some risk to a two-stage attack. In the first stage, a non-zero Kill gassword
in be entered into the “empty area”, and then in the second stage;this password can be used to kill the

g and render it unreadable.

h protect libraries against tags being destroyed, various options are discussed in 9.2.

ecause the Kill password is not required for normal processing, loan items that have the Kill gassword
1coded can be used for inter-library loan purpgses without any adverse implications. The gnly time
1at the Kill password needs to be invoked is at'the end of the useful life of the library loan itgm, when

hta on the tag should be rendered unreadable;

3.3.2 Access password

[though not all ISO/IEC 18000-63 tags support an Access password in terms of providing ajmemory
rea for this and support for commands, for the highest level of security tags with this feature should
b used. If an Access password\is supported, then it can be used to restrict unauthorized writipg of any

hta from the RFID tag.

p protect libraries against unauthorized modification of data on tags, various options are dis¢ussed in

2.

3.4 Structure of MB 01

his memory bank contains the UIIl and associated syntax. The first word at memory addresq location
DyEx t0-0F ey contains a stored CRC-16. This is automatically generated when the tag is procgssed and
le-tules for that are beyond the scope of this document. The second word contains a protocql control

ord-at memorvilocations 10 to1FE asshawnin Tahle 4
J HEX HEX

Table 4 — Structure of protocol control word

Protocol control word bits 0x10 to 0x1F

10 | 11 | 12 | 13 | 14 15 16 17 18 | 19 | 1A | 1B | 1C | 1D | 1E | 1F
0/1 0/1 0/1
Length indicator l=user | 1=xpc | 1=1ISO ISO Application Family Identifier (AFI)
memory | exists
encoded
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Table 4 (continued)

Length indicator l=user | 1=xpc | 0=GS1 GS1/EPC attribute bits

memory | exists
encoded

The structure is significant and relevant to this document as follows:

— AUlllength field is encoded in memory locations 10y to 14yry. The value of the length field should

be c

— A user memory indicator (UMI) is held in location 15ygy. This has the value '1' set automatieal
as de¢fined in ISO/IEC 18000-63, if there is any encoding in MB 11. During a reading procedure, th
valug of the UMI bit is used to determine if optional data is encoded in MB 11.

— An extended protocol control indicator is stored in location 16yy. The function of thisbjt is beyon
the 4cope of this document but, if used in a future revision, it would be calculated automatically 4
defined in ISO/IEC 18000-63.

— An

subdivided as follows:

— The
tob

1444yx) is generated automatically as defined in ISO/IEG;18000-63.

7.3.5

7.3.5.1

MB 01 ehcodes the AFI and the UIl. The encoding rules for these two components are defined in t}
following subclauses. Although shown sepdrately, the encoding should be implemented in one action.

7.3.5.2

The AFI
precede

encoded|to GS1 EPC rule$<The encoding is shown in Table 5.

alculated automatically as defined in ISO/IEC 18000-63.

bering system identifier (NSI) is encoded in memory location 17y 80 W ypy. This is in tuf

Bit location 17y shall be encoded with the value 1",
Bit locations 18y to 1Fygy shall encode the AFI.

encoding of the Unique Item Identifier starts at bitlocatiod 20y;zx. Encoding and decoding neeg
¢ invoked for complete 16-bit words. The value of UlLlength field (in memory locations 104y

Encoding in MB 01

General

Encoding the AFI

is encoded as part gfythe protocol control word in bit locations 18,y to 1Fygy. It shall §
d by a '1" in locatiefi”17 to enable tags encoded to ISO rules to be distinguished from thos

Table 5 — Encoding the AFI in MB 01

Bitposition |10 |11 |12|13|14|15|16|17 |18 |19 |1A|1B|1C|1D| 1E|1F
Bit'value ojo0jojojojofof1f1y1y0j0j0|0]1]0O

y
1e

LS

Is

\e

In the absence of any more specific procedures for a creating air interface commands, the 16-bit string,
as defined in Table 5, shall be used to construct the encoding of MB 01 bit positions 10y to 1Fygy.

7.3.5.3

Encoding the UII

The Monomorphic-UII shall be encoded using the URN Code 40 encoding rules as defined in Annex D.
The AFI declares the encoding scheme. In turn, this means that a DSFID does not need to be encoded in
MB 01. Neither does the data need to be encoded using the data set structure (as defined in 7.3.11). The
URN Code 40 encoding rules support variable length input without requiring a length to be encoded.

24
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Any of the structures described in 6.2.4 may be encoded using these basic steps.

a) Because a Monomorphic-Ull is used, replace the name within { } with the relevant value of the data

element.

b) Ifthere is a ‘dot’ character within the ISIL or the primary item identifier, then the encoding cannot

proceed as an error has occurred, as identified in 6.2.

c) Remove the {} characters which were previously included to help with the illustrations.

d)l—Retain the 'dot’ separators between the component parts

e] Submit the resultant character string to the URN Code 40 encoder. The encoder takesa
3-character string and coverts it to a 16-bit string. The process is repeated until‘the en
completed. There are minor exceptions discussed below and in more detail in Anitex D.

—

he resultant byte string is encoded from bit location 20yy. Because URN Code-40 encoding
oYyer 16-bit units, it is already aligned with the 16-bit word boundary of MB 01:

32!

KAMPLE Basic structure: {Owner institution (ISIL)}.{Primary item identifier}.{set information}

Step 1: {CH-000134-1}.{12345678}.{31}, indicating that the item is part.of a set of three items al
carry an RFID tag.

Steps 2 and 3: CH-000134-1.12345678.31
This 23-character string results in an encoding of 128 bits{or'8 words.

he URN Code 40 basic character set supports all the permitted characters in the ISIL except th
r forward slash) '/". If this is required as part of thedSIL, then the encoding of the preceding c}
all be completed using pad characters as necessary to align to a 16-bit boundary. The solidy
de point 2Fy in the default character set.;It'is encoded as the double byte value FC2F
bde 40. The encoding reverts to the basic character set.

> 00 n—s 4

similar rule applies if the primary item-identifier requires a character from the permitted g
¢t of ISO/IEC 646 International Reference Version (IRV), but is not supported by the URN
hsic character set. The lead byté of FCypy acts as a shift key to encode the character. Just li}
by, it returns to the basic character set immediately after the character is encoded.

~ o wv

N

3.5.4 Rules for writing-and locking MB 01

MB 01 does not suppoxtany form of selective locking, but the entire memory bank may be locke
are no commandste determine if MB 01 is locked (see 7.3.1).

The procedure*to lock MB 01 does require some precision in the sequence of commands t
dpta on the-tag. For example, the encoding in MB 11 needs to be started so that the UMI bit c
alitomatically. Only after all of the relevant encoding has been done should any attempt be mad

S input a
toding is

s always

of which

e solidus
aracters
s has the
L in URN

haracter
Code 40
ke a shift

bd. There

b encode
hn be set
le to lock

— Ifthe AFlis encoded prior to the encoding of the UIl, MB 01 shall not be locked at this stage to avoid

the tag being rendered useless.

— If any of the optional data elements are to be encoded in MB 11, at least the DSFID shal
encoded to ensure that the user memory indicator (UMI) in location 15y is correctly set.

— Ifno encoding of optional data elements is ever expected, then the encoding of all the data
is completed and locked as defined in Annex C.

| first be

in MB 01

— As the UII is locked, then the procedure of toggling the AFI between two values for processing

at the security gates cannot be invoked. The risks of corrupting the UII should be a pa
consideration.

© IS0 2023 - All rights reserved
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NOTE There are other options for implementing a security procedure at the exit of a library. These are
discussed in 9.2.

7.3.6 Relative-OID for the UII

As shown in Table 1, the UIl has a Relative-OID value = 0. Depending on the encoding systems used, this
may not be required because the structure string of constituent parts will be input. This Relative-OID
could be more significant for decoding systems, particularly those that make use of more generic device
architecture as shown in Figure 1.

7.3.7 ecoding and processing the Monomorphic-UII

Decoding the URN Code 40-byte string is achieved by taking each 16-bit word from the.‘encodgd
Monomofphic-UIl and converting it to characters.

— If the first byte has the value FAygy or lower, then the 16-bit string decodes usingimverse rules fo
thosg for encoding and results in a three-character string.

— Ifth¢ firstbyte is FCygy, then the next byte is interpreted as the ISO/IEC 6464nternational Referenge
Versjon (IRV) character.

Using th¢ example in 7.3.5.3, the Monomorphic-UlI is returned with the Relative-OID = 0 and character
string:

CH-000134-1.12345678.31

If the Ulllincludes the ISIL of the owner institution (which cangbevalidated to the ISIL rules or by explidit
matching to the ISIL of the library), the library may

— reta]n the Relative-OID = 0 and process the UlI as a'single entity, or
— progess the ISIL component as Relative-OID = 3)and the primary item identifier as Relative-OID = 1.
If the Ulllincludes only the primary item identifier, then it is processed as Relative-OID = 1.

If the finpl component of the UIl compri$es of two, four, or six numeric digits after the final 'dot’, then
this indifates that the set information .(as defined in 6.6) has been encoded immediately after the
primary fitem identifier. The set infertmation can be a part of these UlI structures:

— ISIL [component, followed by-the primary item identifier, followed by the set information; in whigh
case| the library may

— retain the Relative-OID = 0 and process the UlI as a single entity, or

— process théJSIL component as Relative-OID = 3, the primary item identifier as Relative-OID =1,
hnd the sepinformation as Relative-OID = 4.

— prinfaryiitem identifier, followed by the set information; in which case, the library should process
the grimary item identifier as Relative-OID = 1 and the set information as Relative-OID = 4.

If this final component is the letter 'S', it indicates that the item is part of a set, and that the primary item
identifier is unique to the individual item. Where the set is declared with the letter 'S’, it is necessary to
decode the data element in MB 11 with the Relative-OID = 4 to obtain the details.

7.3.8 Use of GS1 EPC codes in MB 01

There will be circumstances where a properly structured GS1 EPC Serialised Global Trade [tem Number
(SGTIN) is already encoded on the RFID tag. This can be due to the fact that UHF RFID systems have
been implemented prior to this document being published, or to the fact that the encoding has been
carried out earlier in the supply chain.
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It may be possible to use the GS1 EPC code as the UII if the library is capable of processing this

through

various aspects of the library's application. If not, and if MB 01 is not locked, then MB 01 with the GS1

EPC code shall be overwritten with the AFI and the UII as defined in 7.3.5.

If the tag carrying the GS1 EPC code in MB 01 has encoding capacity in MB 11, then the encoding shall

be compliant with the procedures defined in 7.3.11.

7.3.9 Structure and use of MB 10

MB 10 (also known as TID memory) encodes information that identifies the manufacturer or designer of

the integrated circuit and the model number. These provide some information about the tagea

p—

qO/IEC 18000-63 compliant integrated circuits that have been developed more recently
irfclude a serialised component in the TID.

Once the integrated circuit manufacturer has encoded the TID, it is generally lockedand there
afread-only state.

3.10 Structure of MB 11

ldress location 00ypy to 07,y contains the encoded DSFID. The next byte beginning at
ldress location 08y can encode either

7

This memory bank contains the optional data elements and associated Syntax. The first byte af]
a

— the precursor of the first data set, or

— apad byte if the DSFID is independently locked.

Ehcoding only the DSFID can be necessary when the intention to encode additional data
i known, but for various operational reasonsythose data elements are not known. In this ¢
egsential to encode the DSFID so that the UMIbit in MB 01 can be set automatically (see 7.3.5.4

Ak with the other memory banks, the basic Lock air interface protocol command only support|
of the entire memory bank. Alternatively, if the tag and interrogator support the BlockP
command, then selective locking/can be implemented. The value of the Access password de
hpw selective locking is implementéd.

If it is a non-zero valug, then the command can be invoked only by using the correct val
password.

— Ifitis zero valuésthen effectively the Access password is ignored and any interrogator ca
the lock statef

There are no.commands to determine if MB 11 is locked or selectively locked (see 7.3.1).
The structirre of MB 11 and the locking functionality has some implications for this document,

—t ~There is no discrete air interface command for encoding the DSFID. The DSFID is encoded

pability.

can also

fore, is in

memory
memory

clements
ase, it is

).

s locking
ermalock
termines

ue of the

n change

either as

part of 2 cing]n pn{‘nding function for all of the data inifia]]y encoded in MB 11 or hy usin

a write

command for the first word. As the DSFID only occupies the first byte of the word, then if
is to be encoded in the second byte, the entire word will need to be overwritten.

any data

— Ifthe tag supports selective locking using the BlockPermalock command, then the chip manufacturer
determines the block size at the point of chip design. This block size can be one or more word in

length.

— If the particular tag supports the BlockPermalock command, applying this command with only the

DSFID encoded could consume a lot of memory, depending on the block size.

— Ifthe particular tag only supports the Lock command, applying this command with only the DSFID

encoded will render MB 11 useless for adding optional data elements.
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The DSFID can be read without reading any other data encoded in MB 11 by invoking an air interface
Read command and set this to only read the first word.

7.3.11 Encodingin MB 11

7.3.11.1

General

The encoding rules are designed to achieve a combination of flexibility and efficiency for the bytes that
are encoded on the RFID tag, in particular, the following:

— datalis compacted efficiently using a defined set of compaction techniques that reduce the encodiy
on the RFID tag and across the air interface;

— data| formatting minimizes the encoding of the object identifiers on the RFID tag and\or the ajir
interface, but still provides complete flexibility for identifying specific data without therecourse
rigid message structures.

The synfax associated with the encoding rules effectively creates a self-defining message structur

within

enables yariable length data to be encoded efficiently, and for different formats of data (e.g. numeri
or alphanumeric) to be encoded as efficiently as possible and intermixed inrthe same RFID system. T}
rules of [SO/IEC 15962 make it possible to correctly interpret the data on-the RFID tag without any pri
knowledge of what is encoded on the tag. This is an important featufe that enables interoperability

devices gnd allows this document to add new data elements withgubt changes to the equipment. It alj
allows an individual library to vary the choices of data elements without the need for any major updat]

The follo

— Allinterrogators shall support the encoding and decoding of MB 11.

— Any

— Alibrary should use tags that support MB 147 In turn, the library may choose which data elemen

to ey

— Not
mak

— Not
seleq

— Where the tag supports the air interface BlockPermalock command, the parameters that defir

bloc
man

NOT

leavds this\size undefined but under the control of the RFID chip manufacturer, any new RFID tag can hayj
this getto'a different value. The issue does not apply to decoding software, because whether a data eleme

islo

B 11. This allows optional data from the application data dictionary to” be selected. It alj

wing are the requirements and recommendations forparticular features.

encoding and/or decoding software shall sitpport all the data elements defined for MB 11.

code in MB 11, and the sequence in@which they are encoded.

b1l interrogators support the air’interface BlockPermalock command. If a library intends {
e use of selective locking ofdata in MB 11, the interrogator shall support this feature.

1l tags support the air interface BlockPermalock command. If a library intends to make use
tive locking of data in MB 11, the tag shall support this feature.

k size are definéd by the manufacturer of the RFID chip. The block size can vary betweg
pfacturerssTherefore, any encoding software shall declare the lock block size(s) thatit support

. Although encoding software should support different lock block sizes, because ISO/IEC 18000-4

18
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— The parameter values associated with lockable blocks in MB 11 have to be delivered from the tag
through the interrogator and the tag driver to enable the encoder to create a logical memory that
is appropriate for a particular tag. This process is hidden from the application, but is necessary to
cater for the fact that in a truly open system with full interoperability that the declaration of block

size

7.3.11.2

is essential.

Configuration of the DSFID

The DSFID, for library applications, consists of two components:

— dacce

28

ss method;
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— data format.

The data format is specified in 7.1.4 and the access method is defined in 7.1.7. These bit values are
combined to create the appropriate DSFID byte value as shown in Table 6.

Table 6 — Relevant DSFID value

7
M
d
W
1
a

c

=

iS
fq

T
T
C
0
T
p

lnaracter sets require more encoding space on the RFID tagllt also enables shorter cod

Bit sequence DSFID

Access method? | Reserved | Dataformat | byte
66 & 66116 66

a 00 = No directory, where the encoded bytes are

concatenated in a continuous byte stream.

3.11.3 Data compaction
ost of the data elements in Table 1 are subjected to the standard ISO/IEE-15962 compd
‘hen the command arguments are set to compact the data, ISO/JEC 15962 automaticall

le most efficient compaction scheme for each data element presented. This allows librarig
phanumeric or numeric code structures flexibly, with the only“penalty being that more

presented (generally) in fewer bytes.

he application-defined argument can be used tosencode externally encrypted datg

bscribed in the next paragraph. The exceptions are explicitly discussed laterlin this subclausg.

iction as

y selects
kS to use
complex
es to be

, whose

terpretation is only known to the host system. Its most common use in the support of this document

©

when encoding the OID index for Relative-OID value 2. Because this is a bit string, no pre-gncoding
required. Similarly, the application-defined argument applies to the encoding of Relative-OID value 5
r type of usage, Relative-OID value 19 for media format (other), and Relative-OID value 20 for supply
chain stage.
he UTF-8 string is used to encode characters outside the default character set of ISO/IE( 8859-1.
his is mainly used for languages that,use character sets other than the Latin No. 1 character|set. This
mpaction scheme needs to be de¢lared only when a UTF-8 character string is encoded for Relative-
Ds values 15, 16, 17 and 26.
he compaction schemes,ate)identified on the RFID tag by a 3-bit code which is included as part of the
recursor (see 7.3.11.5). The full set of compaction schemes and their code is shown in Table 7,
Table 7 — ISO/IEC 15962 compaction schemes
Code Name Description
000 |Application-defined |As presented by the application
001 |Integer Integer
010 |Numeric Numeric string (from “0” to “9”)
011 | i TS A | 1L Labalats
\v sy [CAN 24 A% VA" L) UlJlJ\.l cdou ClllJllClUbLlL,
100 |6-bit code Uppercase, numeric, etc.
101 |7-bit code US ASCII
110 |Octet string Unaltered 8 bit (default = ISO/IEC 8859-1)
111 |UTF-8 string External compaction to ISO/IEC 10646
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7.3.11.4

The enco

General rules for creating the encoded data set(s)

ding of the Relative-OID and data object on the RFID follows a particular sequential structure

defined in ISO/IEC 15962. The next two subclauses define the basic rules that are relevant to this
document.

NOTE

ISO/IEC 15962 defines other rules, for example, encoding full object identifiers, which are not

described here. If these are used to encode any data, a compliant decoder needs to be capable of decoding the

object ide

ntifier and data.

7.3.11.5

The strul
compong

— prec
— leng
— com

This stry

The maj
directly
the enco

The offsq
use of th

7.3.11.6

The pre
encoding

Data set for Relative-OID value 1 to 14

cture of an encoded data set with the Relative-OID value 1 to 14 consists of the fellowing
nts:

ursor, i.e. a single byte that in this case encodes the compaction scheme and theRelative-OID
th of the compacted data object;
bacted data object.

cture is shown in Figure 6.

[ Precursor Length of data Compacted data ]

Figure 6 — ISO/IEC data set with Relative-OID values 1 to 14

rity of data elements defined in this document have Relative-OID values (1 to 14). These are
encoded in the precursor (see Table 8), and this reduces the amount of memory required for
ling.

Table 8 — Bit position of precursor components

Precursor bit positions
7 () 5 | 4 3 | 2 | 1 ]| o
Offset Compaction code Object identifier

t bit in the precursor is only set to “1” if an offset byte is encoded on the RFID tag. Details of the
b offset byte are'given in 7.3.11.7.

Data setfor OID value 15 to 127

ursor’only provides 4 bits for encoding the object identifier. It is only capable of direct]y
Relative-OID values from 1, which encodes as 0001,, to 14, which encodes as 1110,. For

Relative-

Otbvatuesbetweemrt5amdt 127 of whithsomreare used forthisdocumment; the tast 4 bitsof the

precursor are set = 1111,. This bit string signals that the Relative-OID has to be explicitly encoded as a

separate

component (a single byte) in the data set, as shown in Figure 7.

Precursor Relative-OID 15 to127 Length of data Compacted data

30

Figure 7 — ISO/IEC data set with Relative-OID values 15 to 127

© IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=3e4743b9208ce003d41023c1355e2326

ISO/TS 28560-4:2023(E)

The value that is encoded for the Relative-OID is the value offset by -15. This means that Relative-OID
15 is encoded as 15-15 = 0 = 00yx. The highest Relative-OID that can be encoded in this manner is
Relative-OID 127, encoded as 127-15 = 112 = 70ygx.

7.3.11.7 Locking a data set

Based on the requirements of the application, any one or more data elements may be locked. The lock
object argument in an application command effectively calls for the entire data set to be locked. This
avoids one component being permanently encoded and others changeable. The ISO/IEC 18000-63 air
interface prnfnr‘nl permits Inrl(ing hy block. Accountneeds to be taken of the fact that selectiv lockjng
can only be supported using the air interface BlockPermalock command, which not all’BFID tags
stipport. The block size is vendor specific as described in 7.3.10.

GEenerally, any data set that requires locking needs to be block aligned like the following:

— If only a single data set is to be locked, then its precursor is the first byte gfithe locked block. The
precursor of the next unlocked data set also begins on the first byte of a-block.

— Ifacontiguous sequence of data sets is to be locked, then the precurset of'the first data set ig the first
byte of the locked block. Subsequent data sets that are contiguousiare encoded immediately after
the previous data set, until the end of the contiguous sequence gflocked data sets. The prefursor of
the next unlocked data set also begins on the first byte of a block.

The encoding rules carry out the necessary re-alignment proecesses, which are defined in detail below,
ahd insert an offset byte immediately following the precufsof. The value of this offset is the number of
njill bytes (typically encoded as value 00y, but the value 80y is also acceptable) that are adfled after
the final byte of the compacted data to end on a block’beundary.

Ehch of the values of the pad byte or null bytes‘has the same status. The value encoded in the offset
byte determines how many bytes to skip afteitthe compacted data to find the precursor of|the next
epcoded data set. The null byte value 80y iS‘preferred when modifying or deleting data to minimize
the number of air interface transactions,

The decode process is expected to accept tags encoded with one or other pad byte value, and gven with
these intermixed on the same tag

Although all of this processing is undertaken automatically by the software that implenents the
I§0/1IEC 15962 encoding_tules, the following descriptions are included for users to gain|a better
uhderstanding of some ofithe factors that are taken into account.

— If the data setimmediately preceding the data set to be locked is itself to remain unlo¢ked, the
encoding rules’énsure that this data set ends on a block boundary. This is to ensure that the locking
process doesnot lock the trailing bytes of the unlocked data set. This formatting process cpn result
in the inSertion of an offset byte and a change in the value of the precursor.

— If two or more contiguous data sets are to be locked, then block alignment is only required at the
beginning of the first locked data set and the end of the last locked data set. From this, it ghould be
clear that there can be encoding efficiencies and a reduction in the number of bytes to be epcoded if
data sets that are to be locked are grouped together.

— Once a block of memory is permanently locked, it cannot be unlocked or erased, so the data set
becomes permanently encoded on the RFID tag.

7.3.11.8 Logical memory for MB 11

Irrespective of whether one data set or multiple data sets are to be encoded in MB 11, or if a data set
is to be added or modified, the encoded bytes are formatted in the logical memory in a structure that
is compliant with the specific tag architecture. Because the size of memory and the lock block size (if
this is supported by the tag) differ between manufacturers and even between model versions, this
formatting is an essential feature of the encoding rules to achieve interoperable RFID tags. This enables
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any RFID tags to be considered as candidates for encoding to this document that can claim compliance
with ISO/IEC 18000-63, but differ between each other within the options permitted by the air interface
standard.

EXAMPLE1  RFID tags can have different sizes of memory for MB 11.
EXAMPLE 2 The optional lock block size is permitted to vary within a prescribed range.

EXAMPLE 3  Some tags are able to transfer multiple blocks across the air interface in write and read
transactions, others only to transfer single blocks.

Once thg logical memory has been populated, single or multiple blocks are written across the,alir
interfacd. Any blocks that require to be locked are marked up as such so that the interrogator calls|up|a
subsequént series of BlockPermalock air interface commands.

When refading data from the RFID tag, the logical memory is populated word by wordcDecoding pf
an RFID|tag with a No-Directory access method is done in the sequence in which theRelative-OII)s
are pres¢nted, but the data object only needs decoding if its Relative-OID is selected by the applicatign
commang.

There is|an ISO/IEC 15961-1 command that enables the first position data,set(s) to be read withotit
attemptipg to read other data from the RFID tag. This command should be used to achieve a faster regd
transactfon of the data sets that are encoded in the lower block positions:

8 RFID tag requirements
8.1 Air interface protocol

8.1.1 (eneral

The air finterface protocol shall be in accordance with ISO/IEC 18000-63, with the requirements
specified in the following subclauses.

8.1.2 NMemory parameters

The ISOAIEC 18000-63 tag has foursmemory banks as described in 7.3. The following parameters are
relevantfto the tag specification relevant to this document.

— MB 00 shall be provided with memory capacity for both the Kill password and Access passworfl.
The |Access passwordis-essential if the tag supports select locking using the BlockPermalock afir
inteface command-to’enable selective locking, and/or to use the Access password as part of the
secyfrity system.

— MB P1 is a<mandatory requirement for ISO/IEC 18000-63 and shall have a minimum memory
capdcity teencode a UlI of 128 bits. Depending on the structure of a library's UII (see 7.3.5.3), a t3g
with a larger capacity in MB 01 could be required.

— MB 10 i1s a mandatory requirement for ISO/IEC 18000-63. There 1s no requirement for the encoding
by the IC manufacturer to be serialized, although this may be for some implementations.

— MB 11 should be provided to ensure the capability of encoding the optional data elements. The
memory capacity required depends on the choice of data element to be encoded and the length of
that encoding. A library that opts to have an RFID without MB 11 risks losing the full benefits of this
document. This memory bank shall be capable of being selectively locked.

8.1.3 Declaring memory parameters

ISO/IEC 18000-63 defines a number of parameters that are fixed, such as the fact that the unit for
reading and writing is a 16-bit word. However, many features and parameters are left to the choice

32 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=3e4743b9208ce003d41023c1355e2326

ISO/TS 28560-4:2023(E)

of the IC manufacturer. In contrast to ISO/IEC 18000-3 Mode 1 tags (as used for ISO 28560-2), there is
no air interface requirement to read a chip id as a basic part of the protocol to read the RFID tag. The
[SO 18000-63 tag has, in MB 10, a code that identifies the IC manufacturer (or designer) and model. In
fact, there are three permitted schemes.

Because of the variety of features that are possible among a set of ISO/IEC 18000-63 tags, a database of
tag features is supported on the informational website (see Annex A). This can provide information that
will help system designers support this document.

2 annirnd airinterface commands

8

Table 9 identifies the mandatory and optional commands that are requirements for REID |for item
nlanagement applications and, therefore, for this part of ISO 28560. Interrogators ard tags|claiming
compliance with this document shall conform with the item management requirements prgvided in
Table 9.

Table 9 — Required commands and their codes

Function Command | ISO/IEC 18000- Requireé\’(br’l’SO/Ts 28560-4
code (binary) | 63 basic types .\

QueryRep 00 Mandatory This is a RF level cemmand and part of system getup.

ACK 01 Mandatory This is a RF level command and part of system getup.

Query 1000 Mandatory This is a RFlevel command and part of system getup.

QueryAdjust 1001 Mandatory This is.a'RF level command and part of system getup.

Select 1010 Mandatory This’eommand is used to select tags by using the AFI for
MB 01, and possibly the DSFID for MB 11.

Reserved 1011 N/A

NAK 11000000 Mandatory This is an RF level command and part of systent setup.

Req_RN 11000001 Mandatory This is an RF level command and used to commfinicate
with a particular tag.

Read 11000010 Mandatory This command is used to read words from the rjomi-
nated memory bank, unless the memory area igread-
locked (e.g. passwords).

Write 11000011 Mandatory This command is used to write a single word tofa nom-

inated address in a nominated memory bank. Itlis not
possible to write to a locked word, and this megns that
writing to MB 10 is impossible at the application level.

Kill 11011100 Mandatory This command shall be used at the end of life of|an item,
possibly when sold by the library. The Kill passyord is
delivered in two separate passes, the lead 16 bits fol-
lowed by the final 16 bits. The commands have flightly
different structures.

Hock 11000101 Mandatory This command is used to lock or permalock the[individ-
ual passwords, the entire MB 01, the entire MB[11.
Access 11000110 Optional This command is used to restrict unauthorized access

to encoding on the tag. The command shall be support-
ed by interrogators and should be supported by the
RFID tag.

BlockWrite 11000111 Optional This command should be supported by interrogators
and can be supported by the RFID tag.

BlockErase 11001000 Optional This command should be supported by interrogators
and can be supported by the RFID tag.
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Table 9 (continued)

Function Command ISO/IEC 18000- Required for ISO/TS 28560-4
code (binary) | 63 basic types

BlockPermalock (11001001 Optional This command is used to selectively lock the encoding
on the tag or to read the permalock status from the
tag. The command can be applied to MB 01 and MB 11.
The command shall be supported by interrogators and
should be supported by the RFID tag.

Althougt Heatesths o =0 ardc3 —trsed
feature Will be withdrawn from future versions of the air interface protocol.

NOTE No tag products are known to support this feature.

If used, fhe BlockPermalock command shall be applied selectively to the DSFID and or individual data
elementd in MB 11. The block size is specific to each tag model, and the parameters @n-the databage
(see 8.1.3) are required to invoke this command. Even when the tag supports the feature, it might npt
apply coptiguously to all blocks in a memory bank, for example, a library may chopse to leave a blogk
unlocked so that the data elements can be modified.

8.3 Air interface conformance

Conformpnce testing of the system shall be in accordance with ISO/IEC 18047-6.

8.4 Performance

Various performance testing is possible according to the following standards:
— ISO/[EC 18046-1, for system performance;

— ISO/[EC 18046-2, for interrogator performance;

— ISO/[EC 18046-3, for tag performance.

9 Datp integrity, security, and privacy issues

9.1 Data integrity

ISO/IEC [L5962 supports the-selective locking of an individual data set, which renders the associatdd
blocks op the RFID tag,permanently locked and virtually impossible to change. This feature should he
used to Ipck particuldr-data objects that would render the RFID tag inoperable if changed. Any data sgt
that is likely to be-modified or deleted should not be locked. The locking feature should be considergd
for all off MB 01%including the UIIl and AFI. It should also be considered for MB 11 for the DSFID and
possibly [for the-ISIL code for the owner institution, if this is only encoded in MB 11. Locking the data
sets of other data elements in MB 11 is a local decision.

Locking any data element ensures the permanent integrity of that data throughout the lifetime of the
loan item, and protects the system against accidental or deliberate changes of key data elements.

Selective locking in MB 11 is only possible with an RFID tag that supports the BlockPermalocking air
interface command.

9.2 Item security

9.2.1 General

Various approaches may be used for securing library loan items against unauthorized removal. The
choice of a security system is outside the scope of this document and the responsibility of solution
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providers to develop particular schemes for libraries to choose. However, there are some specific
features of the ISO/IEC 18000-63 RFID tag and the implementation of the data protocol that can be
incorporated into specific security systems. The individual features are discussed in the following
subclauses, without any comment on their particular merits. Combinations of these can also be provided
in particular systems.

The use of the AFI, which is common for ISO/IEC 18000-3 Mode 1 tags, is deprecated as discussed in
9.2.5.

922 llseofthe Ull

MB 01 contains the Ull, which is unique within the context of the library system. While!it/is| possible
tq provide look-up through the LMS/ILS, the latency in searching the entire LMS has €0 be taken into
agcount.

Apother option is to create a temporary database look-up system just of thelitems that had been
c¢rrectly checked out. To implement this option, the following steps are necessary.

In addition to using the UII for the LMS/ILS transactions, it is also written to the temporary|security
database look-up system for subsequent access by the security system.

b] The security system invokes the air interface Select command,“which can effectively invegntory all
tags at the security exit.

c] Each captured Ull needs to be compared with entriesronthe temporary security databas¢ look-up
system.

— Ifthere is a match, then the item has been checked out and can be deleted from the che¢ck list.

— Ifthere is not a match, then there mightbe'a security breach that requires further inve§tigation.

2.3 Using passwords in MB 00

9

MB 00 contains encoding capacity, for-the Kill password. As the Kill password is only likely to be
uped at the end of life of a loan iteniyit can be used as part of a security system. The Access password,
particularly if locked by invoking the air interface Lock command, should be used to avoid illicif reading
of the Kill password. The follewing subclauses describe different ways that this password may| be used.
Npne requires the use of a.database at the security gates.

NPTE Using a singlé Access password in a library and applying it to all tags might result in a single-point-of
failure, because once\this is known, it is possible to change the Kill password. While the most secure dolution is
td use unique passwords, very precise rules are required to achieve this and to avoid the rule being forgotten or
eyen identified,lt\is'the responsibility of solution providers to develop particular schemes.

9/2.3.1 -Using a 'toggle’ value

This“method is an emulation of the two AFI solution used in other parts of ISO 28560. The 3)2-bit Kill
password has one value assigned to items that are checked out and another 32-bit value assigrjed when
the item is returned and defined as in stock. While the simplest implementation could be used to the
existing single byte values, the minimum read and write unit for an ISO/IEC 18000-63 command is a
16-bit word.

While it is possible to leave one word of the Kill password as an all-zero value, this might present
problems when the tag is eventually killed at the end of the life of the loan item. On this basis, a practical
solution is to initially write a 32-bit Kill password with the first word defining the in-stock status and
the second word some constant non-zero value for the library. The following procedures are applied.

a) On checkout, the first word of the Kill password is changed to the 'on loan' status value.

b) The security system invokes the air interface Read command for MB 00 word 00ygy. This returns
one of the two values.
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c) This 16-bit value needs to be compared with the value of the 'on loan' status code.

If there is a match, then the item has been correctly checked out.

9.2.3.2 Using the date of circulation

— Ifthere is not a match, then there might be a security breach that requires further investigation.

This is similar to the method described in 9.2.3.1, except that the date of circulation is encoded as the
first word of Kill password. The date should be calculated as the number of days since the start of some

computef related epoch, for which a software rule might apply. The RFID system supplier may choos
any starf{ date for the epoch.

EXAMPLH If the epoch started on the 1 January 2006 and is encoded as a 16-bit integer, this date,system ca

survive u

The follojwing procedure is applied.

a)
b)

c)

This metlhod does not need any change to the Kill password on return to the library. The previous isst
date is simply over-written the next time the item is loaned.

Onc

The
date

This|needs to be compared with the current date set on the security.§ystem.

9.2.3.3

The firstf word of the Kill password can be @,constant value or one that is accessible, like the date
purchasg of the loan item. The second 16-bit word is an authentication code. It needs to be generate

using an

The follojwing procedure is applied.

At tHe checkout, the 16-bit authentication code is calculated and written as the second word in tl
Kill password.

At the security gate,tlie'second word of the Kill password is read from MB 00 and the Ull read fro

htil the year 2185.

heckout, the first word of the Kill password is changed to the current (issue)date.

security system invokes the air interface Read command for MB 00 word 00yy. This returns
as a 16-bit integer, counting from the start date of the epoch.

fthere is a match, then the item has been correctly checked/out.

fthere is not a match, then there might be a securitydreach that requires further investigatio

Using an authentication algorithm

algorithm that takes the value of the UIl and processes this using a constant encryption ke

1. These are-pracessed through what is effectively an authentication algorithm.
huthentication algorithm effectively produces

h singléinstance that is true, in which case, the item has been correctly issued, or

e

n

a

=

e

1

m

hllathar valuac ara naot anthantic vwhich indicqatac that tharg miaoht ha 2 cacnirity hraach th
HT-otH e e Sare-Hotatte G e hateatestidtt e re- gt Bea—Se ety reac H

.....

requires further investigation.

On return, the second word of the Kill password is overwritten with an all-zero 16-bit string.

a)
b)

MB
c) The
d)
9.2.34

Implications for data integrity, interlibrary loans, and end-of-life transactions

All three schemes retain a non-zero Kill password throughout the circulation cycle, so that the risk
of the tag being killed by malicious or accidental action is reduced. This can be almost completely
eliminated by the use of the Access password. However, there are some differences.

36
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The toggle method only uses two different values of the Kill password, with these following implications:

— This type of password is easier to hack, especially if the basic rules are known.

— At the end of life, only one of two Kill passwords needs to be tried to render the tag unreadable.

The date of circulation method has multiple values of the Kill password, with these following
implications:

— This type of password is difficult to hack, even if the basic rules are known. Each kill action

requires
requires

Iy
th
S)

T

9

l(nnmr]pr]gp ofthedateofthemostrecentcirculation Foritemsthathave been rnfnrnﬂd’ this

access to the LMS/ILS.
At the end of life, the LMS/ILS needs to be accessed to construct the Kill password.

he authentication algorithm method has multiple values of the Kill password, with these f
hplications:

This type of password is difficult to hack, even if the basic rules are known. Each kill acti
require access to the LMS/ILS if the date of purchase is used. The algorithm is also essenti

At the end of life, the algorithm is essential, and the LMS/ILS needs’to be accessed to cons
Kill password if the date of purchase is used.

each case, for ILL purposes, the entire Kill password needsto be set to a declared non-zero v
le receiving library resets to its own system. On returnsthis needs to be reset to the Owng
rstem.

2.4 Use of the unique tag ID

any, but not all, ISO/IEC 18000-63 tags havea unique tag ID programmed by the integratd
anufacturer in MB 10, which is a non-volatile'memory.

b implement the option, given that the RFID tag supports serialization in MB 10, these follow
'e necessary.

MB 10 shall be read during thecheck-out procedure.

A transaction file shall(be'created for subsequent access by the security system;

The security system, shall read MB 10 on all tags leaving the library.

— Ifthere isasmatch, then the item has been checked out and can be deleted from the ch
— Ifthefeis not a match, then there might be a security breach that requires further inveg

his systenvis similar to reading the UlI, but does require more specific air interface transacti

25 " Use of the AFI

ollowing
bn might
al.

truct the

alue that
r library

d circuit

ing steps

bck list.
tigation.

pns.

The AFI encoded in MB 01 shall not be used as a security mechanism, because there are a number of
system integrity risks associated with using a dual state AFI as is possible with ISO/IEC 18000-3 mode

1

tags, which include the following.

— Because the AFl is part of the Protocol Control word, other bits that are vital to the constr

the UII such as its length can be corrupted.

of encoding in MB 11. If this bit changes in value, then access could be lost to MB 11.

— MB 01 encodes the Ull, which is critical to the library circulation functions. If this is corrup

©

the RFID is effectively useless.
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The Protocol Control word also contains bits that signal functions of the tag, including the presence

ted, then
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For these reasons of system integrity, the AFI shall be permanently encoded.

9.2.6 Use of the EAS features

Electronic article surveillance (EAS) features have been added by some manufacturers to the
ISO/IEC 18000-63 tag as a proprietary feature. As such, any proprietary EAS feature should not be used
because interoperability between different EAS systems cannot be ensured.

9.3 Pr

ivacy issues

What co
cultural
issues in

— Whe
follo|

— Whe
and

—  With
that

the privacy risk of a data element. For example, in the past, the/encoding of the ISBN has been

cond
iden

— As njore formal work is undertaken on privacy in other ‘domains, information will be periodical

prov

— The
cons
editi
is co
that

10 Imp

Annex H
concerne
documer

11 Mis

Two-cha

hstitutes privacy issues can be subject to national and regional legislation, combined-wif
perceptions. Therefore, this document does not define any methods for addressing privagq
terms of requirements. However, there is some general advice as the following:

re legislation and regulations are in place in the jurisdiction domain of a library;;these shall
wed.

re standards for undertaking Privacy Impact Assessments are in place, these should be followe
shall be followed if supported by legislation.

in the context of the two previous points, minimum use should-be made of data elemen
are specified as of concern. This does not mean that false assumptions should be made abo

ern, whereas in some legislation the fact that the RFID tagfas'a unique chip ID and unique ite
ifier is of far greater concern.

ided on the informational website (see Annex A).

[SO/IEC 18000-63 tag (based on ISO/IEC 18000-63) has no particular features that can |
idered as privacy enhancing technologies~(PET), or similar techniques or tools. The ne

hsidered suitable for this document,then a revision shall be necessary, but taking into accou
not all tags and interrogators wilkbe’able to support the feature.

lementation and migration

gives some encoding‘examples of data elements compliant with this document. Issue

t are discussed inAnnex F.

cellaneous

Facterscode for the RFID Emblem defined in ISO/IEC 29160 is E* for UHF = 860 to 960 MHz.

on of ISO/IEC 18000-63 is expected to.specify rules for restricted read access. If such a featur

d with new implementations and migration issues from legacy RFID implementations to thiis
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Annex A
(informative)

Information about ISO 28560 RFID in libraries

A.1 Informational website

Afdditional information about RFID in libraries: http://biblstandard.dk/rfid hosted by Roy4
Llbrary.

A.2 Types of support information

Af the time of publication of this document, two items of information have’been identified. |
lifted below, together with the URL of the continually updated material

— RFID in libraries. Links to external materials:

http://biblstandard.dk/rfid/docs/RFID-in-libraries-Link8<external

— RFID in libraries. Q&A:
http://biblstandard.dk/rfid/docs/RFID-in-libraries-g-and-a

Other materials might be published in the future,and this will be publicized and made availdg
the URL in A.1.

© IS0 2023 - All rights reserved
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Annex B
(informative)

Relevant ISO/IEC 15961-1 application commands

B.1 Write-Monomorphic-UII

The Write-Monomorphic-Ull command is used to write the Ull, including the AFI.

Part of the process is to compare the AFI input with that registered for the application on tk
ISO/IEC [15961-2 Data Constructs register. In the case of this document, this AFI is C25¢y. If the A
matches| the Object-Identifier is also checked for a match with that on the ISOAEC 15961-2 Da
Construdts register. A mismatch of either generates an appropriate error.

The Datg Processor uses the explicitly defined compaction scheme associated with the AFI on t}
ISO/IEC 15961-2 Data Constructs register to encode the Monomorphic-UlI, Iimthe case of this documer
this is URN Code 40.

The command supports two optional processes relevant to this document, which are the following:
— the Ipck argument, which is applied to the entire MB 01;

— the yise of the Access-Password. If this is already engoded in MB 00, then before the UII can &
encgded, the Access-Password in the command needs'to match that already on the tag.

B.2 Write-Objects-Segmented-Memory-Tag

The Wrife-Objects-Segmented-Memory-Tag ¢cémmand is used to write data to a selected memory bar
in a segnpented memory tag. The commandnray be implemented to write initial data to the RFID tag
to add d4ta to the tag. For this document,'it applies only to MB 11.

The command supports the following optional processes relevant to this document:
— defining the DSFID to be encoded, and whether this is to be locked;
— the Ipck argument, which'should be applied selectively to individual data elements;

— the yse of the Access-Password. If this is already encoded in MB 00, then before any data elemen
can be encodedjthe Access-Password in the command needs to match that already on the tag.

B.3 Writé-Password-Segmented-Memory-Tag

1e
Fl
[a

IS

k

[S

The Write-Password-Segmented-Memory-Tag command does not require any encoding, other than

a

transfer using the device interface (e.g. as in ISO/IEC 24791-5) to the interrogator. If it is incorporated

in the data processor, then the output interface will simply carry through the command arguments.
The following process arguments shall be supported:
— Password;

— Password-Type.
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B.4 Inventory-ISO-Ullmemory

The Inventory-ISO-Ullmemory command is intended to return the contents of the UIl memory from a
number of segmented memory tags, given the expectation that an Object-Identifier for a non-EPC-Code
is encoded. The response returns the content of the UIl memory for all tags whose encoded bit string
matches the arguments of the command. The relevant argument for this document is specific to the AFI.

The response returns to the Ull from the tags in the read zone.

Read-Objects

The Read-Objects command is used to read one or more data objects from MB 11 on the{RFI[) tag. It is
syipported by a Read-Type argument that enables only first objects (such as the OID-indé€x) tqg be read,
or to read one or more objects, or to read all objects. If the read type is Read-1st-Objects, this has to be
stipported by an additional argument, i.e. Max-App-Length, which requires a total humber of| bytes to
bg defined. An additional Check-Duplicates argument can also return informatien of whether there is
nlore than one instance of a particular Relative-OID encoded on the RFID tag. This can be yseful for
hpusekeeping purposes.
T
p
a

he response from the command provides a list of information assoeiated with each data g¢bject. In
hrticular, it clearly identifies whether the data has been de-compacted, or remains applicationfdefined,
t would apply for example to the OID-index.

B.6 Read-Words-Segmented-Memory-Tag

The Read-Words-Segmented-Memory-Tag commang ihstructs the interrogator to read a contiguous
s¢quence of words from one of the memory banks:6fa segmented memory RFID tag. This comrhand can
bg used to extract encoded bytes from MB 01 orMB 11. It can also be useful for diagnostic purposes.

B.7 Read-Object-Identifiers

The Read-Object-Identifiers comniand reads all the object identifiers, but not the associated data
objects from MB 11. The command-is mainly used as part of a “housekeeping” procedure, for pxample,
tq check that the OID-Index is‘eorrectly encoded, or when a new loan item is brought in fron] another
source such as an interlibrdryloan.

The response from thetommand provides a list of all of the Relative-OIDs encoded on the tag, ¢r details
of any failure to exe¢ute the command.

B.8 Modify:Object

The Modify“Object command is used to change the value of the data object and effectively overwrite
the assgciated data set. If the data set is already permalocked, it cannot be modified. If it is locked,
then~ changing its value depends on what authorization is possible using the parameteys in the

BlockPermmatockcommand-Thecommmand supports amargument thatemabtes the modified data set to
be locked.

The response from the command either indicates success, or reasons for failure in invoking the
command including the inability to modify a data set that is already locked.

B.9 Delete-Object

The Delete-Object command enables a complete data set to be deleted from the RFID tag. This can only
be achieved if the data set is not locked.
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The resp
failure.

onse from the command indicates whether the action was successful, or provides reasons for

B.10 Erase-Memory

The Erase-Memory command instructs the interrogator to set to zero the entire encoding in MB 01
or MB 11 on a specified RFID tag. If any blocks are locked, then a generic error response is returned,

indicatin

g failure to properly action the command.

The res
reasons

Invoking
interrog
of this d

OTTSE {TOTT tite coTmand gives amr imdication that thecommmand was successtutly compteted, pr
or failure.

the air interface BlockErase command is one way to achieve this more effectively if the
ntor and the tag support the command. This is a system implementation issue beyond‘the scope
cument.

B.11Ki

The Kill-Segmented-Memory-Tag command instructs the interrogator to apply appropriate air interfage
protocolf to render the RFID tag unreadable in the future. The Kill-Passwérd in the command shdl
match thfe Password encoded on the RFID tag.

For this
taghas b

I-Segmented-Memory-Tag

—_—

ocument, this command is only relevant at the end of life ¢f'a'loan item, or if the encoding onfa
een corrupted and a new tag needs to be applied to a loan item.

42
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Annex C
(informative)

Locking procedure for MB 01 with encoding in MB 11

cation as

e following procedure assumes that the RFID tag conforms to the recommended specifi

defined in this document and has encoding capabilities in MB 11.

Write the DSFID in MB 11. If the input details are known, other data may be encodged at
time.

the same

Consider locking the DSFID and any data elements using the BlockPermalockairinterface command,
ensuring that the lock status of the first data set is taken into account. This'might requirf the use

of pad bytes. If the tag does not support selective locking using the BloekPérmalock comm
locking MB 11 will make it impossible to make any future changes tg\the encoding.

ind, then

NOTE The fact that the block size of the tag can vary between REIDChip manufacturers requfires some
consideration for the initial encoding to consider both the organization of the sequence of data elethents and
whether they are locked. As a library is likely to use the same brand and model of tag for a period|of time, a

rule for encoding and locking can be persistent for some time.

Create the bit string for the Protocol Control word.stdrting at bit location 15 with {10111000010}
to encode the UMI bit, the NSI bit and the AFI (see-Z:3.4). This is the safer of two options defined in
ISO/IEC 18000-63 because it supports tags that,do not automatically generate the UMI bit. A tag
that does will generally overwrite the lead '¥\bit in the string with an automatically gen¢rated '1'

bit.
Create the UII

Append the UII (step 4) to the Protecol Control word bits (step 3) and write to MB 01. It
necessary to pad with 5 bits {00800} to complete the structure of the Protocol Control wo

Lock MB 01.

B 11 becomes extremely difficult because the UMI bit in the protocol control word will

qARNING — If the DSFID-is not encoded before MB 01 (containing the AFI and UII), th
t

at it contains no encoding.

might be
rd.

bn using
indicate
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