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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

CIC O O atlio OT0ZY, Cl ave T ao ca a o a O

The prpcedures used to develop this document and those intended for its further maintenance are
describled in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fo
the different types of document should be noted. This document was drafted in accordance with the
editorigl rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentipn is drawn to the possibility that some of the elements of this document'may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or‘all such patent rights
Detailsjof any patent rights identified during the development of the document will'be in the Introduction
and/oron the ISO list of patent declarations received (see www.iso.org/patéents).

Any trdde name used in this document is information given for the cofivenience of users and does not
constitpite an endorsement.

For an|explanation on the meaning of ISO specific terms and“expressions related to conformity
assessment, as well as information about ISO’s adherence to theWTO principles in the Technical Barriers
to Tradp (TBT), see the following URL: Foreword — Supplerhentary information.

This committee responsible for this document is ISO/IEE JTC 1, Information Technology, Subcommittee
SC 40, T Service Maintenance and IT Governance.
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Introduction

Information technology (IT) has become pervasive in supporting and enabling the strategy of
organizations and this prevalence mandates the governance of IT as an organizational imperative.

Organizations have made significant investments in IT to automate business processes

and to

communicate and transact electronically with their customers and suppliers. The benefits from
these investments have unfortunately not always materialised and in some instances, organizations

ave incurred cignifir‘anf financial and rppnfnfinna] dnmagp as aresult of IT failures. This has

further

n this regard.
n place for the governance of IT.

bf governance of IT within organizations. It considers governance, both from‘thé perspective of
hssurance that the risks associated with the use of IT are appropriately managed, as well as e
Fhat the organization maximizes the value from its investments in IT.

hnd [SO/IEC/TR 38502, and provides guidance on a methodolegy for implementing principle
bovernance of IT.

heightened governing body awareness of the need for the governance of IT and of their responsjbilities
t might be, however, that some governing bodies are uncertain of what arrangements-they need|to have

[his Technical Specification has therefore been developed to provide guidance on the implementation

caining
nsuring

t expands on the model and principles for good governance of Il as described in ISO/IEQ 38500

5-based
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TECHNICAL SPECIFICATION ISO/IEC TS 38501:2015(E)

Information technology — Governance of IT —
Implementation guide

1 Scope

1.1 Overview

Chis Technical Specification provides guidance on how to implement arrangements-for e
bovernance of IT within an organization.

1.2 Purpose

mplement governance of IT, in accordance with ISO/IEC 38500.

pxamples of matters to consider in the design of the governance-of IT.

1.3 Audience

This Technical Specification can be used by individuals responsible for governance of IT wi
brganization and individuals supporting in the goGernance of organizations. This Technical Speci
s applicable to organizations of all sizes and types.

2 Normative references

The following documents, in whole-or in part, are normatively referenced in this document
references, the latest edition‘ef the referenced document (including any amendments) applies.
SO/IEC 38500, Corporate,governance of information technology

SO/IEC/TR 38502¢Information technology — Governance of IT — Framework and model

3 Implementation approach

The implementation of the governance of IT should be based on a cyclic approach considering th
presented in [SO/IEC 38500, Figure 1. The first cycle of activities involves the establishment of th|

he gavernance of IT imp]pmpn‘rn‘rinn by means of continual improvement The duration of cycle

ffective

This Technical Specification identifies the key activities that an organization has to underfake to

t provides guidance on the design and establishment of the arrangements for the governande of IT,
clarifying roles and responsibilities of key stakeholders within‘the organization, as well as prpviding

kthin an
fication

ind are

ndispensable for its application/ For dated references, only the edition cited applies. For yndated

b model
e initial

‘implementation” or baseline, with subsequent cycles of the activities being used to support and gnhance

will be

different for each organization, depending on a number of factors including the organization’s
industry, as well as the maturity of the governance of IT in the organization.

size, its

The implementation cycle comprises the following main activities which are expanded in the clauses below.

— Establish and sustain enabling environment: Commence by establishingan enabling environment
which ensures that all stakeholders are appropriately identified and made aware of their roles and

responsibilities. Subsequent cycles will ensure that the enabling environment is sustained.

— Govern IT: Progress to the evaluate, direct, and monitor activities to perform the governan

© ISO/IEC 2015 - All rights reserved
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— Continual review: Review the governance of IT arrangements to determine whether desired
outcomes are being achieved. If not, recommence the implementation cycle to effect the necessary
changes, thereby ensuring continual improvement of the governance of IT implementation.

@ Continual Review

Establish and Sustain Enabling \W

Environmemnt
Source of
Stakeholder ﬁ overnIT Authority
Sponsorship Engagement ﬁ
& Stakeholder
Regulatory Expectations
Responsibilities Obligationsg The Q

Governing

Body
Business

Busjness NEEdS
Pressures g \ Q
[ pirect ] A

AN

Proposals & Plans

Strategy & Policies
Perforfante&
ConformanCe,

7

[

Mapagers'

K Management systéms for the use of IT /

Figure 1 — Implementation approach (ineoerporates ISO/IEC 38500)

4 Establish and sustain enabling environment

4.1 Qverview

The expcution and improvement of theygovernance of IT implementation activities will generally
requirg clear leadership and commitment from the governing body and the executive managers of thg
organizgation.

The level of engagement of these'stakeholders should be proportionate to the importance of the role of IT tq
the organization — both curkently and in the future, as required by the organization’s goals and strategy.

This may lead to changeldh terms of organizational culture and behaviours in respect of IT, in addition
to requjiring new ordmiproved processes in the governance of IT.

This is|achieved through the identification and engagement of appropriate stakeholder groups, ag
well as|the clarification of roles and responsibilities for the various stakeholders. This is an on-going
activity and therefore needs to be revisited through each pass of the implementation cycle, as individua
stakehg¢lders can change and the stakeholder group responsibilities can mature over time. Thesd
activities are discussed below.

4.2 Ensure internal stakeholder engagement

Two key stakeholder groups should be considered when commencing with a governance of IT
implementation, namely the governing body and executive managers. Awareness should be developed
in these stakeholder groups of the purpose and objectives of governing IT and their various roles
and responsibilities in this regard (see ISO/IEC/TR 38502 for further detail on the relationships and
boundaries between these key stakeholder groups).

2 © ISO/IEC 2015 - All rights reserved
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Developing and maintaining awareness is an on-going process that is enhanced through the successive
iterations of the activities described in this Technical Specification. The awareness should be initiated
by holding briefing sessions and or workshops covering, inter alia:

— how business value is realised from the use of IT;
— therisks associated with maintaining current and implementing new IT capability;

— the need for the governance of IT and how it fits with corporate governance;

— the model and principles that are described in ISO/IEC 38500;
— the framework, roles and responsibilities of stakeholders as described in ISO/IEC/TR.88502;

— facilitating stakeholder assessments of the effectiveness of current governance of IT arrangements
(see Annex A and Annex B).

The first cycle of the implementation provides the opportunity to explain and bed down these cpncepts
n the context of the organization. This will lead to greater stakeholder understanding and owpership
bf their respective roles and responsibilities, as well as the identification’of areas for improyement.
Subsequent cycles will provide for the on-boarding of new stakeholders;vas well as the refinement and
ipdating of knowledge and responsibilities for existing stakeholders.

4.3 Clarify sponsorship and responsibilities

There are many activities associated with improving and“maintaining effective governance of]IT that
heed to be actively managed within the organization:These include awareness and education about
the governance of IT, as well as on-going coordindtion and administration activities. It is therefore
mportant to determine and appoint a sponsor_and a small group of individuals on the first ¢ycle of
the implementation. This group is referred totas the Governance Steering Group in this Tgchnical
Specification but in smaller organizations jtimay simply be an individual. The Governance Steering
Group has the responsibility to drive the adoption and or transformation of the governance of I in the
prganization. These activities are discussed in further detail in 5.3.4.

Che sponsor should be a key influential business/marketing/operations executive manager and should
hot be a risk or governance expert,or department.

5 Govern IT

5.1 Overview

The three activities of the governance model in ISO/IEC 38500, namely evaluate, direct and monitor,
fake place indhe Govern IT phase. These are framed and guided by the six principles of the standard
[responsibility, strategy, acquisition, performance, conformance, human behaviour) within the fontext
bf the internal and external environments, as well as organization’s culture for the governance ¢f IT.

t/s Important to focus and describe what the result of the governance of IT should be when applying
R ' aeworkrath hra g e s ientee—This-wilensure-that the
governing body determines what needs to be achieved, rather than prescribing how it should be done,
thereby appropriately guiding or steering the organization in its use of IT.

In addition, an appropriate mechanism of assessment is required, which must take into account the
principles-based nature of ISO/IEC 38500.

© ISO/IEC 2015 - All rights reserved 3
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5.2 Evaluate

5.2.1

Overview

The evaluate activity is used to establish the internal and external environment and to determine how
the organization is currently supported and enabled through the use of IT (the current state).

The first cycle of the implementation approach also provides an opportunity to introduce, explain and
reinforce the concepts of ISO/IEC 38500 and to highlight the value of the standard to key stakeholders.

Subseq
govern

5.2.2

The goy
assessnl

—  bug
—  bud

— ris

— culkure of the organization and tone at the top;

— org
— str
— the
— asg§
— hoy
— Kkey
— hoy

Much o
strateg
the “so
body sk
can be

5.2.3

The go

[fent cycles should also form a kKey part of the on-going awareness and education program for thg
ng body and executive managers.

Understand internal environment

erning body should maintain an understanding of key aspects of the organization so‘that IT related
nents and decisions can be made that are relevant to the organization. Key consjderations include

iness goals;
iness strategy;

k appetite and performance;

anizational maturity and levels of skill, training and competence in the use of IT;
htegic change initiatives;

need for innovative use of IT to obtain competitive advantage;

urance reporting including audit and risk;

v key business processes use and are supported by IT;

IT services and how they are provided;

v the organization engages with partner organizations.

f this information will be ‘provided to the governing body for validation or review (e.g. business
y, organizational performance, strategic change initiatives, risk appetite, etc.), however, some of
'ter”, more humanaspects might not be formally quantified. In these instances, the governing
ould request executive managers to perform organizational assessments so that this feedback
bresented to the)governing body and taken into consideration.

Undersfand external environment

yerning body should ensure that they are kept appraised of external factors that might drive

busines

sCepportunities and risks, thereby mandating IT related business change responses. Thesd

factors

Should form part of the environmentat TeViEws that are presented by eXecutive managers wite

preparing strategic plans for approval by the governing body. Key considerations include:

Regulatory The impacts that local and global regulations might have on how the organiza-
environment tion treats its IT

Technological How advances in IT can be used to redefine business models and change the
advances ways in which individuals engage

Generational trends The social and cultural expectations of younger generations and the risks and

opportunities that these present for IT - both for members of the organization,
as well as for consumers of the organization’s products and services

© ISO/IEC 2015 - All rights reserved
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Skills availability How the sourcing of skills or capabilities from other organizations and or geog-
raphies will impact the organization and can be enabled by IT

Competitive forces How competitors are using IT to gain strategic advantage

Market How new products and consumer demands are driving the use of IT

developments

Stakeholder The impacts that external stakeholder groups (e.g. environmental, social respon-
EquUiTements sibitityy might htave on the organizations i1

F:xternal threats The overall risk to the organization’s reputation from unauthorized access$ to the

IT environment.

F.xternal changes can have material impacts on the organization’s IT and the govepning body
rarefully consider these factors in its governance of IT.

5.2.4 Identify current state of the use of IT

PDnce the internal and external context has been identified, the governing body can appro
determine how the organization is currently being supported and entabled through the use of IT]

The principles-based evaluation method requires an assessment of the extent to which appr

hn example assessment scheme and a suggested graphicalxepresentation for displaying the out
the assessment.

Careful judgementis required when performing these'ratings, as the basis of assessment is qualit
hature and variances may arise owing to differences in interpretation. Governing bodies should
that there is a broad base of participants in this process to achieve the best result.

Dne of the difficulties of evaluating at the principle level is that it is easy to exclude or neglect key
that might not be explicitly referenced«To this end, sample assessment criteria have been identi

which are more granular in natureand thus more readily assessed. The evidence of success
hssociated with these beneficial*eutcomes is primarily used for the monitor activity (describe
but may also be used to assistiwith the identification and assessment of the current state of achie
pf the beneficial outcomes.

Chese assessment criteria may be used as a baseline for determining the current state during th
implementation’ cycle, but should then be revisited during subsequent iterations through the
Feflect the governing body’s evolving vision of how the organization is supported and enabled t
hppropriate use,of IT.

5.3 Direct

531 Overview

should

briately

opriate

putcomes are being achieved for each of the principles of thedSO/IEC 38500 standard. Annex A pfovides

rome of

ative in
ensure

hspects
fied for

pach of the six ISO/IEC 38500 principles (see Annex B). These take the form of beneficial outcomes

that is
1 later),
vement

e initial
cycle to
hrough

The governing body should define how it believes the organization should be supported and enabled
through the appropriate use of IT (the desired state). In addition, it should initiate an appropriate

program of change activities and establish governance enabling mechanisms.

5.3.2 Define desired state for the use of IT

Inorderto assistthe governing body in defining the desired state for the use of IT within the organ

ization,

the organizational culture or foundation upon which this vision will be based, should be determined.

The culture for the governance of IT should align with the broader governance criteria for the organization
and represents the distillation of the governing body’s perspective on how the internal and external

© ISO/IEC 2015 - All rights reserved
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environmental factors should shape the use of IT in the organization. These distillations may take the
form of statements or short paragraphs and might cover:

— the organization’s business strategy and reliance on IT;
— risk;
— compliance;

— decision making model (rights/delegations of authority).

Having| established this culture, the governing body is now able to revisit the six principles 'of
ISO/IE( 38500 (per Annex B) and define the desired state for the use of IT in the organization. The
desired state represents the optimal outcomes for the organization and can also be guided,by“othe
factorsfincluding costs vs. benefits, resource availability, organizational change readiness, €to.

Asindi¢ated in 5.2.4 above, the existing assessment criteria may be used for the first cycle’of this activity
to estaplish a baseline, however, subsequent iterations might result in different and/or additiona
assesstnent criteria being defined that are relevant and appropriate to the organization.

The depired states should be positioned on the same graphical representations that were used for
assessing the current state for each principle.

5.3.3 |Initiate change program

Once tHe organization’s current and desired states for each of the.JSO/IEC 38500 principles have been
identified, it is possible to perform a gap analysis between thextwo states.

Each identified gap area might require change activities or-projects to be initiated to achieve the desired
outcomles for the organization. The evidence of success. statements, listed in the assessment criteria
providg useful guidance in this regard.

Once alll of the change activities have been identified, these should be compiled into a change program
that considers the following aspects:

— respurces and skills required to implement the program;

— stalkeholder involvement and responsibilities;

— budlget and schedule;

— dependencies with busihess-as-usual and other special projects;

— pripritisation of ipitiatives based on the organization’s needs;

— quick-win oppertunities that require little implementation effort, but deliver visible results.

The goyerningbody should review the change program and, if satisfied, approve the program and ensure
that that there is executive sponsorship for its implementation. The program may simply require an
individpaltto perform a task, or the change might need to be coordinated across multiple organizationa
structures. The administration ol these activities, as well as the appropriate delegation of authnority, 1s
required to successfully implement the changes and this is discussed in clause 5.3.4 below.

5.3.4 Identify governance enabling mechanisms

Governance of IT is enabled through the establishment of a governance framework which specifies
the applicable strategies, policies, decision-making structures and accountabilities through which the
organization’s governance arrangements operate.

A key aspect of the governance framework is the allocation of responsibility, delegation of authority
and accountability for IT related decisions. These may be documented in a Charter, or in appropriate

6 © ISO/IEC 2015 - All rights reserved
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policy statements, which specify the types of decisions that may be made by specific structures and or

individuals in the organization. Key issues might include:

— governing body’s reserve powers;

— theresponsibility and authority for policies (this might include indicating what policies are required);

— business strategy for IT;

— IT-related architecture decision making;

— sourcing strategies and decisions;
— investment decision making.

Consideration should also be given to specific roles within the governance structure where th
within the organizations, including:

— Governance Steering Group;
— Risk Committee;
— Audit Committee.

t is important that delegated decisions are performed in a transparent manner. This ensuj
the delegation process remains effective, whilst ensuring that the governing body is able to ta
hccountability.

The Governance Steering Group, described in 4.3, plays a critical role in facilitating the tran
Helegation of authority. It is also responsible for tracking progress on the change program activ|
vell as performing the necessary administration(activities to effectively orchestrate the govern
T. These include:

— administering procedures and documenting activities;

— compiling the terms of reference.for the Governance Steering Group;

— compiling a Charter that reéords the IT-related delegations of authority;

— presenting all necessary-information to the governing body for review and direction;
— following up with executive managers and other relevant parties;

— gathering and.coordinating all relevant information required for monitoring.
5.4 Moniter

5.4.1_<0Overview

Py exist

es that
ke final

sparent
ities, as
ance of

Diee the governing body has identified the desired state for the use of IT within the organiz

htion, it

Shouldbeabtetoamswer the fottowing keyquestions; mamety:
— Are we doing the right things?
— Are we making progress?

— Have we reached the desired state?

This requires the identification of likely evidence of success to measure the achievement of outcomes,
as well as the establishment of an effective monitoring system that collects and analyses data and

appropriately reports on the evidence of success to the governing body.

© ISO/IEC 2015 - All rights reserved
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As in the evaluate and direct activities above, the initial monitor cycle is used to establish a baseline
for the evidence of success and the monitoring system, with subsequent iterations resulting in
refinements as required.

5.4.2 Define evidence of success

When defining the desired state for the use of IT within the organization (part of direct), it might be
appropriate to also identify the evidence of success that will be used to monitor the progress towards
the achievement of these outcomes.

This eyidence may be qualitative or quantitative in nature, but should aim to be: specific, relevant
realistirally achievable and measurable.

To assipt with this process, statements indicating likely evidence of success have been identified in
the asspssment criteria for each of the six ISO/IEC 38500 principles (see Annex B). These statementg
describle desired end-states which, when attained, would indicate the achievement of'the beneficia
outcomles. They encompass key aspects of IT deployment and use, and may include:

— buginess engagement;

— strptegic alignment;

— buginess case and benefits realisation;

— furctional and technical fit;

— IT $ervice delivery, service levels and support;
— infprmation security and integrity;

— risk and control;

— edycation and training.

The inifial monitor cycle may use these statements as a baseline for defining the evidence of success. Ag
subseqfient iterations are made through thiexcycle, these evidence of success statements may be refined
to appropriately to reflect the governing/body’s evolving vision of how the organization is supported
and engbled through appropriate use of IT.

5.4.3 |Establish monitoring(system

The Gopernance Steering Gnoup is responsible for ensuring that the governing body is provided with
appropriate and timely réporting on the evidence of success as well as any change projects that were initiated

The Gopernance Steéring Group should not be compiling this information itself, but should rather bg
obtainipg this iffformation through the organization’s management systems to ensure that relevant
information is-properly sourced, collected, analysed and presented. Typical challenges that may be
encountered\include:

~ 3 3 £ 1l A | 5
— Spattmgotrgantzatiorarootiraaries;

— trade-offs between cost, accuracy, and timeliness.

6 Continual Review

Once the first cycle through the ‘Establish and Sustain Enabling Environment’ and ‘Govern I'T’ activities
has been completed, the baseline for the governance of IT will have been established.

In time, as the governance of IT matures in the organization, or the organizational context changes,
opportunities for improvement may become apparent. The Governance Steering Group should identify

8 © ISO/IEC 2015 - All rights reserved
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and track these opportunities and, on an on-going basis, review the governance of IT implementation to
determine whether the desired outcomes are being achieved. Key review considerations may include:

— Isthereabetter understanding in the governing body of what value IT can bring to the organization?
— Isthere a better understanding in management for the business need regarding the use of IT?
— Isthe use of IT bringing more value to the organization due to the governing activities?

— Are the risks of using IT fully understood and appropriately managed in the organization due to the
governing activities?

Where appropriate, the Governance Steering Group should initiate the re-application of-a ¢ycle of the
hctivities, thereby ensuring continual improvement of the implementation of the governance of I[T in the
Drganization.

© ISO/IEC 2015 - All rights reserved 9
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The asgessment scheme for implementing principles-based governance of IT focuses on the achievemen
of beneficial outcomes, rather than the means of achieving outcomes. It needs to be sufficiently broad g
cater for differentjurisdictions, regulations & organizations and is therefore inherently more qualitative
than qyantitative in nature.

A five-lpvel evaluation scheme may be used by the governing body to assess the current-state and tg
determfine desired levels of achievement of beneficial outcomes for the organization, ‘across the six
es in the ISO/IEC 38500 standard. (Annex B provides example evidence ofsuccess for each
3800 principle that could be used in the assessment process)

princip
ISO/IE(

Table A

Annex A
(informative)

Assessment Scheme

outcom

of succ

success

.1 provides high level guidance for evaluating the current and desiréd.states of the beneficia
es. Organizations should consider both the achievement of beneficial outcomes and evidencs
pss when performing assessments, as there may be situations where there is little evidence of
, but the beneficial outcomes are perceived to being achieved.

Table A.1 — Rating scale and deScription

Rating Description
Unknown — No knowledge of the level of achievement of outcomes and no evidence of success
Not Applied — The majority of beneficial outeomes are not being achieved
— Little evidence of success
Somewhat applied — Some beneficial outcomes being achieved to a certain degree with one or more
beneficial outcomes notbeing achieved at all
— Some evidencé of'success visible with one or more aspects not in place at all
Largely|Applied — All beneficial outcomes being achieved to a large degree with certain beneficial
outcomes peing fully achieved
— All ewidence of success visible to a large extent with certain aspects being fully in
place
Fully Applied = All beneficial outcomes are being fully achieved
~— All evidence of success fully implemented and working effectively
Figure A.1 provides a suggested graphical representation of the output of this activity.

10

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=8df1e5fecb2d0a4db3ff43ae11e2b289

ISO/IEC TS 38501:2015(E)

Responsibility Example

Individuals and groups within the organization understand and accept their responsibilities in
respect of both supply of and demand for IT. Those with responsibility for actions also have the
authority to perform those actions.

X 0
1 1 1 1
| <= ; ; =
Unknown Not Somewhat Largely Fully
Applied Applied Applied Applied

Key
K current state
D desired state

Figure A.1 — Suggested method of displayingoutput
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