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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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y, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.

task of the joint technical committee is to prepare International Standards. Draft Internatior
5 adopted by the joint technical committee are circulated to national bodies for voting. Publication

tional Standard requires approval by at least 75 % of the national bodies casting a vote.
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D594-8:2008 was prepared by Joint Technical Committee JISO©/IEC JTC 1, Information technolog
e identical text is published as ITU-T Rec. X.509 (11/2008):

edition cancels and replaces the fifth edition (ISQ/IEC 9594-8:2005), which has been technica

D594 consists of the following parts, under the'general title Information technology — Open Syster
pction — The Directory:.
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application-entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
ly\.«llllibai dleClllClll UuLbidU Uf ﬁlC illLClbUlllleLiUll blalldaldb ‘lllClllbUiVCb, 111C illi.ClbUllllCL«LiUll Uf illfUllllai.iUll IOCGSSIIlg
Jystems:

—  from different manufacturers;
— under different managements;
—  of different levels of complexity; and

—  of different ages.

Many applications have requirements for security to protect against threats to the communication of information.
Yirtually all security services are dependent upon the identities of the communicating parties being reliably kinown, i.c.,
duthentication.

This Recommendation | International Standard defines a framework fof\ public-key certificates. That framework
ihcludes specification of data objects used to represent the certificates, themselves as well as revocation potices for
ipsued certificates that should no longer be trusted. The publigzkey -certificate framework defindd in this
Recommendation | International Standard, while it defines some\Critical components of a Public-key Inffastructure
PKI), it does not define a PKI in its entirety. However, this Récommendation | International Standard provides the
foundation upon which full PKIs and their specifications would\be built.

imilarly, this Recommendation | International Standard*defines a framework for attribute certificates. That framework
hcludes specification of data objects used to represént the certificates themselves as well as revocation potices for
ssued  certificates that should no longer betrusted. The attribute certificate framework definefl in this
ecommendation | International Standard, while it defines some critical components of a Privilege Mhnagement
Infrastructure (PMI), does not define a PMI i its entirety. However, this Recommendation | Internationafl Standard
provides the foundation upon which full PMJs and their specifications would be built.

o e e T

Information objects for holding PKI and’ PMI objects in the Directory and for comparing presented values With stored
values are also defined.

This Recommendation | Intepnational Standard also defines a framework for the provision of authentication dervices by
the Directory to its users.

This Recommendation‘}International Standard provides the foundation frameworks upon which industry proffiles can be
defined by other standards groups and industry forums. Many of the features defined as optional in these ffameworks
thay be mandated\for use in certain environments through profiles. This sixth edition technically revises and enhances,
But does not replace, the fifth edition of this Recommendation | International Standard. Implementations may]still claim
donformance\to the fifth edition. However, at some point, the fifth edition will not be supported (i.e., reporfed defects
will no lenger be resolved). It is recommended that implementations conform to this sixth edition as soon as fossible.

This_sixth edition specifies versions 1, 2 and 3 of public-key certificates and versions 1 and 2 of certificate frevocation
lists“This edition also Qppr‘iﬁpq version 2 of attribute certificates

The extensibility function was added in an earlier edition with version 3 of the public-key certificate and with version 2
of the certificate revocation list and was incorporated into the attribute certificate from its initial inception. This
function is specified in clause 7. It is anticipated that any enhancements to this edition can be accommodated using this
function and avoid the need to create new versions

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modules
which contain all of the definitions associated with the frameworks.

Annex B, which is an integral part of this Recommendation | International Standard, provides rules for generating and
processing Certificate Revocation Lists.

Annex C, which is not an integral part of this Recommendation | International Standard, provides examples of delta-
CRL issuance.
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Annex D, which is not an integral part of this Recommendation | International Standard, provides examples of privilege
policy syntaxes and privilege attributes.

Annex E, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex F, which is an integral part of this Recommendation | International Standard, defines object identifiers assigned
to authentication and encryption algorithms, in the absence of a formal register.

Annex G, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex H, ch-isnot-a tegra tof this Re >rnational-Standard
enabled apjplications on the processing of certificate policy while in the certificate path valid

ation process.

Annex I, which is not an integral part of this Recommendation | International Standard, provides guidance on these gf
the contentCommitment bit in the keyUsage certificate extension.

Annex J, which is not an integral part of this Recommendation | International Standard, includes extracts of externgl
ASN.1 mqdules referenced by this Recommendation | International Standard.

w

Annex K, which is not an integral part of this Recommendation | International Standard, provides ajsuggested techniqu|
for Bind pfotected password.

Annex L, which is not an integral part of this Recommendation | International Standardscontains an alphabetical list gf
information item definitions in this Recommendation | International Standard.

Annex M, which is not an integral part of this Recommendation | International, Standard, lists the amendments anfl
defect repgrts that have been incorporated to form this edition of this Recommeéndation | International Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

1

I nfor mation technology — Open systems inter connection —
The Directory: Public-key and attribute certificate frameworks

SECTION 1 — GENERAL

Scope

This
authe
based

The p
infor
List (
Infras
Recoi
certif}
revoc
each,
comp
Direc
frame
exten

The a
varief]

The I
of thg
certif]

Recommendation | International Standard addresses some of the security requirements in the @rg
htication and other security services through the provision of a set of frameworks upon which full seryiees
Specifically, this Recommendation | International Standard defines frameworks for:

—  Public-key certificates;
—  Attribute certificates;

—  Authentication services.

ublic-key certificate framework defined in this Recommendation | International Staddard includes definition
hation objects for Public Key Infrastructure (PKI), including public-key certificates, and Certificate Revo
CRL). The attribute certificate framework includes definition of the informatién-objects for Privilege Manag
tructure (PMI), including attribute certificates, and Attribute Certificate Revocation List (ACRL).
mmendation | International Standard also provides the framework for issuing, managing, using and rev
cates. An extensibility mechanism is included in the defined formats for both certificate types and f
htion list schemes. This Recommendation | International Standard/also includes a set of standard extensio
which is expected to be generally useful across a number\of applications of PKI and PMI. The sq
pnents (including object classes, attribute types and matching rules) for storing PKI and PMI objects
fory, are included in this Recommendation | International Standard. Other elements of PKI and PMI, beyond
works, such as key and certificate management protocols, operational protocols, additional certificate and
bions are expected to be defined by other standards boedies (e.g., ISO TC 68, IETF, etc.).

uthentication scheme defined in this Recommendation | International Standard is generic and may be applie
y of applications and environments.

irectory makes use of public-key certificates and attribute certificates, and the framework for the Directory
se facilities is also defined in this Recommendation | International Standard. Public-key technology, incl
cates, is used by the Directory to enable strong authentication, signed and/or encrypted operations, and for st

of sighed and/or encrypted data in the Directory. Attribute certificates can be used by the Directory to enable rule-
5 control. Although the framewerk for these is provided in this Recommendation | International Standard, the full
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tion of the Directory's use of these frameworks, and the associated services provided by the Directory a
bnents is supplied in the semplete set of X.500 ITU-T series of Recommendation | ISO/IEC 9594 (all parts).

Recommendation | Jiternational Standard, in the Authentication services framework, also:
—  specifiesthe form of authentication information held by the Directory;
—  describes how authentication information may be obtained from the Directory;
—«states the assumptions made about how authentication information is formed and placed in the Dire

= defines three ways in which applications may use this authentication information to pg
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authentication and describes how other security services mav be sunnorted by authentication
rr o

This Recommendation | International Standard describes two levels of authentication: simple authentication, using a
password as a verification of claimed identity; and strong authentication, involving credentials formed using
cryptographic techniques. While simple authentication offers some limited protection against unauthorized access, only
strong authentication should be used as the basis for providing secure services. It is not intended to establish this as a
general framework for authentication, but it can be of general use for applications which consider these techniques
adequate.

Authentication (and other security services) can only be provided within the context of a defined security policy. It is a
matter for users of an application to define their own security policy which may be constrained by the services provided
by a standard.
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It is a matter for standards-defining applications which use the authentication framework to specify the protocol
exchanges which need to be performed in order to achieve authentication based upon the authentication information
obtained from the Directory. The protocol used by applications to obtain credentials from the Directory is the Directory
Access Protocol (DAP), specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

2 Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below, Members of IEC and ISO maintain registers of currently
valid [International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid [TU-T Recommendations.

2.1 Identical Recommendations| International Standards

— ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4:2003, Information technology — Message
Handling Systems (MHS) — Message transfer system: Abstract service definitiontand procedures.

— ITU-T Recommendation X.500 (2008) | ISO/IEC 9594-1:2008, Information, technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services:

—  ITU-T Recommendation X.501 (2008) | ISO/IEC 9594-2:2008, Informiation technology — Open Systems
Interconnection — The Directory: Models.

—  ITU-T Recommendation X.511 (2008) | ISO/IEC 9594-3:2008, tformation technology — Open Systems
Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.518 (2008) | ISO/IEC 9594-422008, Information technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

— ITU-T Recommendation X.519 (2008) | ISO/IEC®594-5:2008, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications.

—  ITU-T Recommendation X.520 (2008) | ISO/IEC 9594-6:2008, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

—  ITU-T Recommendation X.521 (2008)'| ISO/IEC 9594-7:2008, Information technology — Open Systems
Interconnection — The Directory;-Selected object classes.

— ITU-T Recommendation X.525%(2008) | ISO/IEC 9594-9:2008, Information technology — Open Systems
Interconnection — The Directory: Replication.

—  ITU-T Recommendation X.530 (2008) | ISO/IEC 9594-10:2008, Information technology — Open Systems
Interconnection — TheDirectory: Use of systems management for administration of the Directory.

—  ITU-T Recomendation X.660 (2008) | ISO/IEC 9834-1:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities. General proceflures,
and top,arcs of the ASN.1 Object Identifier tree.

—  ITU-T/Recommendation X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Specification of basic notation.

— <HU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

- ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

— ITU-T Recommendation X.690 (2008) | ISO/IEC 8825-1:2008, Information technology — ASN.1
encoding rules. Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

— ITU-T Recommendation X.691 (2008) | ISO/IEC 8825-2:2008, Information technology — ASN.1
encoding rules: Specification of Packed Encoding Rules (PER).
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—  ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems

I nterconnection — Security frameworks for open systems. Access control framework.

—  ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems

I nter connection — Security frameworks for open systems: Non-repudiation framework.

Paired Recommendations| International Standards equivalent in technical content

— CCITT Recommendation X.800 (1991), Security Architecture for Open Systems Interconnection for

CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security Architecture.

2.3

3

For th

31
The f

3.2
The ff

Other references

— IETF RFC 5280 (2008), Internet X.509 Public Key Infrastructure Certificate and Certificaté Revo

List (CRL) Profile.

Definitions

e purposes of this Recommendation | International Standard, the following definitions-apply.

OSl Reference M odel security ar chitecture definitions

bllowing terms are defined in CCITT Rec. X.800 | ISO 7498-2:

a) asymmetric (encipherment);
b) authentication exchange;
¢) authentication information;
d) confidentiality;

e) credentials;

f)  cryptography;

g) data origin authentication;
h) decipherment;

i)  digital signature;

j)  encipherment;

k) key;

1) password,;

m) peer-entity atithentication;

n) symmetri¢ (€ncipherment).

Directery model definitions

bllowing terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a) attribute;

cation

b)  Directory Information Basc;
c) Directory Information Tree;
d) Directory System Agent;

e) Directory User Agent;

f)  distinguished name;

g) entry;
h) object;
i)  root.
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3.3 Access control framework definitions
The following terms are defined in ITU-T Rec. X.812 | ISO/IEC 10181-3:

a) Access control Decision Function (ADF);

b) Access control Enforcement Function (AEF).

34 Definitions

The following terms are defined in this Recommendation | International Standard:

341 attribute certificate (AC): A data structure, digitally signed by an Attribute Authority, that binds some
attribute values with identification information about its holder.

34.2 Attribute Authority (AA): An authority which assigns privileges by issuing attribute certificates.

343 attribute authority revocation list (AARL): A revocation list containing a list of references(to-attribute
certif]cates issued to AAs that are no longer considered valid by the issuing authority.

344 attribute certificate revocation list (ACRL): A revocation list containing a list of reférénces to attribute
certif]cates that are no longer considered valid by the issuing authority.

345 authentication token; (token): Information conveyed during a strong authentication éxchange, which ¢an be
used {o authenticate its sender.

34.6 authority: An entity, responsible for the issuance of certificates. . Two' types are defined ir this
Recommendation | International Standard; certification authority which issuespublic-key certificates and attribute
authofity which issues attribute certificates.

34.7 authority certificate: A certificate issued to an authority (e.gs @ither to a certification authority or|to an
attribyite authority).

348 base CRL: A CRL that is used as the foundation in the generation of a dCRL.
349 CA-certificate: A certificate for one CA issued by anether CA.

34.1 certificate policy: A named set of rules that indicates the applicability of a certificate to a parficular
comnunity and/or class of application with common security requirements. For example, a particular certificate policy
migh{ indicate applicability of a type of certificate to the authentication of electronic data interchange transactiops for
the trading of goods within a given price range.

3.4.11 certification practice statement<(CPS): A statement of the practices that a CA employs in igsuing
certiffcates.

34.12 certificate revocation list (CRL): A signed list indicating a set of certificates that are no longer cons{dered
valid py the certificate issuer. In addition to the generic term CRL, some specific CRL types are defined for CRI}s that
cover|particular scopes.

34.13 certificate user: (Amentity that needs to know, with certainty, the attributes and/or public key of apother
entity

34.14 certificate serial number: An integer value, unique within the issuing authority, which is unambigyously
assocjated with a.cettificate issued by that authority.

34.1% certificate-using system: An implementation of those functions defined in this Recommendafion |
Interrjatiofial’ Standard that are used by a certificate-user.

3.4.1¢ : ocess-of ensuring that 3 atewas latag ding poksibly
the construction and processing of a certification path, and ensuring that all certificates in that path were valid (i.e., were
not expired or revoked) at that given time.

3.4.17 certification authority (CA): An authority trusted by one or more users to create and assign public-key
certificates. Optionally the certification authority may create the users' keys.

3.4.18 certification authority revocation list (CARL): A revocation list containing a list of public-key certificates
issued to certification authorities that are no longer considered valid by the certificate issuer.

3.4.19 certification path: An ordered sequence of public-key certificates of objects in the DIT which, together with
the public key of the initial object in the path, can be processed to obtain that of the final object in the path.
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3420 CRL distribution point: A directory entry or other distribution source for CRLs; a CRL distributed through a
CRL distribution point may contain revocation entries for only a subset of the full set of certificates issued by one CA
or may contain revocation entries for multiple CAs.

34.21 cross-certificate: A public-key or attribute certificate where the issuer and the subject/holder are different
CAs or AAs respectively. CAs and AAs issue cross-certificates to other CAs or AAs respectively as a mechanism to
authorize the subject CA's existence (e.g., in a strict hierarchy) or to recognize the existence of the subject CA or holder
AA (e.g., in a distributed trust model). The cross-certificate structure is used for both of these.

3.4.22 cryptographic system, cryptosystem: A collection of transformations from plain text into cipher text and
vice versa, the particular transformation(s) to be used being selected by keys. The transformations are normally defined
by a mathematical algorithm.

3.4.23 __data confidentiality: This service can be used to provide for protection of data from unauthorized disclosure.
The data confidentiality service is supported by the authentication framework. It can be used to protect against data
interception.

3.4.24 delegation: Conveyance of privilege from one entity that holds such privilege, to another entity:

3.4.2% delegation path: An ordered sequence of certificates which, together with authentication of a priyilege
asserter's identity can be processed to verify the authenticity of an asserter's privilege.

34.2 delta-CRL (dCRL): A partial revocation list that only contains entries for certificates that have had their
revocption status changed since the issuance of the referenced base CRL.

34.2 end entity: Either a public-key certificate subject that uses its private key for purposes other than signing
certiffcates, or an attribute certificate holder that uses its attributes to gain access.te a resource, or an entity that is a

relying party.
34.2 end-entity attribute certificate: An attribute certificate issued to-an end-entity.

34.2 end-entity attribute certificate revocation list (EARL): A revocation list containing a list of atfribute
certif]cates issued to holders that are not also AAs that are no longerconsidered valid by the certificate issuer.

3.4.30 end-entity certificate: An attribute or public-key certifieate issued to an end-entity.
3431 end-entity public-key certificate: A public-key certificate issued to an end-entity.

3.4.32 end-entity public-key certificate revocation list (EPRL): A revocation list containing a list of public-key
certificates issued to subjects that are not also CAsythat are no longer considered valid by the certificate issuer.

34.33 environmental variables: Those .aspects of policy required for an authorization decision, that afe not
contajned within static structures, but are ayailable through some local means to a privilege verifier (e.g., time of dlay or
curreft account balance).

3.4.34 full CRL: A complete reyocation list that contains entries for all certificates that have been revoked fpr the
given|scope.

3.4.3% hash function: Amathematical) function which maps values from a large (possibly very large) domainfinto a
smallgr range. A "good"/hash’ function is such that the results of applying the function to a (large) set of values |in the
domajn will be evenlyddisttibuted (and apparently at random) over the range.

3.4.36 holder: Anentity to whom some privilege has been delegated either directly from the Source of Authotity or
indirgctly through)another Attribute Authority.

3.4.37 indirect CRL (iCRL): A revocation list that at least contains revocation information about certificates {ssued
by authorities other than that which issued this CRL.

3.4.38 key agreement: A method for negotiating a key value on-line without transferring the key, even in an
encrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement
mechanisms).

3.4.39 object method: An action that can be invoked on a resource (e.g., a file system may have read, write and
execute object methods).

3440 oneway function: A (mathematical) function f which is easy to compute, but which for a general value y in
the range, it is computationally difficult to find a value x in the domain such that f(x) = y. There may be a few values y
for which finding x is not computationally difficult.

3.4.41 policy decision point (PDP): The point where policy decisions are made (synonymous with ADF).
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3.4.42 policy enforcement point (PEP): The point where the policy decisions are actually enforced (synonymous
with AEF).

3.4.43 policy mapping: Recognizing that, when a CA in one domain certifies a CA in another domain, a particular
certificate policy in the second domain may be considered by the authority of the first domain to be equivalent (but not
necessarily identical in all respects) to a particular certificate policy in the first domain.

3.4.44 private key; secret key (deprecated): (In a public key cryptosystem) that key of a user's key pair which is
known only by that user.

3.4.45 privilege: An attribute or property assigned to an entity by an authority.

3.4.46 privilege asserter: A privilege holder using their attribute certificate or public-key certificate to assert
privilege.

3447 privilege management infrastructure (PMI): The infrastructure able to support the managemgnt of
privileges in support of a comprehensive authorization service and in relationship with a Public-Key Infrastguocture

3.4.48 privilege policy: The policy that outlines conditions for privilege verifiers to provide/perform sensitive
servides to/for qualified privilege asserters. Privilege policy relates attributes associated with theyservice as wlell as
attribfites associated with privilege asserters.

3.4.4I privilege verifier: An entity verifying certificates against a privilege policy.

345 public-key: (In a public key cryptosystem) that key of a user's key pair which is'publicly known.

3451 public-key certificate (PKC): The public key of a user, together with-Seme other information, rendered
unforgeable by digital signature with the private key of the CA which issued it.

3.452 public-key infrastructure (PKI): The infrastructure able to support the management of public keys aple to
suppdqrt authentication, encryption, integrity or non-repudiation services.

3453 relying party: A user or agent that relies on the data in a certificate in making decisions.

3454 role assignment certificate: A certificate that contains, the role attribute, assigning one or more roles fo the
certif]cate subject/holder.

3.45% rolespecification certificate: A certificate that contains the assignment of privileges to a role.
3456  sengitivity: Characteristic of a resource that implies its value or importance.
34.57 simpleauthentication: Authentication by means of simple password arrangements.

3458 security policy: The set of rules laid down by the security authority governing the use and provisfon of
secur]ty services and facilities.

3459 self-issued AC: An attribute certificate where the issuer and the subject are the same Attribute Authorify. An
Attrifute Authority might use a s¢lf;issued AC, for example, to publish policy information.

3.4.60 self-issued certificatet A public-key certificate where the issuer and the subject are the same CA. A CA
migh{ use self-issued certificates, for example, during a key rollover operation to provide trust from the old key [to the
new Hey.

3.4.6]1 saf-signedicertificate: A special case of self-issued certificates where the private key used by the CA tp sign
the certificate cotyesponds to the public key that is certified within the certificate. A CA might use a self-gigned
certificate, forexample, to advertise their public key or other information about their operations.

NOTEA-WUse of self-issued certificates and self-signed certificates issued by other than CAs are outside the scope pf this
R¢commendation | International Standard.

3.4.62 sourceof authority (SOA): An Attribute Authority that a privilege verifier for a particular resource trusts as
the ultimate authority to assign a set of privileges.

3.4.63 strong authentication: Authentication by means of cryptographically derived credentials.

3.4.64 trust: Generally, an entity can be said to "trust" a second entity when it (the first entity) assumes that the
second entity will behave exactly as the first entity expects. This trust may apply only for some specific function. The
key role of trust in this framework is to describe the relationship between an authenticating entity and an authority; an
entity shall be certain that it can trust the authority to create only valid and reliable certificates.

3.4.65 trust anchor: A trust anchor is a set of the following information in addition to the public key: algorithm
identifier, public key parameters (if applicable), distinguished name of the holder of the associated private key (i.e., the
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subject CA) and optionally a validity period. The trust anchor may be provided in the form of a self-signed certificate.
A trust anchor is trusted by a certificate using system and used for validating certificates in certification paths.

4 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations apply:
AA Attribute Authority
AARL  Attribute Authority Revocation List
AC Attribute Certificate
ACRL  Attribute Certificate Revocation List
ADF Access control Decision Function
AEF Access control Enforcement Function
AIA Authority Information Access
CA Certification Authority
CARL Certification Authority Revocation List
CRL Certificate Revocation List
dCRL  Delta Certificate Revocation List
DIB Directory Information Base
DIT Directory Information Tree
DSA Directory System Agent
DUA  Directory User Agent
EARL  End-entity Attribute certificate Revocation List
EPRL  End-entity Public-key certificate Revocation List
IAI Issuer’s ACs Identifiers
iCRL  Indirect Certificate Revocation List
OCSP  Online Certificate Status Protocol
PDP Policy Decision Point
PEP Policy Enforcement Point
PKC Public-Key Certificate
PKCS  Public-Key Cryptosystem
PKI Public-Key Infrastructure
PMI Privilege.Management Infrastructure
RoA Recognition of Authority
SOA Seurce of Authority
5 Conventions
The tprimy'"Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X509 |
ISO/TEE9594=8The termm “Directory Specifications sirattbetakem tomeam the X 500=series Recommendationsdnd all
parts of ISO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC

9594:1995 edition.

This Directory Specification uses the term third edition systemsto refer to systems conforming to the third edition of the
Directory Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC

9594:1998 edition.
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This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of ITU-T Recs X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and X.530, the 2000 edition of ITU-T Rec. X.509, and parts 1-10 of the ISO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition of the
Directory Specifications, i.e., the 2005 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition of the
Directory Specifications, i.e., the 2008 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:2008 edition.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typically referenced when specifying the semantics of processing, are differentiated| from
normil text by displaying them in bold Times. Access control permissions are presented in italicized Times,

If the items in a list are numbered (as opposed to using "-" or letters), then the items shall be consjdered stepp in a
proceflure.

The notation used in this Directory Specification is defined in Table 1 below.

Table 1 - Notation

Notation Meaning
Xp Public key of a user X.
Xs Private key of X.
Xpf] Encipherment of some information, I, using the publickey/of X.
Xs[I Encipherment of I using the private key of X.
XA{I The signing of I by user X. It consists of I with an'enciphered summary appended.
CA(K) A certification authority of user X.
CA'(X) (Where n>1): CA(CA(...n times...(X)))
Xi<gX,>> The certificate of user X, issued by egttification authority X;.
Xi<gX,>> A chain of certificates (can be of'arbitrary length), where each item is the certificate for the certificatjon
Xo<§X5>> authority which produced the next. It is functionally equivalent to the following certificate X1<<X,,|>>.

For example, possession, of A<<B>>B<<C>> provides the same capability as A<<C>>, namely the
ability to find out Cp given Ap.

Xip [ X <<X,>> The operation of unwrapping a certificate (or certificate chain) to extract a public key. It is an infix
operator, whose Ieft operand is the public key of a certification authority, and whose right operand is|
certificate issuediby that certification authority. The outcome is the public key of the user whose
certificate is the right operand. For example:

Ap °© A=<B>> B<<C>>

denotes the operation of using the public key of A to obtain B's public key, Bp, from its certificate,
followed by using Bp to unwrap C's certificate. The outcome of the operation is the public key of C, Cp.

A—B A certification path from A to B, formed of a chain of certificates, starting with CA(A)<<CA?*(A)>> fand
ending with CA(B)<<B>>.

NOTE - In the fable, the symbols X, X, X,, etc. occur in place of the names of users, while the symbol I occurs in place of
arbitfary information.

js)

6 Framewor ks overview

This Directory Specification defines a framework for obtaining and trusting a public key of an entity in order to encrypt
information to be decrypted by that entity, or in order to verify the digital signature of that entity. The framework
includes the issuance of a public-key certificate by a Certification Authority (CA) and the validation of that certificate
by the certificate user. The validation includes:

— establishing a trusted path of certificates between the certificate user and the certificate subject;
—  verifying the digital signatures on each certificate in the path; and

—  validating all the certificates along that path (i.e., that they were not expired or not revoked at a given
time).
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This Directory Specification defines a framework for obtaining and trusting privilege attributes of an entity in order to
determine whether they are authorized to access a particular resource. The framework includes the issuance of a
certificate by an Attribute Authority (AA) and the validation of that certificate by a privilege verifier. The validation
includes:

— ensuring that the privileges in the certificate are sufficient when compared against the privilege policy;
—  establishing a trusted delegation path of certificates if necessary;

—  verifying the digital signature on each certificate in the path;

—  ensuring that each issuer was authorized to delegate privileges; and

—  validating that the certificates have not expired or been revoked by their issuers.

Although PKI and PMI are separate infrastructures and may be established independently from one another, they are
relatefl. This Directory Specilication recommends that holders and issuers oI atiribute certiiicates be identitied yvithin
attribfite certificates by pointers to their appropriate public-key certificates. Authentication of the attributeccértificate
issuerfs and holders, to ensure that entities claiming privilege and issuing privilege are who they claim to\be, iy done
using|the normal processes of the PKI to authenticate identities. This authentication process is not duplicated within the
attribyite certificate framework.

6.1 Digital signatures

Digitgl signatures are used in both PKI and PMI as the mechanism by which the authetify that issues a cert{ficate
certifles the binding in the certificate. In PKI, the digital signature of the issuing CA oma, public-key certificate cetifies
the binding between the public-key material and the subject of the certificate. Ini-PMI, the digital signature pf the
issuing AA certifies the binding between the attributes (privileges) and the helder of the certificate. This subglause
descr]bes digital signatures in general. Sections 2 and 3 of this Directory Specification discuss the use of dligital
signafures within PKI and PMI specifically.

This gubclause is not intended to specify a standard for digital signatures|in general, but to specify the means by which
the tokens are signed in PKI, PMI and in the Directory.

Inforfnation (info) is signed by appending to it an enciphered sutiunary of the information. The summary is produged by
meanf of a one-way hash function, while the enciphering“is carried out using the private key of the signef (see
Figurg 1). Thus:

X {Info} =Info, Xs[h(Info)]

Private key > ¢ Public key
X (U oD
- Xs[h(Info)]

Compare

Info

Signer (X) Recipient
X.509(08)_F01

Figure 1 - Digital signatures

NOTE 1 — The encipherment using the private key ensures that the signature cannot be forged. The one-way nature of the hash
function ensures that false information, generated to have the same hash result (and thus signature), cannot be substituted.

The recipient of signed information verifies the signature by:
—  applying the one-way hash function to the information;

—  comparing the result with that obtained by deciphering the signature using the public key of the signer.
This Directory Specification does not mandate a single one-way hash function for use in signing. It is intended that the
framework shall be applicable to any suitable hash function, and shall thus support changes to the methods used because

of future advances in cryptography, mathematical techniques or computational capabilities. However, two users wishing
to authenticate shall support the same hash function for authentication to be performed correctly. Thus, within the
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context of a set of related applications, the choice of a single function shall serve to maximize the community of users
able to authenticate and communicate securely.

The signed information includes indicators that identify the hashing algorithm and the encryption algorithm used to
compute the digital signature.

The encipherment of some data item may be described using the following ASN.1:

ENCRYPTED { ToBeEnciphered } ::= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure --
-- to the BER-encoded octets of a value of -- ToBeEnciphered })

The value of the bit string is generated by taking the octets which form the complete encoding (using the ASN.1 Basic
Encoding Rules — ITU-T Rec. X.690 | ISO/IEC 8825-1) of the value of the ToBeEnciphered type and applying an
encip|IeTMent Procedure 10 110S¢ OCIeTs.

NOTE 2 — The encryption procedure requires agreement on the algorithm to be applied, including any parameéters’jof the
algorithm such as any necessary keys, initialization values, and padding instructions. It is the responsibility of-the)encyyption
prpcedures to specify the means by which synchronization of the sender and receiver of data is achieved, which/may ipclude
information in the bits to be transmitted.

NOTE 3 — The encryption procedure is required to take as input a string of octets and to generate a single’ string of bitq as its
regult.

NOTE 4 — Mechanisms for secure agreement on the encryption algorithm and its parameters by the sender and receiver ¢f data
ar¢ outside the scope of this Directory Specification.

The slignature of some data item is formed by encrypting a shortened or "hashed" trafisformation of the item, angl may
be degcribed by the following ASN.1:

HASH {ToBeHashed} ;2= SEQUENCE {
algorithmldentifier Algorithmldentifier{{SupportedAlgorithms}},
hashValue BIT STRING ( CONSTRAINED BY {

-- shall be the result of applying a hashing procedure.to the DER-encoded octets --
-- of a value of --ToBeHashed } ) }

ENCRYPTED-HASH { ToBeSigned } ::= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.1) octets --
-- of a value of -- ToBeSigned -- and then applying.an“encipherment procedure to those octets -- })

SIGNATURE { ToBeSigned } ::= SEQUENCE {
algorithmlidentifier Algorithmldentifier{{SupportedAlgorithms}},
encrypted ENCRYPTED-HASH { ToBeSigned } }

NOTE 5 — The encryption procedure requires'theé agreements listed in Note 2, and agreement as to whether the hashed octgts are
engcrypted directly, or only after further encoding them as a BIT STRING using the ASN.1 Basic Encoding Rules.

In thg case where a signature is appended to a data type, the following ASN.1 may be used to define the datg type
resulting from applying a signature te-the given data type.

SIGNED { ToBeSigned } ::= SEQUENCE {
toBeSigned ToBeSigned,
COMPONENTS-OE SIGNATURE { ToBeSigned } }

In orgler to enable ‘the validation of SIGNED and SIGNATURE types in a distributed environment, a distinggished
encoding is requirgd. A distinguished encoding of a SIGNED or SIGNATURE data value shall be obtained by applying
the Basic Eneedinig Rules defined in ITU-T Rec. X.690 | ISO/IEC 8825-1, with the following restrictions:

a)( the definite form of length encoding shall be used, encoded in the minimum number of octets;

b) for string tvpes, the constructed form of encoding shall not be used;

c) ifthe value of a type is its default value, it shall be absent;

d) the components of a Set type shall be encoded in ascending order of their tag value;

e) the components of a Set-of type shall be encoded in ascending order of their octet value;

f) if the value of a Boolean type is TRUE, the encoding shall have its contents octet set to "FF";

g) each unused bit in the final octet of the encoding of a Bit String value, if there are any, shall be set to
Zero;

h) the encoding of a Real type shall be such that bases 8, 10, and 16 shall not be used, and the binary scaling
factor shall be zero.

i)  the encoding of a UTC time shall be as specified in ITU-T Rec. X.690 | ISO/IEC 8825-1;
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j)  the encoding of a Generalized time shall be as specified in ITU-T Rec. X.690 | ISO/IEC 8825-1.

Generating a distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. The
Directory may be required to sign data or check the signature of data that contains unknown protocol extensions or
unknown attribute syntaxes. The Directory shall follow these rules:

— It shall preserve the encoding of received information whose abstract syntax it does not fully know and

which it expects to subsequently sign;

—  When signing data for sending, it shall send data whose syntax it fully knows with a distinguished

encoding and any other data with its preserved encoding, and shall sign the actual encoding it sends

>

—  When checking signatures in received data, it shall check the signature against the actual data received

rather than its conversion of the received data to a distinguished encoding.

The 7
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SECTION 2 — PUBLIC-KEY CERTIFICATE FRAMEWORK

ublic-key certificate framework defined here is for use by applications with requirements’for authentig

inding of a public-key to an entity is provided by an authority through a digitally signed data structure ca
-key certificate. The format of public-key certificates is defined here, including an ‘extensibility mechanism
specific certificate extensions. If, for any reason, an authority revokes a previously issued public-key certi
need to be able to learn that revocation has occurred so they do not use an untrustworthy certificate. Revo
re one scheme that can be used to notify users of revocations. The foymat of revocation lists is defined
ling an extensibility mechanism and a set of revocation list extensions. In both the certificate and revocati
bther bodies may also define additional extensions that are useful to.their specific environments.

blic-key certificate-using system needs to validate a certificaté\prior to using that certificate for an applic
dures for performing that validation are also defined here, including verifying the integrity of the certificate
ocation status, and its validity with respect to the intended.use.

irectory uses public-key certificates in its provision ofsecurity services including:
—  strong authentication between and among'directory components;
— authentication, integrity and confidentiality of directory operations; as well as

—  integrity and authentication of stored data.

Public-keys and public-key certificates

er for a user to be able to ttust a public-key for another user, for instance to authenticate the identity of tha
iblic-key shall be obtainéd)from a trusted source. Such a source, called a Certification Authority (CA), cert

key by issuing a publie-key certificate which binds the public-key to the entity which holds the correspo
e-key. The procedures used by a CA to ensure that an entity is in fact in the possession of the private ke
procedures related to the issuance of public-key certificates are outside the scope of this Directory Specifid
ertificate, the-form of which is specified later in this clause, has the following properties:

— _any user with access to the public key of the CA can recover the public key which was certified;

~\/~ho party other than the CA can modify the certificate without this being detected (certificat
unforgeable).
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Because certificates are unforgeable, they can be published by being placed in the Directory, without the need for the

latter

to make special efforts to protect them.

NOTE 1 — Although the CAs are unambiguously defined by a distinguished name in the DIT, this does not imply that there is any
relationship between the organization of the CAs and the DIT.

A certification authority produces the certificate of a user by signing (see 6.1) a collection of information, including the
user's distinguished name and public key, as well as an optional unique identifier containing additional information
about the user. The exact form of the unique identifier contents is unspecified here and left to the certification authority
and might be, for example, an object identifier, a certificate, a date, or some other form of certification on the validity of
the distinguished name. Specifically, the certificate of a user with distinguished name A and unique identifier UA,
produced by the certification authority with name CA and unique identifier UCA, has the following form:

CA<<A>>= CA{V,SN,AI,CA,UCA,A,UA,Ap,T*}

ITU-T Rec. X.509 (11/2008)
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where V is the version of the certificate, SN is the serial number of the certificate, Al is the identifier of the algorithm
used to sign the certificate, UCA is the optional unique identifier of the CA, UA is the optional unique identifier of the
user A, T* indicates the period of validity of the certificate, and consists of two dates, the first and last on which the
certificate is valid. The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, i.e., publishes revocation data. Since T* is assumed to be changed in
periods not less than 24 hours, it is expected that systems would use Coordinated Universal Time as a reference time
base. The signature in the certificate can be checked for validity by any user with knowledge of CAp. The following
ASN.1 data type can be used to represent certificates:

Certificate ::= SIGNED { CertificateContent }

CertificateContent ::= SEQUENCE {

version [0] Version DEFAULT v1,
SerraiINumber CertificateseriaiINumber,
signature Algorithmldentifier{{SupportedAlgorithms}},
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeylInfo,
issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2‘onv3
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall.be’ v2 or v3
extensions [3] Extensions OPTIONAL
-- If present, version,shall be v3 -- }
Versipn ::= INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber ::= INTEGER
Algotithmlidentifier{ ALGORITHM: SupportedAlgorithms} ::= SEQUENCE {
algorithm ALGORITHM.&id ({SupportedAlgorithms}),
parameters ALGORITHM.&Type ({SuppartedAlgorithms}{ @algorithm}) OPTIONAL }

-- Defjnition of the following information object set is deferred,\\perhaps to standardized
-- projiles or to protocol implementation conformance statéments. The set is required to
-- specify a table constraint on the parameters component of Algorithmldentifier.
SuppprtedAlgorithms ALGORITHM ::= { ...}

Valid|ty ::= SEQUENCE {

notBefore Time,
notAfter Time}
SubjgctPublicKeyInfo ::= SEQUENCE {
algorithm Algorithmldentifier{{SupportedAlgorithms}},
subjectPublicKey BIT STRING }
Time|::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

Exterlsions..;= SEQUENCE OF Extension

Exter|sion ::= SEQUENCE {

extrid EXTENSION& O ({ExternsionSet});
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

(CONTAINING EXTENSION.&ExtnType({ExtensionSet{ @extnld})
ENCODED BY der)}

der OBJECT IDENTIFIER ::= {joint-iso-itu-t asn1(1) ber-derived(2) distinguished-encoding(1)}

ExtensionSet EXTENSION ::= { ...}

Before a value of Time is used in any comparison operation, e.g., as part of a matching rule in a search, and if the
syntax of Time has been chosen as the UTCTime type, the value of the two digit year field shall be rationalized into a
four digit year value as follows:
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—  Ifthe 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.
—  Ifthe 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

NOTE 2 — The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of chi
either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which certificates defined

oosing
in this

Directory Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In no case shall

UTCTime be used for representing dates beyond 2049.

version is the version of the encoded certificate. If the extensions component is present in the certificate, version shall

be v3. If the issuerUniqueldentifier or subjectUniqueldentifier component is present version shall be v2 or v3.

serialNumber is an integer assigned by the CA to each certificate. The value of serialNumber shall be unique for each
certificate issued by a given CA (i.e., the issuer name and serial number identify a unique certificate).

extenpion field consists of an extension identifier, a criticality~flag, and an encoding of a data value of an ASN.
assoclated with the identified extension. For those extenstons where ordering of individual extensions with
SEQUENCE is significant, the specification of those individual extensions shall include the rules for the significa
the ofder therein. When an implementation processing a certificate does not recognize an extension and the crit
flag ip FALSE, it may ignore that extension. Ifthe criticality flag is TRUE, unrecognized extensions shall cau
structiire to be considered invalid, i.e., in a ceftificate, an unrecognized critical extension would cause validatio
signafure using that certificate to fail. When a' certificate-using implementation recognizes and is able to fully p
an extension, then the certificate-using ‘implementation shall process the extension regardless of the value

criticglity flag. When a certificate-using' implementation recognizes and is able to partially process an extensi
which the criticality flag is TRUEsthen its behaviour in the presence of unrecognized elements is extension specif]
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may pe documented in each._extension. However, the default behaviour, when not specified specifically for an

extenpion, is to treat the entjre\eXtension as unrecognised. If unrecognized elements appear within the extension, a
extenpion is not marked eritical, those unrecognized elements shall be ignored according to the rules of extens
docuthented in 12.2.2 imIFU-T Rec. X.519 | ISO/IEC 9594-5.

Note that any extension that is flagged non-critical will cause inconsistent behaviour between certificate-using sy
that will process the extension and certificate-using systems that do not recognize the extension and will ignore i
same |may béstrue for extensions that are flagged critical, between certificate-using systems that can fully proce
extenpiondand those that can partially process the extension, depending upon the extension.

A CAlha< three options with respect to an extension:
I I

hd the
Ibility

stems
t. The
5s the

1) it can exclude the extension from the certificate;
ii) it can include the extension and flag it non-critical;

iii) it can include the extension and flag it critical.

A validation engine has three possible actions to take with respect to an extension:

i) if the extension is unrecognized and is marked non-critical, the validation engine shall ignore the

extension and accept the certificate (all other things being equal);

ii)  if the extension is unrecognized and marked critical, the validation engine shall reject the certificate;
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iii) if the extension is recognized, the validation engine shall process the extension and accept or reject the
certificate depending on the content of the extension and the conditions under which processing is
occurring (e.g., the current values of the path processing variables).

Some extensions can only be marked critical. In these cases, a validation engine that understands the extension
processes it; the acceptance/rejection of the certificate is dependent (at least in part) on the content of the extension. A
validation engine that does not understand the extension rejects the certificate.

Some extensions can only be marked non-critical. In these cases, a validation engine that understands the extension
processes it and acceptance/rejection of the certificate is dependent (at least in part) on the content of the extension. A
validation engine that does not understand the extension accepts the certificate (unless factors other than this extension
cause it to be rejected).

Some_extensions can be marked critical or non-critical. In these cases, a validation engine that understands the
extenpion processes it: the acceptance/rejection of the certificate is dependent (at least in part) on the content pf the
extenpion, regardless of the criticality flag. A validation engine that does not understand the extension_.dcoepts the
certificate if the extension is marked non-critical (unless factors other than this extension cause it to be'tejected) and
rejectp the certificate if the extension is marked critical.

Wher] a CA considers including an extension in a certificate it does so with the expectation that its intent will be
adherpd to wherever possible. If it is necessary that the content of the extension be considered-ptior to any reliarjce on
the cgrtificate, a CA would flag the extension critical. This is done with the realization that-any validation engine that
does hot process the extension will reject the certificate (probably limiting the set of apgplications that can verify the
certiffcate). The CA may mark certain extension non-critical to achieve backward\compatibility with valiglation
appligations that cannot process the extensions. Where the need for backward compatibility and interoperability with
validdtion applications incapable of processing the extensions is more vital than the ability of the CA to rinforge the
extenpions, then these optionally critical extensions would be marked non-critical. It is most likely that CAs woyld set
optiopally critical extensions as non-critical during a transition period while the verifiers' certificate procg¢ssing
appligations are upgraded to ones that can process the extensions.

Speciffic extensions may be defined in ITU-T Recommendations | Inteéthational Standards or by any organization fhich
has a|need. The object identifier which identifies an extension shalkbe defined in accordance with ITU-T Rec. X.660 |
ISO/IEC 9834-1. Standard extensions for certificates are defined\in clause 8 of this Directory Specification.

The fpllowing information object class is used to define spetific extensions.

EXTHNSION ::= CLASS {

&id OBJECT IDENTIFIERUNIQUE,
&ExtnType }

WITH SYNTAX {
SYNTAX &ExtnType

IDENTIFIED BY &id }

The fpllowing information object class is used to define specific algorithms.

ALGQRITHM ::= CLASS {
&Type OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[&Type]
IDENTIFIED’BY  &id }

Therd are two-primary types of public-key certificates, end-entity certificates and CA-certificates.

An erjdrentity certificate is a certificate issued by a CA to a subject that is not an issuer of other public-key certificates.

A CA-certificate i1s a certificate issued by a CA to a subject that is itself a CA and therefore is capable of issuing
public-key certificates. CA-certificates can be themselves categorized by the following types:

—  Self-issued certificate — This is a certificate where the issuer and the subject are the same CA. A CA
might use self-issued certificates, for example, during a key rollover operation to provide trust from the
old key to the new key.

—  Self-signed certificate — This is a special case of self-issued certificates where the private key used by the
CA to sign the certificate corresponds to the public key that is certified within the certificate. A CA
might use a self-signed certificate, for example, to advertise their public key or other information about
their operations.

—  Cross-certificate — This is a certificate where the issuer and the subject are different CAs. CAs issue
certificates to other CAs either as a mechanism to authorize the subject CA's existence (e.g., in a strict
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hierarchy) or to recognize the existence of the subject CA (e.g., in a distributed trust model). The
cross-certificate structure is used for both of these. In some situations, conflicting or overlapping
requirements for constraints, such as name constraints, may require a CA to issue more than one cross-
certificate to another CA.

The directory entry of each user, A, who is participating in strong authentication, contains the certificate(s) of A. Such a
certificate is generated by a Certification Authority of A, which is an entity in the DIT. A Certification Authority of A,
which may not be unique, is denoted CA(A), or simply CA if A is understood. The public key of A can thus be
discovered by any user knowing the public key of CA. Discovering public keys is thus recursive.

If user A, trying to obtain the public key of user B, has already obtained the public key of CA(B), then the process is
complete. In order to enable A to obtain the public key of CA(B), the directory entry of each Certification Authority, X,
contains a number of certificates. These certificates are of two types. First, there are forward certificates of X generated

by Ot 1\ § C\.«Tt;f;\/aﬁuu Authullt;bo. SU\/Ulld, th\.al\.« arv IvvuUIouv upi’t;ﬁ\;utbo 5Ull\dlﬂt\'d b_)’ ‘( ;top}f VVh;\ah arv th\./ A\ A2 ified
publi¢ keys of other certification authorities. The existence of these certificates enables users to construct cettifigation
paths|from one point to another.

A listl of certificates needed to allow a particular user to obtain the public key of another, is known aga certifi¢ation
path. [Each item in the list is a certificate of the certification authority of the next item in the list, AvCertification path
from A to B (denoted A—B):

—  starts with a certificate produced by CA(A), namely CA(A)<<X1>> for some entity X1;
—  continues with further certificates Xi<<Xi+1>>;

— ends with the certificate of B.

The igsuer and subject fields of each certificate are used, in part, to identify @ valid path. For each pair of adjacent
certiflcates in a valid certification path, the value of the subject field in one'certificate shall match the value pf the
issuer field in the subsequent certificate. In addition, the value of the issuer field in the first certificate shall match
the DN of the trust anchor. Only the names in these fields are used #vhen checking validity of a certification| path.
Namgs in certificate extensions are not used for this purpose. A certification path logically forms an unbroken chain of
trustefd points in the Directory Information Tree between two users wishing to authenticate. The precise njethod
emplgyed by users A and B to obtain certification paths A—>Bland B—A may vary. One way to facilitate thi§ is to
arrange a hierarchy of CAs, which may or may not coincide with all or part of the DIT hierarchy. The benefit of this is
that users who have CAs in the hierarchy may establish a-gertification path between them using the Directory wijithout
any pfior information. In order to allow for this each CAxmay store one certificate and one reverse certificate designated
as corresponding to its superior CA. The distinguishedNameMatch matching rule, defined in 13.5.2 of ITU-T
Rec. X.501 | ISO/IEC 9594-2, should be used to cempare the Distinguished Name (DN) in the issuer field gf one
certificate with the DN in the subject field of-afigther.

A usqr may obtain one or more certificates 'from one or more Certification Authorities. Each certificate bears the[name
of thg CA which issued it. The following A'SN.1 data types can be used to represent certificates and a certification jpath:

Certificates ::= SEQUENCE {

userCertificate Certificate,

certificationPath ForwardCertificationPath OPTIONAL}
CertificationPath ::=SEQUENCE {

userCertificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL}

In adflition, the,following ASN.1 data type can be used to represent the forward certification path. This component
contajns the\eertification path which can point back to the originator.

Forward€ertificationPath := SEQUENCE OF CrossCertificates

CrossCertificates ::= SET OF Certificate

PkiPath ::= SEQUENCE OF Certificate

PkiPath is used to represent a certification path. Within the sequence, the order of certificates is such that the subject of
the first certificate is the issuer of the second certificate, etc.

Each certificate in a certification path shall be unique. No certificate may appear more than once in a value of the
theCACertificates component of CertificationPath or in a value of Certificate in the CrossCertificates component of
ForwardCertificationPath or a value of Certificate in PkiPath.
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7.1 Generation of key pairs

The overall security management policy of an implementation shall define the lifecycle of key pairs, and is, thus,
outside the scope of this framework. However, it is vital to the overall security that all private keys remain known only
to the user to whom they belong.

Key data is not easy for a human user to remember, so a suitable method for storing it in a convenient transportable
manner shall be employed. One possible mechanism would be to use a "Smart Card". This would hold the private and
(optionally) public keys of the user, the user's certificate, and a copy of the CA's public key. The use of this card shall
additionally be secured by, e.g., at least use of a Personal Identification Number (PIN), increasing the security of the
system by requiring the user to possess the card and to know how to access it. The exact method chosen for storing such
data, however, is beyond the scope of this Directory Specification.

Three_ways in which a user's Kev pair may be produced are:

a) The user generates its own key pair. This method has the advantage that a user's private key is[never
released to another entity, but requires a certain level of competence by the user.

b) The key pair is generated by a third party. The third party shall release the private keyto.the usdr in a
physically secure manner, and then actively destroy all information relating to the creation of the kqy pair
plus the keys themselves. Suitable physical security measures shall be employed to-ensure that thg third
party and the data operations are free from tampering.

c) The key pair is generated by the CA. This is a special case of b), and the consideérations there apply

NOTE — The CA already exhibits trusted functionality with respect to the user, and shall be subject to the necessary plysical

sefurity measures. This method has the advantage of not requiring secure data transfer to the CA for certification.

The cryptosystem in use imposes particular (technical) constraints on key generatior.

7.2 Public-key certificate creation

A public-key certificate associates the public key and unique distinguished name of the user it describes. Thus:
a) a CA shall be satisfied of the identity of a user before\Creating a certificate for it;

b) a CA shall not issue certificates for two users with'the same name.

It is iportant that the transfer of information to the CA-is*not compromised, and suitable physical security measures
shall pe taken. In this regard:

a) It would be a serious breach of secutity if the CA issued a certificate for a user with a public key that had
been tampered with.

b) If the means of generation of key pairs of 7.1 b) or of 7.1 c) is employed, the user's private key shall be
transferred to the user in,a secure manner.

¢) If the means of generation of key pairs of 7.1 a) or of 7.1 b) is employed, the user may use diffferent
methods (on-line ©Or,off-line) to communicate its public key to the CA in a secure manner. Op-line
methods may proyide some additional flexibility for remote operations performed between the us¢r and
the CA.

A puplic-key certificate\is' a publicly available piece of information, and no specific security measures need [to be
empldyed with respect.to its transportation to the Directory. As it is produced by an off-line CA on behalf of a usgr who
shall pe given a_copy of it, the user need only store this information in its directory entry on a subsequent access [to the
Direcfory. Altetnatively, the CA could lodge the certificate for the user, in which case this agent shall be given siitable
accesp rights.

7 3 Cortificata\/aliclit
. wolr o v aamrurt

The authority that issues certificates (public-key or attribute) also has the responsibility to indicate the validity of
certificates it issues. Generally, certificates are subject to possible subsequent revocation. This revocation, and
notification of the revocation may be done directly by the same authority that issued the certificate, or indirectly by
another authority duly authorized by the authority that issued the certificate. An authority that issues certificates is
required to state, possibly through a published statement of their practices, through the certificates themselves, or
through some other identified means, whether:

— the certificates cannot be revoked; or
— the certificates may be revoked by the same certificate-issuing authority directly; or

— the certificate-issuing authority authorizes a different entity to perform revocation.
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Authorities that do revoke certificates are required to state, through some similar means, what mechanism(s) can be
used by relying parties to obtain revocation status information about certificates issued by that authority. This Directory
Specification defines a Certificate Revocation List (CRL) mechanism but does not preclude the use of alternative
mechanisms. One such alternative mechanism is the Online Certificate Status Protocol (OCSP) specified in
IETF RFC 2560D. Using this protocol, a relying party (client) requests the revocation status of a certificate from an
OCSP server. The server may use CRLs, or other mechanisms to check the status of the certificate and respond to the
client accordingly. If OCSP can be used by relying parties to check the status of a certificate, IETF RFC 5280 contains a
certificate extension (Authority Info Access) that would be included in such certificates and would provide sufficient
information to access an appropriate OCSP server. Relying parties check revocation status information, as appropriate,
for all certificates considered during path processing procedure described in clause 10 and the delegation path
processing procedure described in clause 16 to validate a certificate.

Only a CA that is authorized to issue CRLs may choose to delegate that authority to another entity. If this delegation is
done,|it shall be verifiable at the time of certificate/CRL verification. The cRLDistributionPoints extension can-b¢ used
for thiis purpose. The cRLIssuer field of this extension would be populated with the name(s) of any entities,(Other than
the cqrtificate issuer itself, that have been authorized to issue CRLs concerning the revocation status of the\certifidate in
questfon.

Certifficates, including public-key certificates as well as attribute certificates, shall have a lifetime associated with [them,
at the[end of which they expire. In order to provide continuity of service, the authority shall ensur€ timely availability of
replagement certificates to supersede expired/expiring certificates. Revocation notice date is the date/time that a
revocption notice for a certificate first appears on a CRL, regardless of whether it is a’base or dCRL. In the [CRL,
revocption notice date is the value contained in the thisUpdate field. Revocation date_ is‘the date/time the CA agtually
revokled the certificate, which could be different from the first time it appears on a CRL. In the CRL, revocation date is
the vglue contained in the revocationDate component. Invalidity date is the date/time’at which it is known or suspected
that the private key was compromised or that the certificate should otherwise be‘considered invalid. This date nfay be
earlief that the revocation date. In the CRL, invalidity date is the value contained in the invalidityDate entry extension.

Two telated points are:

—  Validity of certificates may be designed so that.cach becomes valid at the time of expiry jof its
predecessor, or an overlap may be allowed. The latter prevents the authority from having to install and
distribute a large number of certificates that may(tun out at the same expiration date.

—  Expired certificates will normally be removed from the Directory. It is a matter for the security policy
and responsibility of the authority to keep.old certificates for a period if a non-repudiation of data sprvice
is provided.

Certificates may be revoked prior to their expiration time, e.g., if the user's private key is assumed to be comprothised,
or thq user is no longer to be certified by the.authority, or if the authority's certificate is assumed to be comprotised.
The evocation of an end-entity certificatevor authority certificate shall be made known by the authority, and § new
certiflcate shall be made available, if appropriate. The authority may then inform the holder of the certificate abgut its
revocption by some off-line procedure;

An aythority that issues and subsequently revokes certificates:

a) may be requitedfo maintain an audit record of its revocation events for all certificate types issued Hy that
authority ((e,g., public-key certificates, attribute certificates issued to end-entities as well as |other
authorifies);

b) shallprovide revocation status information to relying parties using CRLs, online certificate [status
protocol (OCSP) or some other mechanism for the publication of revocation status information;

c)~if using CRLs, shall maintain and publish CRLs even if the lists of revoked certificates are empty;
d) if using only partitioned CRLs, shall issue a full set of partitioned CRLs covering the complete set of

CCI Liﬁhdle WIIUDU ICVUbdliUll Sldlus Wlﬂ 1U(? ICPOI LCL‘I uaiug th CRL 111(:»'11‘11113111. Thub, LilC bUlllPlULU Set Of
partitioned CRLs shall be equivalent to a full CRL for the same set of certificates, if the CRL issuer was
not using partitioned CRLs.

1) IETF RFC 2560, X.509 Internet Public Key Infrastructure Online Certificate Satus Protocol (OCSP), June 1999.
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Relying parties may use a number of mechanisms to locate revocation status information provided by an authority. For
example, there may be a pointer in the certificate itself that directs the relying party to a location where revocation
information is provided. There may be a pointer in a revocation list that redirects the relying party to a different
location. The relying party may locate revocation information in a repository (e.g., a directory) or through other means
outside the scope of this Directory Specification (e.g., locally configured).

The maintenance of Directory entries affected by the authority's revocation lists is the responsibility of the Directory
and its users, acting in accordance with the security policy. For example, the user may modify its object entry by
replacing the old certificate with a new one. The latter shall then be used to authenticate the user to the Directory.

If revocation lists are published in the Directory, they are held within entries as attributes of the following types:
Certificate revocation list;

— Anthority revocation list:

—  Delta revocation list;

—  Attribute certificate revocation list;

—  Attribute authority revocation list.
CertificateList ::= SIGNED { CertificateListContent }

CertificateListContent ::= SEQUENCE {

version Version OPTIONAL,
-- if present, version shall be v2
signature Algorithmldentifier{{SupportedAlgorithms}},
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerialNumbet,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,
crlExtensions [0] Extensions OPTIONAL %

versipn is the version of the encoded revocation list. If the extensions component flagged as critical is present [in the
revocption list, version shall be v2. If no extensions component flagged as critical is present in the revocation list,
versign may either be absent or present as v2.

signgture contains the algorithm identifier for the algorithm used by the authority to sign the revocation list.
issuelr identifies the entity that has signed and issued the revocation list.
thisUpdate is the date/time at which this revotation list was issued.

nextUpdate, if present, indicates the<date/time by which the next revocation list in this series will be issued. Th¢ next
revocption list could be issued before the indicated date, but it will not be issued any later than the indicated time.

revoledCertificates identifieg certificates that have been revoked. The revoked certificates are identified by their|serial
numbers. If none of the (ertificates covered by this CRL has been revoked, it is strongly recommended that
revoledCertificates parameter be omitted from the CRL, rather than being included with an empty SEQUENCE.

crlExfensions, if preseiit, contains one or more CRL extensions.
NOTE 1 — The~cliecking of the entire list of certificates is a local matter. The list shall not be assumed to be in any particular
orfler unless ‘specific ordering rules have been specified by the issuing authority, e.g., in that authority's policy.

NOTE 2 I a non-repudiation of data service is dependent on keys provided by the authority, the service should ensure fhat all
releyant\keys of the authority (revoked or expired) and the time stamped revocation lists are archived and certified by a ¢urrent
aufhority.

NOTE 3 —If any extensions included in a CertificateList are defined as critical, the version element of the CertificateList shall
be present. If no extensions defined as critical are included, the version element may be absent. If version is absent, this may
permit an implementation that only supports version 1 CRLs still to use the CRL if in its examination of the revokedCertificates
sequence in the CRL, it does not encounter an extension. An implementation that supports version 2 (or greater) CRLs, in the
absence of version, may also be able to optimize its processing if it can determine early in processing that no critical extensions
are present in the CRL.

When an implementation processing a CRL encounters the serial number of the certificate of interest in a CRL entry,
but does not recognize a critical extension in the crlEntryExtensions field from that CRL entry, that CRL cannot be
used to determine the status of the certificate. When an implementation does not recognize a critical extension in the
crlExtensions field, that CRL cannot be used to determine the status of the certificate, regardless of whether the serial
number of the certificate of interest appears in that CRL or not.
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NOTE 4 —In these cases local policy may dictate actions in addition to and/or stronger than those stated in this Directory
Specification, such as seeking revocation status information from other sources.

Certificates for which revocation status cannot be determined should not be considered valid certificates.

If an extension affects the treatment of the list (e.g., multiple CRLs need to be scanned to examine the entire list of
revoked certificates, or an entry may represent a range of certificates), then either that extension or a related extension
shall be indicated as critical in the crlExtensions field. Therefore, a critical extension in the crlEntryExtensions field
of an entry shall affect only the certificate specified in that entry, unless there is a related critical extension in the
crlExtensions field that advertises a special treatment for it. The only example of this situation defined in this
Directory Specification is the certificatelssuer CRL entry extension and the related issuingDistributionPoint CRL
extension when the indirectCRL Boolean from that extension is set to TRUE.

NOTE 5 — Standard extensions for CRLs are defined in clause 8 of this Directory Specification.

If unknown elements appear within the extension, and the extension is not marked critical, those unknown glements
shall pe ignored according to the rules of extensibility documented in 12.2.2 of ITU-T Rec. X.519 | ISO/IEC 959415.

[

74 Repudiation of a digital signing

Any participant in an event may subsequently decide to repudiate anything that participant digitally-signed in that gvent.
For example, one can dispute one's participation in a key establishment or being the originator of a signed [email
messdge as easily as one can dispute one's signing a document with the intent to be béund to the content qf that
docurpent. The repudiation may not be successful. The Non-repudiation Framework, ITU-T Rec. X.B13 |
ISO/IEC 10181-4, describes a dispute resolution process as follows:

1) evidence generation;
2) evidence transfer, storage and retrieval;
3) evidence verification; and

4) dispute resolution.

The generated evidence may include, but is not limited to:

— audit records pertinent to the event and assertion(of intent;

statements made by third party notaries;

—  policy statements;

— digitally signed information, including-audit records and notary statements;
— timestamps of the digitally signed information;

— the certificates supporting the. digital signature;

—  the appropriate revocationninformation published and available at the time of the disputed event; and,

— any certificate revpeations subsequent to the time of the event which indicate key compromise oc¢urred
before the time of the event.

The iptegrity of stored data-that might be presented as evidence may be maintained in a variety of ways, e.g., 3ccess
contrgl, storage of hashes-by trusted third party, digital signature. It may also be necessary periodically to strengthgn the
protegtion of that stored, data to counteract improvements in computer processing and/or crypto-analysis.

NOTE — Neitherithe type and amount of evidence generated nor the level of integrity is specified by this Directory Specifitation.
Hewever, it iS.expected that the level of effort will be commensurate with the risk involved.

Evidgnce ,verification may require the revalidation of the digital signatures of data, e.g., messages, docurpents,
certiffcatesy CRLs, and timestamps that were used in the initial validation process. The fact that a certificate has expired

Shall ot prp(‘]ndp its use for rex, a“ﬂqﬁ'ng dgannﬂnc created r‘nr;ng the validity pprinr] of that certificate A _cert ficate

that has been revoked may be used if it can be determined that the certificate was valid at the time of the disputed event.

Even if all the digital evidence described above is considered technically valid, other conditions, e.g., the intent,
understanding, or competence of the signer, may allow the signer successfully to repudiate it.

8 Public-key certificate and CRL extensions

The certificate extensions defined in this clause are for use with public-key certificates, unless otherwise stated.
Extensions for use with attribute certificates are defined in clause 15. CRL extensions defined in this clause may be
used in CRLs, CARLs and also for ACRLs and AARLSs defined in clause 17.
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This clause specifies extensions in the following areas:

a) Key and policy information: These certificate and CRL extensions convey additional information about
the keys involved, including key identifiers for subject and issuer keys, indicators of intended or
restricted key usage, and indicators of certificate policy.

b) Subject and issuer attributes: These certificate and CRL extensions support alternative names, of various
name forms, for a certificate subject, a certificate issuer, or a CRL issuer. These extensions can also
convey additional attribute information about the certificate subject, to assist a certificate user in being
confident that the certificate subject is a particular person or entity.

¢) Certification path constraints: These certificate extensions allow constraint specifications to be included
in CA-certificates, i.e., certificates for CAs issued by other CAs, to facilitate the automated processing of
certification paths when multiple certificate policies are involved. Multiple certificate policies arise when

ictes—vary—for—ditferent—applications—n—an—environment—or—when—nteroperation—with—external
environments occurs. The constraints may restrict the types of certificates that can be issuedy the
subject CA or that may occur subsequently in a certification path.

d) Basic CRL extensions: These CRL extensions allow a CRL to include indications of revoeation reagon, to
provide for temporary suspension of a certificate, and to include CRL-issue sequence numbers to [allow
certificate users to detect missing CRLs in a sequence from one CRL issuer.

e) CRL distribution points and delta-CRLs: These certificate and CRL extensions allow the complete(set of
revocation information from one CA to be partitioned into separate CRIs and allow revogation
information from multiple CAs to be combined in one CRL. These exténSions also support the yise of
partial CRLs indicating only changes since an earlier CRL issue.

Inclugion of any extension in a certificate or CRL is at the option of the authority¢ssuing that certificate or CRL.

In a dertificate or CRL, an extension is flagged as being either critical or nofi-critical. If an extension is flagged cfritical
and a certificate-using system does not recognize the extension field type or does not implement the semantics pf the
extenpion, then that system shall consider the certificate invalid. If an‘€xtension is flagged non-critical, a certificate-
using| system that does not recognize or implement that extension, type may process the remainder of the cert{ficate
ignorjng the extension. If an extension is flagged non-critical, & certificate-using system that does recognize the
extenpion, shall process the extension. Extension type definitioms.in this Directory Specification indicate if the extgnsion
is always critical, always non-critical, or if criticality can be decided by the certificate or CRL issuer. The reaspn for
requifing some extensions to be always non-critical is tocallow certificate-using implementations which do not n¢ed to
use sfich extensions to omit support for them without jeopardizing the ability to interoperate with all certififation
authofities.

NOTE — A certificate-using system may require-¢eertain non-critical extensions to be present in a certificate in order fpr that

ceftificate to be considered acceptable. The need-for inclusion of such extensions may be implied by local policy rules|of the

ceftificate user or may be a CA policy rule indicated to the certificate-using system by inclusion of a particular certificate [policy
idgntifier in the certificate policies extension with that extension being flagged critical.

For a]l certificate extensions, CRL extensions, and CRL entry extensions defined in this Directory Specification, there
shall pe no more than one instance of each extension type in any certificate, CRL, or CRL entry, respectively.

8.1 Policy handling

8.1.1 Certificatepolicy

This framework contains three types of entity: the certificate user, the CA and the certificate subject (or end-ehtity).
Each pntity operates under obligations to the other two entities and, in return, enjoys limited warranties offered by [them.
Thesq obligations and warranties are defined in a certificate policy. A certificate policy is a document (usually in [plain-
langupge), It can be referenced by a unique identifier, which may be included in the certificate policies extension jof the
Certlf Cdic ibbucd by I.IIC CA, Lo L‘llU Clld'CllLily dlld upon Wllibll L‘llC CCT Liﬁbdlc USCI IC‘liUb. A CCI Liﬁ\.«dLC IIlay bC ibb ed 11’1
accordance with one or more than one policy. Definition of the policy, and assignment of the identifier, are performed
by a policy authority. The set of policies administered by a policy authority is called a policy domain. All certificates
are issued in accordance with a policy, even if the policy is neither recorded anywhere nor referenced in the certificate.
This Directory Specification does not prescribe the style or contents of the certificate policy.

The certificate user may be bound to its obligations under the certificate policy by the act of importing an authority
public key and using it as a trust anchor, or by relying on a certificate that includes the associated policy identifier. The
CA may be bound to its obligations under the policy by the act of issuing a certificate that includes the associated policy
identifier. The end-entity may be bound to its obligations under the policy by the act of requesting and accepting a
certificate that includes the associated policy identifier and by using the corresponding private key. Implementations
that do not use the certificate policies extension should achieve the required binding by some other means.
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For an entity simply to declare conformance to a policy does not generally satisfy the assurance requirements of the
other entities in the framework. They require some reason to believe that the other parties operate a reliable
implementation of the policy. However, if explicitly so stated in the policy, certificate users may accept the CA's
assurances that its end-entities agree to be bound by their obligations under the policy, without having to confirm this
directly with them. This aspect of certificate policy is outside the scope of this Directory Specification.

A CA may place limitations on the use of its certificates, in order to control the risk that it assumes as a result of issuing
certificates. For instance, it may restrict the community of certificate users, the purposes for which they may use its
certificates and/or the type and extent of damages that it is prepared to make good in the event of a failure on its part, or
that of its end-entities. These matters should be defined in the certificate policy.

Additional information, to help affected entities understand the provisions of the policy, may be included in the
certificate policies extension in the form of policy qualifiers.

8.1.2 Cross-certification

A CA may be the subject of a certificate issued by another CA. In this case, the certificate is called a cross-certificate,
the CA that is the subject of the certificate is called the subject CA and the CA that issues the cross-certificate is palled
an infermediate CA (see Figure 2). Both the cross-certificate and the end-entity's certificate may centain a certfficate
policies extension.

The warranties and obligations shared by the subject certification authority, the intermediate-cettification authorify and
the cqrtificate user are defined by the certificate policy identified in the cross-certificate,dn“accordance with whi¢h the
subjegt certification authority may act as, or on behalf of, an end-entity. And the warranti€s and obligations shafed by
the cgrtificate subject, the subject certification authority and the intermediate certification authority are defined by the
certiffcate policy identified in the end-entity's certificate, in accordance with ‘which the intermediate certifigation
authofity may act as, or on behalf of, a certificate user.

Intermediate Cross-certificate Subject
certification > certification
authority authority
7y
[}
i
|
: End-entity
i certificate
1
[}
[}
1
!
Y
ertificate .
¢ End-entity
user
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Figure 2 — Cross-certification

A cerfification path.is said to be valid under the set of policies that are common to all certificates in the path.

An iftermediate.certification authority may, in turn, be the subject of a certificate issued by another certifigation
authofity, thereby creating certification paths of length greater than two certificates. And, since trust suffers dilutjon as
certiffcate paths grow in length, controls are required to ensure that end-entity certificates with an unacceptably low
assoclafed trust level will be rejected by the certificate user. This is part of the function of the certification] path
processing procedure.

In addition to the situation described above, there are two special cases to be considered:

a) the CA does not use the certificate policies extension to convey its policy requirements to certificate
users; and

b) the certificate user or intermediate certification authority delegates the job of controlling policy to the
next authority in the path.

In the first case, the certificate should not contain a certificate policies extension at all. As a result, the set of policies
under which the path is valid will be null. But, the path may be valid nonetheless. Certificate users shall still ensure that
they are using the certificate in conformance with the policies of the authorities in the path.
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In the second case, the certificate user or intermediate CA should include the special value any-policy in the initial-
policy-set or cross-certificate. Where a certificate includes the special value any-policy, it should not include any other
certificate policy identifiers. The identifier any-policy should not have any associated policy qualifiers.

The certificate user can ensure that all its obligations are conveyed in accordance with the standard by setting the initial-
explicit-policy indicator. In this way, only authorities that use the standard certificate policies extension as their way of
achieving binding are accepted in the path, and certificate users have no additional obligations. Because authorities also
attract obligations when they act as, or on behalf of, a certificate user, they can ensure that all their obligations are
conveyed in accordance with the standard by setting requireExplicitPolicy component of the policyConstraints
extension in the cross-certificate.

813 Policy mapping

Some ifica a a A a N2 a g3 a ng to
whicl} the cross-certificate is issued may be materially equivalent to some or all of the warranties and obligptions
accorfling to which the subject CA issues certificates to end-entities, even though the policy authorities under:whith the
two dertification authorities operate may have selected different unique identifiers for these materially equiyalent
policies. In this case, the intermediate CA may include a policy mappings extension in the cross-ceftificate. In the
policy mappings extension, the intermediate CA assures the certificate user that it will continue to\enjoy the familiar
warranties, and that it should continue to fulfil its familiar obligations, even though subsequent entities in the
certif]cation path operate in a different policy domain. The intermediate CA should include one)or more mappings for
each pf a subset of the policies under which it issued the cross-certificate, and it should not.include mappings for any
other [policies. If one or more of the certificate policies according to which the subject CA'@perates is identical to[those
accorfling to which the intermediate CA operates (i.e., it has the same unique identifier),/then these identifiers shopild be
exclufled from the policy mapping extension, but included in the certificate policies €xtension.

Policy mapping has the effect of converting all policy identifiers in certificates further down the certification path to the
identifier of the equivalent policy, as recognized by the certificate user.

Policies shall not be mapped either to or from the special value any-palicy.

Certificate users may determine that certificates issued in a policy domain other than its own should not be relied jupon,
even though a trusted intermediate CA may determine its policy.t0 be materially equivalent to its own. It can do this by
setting the initial-policy-mapping-inhibit input to the path validation procedure. Additionally, an intermediate CA may
make|a similar determination on behalf of its certificate users. In order to ensure that certificate users correctly enforce
this r¢quirement, it can set inhibitPolicyMapping in a policy constraints extension.

814 Certification path processing

The crtificate user faces a choice between pwd-strategies:

a) it can require that the certification path be valid under at least one of a set of policies pre-determirjed by
the user; or

b) it can ask the path yalidation module to report the set of policies for which the certification path is valid.

The first strategy may be most ‘appropriate when the certificate user knows, a priori, the set of policies that are
acceptable for its intendeduse!

The second strategy may) be most appropriate when the certificate user does not know, a priori, the set of policigs that
are adceptable for itsdftended use.

In thq first instance, the certification path validation procedure will indicate the path to be valid only if it is valid junder
one of more-of the policies specified in the initial-policy-set, and it will return the sub-set of the initial-policy-set junder
which thé¢'path is valid. In the second instance, the certification path validation procedure may indicate that the path is
invalid “under the initial-policy-set, but valid under a disjoint set: the authorities-constrained-policy-set. Thgn the
certificate user shall determine whether its intended use of the certificate is consistent with one or more of the certificate
policies under which the path is valid. By setting the initial-policy-set to any-policy, the certificate user can cause the
procedure to return a valid result if the path is valid under any (unspecified) policy.

8.15 Self-issued certificates

A CA may issue a certificate to itself under three circumstances:

a) as a convenient way of encoding the public key associated with the private key used to sign the
certificate, so that it can be communicated to, and stored as trust anchors by, its certificate using systems;

b) for certifying additional public keys of the CA used for purposes other than those covered by category a)
(such as OCSP and possibly CRL signing); and

c) forreplacing its own expired certificates.
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These types of certificate are called self-issued certificates, and they can be recognized by the fact that the issuer and
subject names present in them are identical. For purposes of path validation, self-issued certificates of category a) are
self-signed certificates and are therefore verified with the public key contained in them, and if they are encountered in
the path, they shall be ignored.

Self-issued certificates of type b) may only appear as end certificates in a path, and shall be processed as end
certificates.

Self-issued certificates of type c) (also known as self-issued intermediate certificates) may appear as intermediate
certificates in a path. As a matter of good practice, when replacing a key that is on the point of expiration, a CA should
request the issuance of any in-bound cross-certificates that it requires for its replacement public key before using the
key. Nevertheless, if self-issued certificates of this category are encountered in the path, they shall be processed as
intermediate certificates, with the following exception: they do not contribute to the path length for purposes of
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assoclated with the policy-mapping-inhibitpending and explicit-policy-pending indicators.

If an jauthority uses the same key to sign certificates and CRLs, a single self-issued certificate of categotny-d) shall be
used. [If an authority uses a different key to sign CRLs than that used to sign certificates, the authoritysmay chopse to
issue two self-issued certificates of category a), one for each of the keys. In this situation, certificatgisers would need
accesp to both self-issued certificates to establish separate trust anchors for certificates and¢CRLs signed by that
authofity. Alternatively, an authority may issue one self-issued certificate of category a) for cértificate signing arld one
self-igsued certificate of category b) for CRL signing. In this situation, certificate users use the key certified n the
certiflcate of category a) as their single trust anchor for both certificates and CRLs signed by’ that authority. In thiq case,
if the[self-issued certificate of category b) were to be used to verify signatures on CRDS, there is no means defifed in
this sfandard to check the validity of that certificate.

If self-issued certificates of category b) are encountered within a path, they shall’be ignored.
NOTE — Other mechanisms for distributing CA public keys are outside the scope @f this Directory Specification.

8.2 Key and policy infor mation extensions

8.21 Requirements

The fpllowing requirements relate to key and policy information:

a) CA key pair updating can occur at regular’intervals or in special circumstances. There is a need| for a
certificate field to convey an identifier,of the public key to be used to verify the certificate signatfire. A
certificate-using system can use sucly identifiers in finding the correct CA-certificate for validatifg the
certificate issuer's public key.

b) In general, a certificate subject has different public keys and, correspondingly, different certificates for
different purposes, e.g., digital signature and encipherment key agreement. A certificate field is neefled to
assist a certificate userin selecting the correct certificate for a given subject for a particular purpos¢ or to
allow a CA to stipulate’that a certified key may only be used for a particular purpose.

c) Subject key pair updating can occur at regular intervals or in special circumstances. There is a need for a
certificate field'to convey an identifier to distinguish between different public keys for the same shibject
used at different points in time. A certificate-using system can use such identifiers in finding the crrect
certificate.

d) The\private key corresponding to a certified public key is typically used over a different period frogm the
validity of the public key. With digital signature keys, the usage period for the signing private key is
typically shorter than that for the verifying public key. The validity period of the certificate indicates a
period for which the public key may be used, which is not necessarily the same as the usage period |of the
private key. In the event of a private key compromise, the period of exposure can be limited lif the
signature verifier knows the legitimate use period for the private key. There is therefore a requirement to
be able to indicate the usage period of the private key in a certificate.

e) Because certificates may be used in environments where multiple certificate policies apply, provision
needs to be made for including certificate policy information in certificates.

f)  When cross-certifying from one organization to another, it can sometimes be agreed that certain of the
two organizations' policies can be considered equivalent. A CA-certificate needs to allow the certificate
issuer to indicate that one of its own certificate policies is equivalent to another certificate policy in the
subject CA's domain. This is known as policy mapping.

g) A user of an encipherment or digital signature system which uses certificates defined in this Directory
Specification needs to be able to determine in advance the algorithms supported by other users.
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822 Public-key certificate and CRL extension fields

The following extension fields are defined:
a) Authority key identifier;
b) Subject key identifier;
c¢) Keyusage,
d) Extended key usage;
e) Private key usage period;
f) Certificate policies;
g) Policy mappings.

Thesq extension fields shall be used only as certificate extensions, except for authority key identifier which may,also be
used fs a CRL extension. Unless otherwise noted, these extensions may be used in both CA-certificates and'end-entity
certif]cates.

8.2.2[1 Authority key identifier extension

This field, which may be used as either a certificate extension or CRL extension, identifies the public key to be uped to
verifyl the signature on this certificate or CRL. It enables distinct keys used by the same CA jto be distinguished (elg., as
key updating occurs). This field is defined as follows:

authgrityKeyldentifier EXTENSION ::={

SYNTAX AuthorityKeyldentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }
Authg¢rityKeyldentifier ::= SEQUENCE {

keyldentifier [O] Keyldentifier OPTIONAL,

authorityCertlssuer [1] GeneralNames OPTIONAL,

authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }

(WITH COMPONENTS {..., authorityCertlssuer PRESENT,
authorityCertSerialNumbe"PRESENT} |

WITH COMPONENTS {..., authorityCertissuer ABSENT,

authorityCertSerialNuimber ABSENT} )

Keyldentifier ::= OCTET STRING

The Key may be identified by an explicit key identifier in the keyldentifier component, by identification of a cert{ficate
for the key (giving certificate issuer in thejauthorityCertlssuer component and certificate serial number fn the
authdrityCertSerialNumber component),, or-by both explicit key identifier and identification of a certificate for thg key.
If both forms of identification are used then the certificate or CRL issuer shall ensure they are consistent. A key
identifier shall be unique with respectyto all key identifiers for the issuing authority for the certificate or CRL contgining
the extension. An implementatiofi which supports this extension is not required to be able to process all name fogms in
the agthorityCertlssuer component. (See 8.3.2.1 for details of the GeneralNames type.)

Certiffication authorities shall”assign certificate serial numbers such that every (issuer, certificate serial numbey) pair
uniquely identifies a §ingle certificate. The keyldentifier form can be used to select CA certificates during path
constfuction. The authorityCertlssuer, authoritySerialNumber pair can only be used to provide preference tp one
certif]cate over others during path construction.

This ¢xtension.is always non-critical.

8.2.2pC~Subject key identifier extension

This field identifies the public key being certified. It enables distinct keys used by the same subject to be differentiated
(e.g., as key updating occurs). This field is defined as follows:

subjectKeyldentifier EXTENSION ::= {
SYNTAX SubjectKeyldentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }

SubjectKeyldentifier ::= Keyldentifier

A key identifier shall be unique with respect to all key identifiers for the subject with which it is used. This extension is
always non-critical.
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8.2.2.3 Key usage extension

This field identifies the intended usage for which the certificate has been issued. The intended usage may be further
constrained by policy. This policy may be stated in a certificate policy definition, a contract, or other specification.
However, a policy shall not override the constraint indicated by a KeyUsage bit, e.g., a certificate policy could not
allow a certificate to be used for digital signature if KeyUsage indicated that it could only be used for key agreement.

Setting a specific value of KeyUsage in a certificate does not in itself signal for an instance of communication that the
communicating parties are acting in accordance with this setting, e.g., when signing a document. Definition of methods
by which parties may signal their intent for a specific instance of communication (e.g., commitment to content for that
specific instance) is outside the scope of this Directory Specification, but it is anticipated that multiple methods will
exist. Although not recommended, it is possible to use the content of the certificate, e.g., certificate policy, to signal the
intent of the signing. However, since that signal was made when the certificate was issued by the CA, such use may not

tL M +ilaot 1 s tlha it o d tiloa o £ s . loatla. .
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More|than one bit may be set in an instance of the keyUsage extension. The setting of multiple bits shall not change the
mean|ng of each individual bit but shall indicate that the certificate may be used for all of the purposes indicated by the
set bifs. There may be risks incurred when setting multiple bits. A review of those risks is documented in-Annex I.

This field is defined as follows:

keyUsage EXTENSION ::= {

SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }

KeyUsage ::= BIT STRING {

digitalSignature 0),
contentCommitment Q),
keyEncipherment 2),
dataEncipherment 3),
keyAgreement 4),
keyCertSign 5),
cRLSign (6),
encipherOnly ),
decipherOnly 8)}

Bits ip the KeyUsage type are as follows:

a) digitalSignature: for verifying digitalysignatures that are used with an entity authentication service, a
data origin authentication service.and/or an integrity service;

b) contentCommitment: for verifying digital signatures which are intended to signal that the sigher is
committing to the content being signed. The type of commitment the certificate can be used to sypport
may be further constrained by the CA, e.g., through a certificate policy. The precise type of commitment
of the signer e.g., "téviewed and approved" or "with the intent to be bound", may be signalled by the
content being signéd, €.g., the signed document itself or some additional signed information.

Since a content.commitment signing is considered a digitally signed transaction, the digitalSignatyre bit
need not besset in the certificate. If it is set, it does not affect the level of commitment the signgr has
endowed-iithe signed content.

Note‘that it is not incorrect to refer to this keyUsage bit using the identifier nonRepudiation. However,
the, Use of this identifier has been deprecated. Regardless of the identifier used, the semantics of this bit
are’as specified in this Directory Specification;

€)Y keyEncipherment: for enciphering keys or other security information, e.g., for key transport;

d) dataEncipherment: for enciphering user data, but not keys or other security information as in ¢) abpve;

e) keyAgreement: for use as a public key agreement key;
f) keyCertSign: for verifying a CA's signature on certificates.

Since certificate signing is considered a commitment to the content of the certificate by the CA, neither
the digitalSignature bit nor the contentCommitment bit need be set in the certificate. If either (or both)
is set, it does not affect the level of commitment the signer has endowed in the signed certificate;

g) cRLSign: for verifying an authority's signature on CRLs.

Since CRL signing is considered to be commitment to the content of the CRL by the CRL issuer, neither
the digitalSignature bit nor the contentCommitment bit need be set in the certificate. If either (or both)
is set, it does not affect the level of commitment the signer has endowed in the signed CRL;
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h) encipherOnly: public key agreement key for use only in enciphering data when used with
keyAgreement bit also set (meaning with other key usage bit set is undefined);

i) decipherOnly: public key agreement key for use only in deciphering data when used with
keyAgreement bit also set (meaning with other key usage bit set is undefined).

Application specifications should indicate which of the digitalSignature or contentCommitment bits are appropriate
for their use. If a signing application has no knowledge of the signer's intent regarding commitment to content, the
application shall sign and support that signing with a certificate that has the digitalSignature bit set in that certificate's
keyUsage extension.

Even though a digital signature was verified using a certificate that has only the digitalSignature bit set, other factors
external to the verification of the digital signature may also play a role in determining the intent of the signing.
Conversely, even though a digital signature was verified using a certificate that has only the contentCommitment bit set,
exterfal factors may be used by the signer to disclaim commitment to the signed content.

The Bbit keyCertSign is for use in CA-certificates only. If KeyUsage is set to keyCertSign, the valug~of the cA
comppnent of the basicConstraints extension shall be set to TRUE. CAs may also use other defined key usage bits in
KeyUsage, e.g., digitalSignature for providing authentication and integrity of on-line administration transactions,

This ¢xtension may, at the option of the certificate issuer, be either critical or non-critical.

If the|extension is flagged critical or if the extension is flagged non-critical but the certificate-using system recognizes
it, than the certificate shall be used only for a purpose for which the corresponding key<usage bit is set to one. |If the
extenpion if flagged non-critical and the certificate-using system does not recognize.it; then this extension shhll be
ignorg¢d. A bit set to zero indicates that the key is not intended for that purpose. If the-extension is present with all bits
set to|zero, the key is intended for some purpose other than those listed above.

8.2.24 Extended key usage extension

This field indicates one or more purposes for which the certified publi€¢ key may be used, in addition to or in place of
the bgsic purposes indicated in the key usage extension field. This field\s defined as follows:

extKgyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeld ::= OBJECT IDENTIFIER

A CA may assert any-extended-key-usage by using the anyExtendedKeyUsage identifier. This enables a CA to ifsue a
certiflcate that contains OIDs for extended key uwsages that may be required by certificate-using applications, wjithout
restri¢ting the certificate to only those key Gisages. If extended key usage would restrict key usage, then the inclusjon of
this QID removes that restriction.

anyEktendedKeyUsage OBJECT(DENTIFIER ::={2529 37 0 }[S9]

Key purposes may be defined by any organization with a need. Object identifiers used to identify key purposes shall be
assigned in accordance withATU-T Rec. X.660 | ISO/IEC 9834-1.

This ¢xtension may, at the’option of the certificate issuer, be either critical or non-critical.
If the|extension is flagged critical, then the certificate shall be used only for one of the purposes indicated.

If the|extension‘is flagged non-critical, then it indicates the intended purpose or purposes of the key, and may be uked in
findin)g thecorrect key/certificate of an entity that has multiple keys/certificates. If this extension is present, and the
certiffcaté~using system recognizes and processes the extendedKeyUsage extension type, then the certificatefusing
systefn shall ensure that the certificate shall be used only for one of the purposes indicated. (Using applicationy may
nevertheless require that a particular purpose be indicated in order for the certificate to be acceptable to that
application.)

If a certificate contains both a critical key usage field and a critical extended key usage field, then both fields shall be
processed independently and the certificate shall only be used for a purpose consistent with both fields. If there is no
purpose consistent with both fields, then the certificate shall not be used for any purpose.

This Directory Specification defines the following key purpose that can be included in the extended key usage
extension. Other purposes that can also be included are defined in other specifications, such as IETF RFC 5280.

keyPurposes OBJECT IDENTIFIER ::= {ds 38 1}
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8.2.25 Private key usage period extension

This field indicates the period of use of the private key corresponding to the certified public key. It is applicable only
for digital signature keys. This field is defined as follows:

privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0O] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }
(WITH COMPONENTS{..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )

The rjotBefore component indicates the earliest date and time at which the private key could be used for signihg|If the
notBgfore component is not present, then no information is provided as to when the period of valid use of the private
key cpmmences. The notAfter component indicates the latest date and time at which the private key could/be uspd for
signirjg. If the notAfter component is not present then no information is provided as to when the period-of valid fise of
the private key concludes.

This ¢xtension is always non-critical.

NOTE 1 — The period of valid use of the private key may be different from the certified validity,of.ithe public key as indicdted by
the¢ certificate validity period. With digital signature keys, the usage period for the signing private key is typically shortgr than
that for the verifying public key.

NOTE 2 — If the verifier of a digital signature wants to check that the certificate has not"been revoked, for example due [to key
compromise, up to the time of verification, then a valid certificate will still exist for the public key at verification time. Affer the
ceftificate(s) for a public key have expired, a signature verifier cannot rely on compromises being notified via CRLs.

8.226 Certificate policies extension

This field lists certificate policies, recognized by the issuing CA, that apply to the certificate, together with optional
qualifier information pertaining to these certificate policies. The list’ of certificate policies is used in determining the
validity of a certification path, as described in clause 10. Theeptional qualifiers are not used in the certification path
procepsing procedure, but relevant qualifiers are provided as.an-output of that process to the certificate using appligation
to asgist in determining whether a valid path is appropriaté-for the particular transaction. Typically, different certificate
policies will relate to different applications which may\use the certified key. The presence of this extension in af end-
entity] certificate indicates the certificate policies for which this certificate is valid. The presence of this extensioh in a
certif]cate issued by one CA to another CA indicates the certificate policies for which certification paths containirg this
certificate may be valid. This field is defined as‘follows:

certifjcatePolicies EXTENSION ::={
SYNTAX CertificateRoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ::5' SEQUENCE SIZE (1..MAX) OF PolicyInformation

PolicyIinformation ::= SEQUENCE {

policyldentifief. CertPolicyld,

policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

CertHolicyld,s= OBJECT IDENTIFIER

PolicyQualifierinfo ::= SEQUENCE {
poiicyQuatttiertd CERT-POLCICY-QUALIFIER &I
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiers}{@policyQualifierld}) OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::= { ...}

A value of the PolicyInformation type identifies and conveys qualifier information for one certificate policy. The
component policyldentifier contains an identifier of a certificate policy and the component policyQualifiers contains
policy qualifier values for that element.

This extension may, at the option of the certificate issuer, be either critical or non-critical.

ITU-T Rec. X.509 (11/2008) 27


https://standardsiso.com/api/?name=68384a452202f8e1498b1712d973b276

| SO/IEC 9594-8:2008 (E)

If the extension is flagged critical, it indicates that the certificate shall only be used for the purpose, and in accordance
with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require the
certificate-using system to process the qualifier value in a particular way.

If the extension is flagged non-critical, use of this extension does not necessarily constrain use of the certificate to the
policies listed. However, a certificate user may require a particular policy to be present in order to use the certificate
(see clause 10). Policy qualifiers may, at the option of the certificate user, be processed or ignored.

Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object
identifiers used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with
ITU-T Rec. X.660 | ISO/IEC 9834-1. A CA may assert any-policy by using the anyPolicy identifier in order to trust a
certificate for all possible policies. Because of the need for identification of this special value to apply regardless of the
application or environment, that object identifier is assigned in this Directory Specification. No object identifiers will be
assigired—in—this-Direetory- Spectfieation—for—speeifie_certifieate-poticies—Fhat-assianmentis-the—responsibitty-pf the
entity| that defines the certificate policy.

anyPplicy OBJECT IDENTIFIER ::= {2529320}
The iglentifier anyPolicy should not have any associated policy qualifiers.

The fpllowing ASN.1 object class is used in defining certificate policy qualifier types:

CERT-POLICY-QUALIFIER ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL }

WITH SYNTAX {

POLICY-QUALIFIER-ID &id

[QUALIFIER-TYPE &Qualifier] }

A deffinition of a policy qualifier type shall include:
— astatement of the semantics of the possible values; and

— an indication of whether the qualifier identifier may‘appear in a certificate policies extension withput an

accompanying value and, if so, the implied semantiés in such a case.
NOTE — A qualifier may be specified as having any ASN.1_type. When the qualifier is anticipated to be used primarilly with
applications that do not have ASN.1 decoding functions, it'ts recommended that the type OCTET STRING be specifiefl. The

A$N.1 OCTET STRING value can then convey a qualifier.value encoded according to any convention specified by the [policy
el¢ment defining organization.

8.2.2)7 Policy mappings extension

This field, which shall be used in CA-certificdtes only, allows a certificate issuer to indicate that, for the purposes fof the
user df a certification path containing this certificate, one of the issuer's certificate policies can be considered equiyalent
to a djfferent certificate policy used in'the subject CA's domain. This field is defined as follows:

policyMappings EXTENSION.:=/{
SYNTAX PelicyMappingsSyntax
IDENTIFIED BY id*ce-policyMappings }

PolicyMappingsSyntax/::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }

The ifsuerDomainPolicy component indicates a certificate policy that is recognized in the issuing CA's domain and
that dan.be considered equivalent to the certificate policy indicated in the subjectDomainPolicy component tlhat is
recoghized in the subject CA's domain.

Policies shall not be mapped to or from the special value anyPalicy.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
critical, otherwise a certificate user may not correctly interpret the stipulation of the issuing CA.

NOTE 1 — An example of policy mapping is as follows. The U.S. government domain may have a policy called Canadian Trade
and the Canadian government may have a policy called U.S. Trade. While the two policies are distinctly identified and defined,
there may be an agreement between the two governments to accept certification paths extending cross-border within the rules
implied by these policies for relevant purposes.

NOTE 2 - Policy mapping implies significant administrative overheads and the involvement of suitably diligent and authorized
personnel in related decision-making. In general, it is preferable to agree upon more global use of common policies than it is to
apply policy mapping. In the above example, it would be preferable for the U.S., Canada and Mexico to agree upon a common
policy for North American Trade.
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NOTE 3 — It is anticipated that policy mapping will be practical only in limited environments in which policy statements are very
simple.

8.3
831

Subject and issuer information extensions

Requirements

The following requirements relate to certificate subject and certificate issuer attributes:

8.3.2

The fpllowing extension fields are defined:

Thesq fields shall be used only as certificate extensions, except for issuetyalternative name which may also be use

CRL

8.3.2[L Subject alternative name extension

This
the C

subjgctAltName EXTENSION ::= {

GenefalNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

GeneralName ::= CHOICE {

OTHER-NAME ::= TYPE-IDENTIFIER

a) Certificates need to be usable by applications that employ a variety of name forms, including Internet

electronic mail names, Internet domain names, X.400 originator/recipient addresses, and EDI
names. It is therefore necessary to be able securely to associate multiple names of a variety of
forms with a certificate subject or a certificate or CRL issuer.

have confidence that the subject is indeed the person or thing intended. For example, informatien(s
postal address, position in a corporation, or a picture image may be required. Such informdtion ni
conveniently represented as directory attributes, but these attributes are not necessarilyl/part
distinguished name. A certificate field is therefore needed for conveying additional direetory attr]
beyond those in the distinguished name.

Certificate and CRL extension fields

a) Subject alternative name;
b) Issuer alternative name;
¢) Subject directory attributes.

extension. As certificate extensions, they may be present in CA-certificates or end-entity certificates.

ield contains one or more alternative names, using any of'a variety of name forms, for the entity that is bou
A to the certified public key. This field is defined as follows:

SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IA5String,

dNSName [2] IA5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResqurceldentifier [6] IA5String,

iPAddress [7] OCTET STRING,

registered|D [8] OBJECT IDENTIFIER }

party
name

butes

das a

nd by

EDIPartyName ::= SEQUENCE {

nameAssigner [0] UnboundedDirectoryString OPTIONAL,
partyName [1] UnboundedDirectoryString }

The values in the alternatives of the GeneralName type are names of various forms as follows:

— otherName is a name of any form defined as an instance of the OTHER-NAME information object ¢
— rfc822Name is an Internet electronic mail address defined in accordance with Internet RFC 822;

— dNSName is an Internet domain name defined in accordance with Internet RFC 1035;

—  x400Address is an O/R address defined in accordance with ITU-T Rec. X.411 | ISO/IEC 10021-4;
— directoryName is a distinguished name defined in accordance with ITU-T Rec. X.501 | ISO/IEC 95
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— ediPartyName is a name of a form agreed between communicating Electronic Data Interchange partners;
the nameAssigner component identifies an authority that assigns unique values of names in the

partyName component;

— uniformResourceldentifier is a Uniform Resource Identifier for the World Wide Web defined in

accordance with Internet RFC 1630;

— iPAddress is an Internet Protocol address defined in accordance with Internet RFC 791, represented as a

binary string.

— registeredID is an identifier of any registered object assigned in accordance with ITU-T Rec. X.660 |

ISO/IEC 9834-1.

For every name form used in the GeneralName type, there shall be a name registration system that ensures that any

name

used unambiguously identifies one entity to both certificate issuer and certificate users.
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pxtension may, at the option of the certificate issuer, be either critical or non-critical. An implementation
rts this extension is not required to be able to process all name forms. If the extension is flagged crifical, a
f the name forms that is present shall be recognized and processed, otherwise the certificate shall-be’ cons
d. Apart from the preceding restriction, a certificate-using system is permitted to ignore any-hame w
penized or unsupported name form. It is recommended that, provided the subject field of the(cettificate cont
puished name that unambiguously identifies the subject, this field be flagged non-critical.

DTE 1 — Use of the TYPE-IDENTIFIER class is described in Annexes A and C of ITU-T Rec. X.681,| ISO/IEC 8824-2.
DTE 2 — If this extension field is present and is flagged critical, the subject field of the ceftificate may contain a nul

2., a sequence of zero relative distinguished names) in which case the subject is identified, only by the name or names
tension.

P |ssuer alternative name extension

field contains one or more alternative names, using any of a variety\of name forms, for the certificate or
. This field is defined as follows:

rAltName EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

pxtension may, at the option of the certificate or CRExNissuer, be either critical or non-critical. An implemen
supports this extension is not required to be able'to process all name forms. If the extension is flagged criti
ne of the name forms that are present shall be fecognized and processed, otherwise the certificate or CRL sH
lered invalid. Apart from the preceding restriction, a certificate-using system is permitted to ignore any nam
recognized or unsupported name form. Itis recommended that, provided the issuer field of the certificate o1

DTE — If this extension field is presentand is flagged critical, the issuer field of the certificate or CRL may contain a nul
2., a sequence of zero relative distinguished names) in which case the issuer is identified only by the name or names
tension.

3 Subject directory attnibutes extension

ficld conveys any degsired Directory attribute values for the subject of the certificate. This field is defin
s:

ctDirectopyAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

Attril

ns a distinguished name that unambiguously identifies the issuing authority, this field be flagged non-critical.

which
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in this

CRL

tation
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CRL

name
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utesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute

This extension may, at the option of the certificate issuer, be either critical or non-critical. A certificate using system
processing this extension is not required to understand all attribute types included in the extension. If the extension is
flagged critical, at least one of the attribute types contained in the extension shall be understood for the certificate to be
accepted. If the extension is flagged critical and none of the contained attribute types is understood, the certificate shall

be rej

ected.

If this extension is present in a public-key certificate, some of the extensions defined in clause 15 may also be present.
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8.4 Certification path constraint extensions

8.4.1 Requirements

For certification path processing:

a)

b)

End-entity certificates need to be distinguishable from CA-certificates, to protect against end-entities
establishing themselves as CAs without authorization. It also needs to be possible for a CA to limit the

length of a subsequent chain resulting from a certified subject CA, e.g., to no more than one
certificate or no more than two more certificates.

more

A CA needs to be able to specify constraints which allow a certificate user to check that less-trusted CAs
in a certification path (i.e., CAs further down the certification path from the CA with whose public key

the certificate user starts) are not violating their trust by issuing certificates to subjects

in an

©)

d)

2)

h)

)

)
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certificate user.

Certification path processing needs to be implementable in an automated, self-contained module. T
necessary to permit trusted hardware or software modules to be implemented which. perfori
certification path processing functions.

It should be possible to implement certification path processing without depénding upon rea
interactions with the local user.

by the

his is
m the

|-time

It should be possible to implement certification path processing withouf depending upon the yse of

trusted local databases of policy-description information. (Some trusted, local information — an
public key, at least — is needed for certification path processing but-the amount of such inforn
should be minimized.)

Certification paths need to operate in environments in which multiple certificate policies are recog
A CA needs to be able to stipulate which CAs in other~domains it trusts and for which pur]
Chaining through multiple policy domains needs to be suppofted.

Complete flexibility in trust models is required. A striethierarchical model which is adequate for a
organization is not adequate when considering, the needs of multiple interconnected enterf
Flexibility is required in selection of the first truSted CA in a certification path. In particular, it sho
possible to require that the certification path, start in the local security domain of the public-key
system.

initial
nation

hized.
boses.

single
rises.

h1d be
/ user

Naming structures should not be constrained by the need to use names in certificates, i.e., distinggished

name structures considered natura] fer organizations or geographical areas shall not need adjustm|
order to accommodate CA requireinents.

ent in

Certificate extension fields ‘need to be backward-compatible with the unconstrained certification path

approach system as specified in earlier editions of ITU-T Rec. X.509 | ISO/IEC 9594-8.

A CA needs to be(able to inhibit use of policy mapping and to require explicit certificate {
identifiers to be présent in subsequent certificates in a certification path.
NOTE - In_any) certificate-using system, processing of a certification path requires an appropriate 1g
assurance.“This Directory Specification defines functions that may be used in implementations that are r¢
to confornito specific assurance statements. For example, an assurance requirement could state that certif]
path¢ pyocessing shall be protected from subversion of the process (such as software-tampering o
niodification). The level of assurance should be commensurate with business risk. For example:

X processing internal to an appropriate cryptographic module may be required for public keys used to V|
high value funds transfer; whereas

— processing in software may be appropriate for home banking balance inquiries.
Consequently, certification path processing functions should be suitable for implementation in has

bolicy

vel of
quired
cation
r data

hlidate

dware

crvptogranhic modules or cruntographic tokens as one ontion
TS or Trosor )

k) A CA needs to be able to prevent the special value any-policy from being considered a valid policy in

subsequent certificates in a certification path.

84.2 Certificate extension fields

The following extension fields are defined:

a)
b)
¢)
d)

Basic constraints;
Name constraints;
Palicy constraints,
Inhibit any policy.
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These extension fields shall be used only as certificate extensions. Name constraints and policy constraints shall be used
only in CA-certificates; basic constraints may also be used in end-entity certificates. Examples of the use of these

exten

8.4.2.

sions are given in Annex G.

1 Basicconstraints extension

This field indicates if the subject may act as a CA, with the certified public key being used to verify certificate
signatures. If so, a certification path length constraint may also be specified. This field is defined as follows:

basic

Constraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax_::= SEQUENCE {

The ¢

cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL }

A component indicates if the certified public key may be used to verify certificate signatures.

The pathLenConstraint component shall be present only if cA is set to TRUE. It gives the maximum number of

CA-c
may

certif}
effect
certif}
numb
There
this 4
conta
self-i
certif]
by thq

This
flagg

systen may unwittingly use such a certificate.

If thi

systein, then:

shall check that the-certification path being processed is consistent with the value of pathLenConst
NOTE 1 - If this extension is-not present, or is flagged non-critical and is not recognized by a certificate-using system, th
ceftificate is to be considered'an’end-entity certificate and cannot be used to verify certificate signatures.

N
€O

84.2,

This
place
certif]

preificates that may follow this certificate in a certification path. Value 0 indicates that the subject of this cert
ssue certificates only to end-entities and not to further CAs. If no pathLenConstraint field appears i
cate of a certification path, there is no limit to the allowed length of the certification path. The constraint
beginning with the next certificate in the path. The constraint restricts the defigth of the segment
cation path between the certificate containing this extension and the end-entity Cettificate. It has no impact
er of CA-certificates in the certification path between the trust anchor and the‘eertificate containing this exte

xtension. The constraint controls the number of non self-issued CA certificates between the CA cert
Ining the constraint and the end-entity certificate. Therefore, the total length of this segment of the path, excl
sued certificates, may exceed the value of the constraint by a§/many as two certificates. (This includ
cates at the two endpoints of the segment plus the CA certificates between the two endpoints that are const
value of this extension.)

bxtension may, at the option of the certificate issuer, be¢ither critical or non-critical. It is recommended thaj
d critical, otherwise, an entity which is not authorized to be a CA may issue certificates and a certificate

extension is present and is flagged critical, 6r)is flagged non-critical but is recognized by the certificate

—  if the value of cA is not set to TRUE then the certified public key shall not be used to verify a cert
signature;

if the value of cA is_set\to TRUE and pathLenConstraint is present then the certificate-using s

DTE 2 — To constrainsa oértificate subject to being only an end entity, i.e., not a CA, the issuer can include this extensio
htaining only an empty*SEQUENCE value.

P Name constraints extension

field, which' shall be used only in a CA certificate, indicates one or more name forms which have cons
1 upen/their name spaces, and in which all subject names in the same name form in subsequent certificate

exten
form.
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fore, the length of a complete certification path may exceed the maximunx length of the segment constrained by
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nh field
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S in a
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catioh path must be located. If this extension is absent, then no constraints are placed on any name form.

name

NOTE 1 — Because there can be an unbounded set of registeredID name forms, then in general it is not possible to constrain

every possible name form of subject names with this extension.

This field is defined as follows:

nameConstraints EXTENSION ::={

SYNTAX NameConstraintsSyntax

IDENTIFIED BY id-ce-nameConstraints }
NameConstraintsSyntax ::= SEQUENCE {

permittedSubtrees [0] GeneralSubtrees OPTIONAL,

excludedSubtrees [1] GeneralSubtrees OPTIONAL }
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(ALL EXCEPT ({ -- none; at least one component shall be present -- }))

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
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GeneralSubtree ::= SEQUENCE {

base GeneralName,
minimum [O] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

At least one of permittedSubtrees and excludedSubtrees shall be present.

If present, the permittedSubtrees component specifies one or more subtrees, for one or more name forms, within

whict
speci
not b
field

the b@se component, and, optionally, within that subtree, an area that is bounded by upper and/or lower levels.
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hierafchical structure may be used in these fields.

The d
a DIT

stbjeet—names—in—aceeptable—certifieates—shal—be—eontained—f—present—the—exetuded Subtrees—eomp
ies one or more subtrees for one or more name forms within which subject names in acceptable certificates
b contained. Subject names that are compared against specified subtrees include those present in both(the’su
ind the subjectAltNames extension of a certificate. Each subtree is defined by the name of the root.ofthe sy

ninimum field specifies the upper bound of the area within the subtree. All names whose final‘hame compor
the level specified are not contained within the area. A value of minimum equal to zero (th¢ default) corres
base, i.e., the top node of the subtree. For example, if minimum is set to one, then the subtree excludes th:
but includes subordinate nodes.

naximum field specifies the lower bound of the area within the subtree. All names’whose last component is
vel specified are not contained within the area. A value of maximum of zero“corresponds to the base, i.e., tl
subtree. An absent maximum component indicates that no lower limit should be imposed on the area with
e. For example, if maximum is set to one, then the subtree excludes(all nodes except the subtree base
diate subordinates.

et of all permittedSubtrees and excludedSubtrees for a name form together comprise the constrained

for the name form. All subject names, in certificates issued by the subject CA and subsequent CAS
cation path, which are of a constrained name form, shall be located in the constrained name space fi
cate to be acceptable.

ttedSubtrees, if present, specifies the subtrees withih which all the subject names that are of a constrained
shall lie, for the certificate to be acceptable. If.excludedSubtrees is present, any certificate issued by the s
I subsequent CAs in the certification path that'has a subject name within these subtrees is unacceptable. I
ttedSubtrees and excludedSubtrees ar¢ present for a name form and the name spaces overlap, the exc
nent takes precedence.

e of the name forms of the subject name in the certificate is constrained by this extension, the certifi
table.

ne situations, more than. one certificate may need to be issued to satisfy the name constraints requirer
X G illustrates two of these'situations. For example, if names constraints are defined for multiple name forn
ificate needs to meet, the name constraints for only one of the name forms (logical OR on constraints)
ble certificates should be issued, each constraining a single name form.

e name formsiavailable through the GeneralName type, only those name forms that have a well-d

irectoryName name form satisfies this requirement; when using this name form a naming subtree correspo
subtree. A certificate is considered subordinate to the base (and therefore a candidate to be within the subt
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EQUENCE of RDNs_which forms the flll DN in base is identical to the initial SEQUENCE of the same ni

mber

of RDNs which forms the first part of the DN of the subject (in the subject field or directoryName of
subjectAltNames extension) of the certificate. The DN of the subject of the certificate may have additional trailing
RDNs in its sequence that do not appear in the DN in base. The distinguishedNameMatch matching rule is used to
compare the value of base with the initial sequence of RDNs in the DN of the subject of the certificate.

Conformant implementations are not required to recognize all possible name forms. If the extension is flagged as being
critical and a certificate-using implementation does not recognize a name form used in any base component, the
certificate shall be handled as if an unrecognized critical extension had been encountered. If the extension is flagged as
being non-critical and a certificate-using implementation does not recognize a name form used in any base component,
then that subtree may be ignored.

NOTE 2 — When testing certificate subject names for consistency with a name constraint, names in non-critical subject
alternative name extensions shall be processed, not ignored.
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This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged as critical; otherwise, a certificate user may not check that subsequent certificates in a certification path are
located in the constrained name spaces intended by the issuing CA.

If this extension is present and is flagged as being critical, then a certificate-using system shall check that the
certification path being processed is consistent with the value in this extension.

Annex G contains examples of use of the name constraints extension.

8.4.2.3 Policy constraints extension

This field specifies constraints which may require explicit certificate policy identification or inhibit policy mapping for
the remainder of the certification path. This field is defined as follows:

policyConstraimnts EXTENSION = {
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL }

SkipQerts ::= INTEGER (0..MAX)

If the|requireExplicitPolicy component is present, and the certification path includes a certificate issued by a nominated
CA, it is necessary for all certificates in the path to contain, in the certificate policies extension, an acceptable policy
identiffier. An acceptable policy identifier is the identifier of a certificate policy required by the user of the certififation
path, the identifier of a policy which has been declared equivalent to one of these policies through policy mappiphg, or
any-policy. The nominated CA is either the issuer CA of the certificate{eontaining this extension (if the value of
requifeExplicitPolicy is 0) or a CA which is the issuer of a subsequent certificate in the certification path (as indjcated
by a 1jon-zero value).

If the|inhibitPolicyMapping component is present, it indicates that,in all certificates starting from a nominated {CA in
the cqrtification path until the end of the certification path, policydnapping is not permitted. The nominated CA is[either
the sybject CA of the certificate containing this extension (if the value of inhibitPolicyMapping is 0) or a CA wHich is
the sybject of a subsequent certificate in the certification path'(as indicated by a non-zero value).

A value of type SkipCerts indicates the number of certificates in the certification path to skip before a congtraint
becorhes effective.

This ¢xtension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended tha} it be
flagged critical; otherwise, a certificate usetumiay not correctly interpret the stipulation of the issuing CA.

8.4.24 Inhibit any policy extension

This field specifies a constraint thatjyindicates any-policy is not considered an explicit match for other certificate pglicies
for al] non-self-issued certificdtes in the certification path starting with a nominated CA. The nominated CA is either the
subje¢t CA of the certificate’containing this extension (if the value of inhibitAnyPolicy is 0) or a CA which [is the
subjeft of a subsequent certificate in the certification path (as indicated by a non-zero value).

inhib{tAnyPolicy EXTENSION ::= {
SYNTAX SkipCerts
IDENTIEIED BY id-ce-inhibitAnyPolicy }

This ¢xtefision may, at the option of the certificate issuer, be either critical or non-critical. It is recommended tha} it be
critical;-otherwise a certificate user may not correctly interpret the stipulation of the issuing CA.

85 Basic CRL extensions

85.1 Requirements

The following requirements relate to CRLs:

a) Certificate users need to be able to track all CRLs issued from a CRL issuer or CRL distribution point
(see 8.6) and be able to detect a missing CRL in the sequence. CRL sequence numbers are therefore
required.

b) Some CRL users may wish to respond differently to a revocation, depending upon the reason for the
revocation. There is therefore a requirement for a CRL entry to indicate the reason for revocation.
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¢) There is a requirement for an authority to be able to temporarily suspend validity of a certificate and
subsequently either revoke or reinstate it. Possible reasons for such an action include:

—  desire to reduce liability for erroneous revocation when a revocation request is unauthenticated and
there is inadequate information to determine whether it is valid;

—  other business needs, such as temporarily disabling the certificate of an entity pending an audit or
investigation.

d) A CRL contains, for each revoked certificate, the date when the authority posted the revocation. Further
information may be known as to when an actual or suspected key compromise occurred, and this
information may be valuable to a certificate user. The revocation date is insufficient to solve some
disputes because, assuming the worst, all signatures issued during the validity period of the certificate
have to be considered invalid. However, it may be important for a user that a signed document be

ecosnized-as—vakd-eventhoush-the-keyusedto-sisnthe-nessase-was-compromised-afier—the-sisnature
was produced. To assist in solving this problem, a CRL entry can include a second date which ‘indicates
when it was known or suspected that the private key was compromised.

e) Certificate users need to be able to determine, from the CRL itself, additional informatien including the
scope of certificates covered by this list, the ordering of revocation notices, and whighrsstream of [CRLs
the CRL number is unique within.

f) Issuers need the ability dynamically to change the partitioning of CRLs and to‘refer certificate uders to
the new location for relevant CRLs if the partitioning changes.

g) Delta CRLs may also be available that update a given base CRL. Certificate users need to be aple to
determine, from a given CRL, whether delta CRLs are available, where' they are located and whe¢n the
next delta CRL will be issued.

h) In addition to CRLs publishing notification that certificates have.been revoked, there is a requirement to
publish notification that certificates will be revoked as of a specified date and time in the future.

i)  There is a requirement to provide more efficient ways todndicate in a CRL that a set of certificat¢s has
been revoked.

85.2 CRL and CRL entry extension fields

The fpllowing extension fields are defined:
a) CRL number;

b) Reason code,

¢) Holdinstruction code;

d) Invalidity date;

e) CRL scope;

f) Satusreferral;

g) CRL streamidentifier;

h) Ordered list;

i) Deltainformation.

The CRL numbers~CRL scope, status referral, CRL stream identifier, ordered list and delta information shall bg used
only 4s a CRL gxtension field and the other fields shall be used only as CRL entry extension fields.

85.2[1 _CRL number extension

This CRL extension field conveys a monotonically increasing sequence number for each CRL issued by a givenn CRL
issuer through a given authority directory attribute or CRL distribution point. It allows a CRL user to detect whether
CRLs issued prior to the one being processed were also seen and processed. This field is defined as follows:

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER (0..MAX)

This extension is always non-critical.
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8.5.2.2 Reason code extension

This CRL entry extension field identifies a reason for the certificate revocation. The reason code may be used by
applications to decide, based on local policy, how to react to posted revocations. This field is defined as follows:

reasonCode EXTENSION ::= {

SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }
CRLReason ::= ENUMERATED {
unspecified 0),
keyCompromise 1),
cACompromise 2),
affiliationChanged 3),
superseded (4),
cessationOfOperation 5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn 9),
aACompromise (10) }

The f

A cer
noticg
Once

a)

b)

¢)

The r

bllowing reason code values indicate why a certificate was revoked:

tificate may be placed on holdby-1ssuing a CRL entry with a reason code of certificateHold. The certificat:
may include an optional hold instruction code to convey additional information to certificate users (see 8.1
a hold has been issued, it'may be handled in one of three ways:

pmaveEromCRI reason code is for nse with delta-CRI s (see 8 6) only and indicates that an Pxiqting CRI

unspecified can be used to revoke certificates for reasons other than the specifi¢ codes;

keyCompromise is used in revoking an end-entity certificate; it indicates that it is known or susj
that the subject's private key, or other aspects of the subject validated in the certificate, have]
compromised;

cACompromise is used in revoking a CA-certificate; it indieates’that it is known or suspected th
subject's private key, or other aspects of the subject validatednin the certificate, have been comprom

affiliationChanged indicates that the subject's name .or{other information in the certificate has
modified but there is no cause to suspect that the priyvate-key has been compromised,

superseded indicates that the certificate has beem,superseded but there is no cause to suspect th
private key has been compromised;

cessationOfOperation indicates that the certificate is no longer needed for the purpose for which
issued but there is no cause to suspect that'the private key has been compromised;

privilegeWithdrawn indicates that a gertificate (public-key or attribute certificate) was revoked bd
a privilege contained within that certificate has been withdrawn;

ected
been

at the
sed;

been
at the

t was

cause

aACompromise indicates that,it is known or suspected that aspects of the AA validated in the atfribute

certificate, have been compromised.

it may remaifi-on the CRL with no further action, causing users to reject transactions issued durif
hold peried;/or,

it may/be replaced by a (final) revocation for the same certificate, in which case the reason shall 4
of-the standard reasons for revocation, the revocation date shall be the date the certificate was plag
hold, and the optional instruction code extension field shall not appear; or,

it may be explicitly released and the entry removed from the CRL.

e hold
2.3).

g the

e one
ed on

entry

should now be removed owing to certificate expiration or hold release. An entry with this reason code shall be used in
delta-CRLs for which the corresponding base CRL or any subsequent (delta or complete for scope) CRL contains an
entry for the same certificate with reason code certificateHold.

This extension is always non-critical.
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3 Hold instruction code extension

This CRL entry extension field provides for inclusion of a registered instruction identifier to indicate the action to be
taken on encountering a held certificate. It is applicable only in an entry having a certificateHold reason code. This
field is defined as follows:

holdl

Holdl

nstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

nstruction ::= OBJECT IDENTIFIER

This extension is always non-critical. No standard hold instruction codes are defined in this Directory Specification.
NOTE — Examples of hold instructions might be "please communicate with the CA" or "repossess the user's token".

8.5.2)

This
comp
date 1

invali

This ¢
N

SO|

Ni
Cl

852,
Ni

The s
substi
be md

This ¢

crlSc

CRLY

A Invalidity date extension

romised or that the certificate should otherwise be considered invalid. This date may be earlier thatthe revo
h the CRL entry, which is the date at which the authority processed the revocation. This field s defined as fo

dityDate EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

xtension is always non-critical.

hne time in the past, in order to repudiate a validly-generated signature.

DTE 2 — When a revocation is first posted by an authority in a CRL, the invalidity date may precede the date of issue of’
RLs. The revocation date should not precede the date of issue of earlier CRLs.

5 CRL scope extension
DTE — Use of the CRL scope extension is deprecated.

tution attack against an application that does not sapport the scope extension, the scope extension, if present
rked critical.

xtension may be used to provide scope statements of various CRL types including:
—  simple CRLs that provide reyog¢ation information about certificates issued by a single authority;
— indirect CRLs that provide revocation information about certificates issued by multiple authorities;
—  delta-CRLs that upddte)previously issued revocation information;
— indirect delta-CRIs-that provide revocation information that updates multiple base CRLs issued
single authority.or by multiple authorities.

ppe EXTENSION.-.:2) {
SYNTAX CRLScopeSyntax
IDENTIFIER.BY id-ce-cRLScope }

CRL entry extension field indicates the date at which it is known or suspected that the private key was

Cation
lows:

DTE 1 — The date in this extension is not, by itself, sufficient for non-repudiation¢purposes. For example, this date may be a
date advised by the private key holder, and it is possible for such a person frauduléntly to claim that a key was compr

mised

learlier

cope of a CRL is indicated within that CRL usingthe following CRL extension. In order to prevent a] CRL

shall

by a

copeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAyithorityScope ::= SEQUENCE {

r authorityName [O] GeneralName OPTIONAL,
distributionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL,
subjectKeyldRange [6] NumberRange OPTIONAL,
nameSubtrees [7] GeneralNames OPTIONAL,
baseRevocationinfo [9] BaseRevocationinfo OPTIONAL }

OnlyCertificateTypes ::= BIT STRING {
user 0),
authority 1),
attribute @21}
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NumberRange ::= SEQUENCE {

startingNumber [O] INTEGER OPTIONAL,

endingNumber [1] INTEGER OPTIONAL,

modulus INTEGER OPTIONAL }
BaseRevocationInfo ::= SEQUENCE {

cRLStreamldentifier [O] CRLStreamldentifier OPTIONAL,

cRLNumber [1] CRLNumber,

baseThisUpdate [2] GeneralizedTime }

If the CRL is an indirect CRL that provides revocation status information for multiple authorities, the extension will
include multiple PerAuthorityScope constructs, one or more for each of the authorities for which revocation
information is included. Each instance of PerAuthorityScope that relates to an authority other than that issuing this
CRL shall contain the authorityName component. If the CRL is a dCRL that provides delta revocation status
inforrtnation for multiple base CRLs issued by a single authority, the extension will include angltiple
PerAlithorityScope constructs, one for each of the base CRLs for which this dCRL provides updates. Evien-though
there would be multiple instances of the PerAuthorityScope construct, the value of the authorityName comipongnt, if
preseft, would be the same for all instances.

If the CRL is an indirect dCRL that provides delta revocation status information for multiple lbase’ CRLs issued by
multiple authorities, the extension will include multiple PerAuthorityScope constructs, one for,éach of the base [CRLs
for which this dCRL provides updates. Each instance of PerAuthorityScope that relates tosan authority other than that
issuing this indirect dCRL shall include the authorityName component.

For ejch instance of PerAuthorityScope present in the extension, the fields are used as follows. Note that in the cpse of
indirgct CRLs and indirect dCRLs, each instance of PerAuthorityScope may contdin different combinations of| these
fields|and different values.

The guthorityName field, if present, identifies the authority that issued the-ceftificates for which revocation information
is projvided. If authorityName is omitted, it defaults to the CRL issuer namie:

The distributionPoint field, if present, is used as described in the issuingDistributionPoint extension.

The gqnlyContains field, if present, indicates the type(s) of cerfificates for which the CRL contains revocation [status
inforthation. If this field is absent, the CRL contains information about all certificate types.

The gnlySomeReasons field, if present, is used as deseribed in the issuingDistributionPoint extension.

The gerialNumberRange element, if present, is usedas follows. When a modulus value is present, the serial nuniber is
reducpd modulo the given value before checking for presence in the range. Then, a certificate with a (reduced)|serial
number is considered to be within the scope ofithe CRL if it is:

—  equal to or greater than startirgNumber, and less than endingNumber, where both are present; or
—  equal to or greater thamsstartingNumber, when endingNumber is not present; or

—  less than endingNumber when startingNumber is not present.
The qubjectKeyldRange element, if present, is interpreted the same as serialNumberRange, except that the r;tmber
used |s the value in the cestificate's subjectKeyldentifier extension. The DER encoding of the BIT STRING (onpitting
the tag, length and unused.bits octet) is to be regarded as the value of the DER encoding of an INTEGER. If bit 0 jof the

BIT §TRING is setthen an additional zero octet should be prepended to ensure the resulting encoding represgnts a
positive INTEGERUe.g.:

03 0201 {7 (represents bits 0-6 set)

maps|to

02 020017 (1.c. decimat 247)

The nameSubtrees field, if present, uses the same conventions for name forms as specified in the nameConstraints
extension.

The baseRevocationinfo field, if present, indicates that the CRL is a dCRL with respect to the certificates covered by
that PerAuthorityScope construct. Use of the crIScope extension to identify a CRL as a dCRL differs from use of the
deltaCRLIdentifier extension in the following way. In the crlScope case, the information in the baseRevocationinfo
component indicates the point in time from which the CRL containing this extension provides updates. Although this is
done by referencing a CRL, the referenced CRL may or may not be one that is complete for the applicable scope,
whereas the deltaCRLIdentifier extension references an issued CRL that is complete for the applicable scope. However,
the updated information provided in a dCRL containing the crlScope extension are updates to the revocation
information that is complete for the applicable scope regardless of whether or not the CRL referenced in
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baseRevocationInfo was actually issued as one that is complete for that same scope. This mechanism provides more
flexibility than the deltaCRLIndicator extension since users can be constructing full CRLs locally and be constructing
based on time rather than issuance of base CRLs that are complete for the applicable scope. In both cases, a dCRL
always provides updates to revocation status for certificates within a given scope since a specific point in time.
However, in the deltaCRLIndicator case, that point in time shall be one for which a CRL that is complete for that scope
was issued and referenced. In the crlScope case, that point in time may be one for which the referenced CRL that was
issued may or may not be one that is complete for that scope.

Depending on the policy of the responsible authority, several dCRLs may be published before a new base CRL is
published. dCRLs containing the crlScope extension to reference their building point need not necessarily reference the
cRLNumber of the most recently issued base CRL in the BaseRevocationinfo field. However, the cRLNumber
referenced in the BaseRevocationInfo field of a dCRL shall be less than or equal to the cRLNumber of the most
recently issued CRL that is complete for the applicable scope.

Note [that the issuingDistributionPoint extension and crlScope extension can conflict with each other and{are not
intended to be used together. However, if the CRL contains both an issuingDistributionPoint extefision pnd a
crlScppe extension, then a public-key certificate falls within the scope of the CRL if and only if it meets the critgria of
both |extensions. If the CRL contains an AAissuingDistributionPoint extension, but does fot contaln an
issuingDistributionPoint or crlScope extension, then the scope does not include public-key certificates. If thg CRL
does hot contain an issuingDistributionPoint, AAissuingDistributionPoint, or crlScope extension, then the scppe is
the entire scope of the authority, and the CRL may be used for any certificate from that authority. Similarly, the
AAissuingDistributionPoint extension and crlScope extension can conflict with each other-and are not intended to be
used fogether. However, if the CRL contains both an AAissuingDistributionPoint extension and a crlScope extepsion,
then gn attribute certificate falls within the scope of the CRL if and only if it meets the ctiteria of both extensions.|If the
CRL [contains an issuingDistributionPoint extension, but does not contain“an’ AAissuingDistributionPoint or
crlScppe extension, then the scope does not include attribute certificates,™ If the CRL does not contajn an
issuingDistributionPoint, AAissuingDistributionPoint, or crlScope extenision, then the scope is the entire scgpe of
the aythority, and the CRL may be used for any certificate from that authority.

Wher] a certificate-using system uses a CRL that contains a crlScope.extension to check the status of a certificate, it
shoulfl check that the certificate and reason codes of interest fall~within the scope of the CRL as defined Qy the
crlScppe extension, as follows:

a) The certificate-using system shall check that the certificate falls within the scope indicated Hy the
intersection of the serialNumberRange{;SubjectKeyldRange, and nameSubtrees scopes, and is
consistent with distributionPoint, and~onlyContains if present, for the relevant PerAuthority$cope
construct.

b) If the CRL contains an onlySoméReasons component in the crlScope extension, then the certificate-
using system shall check that the reason codes covered by this CRL are adequate for purposes pf the
application. If not, additional CRLs may be required. Note that if the CRL contains both a cri$cope
extension and an issuingDistributionPoint extension, and both contain an onlySomeRedsons
component, then orily) those reason codes included in the onlySomeReasons components of both
extensions are coveréd by this CRL.

85.26 Statusreferral extension

This CRL extension is for‘use within the CRL structure as a means to convey information about revocation notiges to
certifjcate users. As‘stueh, it would be present in a CRL structure that itself contains no certificate revocation noti¢es. A
CRL ptructure centaining this extension shall not be used by certificate users or relying parties as a source of revogation
noticgs, but rather as a tool to ensure that the appropriate revocation information is used. Any CRL containinyg this
extenpion shall'not be used as the source for a relying party to check revocation status of any certificate. Rather, 4 CRL

contajningthis extension may be used by a relying party as an additional tool to locate the appropriate CRILs for
checkiingrevocation statug

This extension serves two primary functions:

—  This extension provides a mechanism to publish a trusted "list of CRLs" including all the relevant
information to aid relying parties in determining whether they have sufficient revocation information for
their needs. For example, an authority may issue a new, authenticated CRL list periodically, typically
with a relatively high reissue frequency (in comparison with other CRL reissue frequencies). The list
might include a last-update time/date for every referenced CRL. A certificate user, on obtaining this list,
can quickly determine if cached copies of CRLs are still up-to-date. This may eliminate unnecessary
retrieval of CRLs. Furthermore, by using this mechanism, certificate users become aware of CRLs issued
by the authority between its usual update cycles, thereby improving the timeliness of the CRL system;

—  This extension also provides a mechanism to redirect a relying party from a preliminary location (e.g.,
one pointed to in a CRL distribution point extension, or the directory entry of the issuing authority) to a
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different location for revocation information. This feature enables authorities to modify the

CRL

partitioning scheme they use without impacting existing certificates or certificate users. To achieve this,
the authority would include each new location and the scope of the CRL that would be found at that
location. The relying party would compare the certificate of interest with the scope statements and follow
the pointer to the appropriate new location for revocation information relevant to that certificate they are

validating.

The extension is itself extensible and in future other non-CRL based revocation schemes may also be referred to, using
this extension.

statusReferrals EXTENSION ::= {

SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }
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SReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral

SReferral ::= CHOICE {

cRLReferral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER-REFERRAL }
eferral ::= SEQUENCE {

issuer [O] GeneralName OPTIONAL,

location [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,

cRLScope CRLScopeSyntax,

lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL  [4] GeneralizedTime OPTIONAL}

Reflnfo ::= SEQUENCE {

deltaLocation GeneralName,
lastDelta GeneralizedTime OPTIONAL }
R-REFERRAL ::= TYPE-IDENTIFIER

suer field identifies the entity that signs the CRL; this,defaults to the issuer name of the encompassing CRL

bcation field provides the location to which the réferral is to be directed, and defaults to the same value
' name.

eltaRefInfo field provides an optional alternative location from which a dCRL may be obtained and an op
f the previous delta.

RLScope field provides the scope of the CRL that will be found at the referenced location.

hstUpdate field is the value of'the-thisUpdate field in the most recently issued referenced CRL.

OTHER-REFERRAL. ‘“ptovides extensibility to enable other non-CRL based revocation schemes
imodated in future,

xtension, is always flagged critical, to ensure that the CRL containing this extension is not inadvertently rel
tificate using(systems as the source of revocation status information about certificates.

extension is present and is recognized by a certificate using system, that system shall not use the CRL as a §
rocation status information. The system should use either the information contained in this extension, or

hs the

tional

nt.

o be

ed on

ource
other

5 otitside the scope of this Directory Specification, to locate appropriate revocation status information.

If this extension is present but is not recognized by a certificate-using system, that system shall not use the CRL as a
source of revocation status information. The system should use other means, outside the scope of this Directory
Specification, to locate appropriate revocation information.

852

7 CRL stream identifier extension

The CRL stream identifier field is used to identify the context within which the CRL number is unique.

CcRLS

treamldentifier EXTENSION =
SYNTAX CRLStreamldentifier
IDENTIFIED BY id-ce-cRLStreamldentifier }

CRLStreamldentifier ::= INTEGER (0..MAX)
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This extension is always non-critical.

Each value of this extension, per authority, shall be unique. The CRL stream identifier combined with a CRL Number
serve as a unique identifier for each CRL issued by any given authority, regardless of the type of CRL.

8.5.2.8 Ordered list extension

The ordered list extension indicates that the sequence of revoked certificates in the revokedCertificates field of a CRL
is in ascending order by either certificate serial number or revocation date. This field is defined as follows:

orderedList EXTENSION ::= {
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrdefedLIsStSyntax .= ENUMERATED{
ascSerialNum (0),
ascRevDate @}

This ¢xtension is always non-critical.

— ascSerialNum indicates that the sequence of revoked certificates in a CRL is inyascending ordler of
certificate serial number, based on the value of the serialNumber component of gach entry in the ligt;

— ascRevDate indicates that the sequence of revoked certificates in a CRLE is in ascending order of
revocation date, based on the value of the revocationDate component of edch.entry in the list.

If orderedList is not present, no information is provided as to the ordering, if any, of the list of revoked certificdtes in
the CRL.

8.5.29 Deltalnformation extension

This CRL extension is for use in CRLs that are not dCRLs and is used to)indicate to relying parties that dCRLs are also
availgble for the CRL containing this extension. The extension provides the location at which the related dCRLs ¢an be
found and optionally the time at which the next dCRL is to be issuéd:

deltalnfo EXTENSION ::= {
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }

Deltajnformation ::= SEQUENCE {
deltalLocation GeneralName,
nextDelta GeneralizedTime OPTIONAL }

This ¢xtension is always non-critical.

8.5.210 Toberevoked extension

This CRL extension allows for notification that certificates will be revoked as of a specified date and time in the future.
The tpBeRevoked extension is.used to specify the reason for the certificate revocation, the date and time at whi¢h the
certiffcate will be revokedyand the group of certificates to be revoked. Each list can contain a single certificate|serial
numbkr, a range of certificate serial numbers or a named subtree. These certificates may be public-key certificates or
attribyite certificatese

toBeRevoked EXTENSION ::= {

SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }
ToBeRevekedSyatax——=SEOQUENCESIZEA-MAX-OF FoBeRevokedGroup

ToBeRevokedGroup ::= SEQUENCE {
certificatelssuer [0] GeneralName OPTIONAL,
reasoninfo [1] Reasoninfo OPTIONAL,
revocationTime GeneralizedTime,
certificateGroup CertificateGroup }

Reasoninfo ::= SEQUENCE {
reasonCode CRLReason,
holdInstructionCode HoldInstruction OPTIONAL }
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CertificateGroup ::= CHOICE {
serialNumbers [O] CertificateSerialNumbers,
serialNumberRange [1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName }

CertificateGroupNumberRange ::= SEQUENCE {

startingNumber [0] INTEGER,
endingNumber [1] INTEGER }
CertificateSerialNumbers ::= SEQUENCE SIZE(1..MAX) OF CertificateSerialNumber

The certificatelssuer component, if present, identifies the authority (CA or AA) that issued all the certificates lis
this ToBeRevokedGroup. If certificatelssuer is omitted, it defaults to the CRL issuer name.

ted in

The reaserinfo-eomponentifpresenttdentifres-thereason-for-the-eertifteaterevoeattons—Hpresentthis-fretdtm
that 3ll certificates identified in ToBeRevokedGroup will be revoked for the reason indicated in this ‘fig
reasqnCode contains the value certificateHold, the holdinstructionCode may also be present. CIf~'py
holdipstructionCode indicates the action to be taken on encountering any of the certificates. identifi
RevokedGroup. This action should only be taken, after the revocation time indicated in the revocatiohTime fie
passefl.

The revocationTime component indicates the date and time at which this group of certificates will be revoke
shoulfl therefore be considered invalid. This date shall be later than the thisUpdate timg lofjthe CRL containin
extenpion. If revocationTime is before the nextUpdate time of the CRL containing this:€Xtension, the certificates
be cqnsidered revoked between the revocationTime and the nextUpdate time By)a relying party using a
contajning this extension. Otherwise, this is a notice that at specified time in.the future these certificates w
revokled. Once the revocation time has passed, either the CA has revoked the eertificate or not. If it has revok
certificate, future CRLs shall include this on the list of revoked certificatess at\least until the certificate expires.
CA Has not revoked the certificate, but still intends to revoke it in the/future, it may include the certificate i
extenpion on subsequent CRLs with a revised revocationTime. If the €A 1o longer intends to revoke the certifig
may be excluded from all subsequent CRLs and the certificate shall notbe considered revoked.
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The dertificateGroup component lists the set of certificates to be revoked. This component identifies the certifficates

issued by the authority identified in certificatelssuer to be reveked at the date/time identified in revocationTime
set offcertificates is not further refined by any outside contrels (e.g., issuingDistributionPoint).

If sefialNumbers is present, the certificate(s) with serial numbers indicated in this component, and issued b
identified certificate issuer, will be revoked at the sp&cified time.

If serjalNumberRange is present, all certificates,in the range beginning with the starting serial number and ending
the erjding serial number and issued by the identified certificate issuer will be revoked at the specified time.

If nameSubtree is present, all certifidates with a subject/holder name that is subordinate to the specified nam
issued by the identified certificate issuer will be revoked at the specified time. If the nameSubtree contains a DN
all DNs associated with the subjéct;of a public-key certificate (i.e., subject field and subjectAltNames extensi
holdgr field of an attribute certificate need to be considered. For other name forms, the subjectAltNames extens
publi¢-key certificates and the holder field of attribute certificates need to be considered. If at least one of the 1
assocjated with the subjeet/holder, contained in the certificate, is within the subtree specified in nameSubtreg
certiffcate will be revoked at the specified time. As with the nameConstraints extension, not all name forn
appropriate for subtiee specification. Only those that have recognized subordination rules should be used i
extenpion.

This ¢xtenstenrmay, at the option of the CRL issuer, be flagged critical or non-critical. As the information provi
this ektenision applies to revocations, which will occur in the future, it is recommended that it be flagged non-ci
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reducfng-the risk of problems with interoperability and backward compatibility.

8.5.2.11 Revoked group of certificates extension

A set of certificates that have been revoked can be published using the following CRL extension. Each list of

certificates to be revoked is associated with a specific certificate issuer and revocation time. Each list can con

tain a

range of certificate serial numbers or a named subtree. These certificates may be public-key certificates or attribute

certificates.

revokedGroups EXTENSION ::= {
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-RevokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
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RevokedGroup ::= SEQUENCE {

certificatelssuer [O] GeneralName OPTIONAL,
reasoninfo [1] Reasoninfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup }

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

The certificatelssuer component, if present, identifies the authority (CA or AA) that issued all the certificates listed in
this RevokedGroup. If certificatelssuer is omitted, it defaults to the CRL issuer name.

Ther‘ ““““““““ H-preseft—tdentt s-the-reaso-for-the-certifteaterevoea ST ®, S 13S 'icates
that g revoked for the reason indicated in this field. If reasomnCode
contajns the value certificateHold, the holdInstructionCode may also be present. If present, holdInstrictionCode
indicz

The ipvalidityDate component, if present, indicates the time from which all certificates identified in”"RevokedGroup
shoul
omitted, all certificates identified in RevokedGroup should be considered invalid at least from'th¢ time indicated [in the
thisUpdate field of the CRL. If the status of the certificate prior to the thisUpdate time is Critical to a certificate|using
system (e.g., to determine whether a digital signature that was created prior to this CRIXissuance occurred while the
certiffcate was still valid or after it had been revoked), additional revocation status chécking techniques will be required
to determine the actual date/time from which a given certificate should be consideréd invalid.

The revokedCertificateGroup component lists the set of certificates that have been revoked. This component identifies
the cqrtificates issued by the authority identified in certificatelssuer revoked/under the specified conditions. This|set of
certiffcates is not further refined by any outside controls (e.g., issuingDisfributionPoint).

If serjalNumberRange is present, all certificates containing certificate.serial numbers within the specified range, jssued
by th¢ identified certificate issuer are applicable.

If nameSubtree is present, all certificates with a subject/holder name that is subordinate to the specified name and
issued by the identified certificate issuer will be revoked atithe specified time. If the nameSubtree contains a DY then
all DNs associated with the subject of a public-key cettificate (i.e., subject field and subjectAltNames extensipn) or
holdgr field of an attribute certificate need to be considered. For other name forms, the subjectAltNames extensjon of
publi¢-key certificates and the holder field of attribute certificates need to be considered. If at least one of the mames
assocjated with the subject/holder, contained in,the certificate, is within the subtree specified in nameSubtreg, that
certificate has been revoked. As with the fameConstraints extension, not all name forms are appropriate for syibtree
specification. Only those that have recognized subordination rules should be used in this extension.

This ¢xtension is always flagged critical. Otherwise, a certificate using system may incorrectly assume that certificates,
identiffied as revoked within this €xtension, are not revoked. When this extension is present it may be the only indigation
of rejoked certificates in a CRIL:\(1.e., the revokedCertificates may be empty) or it may list revoked certificates that are
in adflition to those indicated,in the revokedCertificates field. A revoked certificate shall not be listed both |n the
revoKedCertificates field-and in this extension.

8.5.2[12 Expired certificateson CRL extension

This CRL extedsion field indicates that the CRL includes revocation notices for expired certificates.

expirpdCertsOnCRL EXTENSION ::= {
SYNTAX ExpiredCertsOnCRL

T ol N e ol B el § el O V4 il H AL ovtaail
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ExpiredCertsOnCRL ::= GeneralizedTime
This extension is always non-critical.

The scope of a CRL containing this extension is extended to include the revocation status of certificates that expired at
the exact time specified in the extension or after that time. If limitations in the CRL's scope are specified (by either
reason codes or by distribution points), that applies to expired certificates as well. The revocation status of a certificate
shall not be updated once the certificate has expired.

ITU-T Rec. X.509 (11/2008) 43


https://standardsiso.com/api/?name=68384a452202f8e1498b1712d973b276

| SO/IEC 9594-8:2008 (E)
8.6 CRL distribution pointsand delta-CRL extensions

8.6.1 Requirements

As it is possible for revocation lists to become large and unwieldy, the ability to represent partial CRLs is required.
Different solutions are needed for two different types of implementations that process CRLs.

The first type of implementation is in individual workstations, possibly in an attached cryptographic token. These
implementations are likely to have limited, if any, trusted storage capacity. Therefore the entire CRL would need to be
examined to determine if it is valid, and then to see if the certificate is valid. This processing could be lengthy if the
CRL is long. Partitioning of CRLs is required to eliminate this problem for these implementations.

The second type of implementation is on high performance servers where a large volume of messages is processed, e.g.,
a transaction processing server. In this environment, CRLs are typically processed as a background task where, after the
CRL |s validated, the contents of the CRL are stored locally in a representation which expedites their examinatior, e.g.,
one bjt for each certificate indicating if it has been revoked. This representation is held in trusted storage. This*type of
servef will typically require up-to-date CRLs for a large number of authorities. Since it already has a listefpreviously
revoked certificates, it only needs to retrieve a list of newly revoked certificates. This list, called @y dCRL, will be
smallpr and require fewer resources to retrieve and process than a complete CRL.

The fpllowing requirements therefore relate to CRL distribution points and dCRLs:

a) In order to control CRL sizes, it needs to be possible to assign subsets of the(set of all certificates {ssued
by one authority to different CRLs. This can be achieved by associating’€yery certificate with a CRL
distribution point which is either:

— a Directory entry whose CRL attribute will contain a revocation/entry for that certificate, if|it has
been revoked; or

— alocation such as an electronic mail address or Internet Whiform Resource Identifier from whigh the
applicable CRL can be obtained.

b) For performance reasons, it is desirable to reduce thésnumber of CRLs that need to be checked|when
validating multiple certificates, e.g., a certification path. This can be achieved by having one CRL fissuer
sign and issue CRLs containing revocations from.multiple authorities.

c) There is a requirement for separate CRLs coyering revoked authority certificates and revoked endentity
certificates. This facilitates processing of eertification paths as the CRL for revoked authority certifficates
can be expected to be very short (usually empty). The authorityRevocationList| and
certificateRevocationList attributes have been specified for this purpose. However, for this separation
to be secure, it is necessary to“have an indicator in a CRL identifying which list it is. Othefwise,
illegitimate substitution of one\ist for the other cannot be detected.

d) Provision is needed for a different CRL to exist for potential compromise situations (when therge is a
significant risk of private 'key misuse) than that including all routine binding terminations (when there is
no significant risk ofiprivate key misuse).

e) Provision is alse.needed for partial CRLs (known as dCRLs) which only contain entries for certifiicates
that have been.revoked since the issuance of a base CRL.

f)  For delta CRLs, provision is needed to indicate the date/time after which this list contains updates.

g) Thereisd requirement to indicate within a certificate, where to find the freshest CRL (e.g., most fecent
delta):

8.6.2 CREdistribution point and delta-CRL extension fields

The fpllowing extension fields are defined:

a) CRL disribution points,
b) Issuing distribution point;
¢) AAissuingDistributionPoint;
d) Certificateissuer;

e) DeétaCRL indicator;

f) Baseupdate,

g) Freshest CRL.

CRL distribution points and freshest CRL shall be used only as a certificate extension. Issuing distribution point, AA
issuing distribution point, delta CRL indicator and base update shall be used only as CRL extensions. Certificate issuer
shall be used only as a CRL entry extension.
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While the issuing distribution point extension and the AA issuing distribution point extension serve similar purposes,
they apply to different certificates. The issuing distribution point extension applies only to public-key certificates issued
to users and/or CAs. The AA issuing distribution point extension applies only to attribute certificates issued to users and
AAs as well as public-key certificates issued to SOAs. If a single CRL covers certificate types that span these, then that
CRL would need to include both extensions.

8.6.2.1 CRL distribution pointsextension

The CRL distribution points extension shall be used only as a certificate extension and may be used in authority-
certificates, end-entity public-key certificates, and in attribute certificates. This field identifies the CRL distribution
point or points to which a certificate user should refer to ascertain if the certificate has been revoked. A certificate user
can obtain a CRL from an applicable distribution point or it may be able to obtain a current complete CRL from the
authority directory entry.

This field is defined as follows:

cRLDOistributionPoints EXTENSION ::= {

SYNTAX CRLDistPointsSyntax

IDENTIFIED BY id-ce-cRLDistributionPoints }
CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint

DistriputionPoint ::= SEQUENCE {

distributionPoint [O] DistributionPointName OPTIONAL,

reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName }

ReaspnFlags ::= BIT STRING {

unused (0),
keyCompromise (1),
cACompromise ),
affiliationChanged 3),
superseded 4,
cessationOfOperation 5),
certificateHold (6),
privilegeWithdrawn ),
aACompromise 8)}

The distributionPoint component identifies the location from which the CRL can be obtained. If this component is
absenft, the distribution point name defaults to the CRL issuer name.

Wher the fullName alternative is\used or when the default applies, the distribution point name may have multiplel[name
formd. The same name, in at'least one of its name forms, shall be present in the distributionPoint component pf the
issuirlg distribution point extension of the CRL. A certificate-using system is not required to be able to process allfname
formd. It may use a disttibution point provided at least one name form can be processed. If no name forms| for a
distripution point cambe’ processed, a certificate-using system can still use the certificate provided requisite revogation
inforthation can béebtained from another source, e.g., another distribution point or the authority's directory entry.

The fameRelativeToCRLIssuer component can be used only if the CRL distribution point is assigned a distingygished
name| that\’is directly subordinate to the distinguished name of the CRL issuer. In this case| the
namgRelativeToCRLIssuer component conveys the relative distinguished name with respect to the CRL [issuer

.. A
distingutshredramre:

The reasons component indicates the revocation reasons covered by this CRL. If the reasons component is absent, the
corresponding CRL distribution point distributes a CRL which will contain an entry for this certificate if this certificate
has been revoked, regardless of revocation reason. Otherwise, the reasons value indicates which revocation reasons are
covered by the corresponding CRL distribution point.

The cRLIssuer component identifies the authority that issues and signs the CRL. If this component is absent, the CRL
issuer name defaults to the certificate issuer name.

This extension may, at the option of the certificate issuer, be either critical or non-critical. In the interests of
interoperability, it is recommended that it be flagged non-critical.
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If this extension is flagged critical then a certificate-using system shall not use the certificate without first retrieving and
checking a CRL from one of the nominated distribution points covering the reason codes of interest. Where the
distribution points are used to distribute CRL information for all revocation reason codes and all certificates issued by
the CA include the cRLDistributionPoints as a critical extension, the CA is not required to also publish a full CRL at
the CA entry.

If this extension is flagged non-critical and a certificate-using system does not recognize the extension field type, then
that system should only use the certificate if:
— it can acquire and check a complete CRL from the authority (that the latter CRL is complete is indicated
by the absence of an issuing distribution point extension field in the CRL);
—  revocation checking is not required under local policy; or
— revocation checking is accomplished by other means.

Nj)TE 1 —1It is possible to have CRLs issued by more than one CRL issuer for the one certificate. Coordination of thes¢ CRL
isquers and the issuing authority is an aspect of authority policy.

NOTE 2 — The meaning of each reason code is as defined in the Reason Code field in 8.5.2.2 of this Directory Spécification.

8.6.2p Issuingdistribution point extension

This CRL extension field identifies the CRL distribution point for public-key certificates for this)particular CRILL, and
indicgtes if the CRL is indirect, or if it is limited to covering only a subset of the revocation-information. If using only
partitjoned CRLs, the full set of partitioned CRLs shall cover the complete set of certificates whose revocation [status
will Qe reported using the CRL mechanism. Thus, the complete set of partitioned CRLsShall be equivalent to|a full
CRL for the same set of certificates, if the CRL issuer was not using partitioned CRLs.The limitation may be baged on
a subpet of the certificate population or on a subset of revocation reasons. The"\CRL is signed by the CRL igsuer's
privafe key — CRL distribution points do not have their own key pairs. However, for a CRL distributed vja the
Direcfory, the CRL is stored in the entry of the CRL distribution point, whichymay not be the directory entry of th¢ CRL
issuet]. If the issuing distribution point field, the AA issuing distributioizpoint field, and the CRL scope field gre all
absenf, the CRL shall contain entries for all revoked unexpired public-Key certificates issued by the CRL issuer.[If the
issuirlg distribution point field and the CRL scope field are both absent, but the AA issuing distribution point fleld is
preseft, the scope of the CRL does not include public-key certificates.

After|a certificate appears on a CRL, it may be deleted from a subsequent CRL after the certificate's expiry. This fleld is
defingd as follows:

issuimgDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuipgDistPointSyntax ::= SEQUENCE {
-- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the CRL covers both certifieate types

distributionPoint [O] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE }

The dlistributionRoifit” component contains the name of the distribution point in one or more name forms. If
onlyGontainsUserPublicKeyCerts is TRUE, the CRL only contains revocations for end-entity public-key certifcates.
If dnlyContainSCACerts is TRUE, the CRL only contains revocations for CA certificates. If
onlyCQontainSUserPublicKeyCerts and onlyContainsCACerts are both FALSE, the CRL contains revocations fof both
end-ehtity, “public-key certificates and CA certificates. A CRL shall not contain this extension where| both

|C, £l Ll Dobliol Caxt 2] Lo +ol C ALkt o TOLIC TL LS n 3 tth
On y vlitaniouvocTrt UIJIIUI\\.ry\./\'ILQ ans UIIIyUUIILuIIIQ\JI_\\./\'ILQ aAlrv oVl U TTNUL.. ' IT Ullly\J\JIII\.aI\\.'MQUIIQ IS IJl\lDL/l 2} e

CRL only contains revocations of public-key certificates for the identified reason or reasons; otherwise, the CRL
contains revocations for all reasons. If indirectCRL is TRUE, then the CRL may contain revocation notifications for
public-key certificates issued by authorities that have a name different from the name of the issuer of the CRL. The
particular authority responsible for each entry is as indicated by the certificatelssuer CRL entry extension in that entry
or in accordance with the defaulting rules described in 8.6.2.3. Consequently, a certificate using a system that is capable
of processing a CRL in which indirectCRL is set to TRUE shall also be capable of processing the certificatelssuer
CRL entry extension. In such a CRL, it is the responsibility of the CRL issuer to ensure that the CRL is complete in that
it contains all revocation entries, consistent with onlyContainsUserPublicKeyCerts, onlyContainsCACerts, and
onlySomeReasons indicators, from all authorities that identify this CRL issuer in their public-key certificates.

If CRLs are partitioned by reason code, and the reason code changes for a revoked certificate (causing the certificate to
move from one CRL stream to another), it is necessary to continue to include the certificate on the CRL stream for the
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old revocation reason until the nextUpdate times of all CRLs, that do not list the certificate, on the CRL stream for the
new reason code have been reached.

If the CRL contains an issuingDistributionPoint extension with the distributionPoint component present, at least one
name for the distribution point in the certificate (e.g., cRLDistributionPoints, freshestCRL, issuer) shall match a
name for the distribution point in the CRL. Also, it may be the case that only the nameRelativeToCRLIssuer field is
present. In that case, a name comparison would be done on the full DN, constructed by appending the value of the
nameRelativeToCRLIssuer to the DN found in the issuer field of the CRL. If the names being compared are DNs (as
opposed to names of other forms within the GeneralNames construct), the distinguishedNameMatch matching rule is
used to compare the two DNs for equality.

For CRLs distributed via the Directory, the following rules apply. If the CRL is a dCRL it shall be distributed via the
deltaRevocationList attribute of the associated distribution point or, if no distribution point is identified, via the
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CRL.|Unless the CRL is a dCRL:

— a CRL which has onlyContainsCACerts set to TRUE and does not ~contain an
aAissuingDistributionPoint extension shall be distributed via the authorityRevocationList attribpte of
the associated distribution point or, if no distribution point is identified, via the authorityRevocatignList
attribute of the CRL issuer entry;

— a CRL which has onlyContainsCACerts set to TRUE and contains an aAissuingDistributionPoint
extension with containsUserAttributeCerts set to FALSE shalls \bé distributed vid the
authorityRevocationList attribute of the associated distribution point\efy”if no distribution pdint is
identified, via the authorityRevocationList attribute of the CRL issuer{entry;

— a CRL which has only onlyContainsCACerts set to FALSE shall be distributed via the
certificateRevocationList attribute of the associated distribution® point or, if no distribution pqint is
identified, via the certificateRevocationList attribute of the CRL issuer entry;

— a CRL which contains both an issuingDistributionPoin{_extension and an aAissuingDistributionPoint
extension with containsUserAttributeCerts seth\\to TRUE shall be distributed via the
certificateRevocationList attribute of the associated’distribution point or, if no distribution pqint is
identified, via the certificateRevocationList attribute of the CRL issuer entry.

This ¢xtension is always critical. A certificate user that does\not understand this extension cannot assume that thd CRL
conta|ns a complete list of revoked certificates of the ideftified authority. CRLs not containing critical extensiong shall
contajn all current CRL entries for the issuing authotity, including entries for all revoked end-entity certificatds and
authofity certificates.
NOTE 1 — The means by which revocation information is communicated by authorities to CRL issuers is beyond the scppe of
thys Directory Specification.

NOTE 2 — If an authority publishes a CRL with onlyContainsUserPublicKeyCerts or onlyContainsCACerts set to TRUE, then
the¢ authority shall ensure that all CA certificates covered by this CRL contain the basicConstraints extension.

8.6.2B Certificateissuer extension

This CRL entry extension identifies the certificate issuer associated with an entry in an indirect CRL, i.e., a CRL that
has the indirectCRL indicator set in its issuing distribution point extension. If this extension is not present on the first
entry |in an indirect CRE,-the certificate issuer defaults to the CRL issuer. On subsequent entries in an indirect CRL, if
this ektension is notgresent, the certificate issuer for the entry is the same as that for the preceding entry.

This field is defined as follows:

certifjcatelssuer EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }

This extension is always critical. If an implementation ignored this extension, it could not correctly attribute CRL
entries to certificates.

8.6.24 DeltaCRL indicator extension

The delta CRL indicator field identifies a CRL as being a delta CRL (dCRL) that provides updates to a referenced base
CRL. The referenced base CRL is a CRL that was explicitly issued as a CRL that is complete for a given scope. The
CRL containing the delta CRL indicator extension contains updates to the certificate revocation status for that same
scope. This scope does not necessarily include all revocation reasons or all certificates issued by a CA, especially in the
case where the CRL is a CRL distribution point. However, the combination of a CRL containing the delta CRL
indicator extension plus the CRL referenced in the BaseCRLNumber component of this extension is equivalent to a full
CRL, for the applicable scope, at the time of publication of the dCRL.
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This field is defined as follows:
deltaCRLIndicator EXTENSION ::= {

SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber

The value of type BaseCRLNumber identifies the CRL number of the base CRL that was used as the foundation in the
generation of this dCRL. The referenced CRL shall be a CRL that is complete for the applicable scope.

This extension is always critical. A certificate user that does not understand the use of dCRLs should not use a CRL
containing this extension, as the CRL may not be as complete as the user expects.

8.6.2.5 Base update extension
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ase update field is for use in dCRLs and is used to identify the date/time after which this delta providesapds
vocation status. This extension should only be used in dCRLs that contain the deltaCRLIndicator-&xtensi
that instead contains the criScope extension does not require this extension as the baseThisUpdate’field
bpe extension can be used for the same purpose.

UpdateTime EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }

xtension is always non-critical.

b Freshest CRL extension

e used in certificates issued to authorities as well as certificates issuéd to users. This field identifies the C|
a certificate user should refer to obtain the freshest revocationinformation (e.g., latest dCRL). This fi

d as follows:

eStCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

alue of type CRLDistPointsSyntax is as definedin the CRL distribution points extension in 8.6.2.1.

xtension may, at the option of the certificate 1ssuer, be either critical or non-critical. If the freshest CRL extd
e critical, a certificate-using system shall not use the certificate without first retrieving and checking the fri
If the extension is flagged non-criticdl, the certificate using system may use local means to determine wheth
st CRL is required to be checked.

7 AA issuing distribution point extension

CRL extension field identifies the CRL distribution point for attribute certificates for this particular CRI
tes if the CRL is indireet; or if it is limited to covering only a subset of the revocation information. The limi
e based on a subset-of the certificate population or on a subset of revocation reasons. The CRL is signed |
ssuer's private key)— CRL distribution points do not have their own key pairs. However, for a CRL distribut
irectory, the CRLis stored in the entry of the CRL distribution point, which may not be the directory entry
issuer. If the,issuing distribution point extension, the AA issuing distribution point extension, and the CRL
hre all absent, the CRL shall contain entries for all revoked unexpired attribute certificates issued by the
. If the”AA issuing distribution point field and the CRL scope field are both absent, but the issuing distril
ficld is present, the scope of the CRL does not include attribute certificates.

tes to
on. A
of the

nsion
RL to
eld is

nsion
eshest
er the

, and
tation
by the
bd via
of the
scope

CRL
bution

After

a certificate appears on a CRL, it may be deleted from a subsequent CRL after the certificate's expiry.

This field is defined as follows:

aAissuingDistributionPoint EXTENSION ::= {
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SYNTAX AAlssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }
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aAlssuingDistPointSyntax ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
containsAACerts [4] BOOLEAN DEFAULT TRUE,

containsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE }

The distributionPoint component contains the name of the distribution point in one or more name forms. If
onlySomeReasons is present, the CRL only contains revocations for attribute certificates for the identified reason or
reasons; otherwise, the CRL contains revocations for all reasons.

If indirectCRL is TRUE, then the CRL may contain revocation notifications for attribute certificates from authorities
other than the issuer of the CRL. The particular authority responsible for each entry is as indicated by the certificate
issuef CRL entry extension in that entry or in accordance with the defaulfing rules described in 8.0.2.3. In such.a]CRL,
it is the responsibility of the CRL issuer to ensure that the CRL is complete in that it contains all revocation‘eptries,
consiftent with containsUserAttributeCerts, containsAACerts, containsSOAPublicKey€erts and
only§omeReasons indicators, from all authorities that identify this CRL issuer in their attribute certifieates’

If coptainsUserAttributeCerts is TRUE, the CRL contains revocations for attribute certificates issued to end eptities
that qre not themselves AAs. If containsAACerts is TRUE, the CRL contains revocations foryattribute certifficates
issued to subjects that are themselves AAs.

If coptainsSOAPublicKeyCerts is TRUE, the CRL contains revocations for public-key e€rtificates issued to an jentity
that i§ an SOA for purposes of privilege management (i.e., certificates that contain the'\SOAldentifier extension|). For
CRLY distributed via the Directory, the following rules apply. If the CRL is a d€RL it shall be distributed vja the
deltaRevocationList attribute of the associated distribution point or, if no distribution point is identified, vja the
deltaRevocationList attribute of the CRL issuer entry, regardless of the settings for certificate types covered by the
CRL.|Unless the CRL is a dCRL:

— a CRL that does not contain an issuingDistributionPoint extension which has only containsAACerts
and/or  containsSOAPublicKkeyCerts set to \\TRUE shall be distributed via| the
attributeAuthorityRevocationList attribute of the ‘associated distribution point or, if no distripution
point is identified, via the attributeAuthorityReyecationList attribute of the CRL issuer entry;

— a CRL that does not contain .an issuingDistributionPoint extension which| has
containsUserAttributeCerts  set to\JRUE (with or without containsAACerts 4nd/or
containsSOAPublicKeyCerts also set) shall be distributed via the attributeCertificateRevocatignList
attribute of the associated distribution point or, if no distribution point is identified, vip the
attributeCertificateRevocationlist attribute of the CRL issuer entry;

— a CRL which contains an issuingDistributionPoint extension shall be distributed as specified in 8.6.2.2.

This ¢xtension is always critical. A certificate user that does not understand this extension cannot assume that thd CRL
contajns a complete list of revoked(certificates of the identified authority. CRLs not containing critical extensiong shall
contajn all current CRL entries fon the issuing authority, including entries for all revoked end-entity certificatds and
authofity certificates.
NOTE 1 — The means by\which revocation information is communicated by authorities to CRL issuers is beyond the scppe of
this Directory Specification.
NOTE 2 —If an authority publishes a CRL with containsAACerts set to TRUE and containsUserAttributeCerts not|set to
TRUE, then the authority shall ensure that all AA certificates covered by this CRL contain the basicAttConstraints extensipn.

NOTE 3 — If{an/authority publishes a CRL with containsSOAPublicKeyCerts set to TRUE, then the authority shall ensufe that
all SOA certificates covered by this CRL contain the SOAIdentifier extension.

9 Delta CRL relationsnip to base

A dCRL includes either a deltaCRLIndicator or a crlScope extension to indicate the base revocation information that is
being updated with this dCRL.

If the deltaCRLIndicator is present in a dCRL, the base revocation information that is being updated is the base CRL
referenced in that extension. The base CRL referenced by a deltaCRLIndicator extension shall be a CRL that is issued
as complete for its scope (i.e., it is not itself a dCRL).

If the crlScope extension is present and contains the baseRevocationIinfo component to reference the base revocation
information that is being updated, this is a reference to a particular point in time from which this dCRL provides
updates. The baseRevocationIinfo component references a CRL that may or may not have been issued as one that is
complete for that scope (i.e., the referenced CRL may only have been issued as a dCRL). However, the dCRL
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containing the baseRevocationInfo component updates the revocation information that is complete for the scope of the
referenced CRL at the time that the referenced CRL was issued. The certificate user may apply the dCRL to a CRL that
is complete for the given scope and that was issued at the same time as or after the CRL referenced in the dCRL
containing the baseRevocationIinfo component was issued.

Because of the potential for conflicting information, a CRL shall not contain both the deltaCRLIndicator extension and
a crlScope extension with the baseRevocationinfo component. A CRL may contain both the deltaCRLIndicator
extension and crlScope extension only if the baseRevocationinfo component is not present in the crlScope extension.

A dCRL may also be an indirect CRL in that it may contain updated revocation information related to base CRLs issued
by one or more than one authorities. The crlScope extension shall be used as the means of identifying a CRL as an
indirect dCRL. The crlScope extension shall contain one instance of the PerAuthorityScope data type for each base
CRL for which the indirect dCRL provides updated information.

Application of a dCRL to the referenced base revocation information shall accurately reflect the current status of
revocption.

— A certificate's revocation notice, with revocation reason certificateHold, may appear on either a dCRL or
a CRL that is complete for a given scope. This reason code is intended to indicate a temporary revofation
of the certificate pending a further decision on whether to permanently revoke the eertificate or reipstate
it as one that is not revoked.

a) If a certificate was listed as revoked with revocation reason certificatéflold on a CRL (either a
dCRL or a CRL that is complete for a given scope), whose cRLNumber is n, and the hpld is
subsequently released, the certificate shall be included in all dCREs\issued after the hold is released
where the cRLNumber of the referenced base CRL is less thansof equal to n. Depending ¢n the
extension used to indicate that this CRL is a dCRL, the CRL number of a referenced base (JRL is
either the value of the BaseCRLNumber component of the deltaCRLIndicator extension ¢r the
cRLNumber element of the BaseRevocationinfo component of the cRLScope extension. The
certificate shall be listed with revocation reasor) removeFromCRL unless the certificpte is
subsequently revoked again for one of the revocation reasons covered by the dCRL, in which case
the certificate shall be listed with the revocatiofxreason appropriate for the subsequent revocatipn.

b) If the certificate was not removed from hold;but was permanently revoked, then it shall be lisfed on
all subsequent dCRLs where the cRLNumber of the referenced base CRL is less than the
cRLNumber of the CRL (either a dCRL or a CRL that is complete for the given scope) on which
the permanent revocation notice first appeared. Depending on the extension used to indicate that this
CRL is a dCRL, the CRL .number of a referenced base CRL is either the value qf the
BaseCRLNumber data type-of the deltaCRLIndicator extension or the cRLNumber element pf the
BaseRevocationInfo datdtype of the cRLScope extension.

— A certificate's revocation notiec may first appear on dCRL and it is possible that the certificate's validity
period might expire before the next CRL that is complete for the applicable scope is issued. Ip this
situation, that revocafion notice shall be included in all subsequent dCRLs until that revocation notice is
included on at least one issued CRL that is complete for the scope of that certificate.

A CRIL that is complete for @ given scope, at the current time, can be constructed locally in either of the following ways:

— by retrieving the current dCRL for that scope, and combining it with an issued CRL that is complgte for
that seope and that has a cRLNumber greater than or equal to the cRLNumber of the base| CRL
referchced in the dCRL; or

— by retrieving the current dCRL for that scope and combining it with a locally constructed CRL that is
complete for that scope and that was constructed with a dCRL that has a cRLNumber greater than or
equal to the cRLNumber of the base CRL referenced in the current dCRL.

10 Certification path processing procedure

Certification path processing is carried out in a system which needs to use the public key of a remote end entity, e.g., a
system which is verifying a digital signature generated by a remote entity. The certificate policies, basic constraints,
name constraints, and policy constraints extensions have been designed to facilitate automated, self-contained
implementation of certification path processing logic.

Following is an outline of a procedure for validating certification paths. An implementation shall be functionally
equivalent to the external behaviour resulting from this procedure. The algorithm used by a particular implementation to
derive the correct output(s) from the given inputs is not standardized.
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Path processing inputs

The inputs to the certification path processing procedure are:

a)

b)

¢)

PRAY

a set of certificates comprising a certification path;
NOTE — Each certificate in a certification path is unique. A path that contains the same certificate two or more
times is not a valid certification path.

a trusted public key value or key identifier (if the key is stored internally to the certification path
processing module), for use in verifying the first certificate in the certification path;

an initial-policy-set comprising one or more certificate policy identifiers, indicating that any one of these
policies would be acceptable to the certificate user for the purposes of certification path processing; this
input can also take the special value any-policy, but it cannot be null;
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explicitly appear in the certificate policies extension field of all certificates in the path;
an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbidden in the
certification path;

an initial-inhibit-policy indicator value, which indicates if the special value anyPgligy, if presert in a
certificate policies extension, is considered a match for any specific certificate-policy valug in a
constrained set;

the current date/time (if not available internally to the certification path pro¢essing module);

an initial-permitted-subtrees-set containing an initial set of subtree Specifications defining suptrees
within which subject names (of the name form used to specify, the subtrees) are permitted. In the
certificates in the certification path all subject names of a given hame form, for which initial perfitted
subtrees are defined, shall fall within the permitted subtrees set for that given name form. This inpyt may
also contain the special value unbounded to indicate that imitially all subject names are acceptablg. For
clause 10, subject names are those name values appearing“in the subject field or the subjectAltName
extension;

an initial-excluded-subtrees-set containing an initial Set of subtree specifications defining subtrees yithin
which the subject names in the certificates in the certification path cannot fall. This input may also|be an
empty set to indicate that initially no subtree exclusions are in effect;

an initial-required-name-forms containing<an initial set of name forms indicating that all certificqtes in
the path must include a subject name of at least one of the specified name forms. This input may aJso be
an empty set to indicate that no specific name forms are required for subject names in the certificatds.

alues of c), d), ) and f) will depend upon-the policy requirements of the user-application combination that jneeds
the certified end-entity public key.

hat because these are individuakinputs to the path validation process, a certificate user may limit the trust it places
given trusted public key to,a'given set of certificate policies. This can be achieved by ensuring that a given public
the input to the process_only when initial-policy-set input includes policies for which the certificate user|trusts
ublic key. Since another input to the process is the certification path itself, this control could be exercised on a
ction by transaction.basis.

a)\”~an indication of success or failure of certification path validation;

b) if validation failed, a diagnostic code indicating the reason for failure;

¢) the set of authorities-constrained policies and their associated qualifiers in accordance with which the
certification path is valid, or the special value any-policy;

d) the set of user-constrained policies, formed from the intersection of the authorities-constrained-policy-
set and the initial-policy-set;

e) explicit-policy-indicator, indicating whether the certificate user or an authority in the path requires that
an acceptable policy be identified in every certificate in the path; and

f) details of any policy mapping that occurred in processing the certification path.

NOTE - If validation is successful, the certificate-using system may still choose not to use the certificate as a result of values of
policy qualifiers or other information in the certificate.
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10.3 Path processing variables

The procedure makes use of the following set of state variables:

a) authorities-constrained-policy-set: A table of policy identifiers and qualifiers from the certificates of the
certification path (rows represent policies, their qualifiers and mapping history, and columns represent
certificates in the certification path);

b) permitted-subtrees: A set of subtree specifications defining subtrees within which all subject names in
subsequent certificates in the certification path need to fall, or may take the special value unbounded;

¢) excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtree base name
and maximum and minimum level indicators) defining subtrees within which no subject name in a
subsequent certificate in the certification path may fall;

d) r\’:\.‘ﬂuir\’:\d T~ fcrr‘l"s. A (})Uooib}_y Ulll}lt)’) D\/t Uf outo Uf TIAarie fUllllD. rUl Lfﬂ\ah D\/t Uf TIAarre fUllllD, \/Very
subsequent certificate must contain a name of one of the name forms in the set;

e) explicit-policy-indicator: Indicates whether an acceptable policy needs to be explicitly identified in[every
certificate in the path;

f) path depth: An integer equal to one more than the number of certificates in the cettification pajh for
which processing has been completed;

g) policy-mapping-inhibit-indicator: Indicates whether policy mapping is inhibited,;

h) inhibit-any-policy-indicator: Indicates whether the special value anyPolicy\s.considered a match fpr any
specific certificate policy;

i)  pending-constraints: Details of explicit-policy inhibit-policy-miapping and/or inhibit-any-policy

104 Initialization step

constraints which have been stipulated but have yet to take effeet. There are three one-bit indigators
called explicit-policy-pending, policy-mapping-inhibit-pending and inhibit-any-policy-pending together
with, for each, an integer called skip-certificates which givés the number of certificates yet to skip before
the constraint takes effect.

The procedure involves an initialization step, followed by a series of certificate-processing steps. The initializatioh step

compyises:

a)

b)
c)
d)
e)
f)
g)
h)
i)

105 Certificate processing

Write any-policy in the zeroth and first columns of the zeroth row of the authorities-constrained-golicy-
Set table;

Initialize the permitted-subtrees variable to the initial-permitted-subtrees-set value;
Initialize the excluded-subtrees variable to the initial-excluded-subtrees-set value;
Initialize the required-narme-forms variable to the initial-required-name-forms value;
Initialize the explieit-policy-indicator to the initial-explicit-policy value;

Initialize path-depth to one;

Initialize the\policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value;
InitialiZe the inhibit-any-policy-indicator to the initial-inhibit-policy value;

Initialize the three pending-constraints indicators to unset.

Each [cerfificate is then processed in turn, starting with the certificate signed using the input trusted public key. The last

certificate is considered to be the end certificate; any other certificates are considered to be intermediate certificates.

10.5.1 Basic certificate checks

The following checks are applied to a certificate. Self-signed certificates, if encountered in the path, are ignored.

a)

b)

Check that the signature verifies, that dates are valid, that the certificate subject and certificate issuer
names chain correctly, and that the certificate has not been revoked.

For an intermediate version 3 certificate, check that basicConstraints is present and that the cA
component in the basicConstraints extension is TRUE. If the pathLenConstraint component is present,
check that the current certification path does not violate that constraint (ignoring intermediate self-issued
certificates).
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If the certificate policies extension is not present, then set the authorities-constrained-policy-set to null
by deleting all rows from the authorities-constrained-policy-set table.

If the certificate policies extension is present, then for each policy, P, in the extension other than
anyPolicy, attach the policy qualifiers associated with P to each row in the authorities-constrained-
policy-set table whose [path-depth] column entry contains the value P. If no row in the authorities-
constrained-policy-set table contains P in its [path-depth] column entry but the value in authorities-
constrained-policy-set[0, path-depth] is any-policy, then add a new row to the table by duplicating the
zeroth row and writing the policy identifier P along with its qualifiers in the [path-depth] column entry of
the new row.

If the certificate policies extension is present and does not include the value anyPolicy or if the inhibit-
any-policy-indicator is set and the certificate is not a self-issued intermediate certificate, then delete any
row for which the [path-depth] column entry contains the value any-policy along with any row for which

10.5.2

For al
up th
ignor

2

h)

bd.
a)

b)

d)

Processing inter mediate certificates

the [path-depth] column entry does not contain one of the values in the certificate policies extensior].

If the certificate policies extension is present and includes the value anyPolicy and the ¢nhibif-any-
policy-indicator is not set, then attach the policy qualifiers associated with anyPolicy to_each row [in the
authorities-constrained-policy-set table whose [path-depth] column entry contains the yalue any-policy
or contains a value that does not appear in the certificate policies extension.

If the certificate is not an intermediate self-issued certificate, check that the subjeet name is withjin the
name-space given by the value of permitted-subtrees and is not within the name-space given by the|value
of excluded-subtrees.

If the certificate is not an intermediate self-issued certificate, and if required-name-formsis not an ¢mpty
set, for each set of name forms in required-name-forms check «that there is a subject name In the
certificate of one of the name forms in the set.

h intermediate certificate, the following constraint recording actions are then performed, in order correctly [to set
p state variables for the processing of the next certificate. Self-signed certificates, if encountered in the path, are

If the nameConstraints extension with a permittedSubtrees component is present in the certificafe, set
the permitted-subtrees state variable to the-intersection of its previous value and the value indicated in
the certificate extension.

If the nameConstraints extension with an excludedSubtrees component is present in the certificalte, set
the excluded-subtrees state variable to the union of its previous value and the value indicated |n the
certificate extension.

If policy-mapping-inhibit-indicator is set:
—  process any policyimappings extension by, for each mapping identified in the extension, locating all

rows in the authorities-constrained-policy-set table whose [path-depth] column entry is equal [to the
issuer domain‘policy value in the extension and delete the row.

If policy-mapping-inhibit-indicator is not set:

—  proecss’any policy mappings extension by, for each mapping identified in the extension, locating all
rows’in the authorities-constrained-policy-set table whose [path-depth] column entry is equal [to the
issuer domain policy value in the extension, and write the subject domain policy value from the
extension in the [path-depth+1] column entry of the same row. If the extension maps an fissuer
domain policy to more than one subject domain policy, then the affected row is copied and thg new
entry added to each row. If the value in authorities-constrained-policy-set[0, path-depth] i3 any-
policy, then write each issuer domain policy identifier from the policy mappings extension n the

[path-depth| column, making duplicate rows as necessary and retaining qualifiers if they are
present, and write the subject domain policy value from the extension in the [path-depth+1] column
entry of the same row;

—  if the policy-mapping-inhibit-pending indicator is set and the certificate is not self-issued, decrement
the corresponding skip-certificates value and, if this value becomes zero, set the policy-mapping-
inhibit-indicator;

— if the inhibitPolicyMapping constraint is present in the certificate, perform the following. For a
SkipCerts value of 0, set the policy-mapping-inhibit-indicator. For any other SkipCerts value, set
the policy-mapping-inhibit-pending indicator, and set the corresponding skip-certificates value to
the lesser of the SkipCerts value and the previous skip-certificates value (if the policy-mapping-
inhibit-pending indicator was already set).
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e)

For any row not modified in step c) above (and every row in the case that there is no mapping extension
present in the certificate), write the policy identifier from [path-depth] column in the [path-depth+1]
column of the row.

If inhibit-any-policy-indicator is not set:

If the inhibit-any-policy-pending indicator is set and the certificate is not self-issued, decrement the
corresponding skip-certificates value and, if this value becomes zero, set the inhibit-any-policy-
indicator.

If the inhibitAnyPolicy constraint is present in the certificate, perform the following. For a
SkipCerts value of 0, set the inhibit-any-policy-indicator. For any other SkipCerts value, set the
inhibit-any-policy-pending indicator, and set the corresponding skip-certificates value to the lesser
of the SkipCerts value and the previous skip-certificates value (if the inhibit-any-policy-pending

2

10.5.3 Explicit policy indicator processing

For all certificates, the following actions are then performed:

a)

Increment [path-depth].

If explicit-policy-indicator is not set:

indicataravacralrasdiicat)
x 7

T CTTOT vy o T ottt y o)

if the explicit-policy-pending indicator is set and the certificate is nof a self-issued intermgdiate
certificate, decrement the corresponding skip-certificates value and,«ifithis value becomes zeto, set
explicit-policy-indicator.

If the requireExplicitPolicy constraint is present in the certificate, perform the following. [For a
SkipCerts value of 0, set the explicit-policy-indicator. For.any other SkipCerts value, sgt the
explicit-policy-pending indicator, and set the corresponding skip-certificates value to the lesger of
the SkipCerts value and the previous skip-certificatesivalue (if the explicit-policy-pending indicator
was already set).

If the requireExplicitPolicy component is present, and the certification path includes a certfficate
issued by a nominated CA, it is necessary forsall certificates in the path to contain, in the cert{ficate
policies extension, an acceptable policy identifier. An acceptable policy identifier is the identifier of
the certificate policy required by the user of the certification path, the identifier of a policy fvhich
has been declared equivalent to it thfough policy mapping, or any-policy. The nominated CA is
either the issuer CA of thecertificate containing this extension (if the valde of
requireExplicitPolicy is 0) oroa CA which is the subject of a subsequent certificate in the
certification path (as indicated by a non-zero value).

10.5.4 Final processing

Oncelall certificates in the path have been processed, the following actions are then performed:

a)

b)

¢)

Determine the authorities-constrained-policy-set from the authorities-constrained-policy-set table.
table is emptyythen the authorities-constrained-policy-set is the empty or null set. If the autho
constrained-policy-set[0, path-depth] is any-policy, then the authorities-constrained-policy-set i
policy. Otherwise, the authorities-constrained-policy-set is, for each row in the table, the value in th|
most c€ll which does not contain the identifier any-policy.

Calculate the user-constrained-policy-set by forming the intersection of the authorities-constr
policy-set and the initial-policy-set.

If the explicit-policy-indicator is set, check that neither the authorities-constrained-policy-set n
user-constrained-policy-set is empty.

If the
rities-

any-
e left-

hined-

r the

If any of the above checks were to fail, then the procedure shall terminate, returning a failure indication, an appropriate
reason code, the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-policy-set. If
the failure is due to an empty user-constrained-policy-set, then the path is valid under the authority-constrained
policy(s), but none is acceptable to the user.

If none of the above checks were to fail on the end certificate, then the procedure shall terminate, returning a success
indication together with the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-

policy-set.
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PKI directory schema

This clause defines the directory schema elements used to represent PKI information in the Directory. It includes
specification of relevant object classes, attributes and attribute value matching rules.

111

PK directory object classes and name forms

This subclause includes the definition of object classes used to represent PKI objects in the Directory.

11.1.1  PKI user object class

The PKI user object class is used in defining entries for objects that may be the subject of public-key certificates.

pkiUg

11.1.2

The B

pkiCA

or OBJECT.CLASS — {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
ID id-oc-pkiUser }
PKI CA object class
KI CA object class is used in defining entries for objects that act as certification authorities.
A OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |

certificateRevocationList |
authorityRevocationList |
crossCertificatePair }

T

ID id-oc-pkiCA }
11.1.3 CRL distribution pointsobject class and name form
The RL Distribution Point object class is used in defining entries for object which act as CRL Distribution Pointy.
cRLOistributionPoint OBJECT-CLASS ::=({

SUBCLASS OF {top}

KIND structural

MUST CONTAIN { commonName }

MAY CONTAIN { certificateRevocationList |

authorityRevocationList |
deltaRevocationList }

ID id«e¢*cRLDistributionPoint }
The RL Distribution Point namé¢ ferm specifies how entries of object class cRLDistributionPoint may be named
cRLOistPtNameForm NAME-FORM ::= {

NAMES cRLDistributionPoint

WITH ATTRIBUTES { commonName }

ID id-nf-cRLDistPtNameForm }
11.1.4 Delta'CRL object class
The delta CRE object class is used in defining entries for objects that hold delta revocation lists (e.g., CAs, AAs et
deltaCRl ORIECT-CI ASS == {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { deltaRevocationList }

ID id-oc-deltaCRL }
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11.1.5 Certificate Policy & CPS object class

The CP CPS object class is used in defining entries for objects that contain certificate policy and/or certification

practice information.
cpCps OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { certificatePolicy |
certificationPracticeStmt }
ID id-oc-cpCps }

11.1.6  PKI certificate path object class

The
conjul

pkiCd

11.2
This s

11.21

A us
conta

user(

11.2.2

The
certif
inclu

policy.

cAC¢

11.2.3

The i
excep
attrib
certif
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hction with entries of structural pkiCA or pkiUser.
rtPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { pkiPath }
ID id-oc-pkiCertPath }

PKI directory attributes
ubclause includes the definition of directory attributes to store PKI information-elements in the Directory.

User certificate attribute

r may obtain one or more public-key certificates from one or miore CAs. The userCertificate attributg
ns the end-entity public-key certificates a user has obtained from ofie or more CAs.

ertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-userCertificate }

CA certificate attribute

ACertificate attribute of a CA's directory. entry shall be used to store self-issued certificates (if any]

cates issued to this CA by CAs in the same realm as this CA. In the case of v3 certificates, these certificateg
le a basicConstraints extension with'the cA value set to TRUE. The definition of realm is purely a matter of
rtificate ATTRIBUTE ::= {

WITH SYNTAX Certificate

EQUALITY MATCHING RULE certificateExactMatch

ID id-at-cAcertificate }

Cross-certificate pair attribute

bsuedToThisCA elements of the crossCertificatePair attribute of a CA's directory entry shall be used to sto
t self-issued/certificates issued to this CA. Optionally, the issuedByThisCA elements of the crossCertifical
ite, ofla~CA''s directory entry may contain a subset of certificates issued by this CA to other CAs. If a CA is
cate to another CA, and the subject CA is not a subordinate to the issuer CA in a hierarchy, then the issu

ed in

type

) and
shall
local

re all,
ePair
bues a
er CA

shall

lace that certificate in the issuedByThisCA element of the crossCertificatePair attribute of its own dir

pctory

entry. When both the issuedToThisCA and the issuedByThisCA elements are present in a single attribute value, issuer
name in one certificate shall match the subject name in the other and vice versa, and the subject public key in one
certificate shall be capable of verifying the digital signature on the other certificate and vice versa. The term forward
was used in previous editions for issuedToThisCA and the term reverse was used in previous editions for

issue

dByThisCA.

When an issuedByThisCA element is present, the issuedToThisCA element value and the issuedByThisCA element
value need not be stored in the same attribute value; in other words, they can be stored in either a single attribute value
or two attribute values.
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In the case of v3 certificates, these shall include a basicConstraints extension with the cA value set to TRUE.

crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
ID id-at-crossCertificatePair }
CertificatePair = SEQUENCE {
forward [0] Certificate OPTIONAL,
reverse [1] Certificate OPTIONAL

-- at least one of the pair shall be present -- }
(WITH COMPONENTS{ ..., forward PRESENT} |
WITH COMPONENTS{ ..., reverse PRESENT})

11.2.4 Certificaterevocation list attribute

The fpllowing attribute contains a list of revoked certificates.

certiflcateRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-certificateRevocationList }

11.2.% Authority revocation list attribute

The fpllowing attribute contains a list of revoked authority certificates.

authgrityRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-authorityRevocationList}

11.2.6 Deltarevocation list attribute

The fpllowing attribute type is defined for holding a dCRL in adirectory entry:

deltaRevocationList ATTRIBUTE ;=
WITH SYNTAX CertificateLjst
EQUALITY MATCHING RULE certificatekistExactMatch
ID id-at-deltaRevocationList }

11.2.7 Supported algorithmsattribute

A Ditectory attribute is defined to support the selection of an algorithm for use when communicating with a remofe end
entity| using certificates as defined ifthis Directory Specification. The following ASN.1 defines this (multi-valued)
attribyite:

suppprtedAlgorithms ATTRIBUTE ::= {
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmldentifierMatch
ID id-at-supportedAlgorithms }

SuppprtedAlgafithm ;= SEQUENCE {
algorithmidentifier Algorithmldentifier{{SupportedAlgorithms}},
intendedUsage [O] KeyUsage OPTIONAL,
intendedCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL }

Each value of the multi-valued attribute shall have a distnct algorithmldentifier value. 1he value of the
intendedUsage component provides an indication of the intended usage of the algorithm (see 8.2.2.3 for recognized
uses). The value of the intendedCertificatePolicies component identifies the certificate policies and, optionally,
certificate policy qualifiers with which the identified algorithm may be used.

11.2.8 Certification practice statement attribute

The certificationPracticeStmt attribute is used to store information about an authority's certification practice statement.

certificationPracticeStmt ATTRIBUTE ::= {
WITH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }
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InfoSyntax n= CHOICE {
content UnboundedDirectoryString,
pointer SEQUENCE {
name GeneralNames,
hash HASH { HashedPolicyInfo } OPTIONAL }}
POLICY n= TYPE-IDENTIFIER

HashedPolicyInfo ::= POLICY.&Type({Policies})

Policies POLICY ::={...} -- Defined by implementors --

If content is present, the complete content of the authority's certification practice statement is included.

e statement can be located. If the hash component is present 1t contains a HASH of the content

practi
certification practice statement that should be found at a referenced location. This hash can be used toperfo
integility check of the referenced document.
11.2.9 Certificate policy attribute
The dertificatePolicy attribute is used to store information about a certificate policy.
certifjcatePolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }
PolicySyntax ::= SEQUENCE {
policyldentifier PolicyID,
policySyntax InfoSyntax }
PolicyID ::= CertPolicyld
The policyldentifier component includes the object identifier registered for the particular certificate policy.

If co
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pkiP3
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tent is present, the complete content of the certificate poliey is included.

nter is present, the name component references one,or more locations where a copy of the certificate polid
ated. If the hash component is present, it contains a HASH of the content of the certificate policy that shoy
at a referenced location. This hash can be used-to perform an integrity check of the referenced document.

DTE — The option to include a hash in this attribute is purely to perform an integrity check against data located from a
her than the directory. The HASH stored in‘the Directory needs to be protected. Directory security services, including

thentication, access control and/or signed ‘attributes could be used for this purpose. In addition, even if the HASH matcl

ginal CP/CPS document, there are additional security requirements to ensure that the original specification itself is the
cument (e.g., the document is signed'by an appropriate authority).

|0 PKI path attribute

K1 path attribute is usédto store certification paths, each consisting of a sequence of certificates.

th ATTRIBUTE ::= {
WITH SYNTAX PkiPath
ID id-at-pkiPath }

ttribute“can be stored in a directory entry of object class pkiCA or pkiUser.

y can
11d be

source
strong
es the
orrect

such,

stored in pleA entries, values of th1s attribute contain certlﬁcatlon paths excludlng end- entlty cert1ﬁcat< .

A value of this attrlbute can be used in COIlJuIlCthIl w1th any end ent1ty certificate 1ssued by the last certlﬁcate subject in
the attribute value.

When stored in pkiUser entries, values of this attribute contain certification paths that include the end-entity certificate.
In this case, the end-entity is the user whose entry holds this attribute. The values of the attribute represent complete
certification paths for certificates issued to this user.

11.3

PK1 directory matching rules

This Directory Specification defines matching rules for use with attributes with syntax Certificate, CertificatePair,
CertificateList, CertificatePolicy, and SupportedAlgorithm, respectively. This clause also defines matching rules to
facilitate the selection of certificates or CRLs with specific characteristics from multi-valued attributes holding multiple
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certificates or CRLs. The enhanced certificate matching rule provides the ability to perform more sophisticated
matching against certificates held in directory entries.

11.3.1 Certificate exact match

The certificate exact match rule compares for equality a presented value with an attribute value with syntax Certificate.
It uniquely selects a single certificate.

certificateExactMatch MATCHING-RULE ::={

SYNTAX CertificateExactAssertion

ID id-mr-certificateExactMatch }
CertificateExactAssertion ::= SEQUENCE {

serialNumber CertificateSerialNumber,

issuer Name }

This fatching rule returns TRUE if the components in the attribute value match those in the presented valug:

11.3.2 Certificate match

The dertificate match rule compares a presented value with an attribute value with syntax Certificate. It selects ¢ne or

more [certificates on the basis of various characteristics.

certiflcateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion
ID id-mr-certificateMatch }

CertificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber ~ OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
certificateVvalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublickeyAlgID  [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NaméConstraintsSyntax OPTIONAL }

AltNgmeType ::= CHOICE {

builtinNameForm ENUMERATED {

rfc822Name Q),
dNSName (2),
x400Address 3),
directoryName 4,
ediPartyName 5),
uniformResourceldentifier (6),
iPAddress ),
registeredid 81},
otherNameForm OBJECT IDENTIFIER }

CertHolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

This

matching rule returns TRUFE if all of the components that are present in the presented value matg

h the

corresponding components of the attribute value, as follows:

serialNumber matches if the value of this component in the attribute value equals that in the presented value;

issuer matches if the value of this component in the attribute value equals that in the presented value;

subjectKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented
value; there is no match if the stored attribute value contains no subject key identifier extension;

authorityKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented
value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value;

certificateValid matches if the presented value falls within the validity period of the stored attribute value;
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privateKeyValid matches if the presented value falls within the period indicated by the private key usage period
extension of the stored attribute value or if there is no private key usage period extension in the stored attribute value;

subjectPublickeyAlgID matches if it is equal to the algorithm component of the algorithmldentifier of the
subjectPublicKeyInformation component of the stored attribute value;

keyUsage matches if all of the bits set in the presented value are also set in the key usage extension in the stored
attribute value, or if there is no key usage extension in the stored attribute value;

subjectAltName matches if the stored attribute value contains the subject alternative name extension with an AltNames
component of the same name type as indicated in the presented value;

policy matches if at least one member of the CertPolicySet presented appears in the certificate policies extension in the
stored attribute value or if either the presented or stored certificate contains the special value anyPolicy in the policy
comppTent. THere 1S o match if HIEre 15 MO Certificate Policics CXISNSIon i the Stored atribule vatle;

pathToName matches unless the certificate has a name constraints extension which inhibits the construetionl of a

Constraints matches if the subject names in the stored attribute value are within the nahie~space given by the
value|of the permitted-subtrees component of the presented value and are not within the name Space given by the|value
of thg excluded-subtrees component of the presented value.

11.3.

The ¢ertificate pair exact match rule compares for equality a presented value” with an attribute value of type
CertificatePair. It uniquely selects a single cross-certificate pair.

Certificate pair exact match

certiflcatePairExactMatch MATCHING-RULE ::= {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatePairExactAssertion ::= SEQUENCE {

issuedToThisCAAssertion [O] CertificateExactAssertion OPTIONAL,

issuedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL }

(WITH COMPONENTS {...,issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {.issuedByThisCAAssertion PRESENT} )

This |matching rule returns TRUE if the components that are present in the issuedToThisCAAssertion) and
issugdByThisCAAssertion components ofthe presented value match the corresponding components df the
issugdToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

11.34 Certificate pair match

The dertificate pair match rule compares a presented value with an attribute value of type CertificatePair. It selects one
or mdre cross-certificate pairsion the basis of various characteristics of either the issuedToThisCA or issuedByThisCA
certificate of the pair.

certiflcatePairMatch MATCHING-RULE ::= {
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }
CertificateRairAssertion ::= SEQUENCE {
issuedToThisCAAssertion [O] CertificateAssertion OPTIONAL,
IssuedByThisCAAssertion [1] CertificateAssertion OPTIONAL }
(WITH COMPONENTS {...,issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

This matching rule returns TRUE if all of the components that are present in the issuedToThisCAAssertion and
issuedByThisCAAssertion components of the presented value match the corresponding components of the
issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.
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11.35 Certificatelist exact match

The certificate list exact match rule compares for equality a presented value with an attribute value of type

Certif

certifi
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distri
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re CRLs based on various characteristics.

catelListMatch MATCHING-RULE ::= {
SYNTAX CertificateListAssertion
ID id-mr-certificateListMatch }

CertificateListAssertion ::= SEQUENCE {

issuer Name OPTIONAL,
minCRLNumber [O] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags QGPTIONAL,
dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName¢ JOPTIONAL,
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corre
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attribfite value; there is no match if thé&stored attribute value contains no CRL number extension;
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icateList. It uniquely selects a single CRL.
cateListExactMatch MATCHING-RULE ::= {

SYNTAX CertificateListExactAssertion

ID id-mr-certificateListExactMatch }
icateListExactAssertion ::= SEQUENCE {

issuer Name,

thisUpdate Time,

distributionPoint  DistributionPointName OPTIONAL }

butionPoint component is present, then it shall match in at least one name form.

Certificate list match

ertificate list match rule compares a presented value with an attribute value of type CertificatéList. It selec

authorityKeyldentifier [3] AuthorityKeyldentifier, OPTIONAL }

matching rule returns TRUE if all of the components that are present in the presented value mato
ponding components of the stored attribute value, as>follows:

r matches if the value of this component in the attribute value equals that in the presented value;

RLNumber matches if its value is less than or equal to the value in the CRL number extension of the
hte value; there is no match if the stored\attribute value contains no CRL number extension;

RLNumber matches if its value is greater than or equal to the value in the CRL number extension of the

bnents of the issuing distribution point extension of the stored attribute value; there is also a match if the
ite value contains no“reasonFlags in the issuing distribution point extension, or if the stored attribute
ns no issuing distribution point extension;

DTE — Even thoughha CRL matches on a particular value of reasonFlags, the CRL may not contain any revocation f
th that reason code.

ndTime matches if the value is equal to or later than the value in the thisUpdate component of the
ite valge-and is earlier than the value in the nextUpdate component of the stored attribute value; there is no
stored attribute value contains no nextUpdate component;

If the

S one

h the

stored

stored

nFlags matches if any of(the bits that are set in the presented value are also set in the onlySomeRegsons

stored
value

hotices

stored
match

distri

this component in the presented value equals the corresponding value, in at least one name form, in that extension;

butionPoint matches 1f the stored attribute value contains an 1ssuing distribution point extension and the value of

authorityKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented
value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value.
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11.3.7  Algorithm identifier match

The algorithm identifier match rule compares for equality a presented value with an attribute value of type

Supp

ortedAlgorithms.

algorithmldentifierMatch MATCHING-RULE ::= {

SYNTAX Algorithmlidentifier{{SupportedAlgorithms}}
ID id-mr-algorithmldentifierMatch }

The rule returns TRUE if the presented value is equal to the algorithmldentifier component of the stored attribute
value.

11.3.8 Policy match

The
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ite value of type privPolicy.

Match MATCHING-RULE ::= {
SYNTAX PolicylD
ID id-mr-policyMatch }

) PKI path match

The pkiPathMatch match rule compares for equality a presented value with an atfribute value of type pkiP4

certif]
trusts

pkiP3

PkiP3

and ending with a certificate issued to the specified subject.

thMatch MATCHING-RULE ::={
SYNTAX PkiPathMatch Syntax
ID id-mr-pkiPathMatch }
thMatchSyntax ::= SEQUENCE {

firstissuer Name,
lastSubject Name}

hle returns TRUE if the presented value is equal to the policyldentifier component of the stored attribute valye.

or an

th. A

cate using system may use this matching rule to select a path beginning with @-certificate issued by a CA which it

nding
in the
n the

elects

This matching rule returns TRUE if the presented valué in the firstissuer component matches the correspo
elemgnts of the issuer field of the first certificate inthe SEQUENCE in the stored value and the presented value
lastSpibject component matches the corresponding elements of the subject field of the last certificate i
SEQUENCE in the stored value. This matchinggule returns FALSE if either match fails.
11.3.10 Enhanced certificate match
The dnhanced certificate match rule-Compares a presented value with an attribute value of type Certificate. It
one of more certificates based on various characteristics.
enhancedCertificateMatch MATCHING-RULE ::= {

SYNTAX EnhangedCertificateAssertion

ID id-nir’enhancedCertificateMatch }
EnhaphcedCertificateAssertion ::= SEQUENCE {

serialNumber [0] CertificateSerialNumber OPTIONAL,

issuer [1] Name OPTIONAL,

subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,

authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,

cettificateValid [4] Time OPTIONAL

privateKeyValid [5] GeneralizedTime OPTIONAL,

subjectPublicKeyAlgID  [6] OBJECT IDENTIFIER OPTIONAL,

keyUsage [7] KeyUsage OPTIONAL,

subjectAltName [8] AltName OPTIONAL,

policy [9] CertPolicySet OPTIONAL,

pathToName [10] GeneralNames OPTIONAL,

subject [11] Name OPTIONAL,

nameConstraints [12] NameConstraintsSyntax OPTIONAL }

(ALL EXCEPT ({ -- none; at least one component shall be present -- }))
AltName ;2= SEQUENCE {

altnameType AltNameType,

altNameValue GeneralName OPTIONAL }
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The directory search operation allows for multiple values of EnhancedCertificateAssertion to be combined in filter
specifications, including and/or logic. This matching rule returns TRUE if all of the components that are present in the
presented value match the corresponding components of the attribute value, as follows:

Matching for serialNumber; issuer; subjectKeyldentifier; authorityKeyldentifier; certificateValid, privateKeyValid,
policy, subject, and nameConstraints components is as defined for the same components in the certificateMatch
matching rule.

subjectAltName component contains an altNameType and optional altNameValue fields. If altNameValue is present,
the value shall be of the same name form as indicated in altNameType.

subjectAltName matches if at least one of the following conditions is true:

—  The presented value contains only the altNameType component and the stored attribute value contains

thestbreetaHerratireatreexterstorwitharAtNamescompotentofthesametypensthdientedhin the
presented value;
—  The presented value contains both the altNameType and altNameValue components and._the stored

attribute value contains the subject alternative name extension with an AltNames compaonént’of the{ same
type and value indicated in the presented value.

subjgctAltName match fails if at least one of the following conditions is true:
—  The stored attribute value does not contain the subject alternative name extension;

—  The stored attribute value contains the subject alternative name extensionbut the AltNames component
does not include the same type as identified in the presented value;

—  The presented value contains both the altNameType and altNameValue components and the ptored
attribute value contains the subject alternative name extension with*an AltNames component of the same
type indicated in the presented value, but the stored value doés'not contain the same value of that type as
in the presented value.

subjgctAltName match is undefined if the presented value contains both the altNameType and altNamelalue
comppnents and the stored attribute value contains the subject alternative name extension with an AltNames compgjonent
of thg same type indicated in the presented value, but the type is-ore for which the directory is unable to compare yalues
for pyrposes of determining a match. This may be because the name form is not appropriate for matching or because the
directory is unable to perform the required comparisons,

pathToName matches unless the certificate has a_name constraints extension which inhibits the constructiorny of a
certification path to any of the presented name values: For example, if attempting to retrieve certificates that form p path
to an|end-entity certificate which has a subject-¥alue of "dc=com; dc=corporate; cn=john.smith", it may be usdful to
include an assertion in the search operation/containing this DN in the pathToName component. A stored certificafe that
contajned a name constraints extension .that excluded the complete subtree below base "dc=com; dc=company A"
would fail in certification path validation to that end-entity certificate and would therefore not be a matched valjie for
this sample assertion.

SECTION 3 — ATTRIBUTE CERTIFICATE FRAMEWORK

The pttribute <ertificate framework defined here provides a foundation upon which Privilege Managgment
Infragtructures-(PMI) can be built. These infrastructures can support applications such as access control.

The krndrng of a prrvrlege to an entrty is pr0V1ded by an authorrty through a dlgrtally srgned data structure called an
attrib
format of attribute certificates is defined here, 1nclud1ng an extensrblhty mechanism and a set of specific certificate
extensions. Revocation of attribute certificates may or may not be needed. For example, in some environments, the
attribute certificate validity periods may be very short (e.g., minutes), negating the need for a revocation scheme. If, for
any reason, an authority revokes a previously issued attribute certificate, users need to be able to learn that revocation
has occurred so they do not use an untrustworthy certificate. Revocation lists are one scheme that can be used to notify
users of revocations. The format of revocation lists is defined in Section 2 of this Directory Specification, including an
extensibility mechanism and a set of revocation list extensions. Additional extensions are defined here. In both the
certificate and revocation list case, other bodies may also define additional extensions that are useful to their specific
environments.
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An attribute certificate using system needs to validate a certificate prior to using that certificate for an application.
Procedures for performing that validation are also defined here, including verifying the integrity of the certificate itself,
its revocation status, and its validity with respect to the intended use.

This framework includes a number of optional elements that are appropriate only in some environments. Although the
models are defined as complete, this framework can be used in environments where not all components of the defined
models are used. For example there are environments where revocation of attribute certificates is not required. Privilege
delegation and the use of roles are also aspects of this framework that are not universally applicable. However, these are
included in this Directory Specification so that those environments that do have requirements for them can also be
supported.

The Directory uses attribute certificates to provide rule-based access control to Directory information.
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htegrity, entity authentication, confidentiality and authorization, may be built. There are two distinet mecha
led in this Directory Specification for binding a privilege attribute to a holder.

t-key certificates, used in combination with the entity authentication service, can provide_an-authorization s
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n a subjectDirectoryAttributes extension that contains privileges associated with\the subject of the publ
cate. This mechanism is appropriate in situations where the authority issuing the\public-key certificate ((
he authority for delegating the privilege (AA) and the validity period of the privilege corresponds to the v:
| of the public-key certificate. End-entities cannot act as AAs. If any of the ‘extensions defined in clause
led in a public-key certificate, those extensions apply equally‘-to all privileges assigned i1
ctDirectoryAttributes extension of that public-key certificate.

more general case, entity privileges will have lifetimes that do hot match the validity period for a publ

ler than the authority issuing that same entity a public-key eertificate and different privileges may be assign
ent Attribute Authorities (AA). Privileges may also be assigned based on a temporal context and the 'turn o
pect of privileges may well be asynchronous with thé lifetime of the public-key certificate and/or asynchrj
pntity privileges issued from a different AA. The usé of attribute certificates issued by an AA provides a fl
bge Management Infrastructure (PMI) which can-be established and managed independently from a PKI. ;
time, there is a relationship between the two whereby the PKI is used to authenticate identities of issuet
s in attribute certificates.

Attribute certificate structure

tribute certificate is a separafe)structure from a subject's public-key certificate. A subject may have m
ite certificates associated with each of its public-key certificates. There is no requirement that the same aut

e otherwise. In environments where different authorities have responsibility for issuing public key and at
cates, the public-key)certificate(s) issued by a Certification Authority (CA) and the attribute certificate(s)
Attribute Authority (AA) would be signed using different private signing keys. In environments where a

reconimended that a different key be used to sign attribute certificates than the key used to sign public-key certif}
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tribmte certificate is defined as follows

AttributeCertificate ::= SIGNED {AttributeCertificatelnfo}

AttributeCertificatelnfo ::= SEQUENCE {

64

version AttCertVersion, -- version is v2

holder Holder,

issuer AttCertlssuer,

signature Algorithmldentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumber,

attrCertValidityPeriod AttCertValidityPeriod,

attributes SEQUENCE OF Attribute{{SupportedAttributes}},
issuerUniquelD Uniqueldentifier OPTIONAL,

extensions Extensions OPTIONAL }
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rtVersion = INTEGER {v2(1) }
Holder ::= SEQUENCE {
baseCertificatelD [0] IssuerSerial OPTIONAL,
-- the issuer and serial number of the holder's Public-Key Certificate
entityName [1] GeneralNames OPTIONAL,
-- the name of the entity or role
objectDigestinfo  [2] ObjectDigestinfo OPTIONAL

-- used to directly authenticate the holder, e.g., an executable
-- at least one of baseCertificatelD, entityName or objectDigestinfo shall be present --}

ObjectDigestinfo  ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert ),
otherObjectTypes 21,
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmldentifier{{SupportedAlgorithms}},
objectDigest BIT STRING }
AttCqrtissuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,

Issue

AttCHq
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hg
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baseCertificatelD [0] IssuerSerial OPTIONAL,

objectDigestinfo  [1] ObjectDigestinfo OPTIONAL }

-- At least one component shall be present

(WITH COMPONENTS{ ..., issuerName PRESENT } |
WITH COMPONENTS{ ..., baseCertificatelD PRESENT } |
WITH COMPONENTS{ ..., objectDigestinfo PRESENT } )

rSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,

issuerUID  Uniqueldentifier OPTIONAL }

rtValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime }

ersion differentiates between different versions of the attribute certificate. For attribute certificates issu
Hance with the syntax in this Directory Specification, version shall be v2.

older field conveys the identity of the attribute certificate's holder.

paseCertificatelD components~if present, identifies a particular public-key certificate that is to be us
hticate the identity of this helder'when asserting privileges with this attribute certificate.

bntityName component). if present, identifies one or more names for the holder. If entityName is the
pnent present in holder, any public-key certificate that has one of these names as its subject can be u
hticate the identity.0f’this holder when asserting privileges with this attribute certificate. If baseCertificatel
Name are both present, only the certificate specified by baseCertificatelD may be used. In this case entity
uded only asia-tool to help the privilege verifier locate the identified public-key certificate.

DTE 1 — There is a risk with the sole use of GeneralNames to identify the holder in that this points only to a name
[der. Tthisuis generally insufficient to enable the authentication of a holder's identity for purposes of issuing privileges
lder\Use of the issuer name and serial number of a specific public-key certificate, however, enables the issuer of at
[tificates to rely on the authentication process performed by the CA when issuing that particular public-key certificate
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10lder,

especially when the holder is a role and not an individual entity. Another problem with GeneralNames alone as an identifier for a
holder is that many name forms within that construct do not have strict registration authorities or processes for the assignment of

na

mes.

The objectDigestinfo component, if present, is used directly to authenticate the identity of a holder, including an
executable holder (e.g., an applet). The holder is authenticated by comparing a digest of the corresponding information,
created by the privilege verifier with the same algorithm identified in objectDigestinfo with the content of
objectDigest. If the two are identical, the holder is authenticated for purposes of asserting privileges with this attribute
certificate.

—  publicKey shall be indicated when a hash of an entity's public-key is included. Hashing a public-key
may not uniquely identify one certificate (i.e., the identical key value may appear in multiple
certificates). In order to link an attribute certificate to a public-key, the hash is calculated over the
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representation of that public-key which would be present in a public-key certificate. Specifically, the
input for the hash algorithm shall be the DER encoding of a SubjectPublicKeylInfo representation of the
key. Note that this includes the Algorithmidentifier as well as the BIT STRING. Note that if the public-
key value used as input to the hash function has been extracted from a public-key certificate, then it is
possible (e.g., if parameters for the Digital Signature Algorithm were inherited) then this may not be
sufficient input for the HASH. The correct input for hashing in this context will include the value of the
inherited parameters and thus may differ from the SubjectPublicKeylnfo present in the public-key
certificate.

publicKeyCert shall be indicated when a public-key certificate is hashed; the hash is over the entire DER
encoding of the public-key certificate, including the signature bits.

otherObjectTypes shall be indicated when objects other than public-keys or public-key certificates are
hashed (e.g., software objects). The identity of the type of object may optionally be supplied. The portion

of the object to be hashed can be determined either by the explicitly stated identifier of the type or,
identifier is not supplied, by the context in which the object is used.

if the

The igsuer field conveys the identity of the AA that issued the certificate.
—  The issuerName component, if present, identifies one or more names for the issuer.
—  The baseCertificatelD component, if present, identifies the issuer by reference to~a~specific public-key
certificate for which this issuer is the subject.
—  The objectDigestinfo component, if present, identifies the issuer by préviding a hash of identjfying
information for the issuer.
The sjignature identifies the cryptographic algorithm used to digitally sign the attribute certificate.
The slerialNumber is the serial number that uniquely identifies the attribute certificate within the scope of its issuef.
The attrCertValidityPeriod field conveys the time period during whieh\the attribute certificate is considered |valid,
exprepsed in GeneralizedTime format.
The attributes field contains the attributes associated with the holdérthat are being certified (e.g., the privileges).
NOTE 2 — In the case of attribute descriptor attribute certificates,this-sequence of attributes can be empty.
The issuerUniquelD may be used to identify the issueftof the attribute certificate in instances where the fissuer
comppnent is not sufficient.
The extensions field allows addition of new fieldste-the attribute certificate.
If unfnown elements appear within the extension, and the extension is not marked criticial, those unknown elements
shall pe ignored according to the rules of extensibility documented in 12.2.2 of ITU-T Rec. X.519 | ISO/IEC 95945.
The ffamework for attribute certificates\described in this section is primarily focused on the model in which privilege is
placeql within attribute certificates. However, as mentioned earlier, the certificate extensions defined in this sectiqn can

also 4

122

Just 4

applid
path:

Attrib

e placed in a public-key certificate using the subjectDirectoryAttributes extension.

Attribute certificate paths

ation protocol.to assert privileges). The following ASN.1 data type can be used to represent an attribute cert

uteCertificationPath ::= SEQUENCE {
attributeCertificate AttributeCertificate,

s with public-key certificates, there may be a requirement to convey an attribute certificate path (e.g., within an

ficate

acRath QEQU_ENGE OFE ACPRathData ORPTIONAL }

ACPathData ::= SEQUENCE {

13

certificate [O] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL }

Attribute Authority, SOA and Certification Authority relationship

The Attribute Authority (AA) and Certification Authority (CA) are logically (and, in many cases, physically)
completely independent. The creation and maintenance of "identity" can (and often should) be separated from the PMI.
Thus the entire PKI, including CAs, may be existing and operational prior to the establishment of the PMI. The CA,
although it is the source of authority for identity within its domain, is not automatically the source of authority for
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privilege. The CA, therefore, will not necessarily itself be an AA and, by logical implication, will not necessarily be
responsible for the decision as to what other entities will be able to function as AAs (e.g., by including such a
designation in their identity certificates).

The Source of Authority (SOA) is the entity that is trusted by a privilege verifier as the entity with ultimate
responsibility for assignment of a set of privileges. A resource may limit the SOA authority by trusting certain SOAs for
specific functions (e.g., one for read privileges and a different one for write privileges). An SOA is itself an AA as it
issues certificates to other entities in which privileges are assigned to those entities. An SOA is analogous to a 'trust
anchor' in the PKI, in that a privilege verifier trusts certificates signed by the SOA. In some environments there is a
need for CAs to have tight control over the entities that can act as SOAs. This framework provides a mechanism for
supporting that requirement. In other environments, that control is not needed and mechanisms for determining the
entities that can act as SOAs in such environments may be outside the scope of this Directory Specification.

This framewor

a) In many environments, all privileges will be assigned directly to individual entities by a singl¢ AA,
namely the SOA.

b) Other environments may require support for the optional roles feature, whereby individuals are {ssued
certificates that assign various roles to them. The privileges associated with the tele are impllicitly
assigned to such individuals. The role privileges may themselves be assigned in{an-attribute certfficate
issued to the role itself or through some other means (e.g., locally configured).

¢) In some scenarios it might be required for an AA to issue privileges to algroup of entities that share a
common property, for example, a set of web servers or a team of people,rather than to a single entity.

d) Another optional feature of this framework is the support of privilegeydelegation. If delegation is|done,
the SOA assigns privilege to an entity that is permitted to also @ct*as an AA and further delegafte the
privilege. Delegation may continue through several intermediary*AAs until it is ultimately assigned to an
end-entity that cannot further delegate that privilege. The intefmediary AAs may or may not also bg able
to act as privilege asserters for the privileges they delegate:

e) Insome environments, the same physical entity may be‘acting as both an AA and a CA. This dual Ipgical
role for the same physical entity is always ‘the case when privilege is conveyed vithin
subjectDirectoryAttributes extension of a public-key certificate. In other environments, separate
physical entities act as CAs and AAs. In the latter case, privilege is assigned using attribute certifficates
instead of public-key certificates.

f) Some environments, such as virtual organizations, may need to link together their individual PMIs to
form a federated PMI. This requitement is known as Recognition of Authority in this Dir¢ctory
Specification since one PMI (thelocal PMI) recognizes the authority of the SOA (and optionally the
AAs) in the other PMI (the reniote PMI) to have some control over the privilege management in thg local
PMI. Such recognition of authority may or may not be mutual between PMIs.

Whei] attribute certificates point to public-key certificates for their issuers and holders, the PKI is used to autherticate
holdeys (privilege asserters) and verify the digital signatures of the issuers.

Two [delegation models are-described in this Directory Specification. The first delegation model is one whefe the
privilpge delegator is an AA-that can issue certificates delegating that privilege to others. The second model alloys for
an inglependent Delegation’ Service (DS) in which the entity issues certificates on behalf of another AA (that may or
may fot be able to/issue ACs itself). This DS cannot itself act as a claimant for that privilege. The DS mogdel is
particularly relevant-to environments that wish to maintain some central management over the set of privileges
deleghted within their domain. For example, a set of one or more DS servers performing delegation, rathef than
individual privilege holders, allows the total set of privileges delegated within an environment to be determined from a
centrglized, facility and enables policy and management decisions to be modified accordingly. Two distinct deployment
mode]s-are possible for DS servers. In one model, a privilege is assigned by an SOA to privilege holders and|those
holders are authorized to delegate that privilege to others. However, rather than issue the attribute certificates that
delegate the privilege themselves, the privilege holder requests the DS to delegate that privilege on their behalf. The DS
does not itself hold that privilege and therefore cannot act as a claimant for that privilege; however, the DS is authorized
by the SOA to issue attribute certificates on behalf of other privilege holders. The second deployment model is similar
to the first with the following exception. The DS is actually a holder that is assigned the privilege to be delegated, but
the DS is not authorized to act as a claimant for the privilege, only as a delegator. In this case, the noAssertion
extension must be set in the AC issued to the DS by the SOA. The DS is termed an indirect issuer.

In both deployment models, the SOA issues attributes/privileges to subordinate AAs. The AAs then request the DS to
issue a subset of these privilege attributes to other holders. In the second deployment model, the DS can check that an
AA is delegating within the overall scope set by the SOA; in the first deployment model, the DS cannot check and the
relying party will have to check that delegation was performed correctly.
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Two recognition of authority models are described in this Directory Specification, static RoA and dynamic RoA. With
static RoA, extra information is added into the local PMI policy that is loaded into the local PDPs prior to them making
access control decisions for users who originate from the remote domain. No support for static RoA is provided in this
Directory Specification. With dynamic RoA, the local SOA issues new supplementary policy ACs that add additional
information to the current policy. Remote SOAs may also be recognized to issue supplementary policy ACs for the
local PDPs. In both cases these new supplementary policy ACs need to be read in by the local PDPs prior to them
making access control decisions for requests from a user of the remote domain.

131 Privilegein attribute certificates
Entities may acquire privilege in two ways:

— An AA may unilaterally assign privilege to an entity through the creation of an attribute certificate
{(perhaps totally on its own initiative, or at the request ol some third party). 1his certificate may be ptored
in a publicly accessible repository and may subsequently be processed by one or more privilege.erifiers
to make an authorization decision. All of this may occur without the entity's knowledge or explicit
action.

—  Alternatively, an entity may request a privilege of some AA. Once created, this leértificate mpy be
returned (only) to the requesting entity, which explicitly supplies it when requesting access to|some
protected resource.

Note [that in both procedures the AA needs to perform its due diligence to ensure thdt the entity should really be
assigmed this privilege. This may involve some out-of-band mechanisms, analogous to the certification pf an
identity/key-pair binding by a CA.

The aftribute certificate based PMI is suitable in environments where any one ofthe following is true:

— A different entity is responsible for assigning particular privilége to a holder than for issuing public-key
certificates to the same subject;

—  There are a number of privilege attributes to be assignéd\o a holder, from a variety of authorities;

—  The lifetime of a privilege differs from that of the holder's public-key certificate validity (generally the
lifetime of privileges is much shorter); or

—  The privilege is valid only during certain.intervals of time which are asynchronous with that [user's
public-key validity or validity of other privileges.

132 Privilege in public-key certificates

In sofne environments, privileges are associated with the subject through the practices of a CA. Such privilege njay be
put djrectly into public-key certificates (thereby re-using much of an already-established infrastructure), rather than
issuing attribute certificates. In such eases, the privilege is included in the subjectDirectoryAttributes extension ppf the
publi¢-key certificate.

This fechanism is suitable in@nyironments where one or more of the following are true:

—  The same physical entity is acting both as a CA and an AA;

—  The lifetimme of the privilege is aligned with that of the public-key included in the certificate;
—  Delegation of privilege is not permitted; or

—  Delegation is permitted, but for any one delegation, all privileges in the certificate (inh the
subjectDirectoryAttributes extension) have the same delegation parameters and all extensions re|evant
to delegation apply equally to all privileges in the certificate.

14 PMI modes

14.1 General model

The general privilege management model consists of three entities: the object, the privilege asserter and the privilege
verifier.

The object may be a resource being protected, for example in an access control application. The resource being
protected is referred to as the object. This type of object has methods which may be invoked (for example, the object
may be a firewall which has an "Allow Entry" object method, or the object may be a file in a file system which has
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Read, Write, and Execute object methods). Another type of object in this model may be an object that was signed in a
non-repudiation application.

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a particular context of
use.

The privilege verifier is the entity that makes the determination as to whether or not asserted privileges are sufficient for
the given context of use.

The pass/fail determination made by the privilege verifier is dependent upon four things:
—  privilege of the privilege asserter;
—  privilege policy in place;

— current environment variables, if relevant; and

—  sensitivity of the object method, if relevant.

The privilege of a privilege holder reflects the degree of trust placed in that holder, by the certificate i§suer, thiat the
privilpge holder will adhere to those aspects of policy which are not enforced by technical means. Phis privilgge is
encapsulated in the privilege holder's attribute certificate(s) (or subjectDirectoryAttributes extension of its public-key
certificate), which may be presented to the privilege verifier in the invocation request, or may be distributed by|some
other[means, such as via the Directory. Codifying privilege is done through the use of ‘the” Attribute congtruct,
contajning an AttributeType and a SET OF AttributeValue. Some attribute types used to ‘specify privilege may| have
very $imple syntax, such as a single INTEGER or an OCTET STRING. Others may have.moére complex syntaxes} This
Directory Specification defines one simple privilege attribute type. Other examples aré provided in Annex D.

The privilege policy specifies the degree of privilege which is considered sufficient for a given object method's
sensifiivity or context of use. The privilege policy needs to be protected for intégrity and authenticity. A number of
possibilities exist for conveying policy. At one extreme is the idea that policy(is not really conveyed at all, but is simply
defingd and only ever kept locally in the privilege verifier's environment:/At the other extreme is the idea that[some
policies are "universal" and should be conveyed to, and known by, every entity in the system. Between these extfemes
ny shades of variation. Schema components for storing privilege policy information in the Directory are d¢fined
i Directory Specification.

Privilpge policy specifies the threshold for acceptance for a‘given set of privileges. That is, it defines precisely when a
privilgge verifier should conclude that a presented set of privileges is "sufficient" in order that it may grant accdss (to

for the definition of privilege policy is not-standardized in this Directory Specification. Annex D contpins a
couple of examples of syntaxes that could be used for this purpose. However, these are examples only. Any syntak may
d for this purpose, including clear text. Regardless of the syntax used to define the privilege policy, each ingtance
of prijilege policy shall be uniquely identified. Object identifiers are used for this purpose.

PrivilegePolicy ::= OBJECT IDENTIFIER

The ¢nvironment variables, if\relevant, capture those aspects of policy required for the pass/fail determifation
(e.g., fime of day or currenf’account balance) which are available through some local means to the privilege vdrifier.
Reprgsentation of envirofiment variables is entirely a local matter.

The gbject method s€nsitivity, if relevant, may reflect attributes of the document or request to be processed, such as the
monefary value of’a-funds transfer that it purports to authorize, or the confidentiality of a document's contenf. The
object method's sehsitivity may be explicitly encoded in an associated security label or in an attribute certificate h¢ld by
the object method, or it may be implicitly encapsulated in the structure and contents of the associated data object. }t{may

be enfoded in one of a number of different ways. For instance, it may be encoded outside the scope of PMI in the K.411
label fassociated with a document, in the fields of an EDIFACT interchange, or hard-coded in the privilege vetifier's
application. Alternatively, it may be done within the PMI, in an attribute certificate associated with the object method.
For some contexts of use, no object method sensitivity is used.

There is not necessarily any binding relationship between a privilege verifier and any particular AA. Just as privilege
holders may have attribute certificates issued to them by many different AAs, privilege verifiers may accept certificates
issued by numerous AAs, which need not be hierarchically related to one another, to grant access to a particular
resource.

The attribute certificate framework can be used to manage privileges of various types and for a number of purposes.
The terms used in this Directory Specification, such as privilege asserter, privilege verifier, etc. are independent of the
particular application or use.
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14.1.1 PMI in access control context

There is a standard framework for access control (ITU-T Rec. X.812 | ISO/IEC 10181-3) that defines a corresponding
set of terms that are specific to the access control application. A mapping of the generic terms used in this Directory
Specification to those in the access control framework is provided here, to clarify the relationship between this model
and that Directory Specification.

Service request in this Directory Specification corresponds to the ‘access request’ defined in the access control
framework.

Privilege asserter in this Directory Specification would be acting in the role of an 'initiator' in the access control
framework.

Privilege verifier in this Directory Specification would be acting in the role of an 'access control decision function
(ADHy-imthe access control framework.

Objedt method for which privilege is being asserted in this Directory Specification would correspond to~the 'farget'
defingd in the access control framework.

Envirpnmental variables in this Directory Specification would correspond to the 'contextual information' in the gccess
contrgl framework.

Privilege policy discussed in this Directory Specification could include 'access control policy and 'access control policy
rules'las defined in the access control framework.

This model allows a PMI to be overlaid fairly seamlessly on an existing network of* resources to be protectgd. In
partiqular, having the privilege verifier act as a gateway to a sensitive object method granting or denying requegts for
invocption of that object method, enables the object to be protected with little%or*no impact to the object itself. The
privilpge verifier screens all requests and only those that are properly authorized-are passed on to the appropriate pbject
methads.

14.1.2 PMI in anon-repudiation context

Therd is a standard framework for non-repudiation (ITU-T,.Rec. X.813 | ISO/IEC 10181-4) which defihes a
corregponding set of terms that are specific to non-repudiation.~A” mapping of the generic terms used in this Dir¢ctory
Speciffication to those in the non-repudiation framework is provided here, to clarify the relationship between this fnodel
and that Directory Specification.

Privilpge asserter in this Directory Specification would be acting in the role of an 'evidence subject' or an 'originator' in
the ngn-repudiation framework.

Privilege verifier in this Directory Specification would be acting in the role of an 'evidence user' or a 'recipient' [in the
non-rppudiation framework.

Objedt method for which privilege-isibeing asserted in this Directory Specification would correspond to the 'farget'
defingd in the non-repudiation framework.

Envirpnmental variables in_this Directory Specification would correspond to the 'date and time the evidencg was
generpted or verified' in the fion-repudiation framework.

Privilpge policy discussed in this Directory Specification could include 'non-repudiation security policy' in thd non-
repudjiation framework:

14.2 Control model

The ¢ofittol model illustrates how control is exerted over access to the sensitive object method. There ar¢ five
COmpuuuuta Uf tllb lllud\zl thu Pl;vilvé\/ ubb\zl—tbl t}l\a PliV;lbéU V\ll;ﬁ\/l thL/ Ubj\/\/t lllbt}lud t}JL/ Pliv;}\zs\/ PU};\/ and
environmental variables (see Figure 3). The privilege asserter has privilege; the object method has sensitivity. The
techniques described here enable the privilege verifier to control access to the object method by the privilege asserter, in
accordance with the privilege policy. Both the privilege and the sensitivity may be multi-valued parameters.
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privilege holders. However, in this case the SOA authorizes the privilege holder to act as AA and further delegate that
privilege to other entities through the issuance of certificates that contain the same privilege (or a subset thereof). The
SOA may impose constraints on the delegation that can be done (e.g., limit the path length, limit the name space within
delegation can be done). Each of these intermediary AAs may, in certificates that it issues to further privilege holders,
authorize further delegation to be done by those holders also acting as AAs. A universal restriction on delegation is that
no AA can delegate more privilege than it holds. A delegator may also further restrict the ability of downstream AAs.

When delegation is used, the privilege verifier trusts the SOA to delegate some or all of those privileges to holders,
some of which may further delegate some or all of those privileges to other holders.

The privilege verifier trusts the SOA as the authority for a given set of privileges for the resource. If the privilege
asserter's certificate is not issued by that SOA, then the privilege verifier shall locate a delegation path of certificates
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from that of the privilege asserter to one issued by the SOA. The validation of that delegation path includes checking
that each AA had sufficient privileges and was duly authorized to delegate those privileges.

For the case in which privileges are conveyed by means of attribute certificates, the delegation path is distinct from the
certificate validation path used to validate the public-key certificates of the entities involved in the delegation process.
However, the quality of authenticity offered by the public-key certificate validation process shall be commensurate with
the sensitivity of the object method that is being protected.

A delegation path shall either consist completely of attribute certificates or completely of public-key certificates. A
delegator that obtains its privilege in an attribute certificate may only delegate, if authorized, by issuance of subsequent
attribute certificates. Similarly, a delegator that obtains its privilege in a public-key certificate, if authorized, may only
delegate by issuance of subsequent public-key certificates. Ony AAs may delegate privilege. End-entities cannot.

14.4 Group assignment model

In somne scenarios it might be required for an AA to issue privileges to a group of entities that share a commonproperty,
for ejample, a set of web servers or a team of people, rather than to a single entity. This is achieved by assigiing a
group] AC to the group.

Therd are two ways of identifying the members of a group who are assigned a group AC. Thése-methods are falled
direct group naming and group role naming.

14.4.1 Direct group naming

In dirpct group naming, the holder field of the group AC shall take the entityName- eption, and the directoryName of
GenefalName shall name a subtree in the DIT. Each entry in the subtree is assigned, the attribute(s) in this group AC.

14.4.2 Group role naming

In grgup role naming, the members of the group are identified by the(attributes that they hold, such attributes [being
assignied to them in role assignment attribute certificates. In group role.naming, the holder field of the group AC]takes
the eftityName option and holds the role(s) of the group memberscwho are being assigned the attributes in this fgroup
AC. The GeneralNames should contain a single GeneralName_¢ontaining a directoryName with a single RDN, yhose
attribfite type is the role attribute defined in 14.5.1. If roleAtthority in the role attribute is present, this identifips the
attribyite authorities who are responsible for issuing the rolé;assignment certificates to holders who are members ¢f this
group. If roleAuthority is absent from the role attributeythe identity of the responsible attribute authorities to isspe the
role gssignment certificates shall be determined through means outside this Directory Specification. The roleName
comppnent of the role attribute identifies the role(s) of the group who are being assigned the attributes in this jgroup
attribyite certificate.

NOTE 1 - Group role naming allows attribute® based role assignments, role mappings and role hierarchies to be defined, by
specifying that members of other (more powerful) roles are assigned the roles of this group AC.

NOTE 2 — Where the role in the holdér-field is the same as the role in the attributes field of this group AC, this is delegafion of
authority from the issuer of the group/AC to the roleAuthority in the role attribute. However, a much simpler way of acljieving
th¢ same effect is to use the roleAuthority as the holder.

145 Roles mode

Roleg provide a means\to indirectly assign privileges to individuals. Individuals are issued role assignment certificates
that gssign one oftmiore roles to them through the role attribute contained in the certificate. Specific privileggs are
assigned to a.fol¢ name through role specification certificates, rather than to individual privilege holders through
attribyite certificates. This level of indirection enables, for example, the privileges assigned to a role to be upflated,
without impacting the certificates that assign roles to individuals. Role assignment certificates may be attribute
certificates or public-key certificates. Role specification certificates may be attribute certificates, but not public-key
certificates. If role specification certificates are not used, the assignment of privileges to a role may be done through
other means (e.g., may be locally configured at a privilege verifier).

The following are all possible:
—  Any number of roles can be defined by any AA;
—  The role itself and the members of a role can be defined and administered separately, by different AAs;
—  Role membership, just as any other privilege, may be delegated; and

—  Roles and membership may be assigned any suitable lifetime.

If the role assignment certificate is an attribute certificate, the role attribute is contained in the attributes component of
the attribute certificate. If the role assignment certificate is a public-key certificate, the role attribute is contained in the
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subjectDirectoryAttributes extension. In the latter case, any additional privileges contained in the public-key
certificate are privileges that are directly assigned to the certificate subject, not privileges assigned to the role.

Thus, a privilege asserter may present a role assignment certificate to the privilege verifier demonstrating only that the
privilege asserter has a particular role (e.g., "manager"”, or "purchaser"). The privilege verifier may know a priori, or
may have to discover by some other means, the privileges associated with the asserted role in order to make a pass/fail
authorization decision. The role specification certificate can be used for this purpose.

A privilege verifier needs to have an understanding of the privileges specified for the role. The assignment of those
privileges to the role may be done within the PMI in a role specification certificate or outside the PMI (e.g., locally
configured). If the role privileges are asserted in a role specification certificate, mechanisms for linking that certificate
with the relevant role assignment certificate for the privilege asserter are provided in this Directory Specification. A role
specification certificate cannot be delegated to any other entity. The issuer of the role assignment certificate may be

indeppndent-of-thetsster-of-therotespeetfieatroneertifteate-and-these-may-be—admmisteredexpiredrevoked—and so
on) eptirely separately. The same certificate (attribute certificate or public-key certificate) can be a role assighment
certifjcate as well as contain assignment of other privileges directly to the same individual. Howéver, 4 role
specification certificate shall be a separate certificate.

NOTE — The use of roles within an authorization framework can increase the complexity of path processing, becaus¢ such

fupctionality essentially defines another delegation path which needs to be followed. The delegation pathcfer'the role assignment
ceftificate may involve different AAs and may be independent of the AA that issued the role specificatiéncertificate.

145.1 Roleattribute

The specification of privilege attribute types is generally an application-specific issue-that is outside the scope d¢f this
Directory Specification. The single exception to this is an attribute defined here for¢the-assignment of a holder to 4 role.
The specification of values for the role attribute is outside the scope of this Directory Specification.

role ATTRIBUTE ::={
WITH SYNTAX RoleSyntax

ID id-at-role }

Role$yntax ::= SEQUENCE {
roleAuthority [O] GeneralNames OPTIONAL,
roleName [1] GeneralName }

This privilege attribute may be used to populate the attributes field of a role assignment certificate or to populdte the
holdgr field of a role specification or group attribute certificate, or both.

If the|role assignment certificate is a public-key.certificate rather than an AC, the role attribute may be used to populate
the sybjectDirectoryAttributes extension of.thap public-key certificate.

Wher the role attribute is used to populate-the attributes field of a role assignment certificate, the roleAuthorjity, if
presefit, identifies the recognized authotity that is responsible for issuing the role specification certificate. If theye are
multiple occurrences of GeneralNafe, they shall all be alternative names for the same authority.

If roleAuthority is present, and .@ privilege verifier uses a role specification certificate to determine the privileges
assigied to the role, at least-one of the names in roleAuthority shall be present in the issuer field of that role
specification certificate. df-the privilege verifier used means other than a role specification certificate to determihe the
privilpges assigned to<heg Tole, mechanisms to ensure that those privileges were assigned by an authority named {n this
comppnent are outside the scope of this Directory Specification.

If roleAuthorify, is absent, the identity of the responsible authority shall be determined through other meang. The
roleSpecCertldentifier extension in a role assignment certificate is one way to achieve this binding, in the case where a
role specification certificate was used to assign privileges to the role.

The .Ifa
privilege verifier uses a role specification certificate to determine the privileges assigned to that role, this role name
shall also appear in the holder field of the role specification certificate.

When the role attribute is used to populate the holder field of a group attribute certificate, the roleAuthority, if present,
identifies the recognized authorities that are responsible for issuing role assignment certificates to holders who are
members of the group being assigned the attributes in this group attribute certificate. If roleAuthority is absent, the
identity of the responsible authorities to issue the role assignment certificates shall be determined through other means.
The roleName component identifies the role(s) of the group of holders who are being assigned the attributes in this
group attribute certificate. This roleName shall also appear in the attributes field of the role assignment certificates of
the group of holders who are being assigned the attributes in this group attribute certificate. Where more than one role
value is present in roleName, a group member must be assigned all the role values (in one or more role assignment
certificates) in order to be assigned the attributes in this group attribute certificate.
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When the role attribute is used to populate both the holder field and the attributes field, this is a role mapping attribute
certificate.

14.6

Recognition of Authority Model

Figure 5 shows the control model for a single domain X.509 PMI.
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In Figure 6, the user, who is a m r of the TopLeft domain, wishes to access the resources of the BottonlRight

domajn. He or she might conta@)the BottomRight domain directly, or his or her request may be relayed Qy the
gatekpeper (AEF/PEP) in the @)Left domain. Either way, the PDP in the BottomRight domain needs to understapd the
ACs {ssued by the TopLe main, and the BottomRight policy needs to tell the BottomRight PDP whether th¢y are

suffigient to grant acce the requested resource or not.

The JOA in the t éng (local) domain (e.g., the BottomRight domain) needs to update its policy so that the SOA [of the
remo domain&*

one of two w.

., the TopLeft domain) becomes trusted or recognized. The local policy can be updated in (at|least)

/Q?\statically, by adding extra information into the policy that is loaded into the local PDP prior to it njaking

access control decisions;

b)

dynamically, by issuing a new supplementary policy that adds additional information to the current
policy. This dynamic addition to the local policy could be by the local SOA issuing a policy AC to the
remote SOA or by the local SOA issuing an administrative role AC to the remote SOA so that the remote
SOA may issue its own policy AC. In both cases, these need to be read in by the local PDP prior to
validating a request from a user of the remote domain.

When the local SOA issues a policy AC to the remote SOA, it may be as follows:

the holder field identifies the SOA of the remote domain;
the issuer field identifies the local SOA,;
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the attributes of the AC are the union of all the privilege attributes that the remote SOA is trusted to
issue. If any of these privilege attributes are newly defined roles, then new role specification ACs may
also need to be issued;

basicAttConstraints extension is included with authority set to TRUE to indicate that the remote SOA
is an AA. Path length constraint (pathLenConstraint) is set as appropriate to indicate the length of the
delegation chain that is allowed in the remote domain;

holderNameConstraints may be set to limit the name forms and namespaces in which the remote SOA
can assign privilege attributes to users;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can be
assigned which sets of privilege attributes;

attributeMappings may be set to inform the local PDPs which remotely assigned attributes should be

Wher

A del

the local SOA issues an administrative role AC to the remote SOA, it may work as follows:

1)

2)

3)

4)

boated role specification AC comprises:

considered equal to which locally assigned attributes.

The local SOA defines an administrative role for the local domain and the permissiens, ‘that may be
administered by this administrative role. This may be defined in a role specification AC in whi¢h the
holder is the administrative role and the attribute is the permission attribute (defified in 14.8.1 b¢low).
The set of permissions for an administrative role is called the administrative seope’of an adminisfrative
role. These permissions may also be assigned to local roles, so that users(with these local roleg will
inherit these permissions. Issuing an administrative role specification AC allows remote administrafors to
learn their administrative scope.

The local SOA delegates this administrative role to the remote SOA-by issuing a role assignment AC to
the remote SOA containing the assigned administrative role. Th&.remote SOA may also be allowed to
delegate the administrative role to other administrators in, the remote domain, as determingd by
pathLenConstraint in the basicAttConstraints extension ifi‘the role assignment AC.

The remote SOA (or subordinate AA) that has been assigned this administrative role is now recognized
as an entity able to issue two types of delegated policy,AC, either a delegated role specification A or a
delegated attribute mapping AC. In a delegated role specification AC, the remote SOA (or AA) directly
assigns the permissions from the administratiy€ scope to new remotely defined attributes as des¢ribed
below. In a delegated attribute mapping AC\new remotely defined attributes are mapped into existing
local roles as described below.

In order to ensure that the remote SOA, (or AA) cannot overstep its delegated authority, the authorigation
system has to validate that the privileges stated or implied by a delegated policy AC lie withjn the
administrative scope defined for(the administrative role. If they do, the delegated policy AC is accgpted,
and its policy rules become(dynamically incorporated into the local SOA’s policy. If they do nqt, the
delegated policy AC is rejected, and its policy rules will be ignored.

the holder is the newly specified remote role;
the issuer field-identifies the remote SOA (or AA) of the remote domain that issued this AC;

the attributes of the AC are the privileges that will be assigned to users in the remote domain wlo are
assigned.the remote role;

holderNameConstraints may be set to limit the name forms and namespaces of the users which njay be
assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders dan be
assigned which sets of remotely defined privilege attributes.

A delegated attribute mapping policy AC comprises:

76

the holder and the issuer field identify the remote SOA (or AA) of the remote domain that issued this
AC;

the attributes field is null;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may be
assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can be
assigned which sets of privilege attributes;

attributeMappings is set to inform the PDP which remotely assigned attributes should be considered
equal to which locally assigned attributes.
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The remote SOA will subsequently issue privilege attribute ACs to end users and/or to AAs in its domain. Whether the
remote AAs are trusted or not, and if trusted, the number of AAs that are allowed in a delegation chain, may be set by
the pathLenConstraint in the AC issued to the remote SOA. The privilege attributes in the ACs issued by the remote
SOA may contain either:

—  permissions that are understood by the PDPs in the local domain; or

—  roles which may or may not be understood by the PDPs in the local domain.

When an AC contains roles that are not understood by the local PDPs, the latter must know how to map these unknown
roles into local permissions. This can be achieved in at least one of four ways. If the local SOA knows what these roles
are likely to be prior to recognizing the remote SOA, then if it issues a policy AC to the remote SOA an attribute
mapping extension can be placed in the policy AC issued to the remote SOA, or alternatively attribute mapping rules
can be added into the policy loaded by the local PDP. If the remote roles are not known prior to recognizing the remote
SOA JtheTemote SOA Wit ieed 1o eitier 1SSUT am atribute Mapping poticy AC O Prace Ue attibute Mapping cXtgnsion
in the| ACs that it issues to its users.

If thejremote SOA issues an attribute mapping policy AC, this should contain:
— aholder and issuer name which is that of the remote SOA;
— the attributes field is null;

— attributeMappings extension set to describe the attribute mappings.

NOTE — A remote SOA should not issue an attribute mapping AC in which both the holder afid“attributes are roles, sinfe this
type of attribute mapping should be issued by the local SOA only.

This gttribute mapping policy AC needs to be made available to the local PDPs atldecision time. This can be dgne by
either| storing the policy AC in the directory entry of the remote SOA and givirig the local PDPs read access to |t (the
pull odel) or by including the policy AC in the set of ACs presented by, theremote user when accessing the| local
resoufce (the push model).

1471 XML privilegeinformation attribute

The gpecification of privileges is generally an application-speéific issue that is outside the scope of this Dirgctory
Specification. While this attribute does not define any specific\privilege information, it provides a container attribute in
whicll XML-encoded privileges can be conveyed in attribute certificates.

xmlPfivilegelnfo ATTRIBUTE ::={
WITH SYNTAX UTF8String --contains ™ XML-encoded privilege information
ID id-at-xMLPrivilegelnfo }

The XML schema for the role attribute typé.can be defined either with ASN.1 or with XSD.
The XML contained within the UTF8String needs to be self-identifying.

The fpllowing is an ASN.1 schema,defining an XML role attribute type. It is followed by an XSD specification for the
same fattribute type, and by anrexample XML instance. The example instance is a valid instance for both the ASN|1 and
the XBD schema instances, andcan be validated by either ASN.1 or XSD tools.

The example schema defines a role attribute with an ID, an issuing authority and the name of the role.

CERTIFICATE-ATERIBUTE DEFINITIONS ::=

BEGIN
Role [::= [UNEAPITALIZED] SEQUENCE {
id [ATTRIBUTE] XML-ID,
aythorities SEQUENCE (1..MAX) OF
::llfhnrif\]l | ITEQQH'ing’
name UTF8String }

XML-ID ::= UTF8String
END
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The following XSD schema is an alternative (exactly equivalent) definition:

<schema xmlins="http://www.w3.0rg/2000/08/XMLSchema" >

<ele
<at

ment name="role">
tribute name="id" type="1D"/>

complexType>
<sequence>

<element name="authorities">
<complexType>
<sequence>
<element name="authority" type="string" minOccurs="1" maxOccurs="*"/>
</sequence>
</complexType>
</element>

<
</
</elq

</schlema>

An e3
attrib

<role
<autH
<auth
</aut
<nam
</rolq

14.8

148.1

This ¢
speci
name

perm

Dual
operg
objeg

The
intenq

14.8.2

The d

dual§

<element name="name" type="string"/>
sequence>

omplexType>

ement>

fample of an instance conforming to the above schema definitions, that would be a value of the xMLPrivileg
hte type would be:

id="123" xmIns="http://www.example.org/certificates/attribute">
orities>

ority>Fictitious Organization</authority>

norities>

e>manager</name>

>

Permission attribute and matching rule

Permission attribute

ttribute defines a general permission, which is an operation on an object, e.g. a read operation on a file objec]
ication of values for the operations or objects is outside the scope of this Directory Specification. Note th
5 of both operations and objects are case sensitive.

ssion ATTRIBUTE ::={
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch
ID id-at-permission }

btringSyntax ::= SEQUENCE {
tion [O] UnboundedDirectoryString,
t [1] UnboundedDirectoryString }

ermission attribute s _ntended to be used to populate the attributes field of an attribute certificate and
led for storing as.anattribute of a directory entry.

Dual string matching rule

ualStringMatch matching rule is a case sensitive matching rule and is defined as follows:

tringMatch MATCHING-RULE ::= {

elnfo

t. The
at the

iS not

SYNTAX DualStringSyntax

ID id-mr-dualStringMatch }

The dualStringMatch matching rule performs a case sensitive comparison for equality between a pair of presented
strings and an attribute value of type DualStringSyntax, in which the first presented string is the operation and the
second presented string is the object.

15

Privilege management certificate extensions

The following certificate extensions may be included in certificates for purposes of privilege management. Along with
the definition of the extensions themselves, the rules for certificate types in which the extension may be present are also
provided.
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With the exception of the SOA identifier extension, any of the extensions that may be included in a public-key
certificate shall only be included if that public-key certificate is one that assigns privilege to its subject (i.e., the
subjectDirectoryAttributes extension shall be present). If any of these extensions is present in a public-key certificate,
that extension applies to ALL privileges present in the subjectDirectoryAttributes extension.

Revocation lists used to publish revocation notices for attribute certificates (ACRLs and AARLs) may contain any CRL
or CRL entry extensions as defined for use in CRLs and CARLs in Section 2 of this Directory Specification.

This clause specifies extensions in the following areas:

a) Basic privilege management: These certificate extensions convey information relevant to the assertion of
a privilege.

b) Privilege revocation: These certificate extensions convey information regarding location of revocation
statns information

¢) Source of Authority: These certificate extensions relate to the trusted source of privilege assigmueit by a
verifier for a given resource.

d) Roles: These certificate extensions convey information regarding location of related role.Specifitation
certificates.

e) Delegation: These certificate extensions allow constraints to be set on subsequentidetegation of asdigned
privileges.

f)  Recognition of Authority: These certificate extensions allow PMIs to be federated together.

151 Basic privilege management extensions

1511 Requirements

The fpllowing requirements relate to basic privilege management:
a) Issuers need to be able to place constraints on the time:during which a privilege can be asserted,;
b) Issuers need to be able to target attribute certificates to specific servers/services;

¢) It may be necessary for issuers to convey information intended for display to privilege asserters gnd/or
privilege verifiers using the certificate;

d) Issuers may need to be able to place_censtraints on the privilege policies with which the asdigned
privilege can be used.

e) Issuers may need to be able to issne-an AC that can only be asserted once within its lifetime.

f) Issuers may need to be able to'issue privilege attributes to a group of entities that share a common
property.

15.1.2 Basic privilege managenient extension fields

The fpllowing extension fields-aredefined:
a) Time specification;

b) Targeting information;

¢) User‘notice;

d) .Acceptable privilege policies;
e)s-Indirect issuer;

fy  Singleuse,
g) Group AC.

15.1.2.1 Time specification extension

15.1.2.1.1 Time specification extension definition

The time specification extension can be used by an AA to restrict the specific periods of time during which the
privilege, assigned in the certificate containing this extension, can be asserted by the privilege holder. For example, an
AA may issue a certificate assigning privileges which can only be asserted between Monday and Friday and between
the hours of 9:00 a.m. and 5:00 p.m.. Another example, in the case of delegation, might be a manager delegating signing
authority to a subordinate for the time that the manager will be away on vacation.
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This field is defined as follows:

timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to
entities that may act as privilege asserters, including other AAs and end-entities. This extension shall not be included in
certificates that contain the SOA identifier extension or in certificates issued to AAs that may not also act as privilege
asserters.

If this extension is present in a certificate issued to an entity that is an AA, it applies only to that entity's assertion of the
privileges contained in the certificate. It does not impact the time period during which the AA is able to issue
certificates.

Becayse this extension is effectively specifying a refinement on the validity period of the certificate that contains)qt, this
extenpion shall be marked critical (i.e., the issuer, by including this extension, is explicitly defining.-th¢ priyilege
assigment to be invalid outside the time specified).

If thi{ extension is present, but not understood by the privilege verifier, the certificate shall be rejected:

15.1.2.1.2 Time specification matching rule

The fime specification matching rule compares for equality a presented value with-an’ attribute value of type
AttriuteCertificate.

timeYpecificationMatch MATCHING-RULE ::= {
SYNTAX TimeSpecification
ID id-mr-timeSpecMatch }

This lEatching rule returns TRUE if the stored value contains the timeSpecification extension and if componen{s that
are present in the presented value match the corresponding components, of the stored value.

15.1.2.2 Targeting information extension

The targeting information extension enables the targeting of an"attribute certificate to a specific set of servers/serjvices.
An atfribute certificate that contains this extension should-only be usable at the specified servers/services.

This field is defined as follows.

targefingIinformation EXTENSION ::={

SYNTAX SEQUENECE'SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetinformation }

Targgts ::= SEQUENCE SIZE (1..MAX) OF Target

Targgt ::= CHOICE {

targetName [O] GeneralName,
targetGroup {21 GeneralName,
targetCert [2] TargetCert }
TarggtCert ::= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestinfo ObjectDigestinfo OPTIONAL }

The thrgetName component, if present, provides the name of target servers/services for which the containing atqribute
certificate is targeted.

The targetGroup component, if present, provides the name of a target group for which the containing attribute
certificate is targeted. How the membership of a target within a targetGroup is determined is outside the scope of this
Directory Specification.

The targetCert component, if present, identifies target servers/services by reference to their certificate.

This extension may be present in attribute certificates issued by AAs, including SOAs, to entities that may act as
privilege asserters, including other AAs and end-entities. This extension shall not be included in public-key certificates
or in attribute certificates issued to AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity that is an AA, it applies only to that entity's
assertion of the privileges contained in the certificate. It does not impact the AA ability to issue certificates.
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This extension is always critical.

If this extension is present, but the privilege verifier is not among those specified, the attribute certificate should be
rejected.

If this extension is not present, then the attribute certificate is not targeted and may be accepted by any server.

15.1.2.3 User notice extension

The user notice extension enables an AA to include a notice that should be displayed to the holder, when asserting their
privilege, and/or to a privilege verifier when making use of the attribute certificate containing this extension.

This field is defined as follows:

userNatice EXTENSION ={
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }

This gxtension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to
entitigs that may act as privilege asserters, including other AAs and end-entities. This extension shall net'be inclugled in
certiflcates that contain the SOA identifier extension or in certificates issued to AAs that may notalso act as priyilege
asserters.

If thig extension is present in a certificate issued to an entity that is an AA, it applies only to'that entity's assertion jof the
privilpges contained in the certificate. It does not impact the AA ability to issue certificates:

This ¢xtension may, at the option of the certificate issuer, be either critical or non-critical.

If thig extension is flagged critical, the user notices shall be displayed to a privilege verifier each time a privilpge is
assertied. If the privilege asserter supplies the attribute certificate to the privilege verifier (i.e., the privilege verifiet does
not retrieve it directly from a repository), the user notices shall also be displayed to the privilege asserter.

If thig extension is flagged non-critical, the privilege asserted in the certificate may be granted by a privilege verifier
regardlless of whether or not the user notices were displayed to the privilege asserter and/or privilege verifier.

15.1.2.4 Acceptable privilege policies extension

The afceptable privilege policies field is used to constraimthe assertion of the assigned privileges for use with a sgecific
set of|privilege policies.

This field is defined as follows:

acceptablePrivilegePolicies EXTENSION 7=\
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id.ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax”::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

This gxtension may be present/in attribute certificates or public-key certificates issued by AAs, including SOAs, to
other[AAs or to end-entities< If this extension is contained in a public-key certificate it relates only to the subject's
ability to act as a privilege-asserter for the privileges contained in the subjectDirectoryAttributes extension.

If prepent, this extensSion shall be flagged critical.

If thig extension is present and the privilege verifier understands it, the verifier shall ensure that the privilege polidy that
these [priviléges are being compared to is one of those identified in this extension.

If thig éxtension is present, but not understood by the privilege verifier, the certificate shall be rejected.

15.1.25 Single use extension

In some scenarios, an AA may wish to issue an AC that can only be asserted once to a relying party within the lifetime
of the AC. The singleUse extension is defined as follows:

singleUse EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-singleUse }

This extension may be present in ACs issued by AAs and SOAs to end-entities. This extension shall not be included in
public-key certificates or in attribute certificates issued to AAs.

This extension is always critical.
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Any relying party that accepts a singleUse AC should keep a record of at least the issuer and serial number of the AC,
until after the expiry date of the AC in order to ensure that the holder cannot use the AC again. Ideally all relying parties
for which the AC is valid should have a coordination capability to ensure that the holder is not able to use the
singleUse certificate with multiple relying parties. Alternatively the issuer of the singleUse AC should include a
targetingIinformation extension in the AC to limit the relying parties at which the AC is valid.

15.1.2.6 Group AC extension

In some scenarios it might be required for an AA to issue an AC to a group of entities that share a common property, for
example, a set of web servers or a team of people, rather than to a single entity. Each group AC may be flagged as such
by adding the group AC extension into the AC.

groupAC EXTENSION ::= {

SYNT AN .’\‘!I ILL

IDENTIFIED BY id-ce-groupAC }

This ¢xtension may or may not be critical. This extension shall only be added to end-entity ACs, and not to"AA ACs or
PKCY.

152 Privilege revocation extensions

15.21 Requirements

The fpllowing requirements relate to revocation of attribute certificates:

a) In order to control CRL sizes, it may be necessary to assign subsets, 0f the set of all certificates issied by
one AA to different CRLs;

b) Attribute certificate issuers need to be able to indicate, in<an attribute certificate, that no revogation
information is available for that certificate.

15.2.2  Privilegerevocation extension fields

The fpllowing extension fields are defined:
a) CRL distribution points;
b) No revocation information.

15.2.2.1 CRL distribution points extension

The ¢RL distribution points extension is defified in Section 2 of this Directory Specification, for use in public-key
certiffcates. This field may also be included in an attribute certificate. It may be present in certificates issued to| AAs,
including SOAs, as well as certificates issued to end-entities.

If present in a certificate, a privilegeyverifier shall process this extension in exactly the same manner as descrifed in
Sectign 2 for public-key certificates)

15.2.2.2 Norevocation information extension

In sofne environments(e.g:, where attribute certificates are issued with very short validity periods), there may nqt be a
need fo revoke certificates. An AA may use this extension to indicate that revocation status information is not prqvided
for thys attribute certificate. This field is defined as follows:

noReVAvail_EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noRevAvail }

This extension may be present in attribute certificates issued by AAs, including SOAs, to end-entities. This extension
shall not be included in public-key certificates or in attribute certificates issued to AAs.

This extension is always non-critical.

If this extension is present in an attribute certificate, a privilege verifier need not seek revocation status information.

15.3 Sour ce of Authority extensions

1531 Requirements

The following requirements relate to Sources of Authority:

a) Insome environments there is a need for tight control, by a CA, of the entities that can act as SOAs;
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b) There is a need to make the valid syntax definitions and domination rules for privilege attr
available by the responsible SOAs.

15.3.2 SOA extension fields

The following extension fields are defined:

a) SOAidentifier;
b) Attribute descriptor.

15.3.2.1 SOA identifier extension

15.3.2.1.1 SOA identifier extension definition
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-certification applies only to public-key certificates-and not to attribute certificates. Therefore, a cross-cert
0 the SOA identified in this extension.
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.1.2 SOA identifier matching rule

OA identifier matching rule compares a presented value with an attribute value of type Certificate.

SYNTAX NULL
ID id-mr<sOAldentifierMatch }

.2 Attributedescriptor extension

p.2.1 Aftribute descriptor extension definition

efinition of a privilege attribute, and the domination rules governing subsequent delegation of that privileg
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to privilege verifiers in a variety of ways outside the scope of this Directory Specification (e.g., they may be locally
configured at the privilege verifier).

This extension provides one mechanism that can be used by an SOA to make privilege attribute definitions and
associated domination rules available to privilege verifiers. An attribute certificate that contains this extension is called
an attribute descriptor certificate and is a special type of attribute certificate. Although syntactically identical to an
AttributeCertificate, an attribute descriptor certificate:

—  contains an empty SEQUENCE in its attributes field;
—  is a self-issued certificate (i.e., the issuer and holder are the same entity); and

— includes the attribute descriptor extension.
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This field is defined as follows:

attrib

uteDescriptor EXTENSION ::= {

SYNTAX AttributeDescriptorSyntax

IDENTIFIED BY {id-ce-attributeDescriptor } }
AttributeDescriptorSyntax ::= SEQUENCE {

identifier Attributeldentifier,

attributeSyntax OCTET STRING (SIZE(1..MAX)),

name [0] AttributeName OPTIONAL,

description [1] AttributeDescription OPTIONAL,

dominationRule PrivilegePolicyldentifier}

Attributeldentifier ::= ATTRIBUTE.&id({AttributelDs})

Attrib

Attrib

Attrih

Privil

utelDs ATTRIBUTE ::= {..}

uteName ::= UTF8String (SIZE(1..MAX))
uteDescription ::= UTF8String(SIZE(1..MAX))
egePolicyldentifier ::= SEQUENCE {

privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax }

The iglentifier component of a value of the attributeDescriptor extension is the objeetuidentifier identifying the atfribute

type.
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ven as specified for the information component of the Matching Rules operational attribute defined in 1
X.501 | ISO/IEC 9594-2.

ame component optionally contains a user-friendly name by $vhich the attribute may be recognized.

ominationRule component specifies, for the attribute,;what it means for a delegated privilege to be "less thaj
ponding privilege held by the delegator. The privilegePolicy component identifies the instance of privilege |
pntains the rules, by its object identifier. The privPolSyntax component contains either the privilege policy
ointer to a location where it can be located. [f a pointer is included, an optional hash of the privilege polig
e included to allow an integrity check on, the referenced privilege policy.

bxtension may only be present in attribute descriptor certificates. This extension shall not be present in publ
cates or in attribute certificates other than self-issued certificates of SOAs.

xtension shall always be non-eritical.

is a means by whieh’the universal constraint of delegating "down" can be understood and enforced

uteDescriptorCertificate attribute of the SOA's directory entry.

p.2.2 Attribute descriptor matching rule

ttribute-descriptor matching rule compares for equality a presented value with an attribute value of
uteCertificate.

shall
TU-T

h'" the
bolicy
itself
y can

c-key

ttribute descriptor certificaté, created by the SOA at the time of creation/definition of the corresponding attribute

n the

tructure. In the- Directory, attribute certificates that contain this extension would be stored in the

type

attDescriptor MATCHING-RULE ::= {

SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

This matching rule returns TRUE if the stored value contains the attributeDescriptor extension and if components that
are present in the presented value match the corresponding components of the stored value.
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Role extensions

154.1 Requirements

The following requirement relates to roles:

— If a certificate is a role assignment certificate, a privilege verifier needs to be able to locate the
corresponding role specification certificate that contains the specific privileges assigned to the role itself.

15.4.2 Roleextension fields

The following extension field is defined:
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15.4.3
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—  Role specification certificate identifier.

- T Rofe Specification certificate iaentifier extension
1.1 Role specification certificate identifier extension definition

pxtension may be used by an AA as a pointer to a role specification certificate that contains the-assignm
bees to a role. It may be present in a role assignment certificate (i.e., a certificate that contains thefole attriby

to determine whether to pass or fail the verification. If the privileges were assigned” to the role in
ication certificate, this field may be used to locate that certificate.

icld is defined as follows:

pecCertldentifier EXTENSION ::= {
SYNTAX RoleSpecCertldentifierSyntax
IDENTIFIED BY { id-ce-roleSpecCertldentifier } }

pecCertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertldentifier

bpecCertldentifier ::= SEQUENCE {
roleName [O] GeneralName,
roleCertlssuer [1] GeneralName,
roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL }

ication certificate being referenced by this-extension.
bleCertlssuer identifies the AA that issued the referenced role specification certificate.

pleCertSerialNumber, if present,\contains the serial number of the role specification certificate. Note that
bees assigned to the role itself change, then a new role specification certificate would be issued to the role
cates that contain this extension, including the roleCertSerialNumber component, would then need to be ref
rtificates that referenced. the new serial number. Although this behaviour is required in some environment
irable in many others, Pypically, this component would be absent, enabling automatic updating of the priv
led to the role itself, - without impacting the role assignment certificates.

bleCertLocator, if present, contains information that can be used to locate the role specification certificate.

| by AAs; including SOAs, to other AAs or to end-entity privilege holders. This extension shall not be inclu
cates.that contain the SOA identifier extension.

oleName identifies the role. This name would be the same as that in the holder component of th¢

ent of
te).

ilege verifier, when dealing with a role assignment certificate, needs to obtain the set of/privileges of that fole in

i role
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pxtensiommay be present in role assignment certificates that are attribute certificates or public-key certifficates

led in
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If this extension is not present, either:

a) other means will be used to locate the role specification certificate; or

b) mechanisms other than a role specification certificate were used to assign privileges to the role (e.g., role

privileges may be locally configured at the privilege verifier).

This extension is always non-critical.

15.4.2.1.2 Role specification certificate ID matching rule

The role specification certificate identifier matching rule compares for equality a presented value with an attribute value
of type AttributeCertificate.
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roleSpecCertldMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertldentifierSyntax
ID id-mr-roleSpecCertldMatch }

This matching rule returns TRUE if the stored value contains the roleSpecCertldentifier extension and if components
that are present in the presented value match the corresponding components of the stored value.

155 Delegation extensions

155.1 Requirements

The following requirements relate to delegation of privileges:

a) End-entity privilege certificates need to be distinguishable from AA certificates, to protect against end-
entifies establishing themselves as AAs without authorization. Tt also needs to be possible Tor an AA to
limit the length of a subsequent delegation path;

b) An AA needs to be able to specify the appropriate name space within which delegation of privilege can
occur. Adherence to these constraints needs to be checkable by the privilege verifier;

¢) An AA needs to be able to specify the acceptable certificate policies that privilege asserters further([down
a delegation path shall use to authenticate themselves when asserting a privilege delégation by this AA;

d) A privilege verifier needs to be able to locate the corresponding attribute(certificate for an issper to
ensure that the issuer had sufficient privilege to delegate the privilege in thé€urrent certificate;

e) There is a requirement for an independent Delegation Service (DS) (to)issue certificates that dejegate
privileges, whilst the DS server cannot itself act as a claimant for these/privileges;

f)  An independent Delegation Service may wish to insert the name of the authority that requestqd the
privilege assertion to be issued.

1552 Delegation extension fields

The fpllowing extension fields are defined:

a) Basic attribute constraints;

b) Delegated name constraints;
¢) Acceptable certificate policies;
d) Authority attribute identifier;
e) Indirect Issuer;

f)  Issued on behalf of;

g) Noassertion.

15.5.2.1 Basic attribute constr@ints extension

15.5.2.1.1 Basic attributecaonstraints extension definition

This field indicates whethier subsequent delegation of the privileges assigned in the certificate containing this ext¢nsion
is perpitted. If so, adelegation path length constraint may also be specified.

This field is defined as follows:

basigAttCopstraints EXTENSION ::= {

SYNTAX BasicAttConstraintsSyntax

IDENTIFIED BY { id-ce-basicAttConstraints } }
BasicAttConstraintsSyntax ::= SEQUENCE {

authority BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }

The authority component indicates whether or not the holder is authorized to further delegate privilege. If authority is
TRUE the holder is also an AA and is authorized to further delegate privilege, dependent on relevant constraints. If
authority is FALSE, the holder is an end-entity and is not authorized to delegate the privilege.

The pathLenConstraint component is meaningful only if authority is set to TRUE. It gives the maximum number of
AA certificates that may follow this certificate in a delegation path. Value 0 indicates that the subject of this certificate
may issue certificates only to end-entities and not to AAs. If no pathLenConstraint field appears in any certificate of a
delegation path, there is no limit to the allowed length of the delegation path. Note that the constraint takes effect
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beginning with the next certificate in the path. The constraint controls the number of AA certificates between the AA
certificate containing the constraint and end-entity certificate. The constraint restricts the length of the segment of the
delegation path between the certificate containing this extension and the end-entity certificate. It has no impact on the
number of AA certificates in the delegation path between the trust anchor and the certificate containing this extension.
Therefore, the length of a complete delegation path may exceed the maximum length of the segment constrained by this
extension. The constraint controls the number of AA certificates between the AA certificate containing the constraint
and the end-entity certificate. Therefore the total length of this segment of the path may exceed the value of the
constraint by as many as two certificates. (This includes the certificates at the two endpoints of the segment plus the AA
certificates between the two endpoints that are constrained by the value of this extension.)

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to
other AAs or to end-entities. This extension shall not be included in certificates that contain the SOA identifier
extension.

If thig extension is present in an attribute certificate, and authority is TRUE, the holder is authorized to issue subsgquent
attribyite certificates delegating the contained privileges to other entities, but not public-key certificates.

If thig extension is present in a public-key certificate, and if the basicConstraints extension indicates thatthe subject is
also 4 CA, the subject is authorized to issue subsequent public-key certificates that delegate these|pfivileges to|other
entiti¢s, but not attribute certificates. If a path length constraint is included, the subject may only-delegate withiin the
intersection of the constraint specified in this extension and any specified in the basicConstraints extension. |f this
extenfpion is present in a public-key certificate but the basicConstraints extension is absent,op indicates that the spbject
is an ¢nd-entity, the subject is not authorized to delegate the privileges.

This ¢xtension may, at the option of the certificate issuer, be either critical or non-eritieal. It is recommended tha} it be
flagg¢d critical, otherwise a holder that is not authorized to be an AA may issue eeftificates and the privilege verifier
may ynwittingly use such a certificate.

If thig extension is present and is flagged critical, then:

—  if the value of authority is not set to TRUE, then the delegated attribute shall not be used to further
delegate;

— if the value of authority is set to TRUE and pathlenConstraint is present, then the privilege vgrifier
shall check that the delegation path being procéssed is consistent with the value of pathLenConstrdint.

If thig extension is present, flagged non-critical, and is nétirecognized by the privilege verifier, then that system ghould
use ofher means to determine if the delegated attribute may be used to further delegate.

If thi§ extension is not present, or if the extensionLis present with an empty SEQUENCE value, the holder is constfained
to being only an end-entity and not an attribute-authority and no delegation of the privileges contained in the atfribute
certiffcate is permitted by the holder.

155.2.1.2 Basic attribute constraintsmatching rule

The Hasic attribute constraints matehing rule compares for equality a presented value with an attribute value of type
AttriquteCertificate.

basicdAttConstraintsMatch"MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

This matching fule' returns TRUE if the stored value contains the basicAttConstraints extension and if compdnents
that afe presenitin the presented value match the corresponding components of the stored value.

15.5.2.22- Delegated name constraints extension

155.2.2.1 Delegated name constraints extension definition

The delegated name constraints field indicates a name space within which all holder names in subsequent certificates in
a delegation path need to be located.

This field is defined as follows:

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

This extension is processed in the same manner as the nameConstraints extension for public-key certificates. If
permittedSubtrees is present, of all the attribute certificates issued by the holder AA and subsequent AAs in the
delegation path, only those attribute certificates with holder names within these subtrees are acceptable. If
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excludedSubtrees is present, any attribute certificate issued by the holder AA or subsequent AAs in the delegation
path that has a holder name within these subtrees is unacceptable. If both permittedSubtrees and excludedSubtrees
are present and the name spaces overlap, the exclusion statement takes precedence.

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to
other AAs. This extension shall not be included in certificates issued to end-entities or certificates that contain the SOA
identifier extension.

If this extension is present in a public-key certificate, and if the nameConstraints extension is also present, the subject
may only delegate within the intersection of the constraint specified in this extension and that specified in the
nameConstraints extension.

This extension may, at the option of the attribute certificate issuer, be either critical or non-critical. It is recommended
that it be flagged critical, otherwise an attribute certificate user may not check that subsequent attribute certificates in a
delegption path are located in the name space intended by the issuing AA.

15.5.2.2.2 Delegated name constraints matching rule

The delegated name constraints matching rule compares for equality a presented value with an attribute value of type
AttrijuteCertificate.

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch }

This jmatching rule returns TRUE if the stored value contains the attributeNameConstraints extension gnd if
comppnents that are present in the presented value match the corresponding components of the stored value.

155.2.3 Acceptable certificate policies extension

15.5.2.3.1 Acceptable certificate policies extension definition

The dcceptable certificate policies field is used, in delegation with attribute certificates, to control the acceptable
certif]cate policies under which the public-key certificates for subsequent holders in a delegation path need to hav¢ been
issued. By enumerating a set of policies in this field, an AA<is requiring that subsequent issuers in a delegation path
only Helegate the contained privileges to holders that have public-key certificates issued under one or more pf the
enumgrated certificate policies. The policies listed here;are not policies under which the attribute certificate was igsued,
but policies under which acceptable public-key certificates for subsequent holders need to have been issued.

This field is defined as follows:

acceptableCertPolicies EXTENSION ::={({
SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id«ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax %=)SEQUENCE SIZE (1..MAX) OF CertPolicyld

CertHolicyld ::= OBJECT.DENTIFIER

This pxtension may efly“be present in attribute certificates issued by AAs, including SOAs, to other AAs] This
extenpion shall not{be-included in end-entity attribute certificates or in any public-key certificates. In the cdse of
delegption using-public-key certificates, this same functionality is provided by the certificatePolicies and other rplated
extenpions.

If prepents this extension shall be flagged critical.
If thid 810 S-presSeht-ahla-+tle 2-VE RGeSt aSH—tE 6 -S4 = tH-etHat-a--SHOSGHHE .Jilege
asserters in the delegation path are authenticated with a public-key certificate under one or more of the enumerated
certificate policies.

If this extension is present, but not understood by the privilege verifier, the certificate shall be rejected.

15.5.2.3.2 Acceptable certificate policies matching rule

The acceptable certificate policies matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

acceptableCertPoliciesMatch MATCHING-RULE ::={

SYNTAX AcceptableCertPoliciesSyntax
ID id-mr-acceptableCertPoliciesMatch }
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This matching rule returns TRUE if the stored value contains the acceptableCertPolicies extension and if components
that are present in the presented value match the corresponding components of the stored value.

15.5.2.4 Authority attribute identifier extension

15.5.2.4.1 Authority attribute identifier extension definition

In privilege delegation, an AA that delegates privileges shall itself have at least the same privilege and the authority to
delegate that privilege. An AA that is delegating privilege to another AA or to an end-entity may place this extension in
the AA or end-entity certificate that it issues. The extension is a back pointer to the certificate in which the issuer of the
certificate containing the extension was assigned its corresponding privilege. The extension can be used by a privilege
verifier to ensure that the issuing AA had sufficient privilege to be able to delegate to the holder of the certificate
containing this extension.

This field is defined as follows:

authqrityAttributeldentifier EXTENSION ::= {
SYNTAX AuthorityAttributeldentifier Syntax
IDENTIFIED BY { id-ce-authorityAttributeldentifier } }

AuthgrityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttld

AuthApttld ::= IssuerSerial

A cettificate that contains this extension may include delegation of multiple privilegesto the certificate holder. [If the
assignment of those privileges to the AA that issued this certificate was done in@more than one certificate, then this
extengion would include more than one pointer.

This ¢xtension may be present in attribute certificates or public-key certificates issued by AAs to other AAs or t¢ end-
entity| privilege holders. This extension shall not be included in certificates issued by an SOA or in public-key
certificates that contain the SOA identifier extension.

This ¢xtension is always non-critical.

15.5.2.4.2 AA identifier matching rule

The guthority attribute identifier matching rule comparesfor equality a presented value with an attribute value of type
AttriquteCertificate.

authAttildMatch MATCHING-RULE ::= {
SYNTAX AuthorityAttributeldentifierSyntax
ID id-mr-authAttldMatch'}

This [matching rule returns TRUE if\thé stored value contains the authorityAttributeldentifier extension gnd if
comppnents that are present in the pfeésented value match the corresponding components of the stored value.

15.5.2.5 Indirect issuer extension

In S(;Ine environments, privilege may be delegated indirectly. In such cases, the delegator requests that a DS server issue
a certificate delegating-pfivilege on their behalf to another entity. The indirect issuer field is used in either an attribute
certif]cate or a publiczKey certificate issued to a DS server by an SOA. Presence of this extension means that the spibject
AA (fhe DS servet)4s authorized by that SOA to act as a proxy and issue certificates that delegate privilege, on behalf
of other delegators.

indirgctissuer EXTENSION ::={
SYINTAX NULL

—DENTIFEDBY Td=cesdirectissuer

This extension is always non-critical.

The presence of this extension within an attribute certificate may be determined by applying the
extensionPresenceMatch matching rule.

15.5.2.6 |ssued on behalf of extension

This extension is inserted into an AC by an indirect issuer (DS server). It indicates the AA that has requested the DS
server to issue the AC, and allows the delegation chain to be constructed and validated.
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issuedOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName
IDENTIFIED BY id-ce-issuedOnBehalfOf }

The GeneralName is the name of the AA who has asked the indirect issuer (DS server) to issue this AC.

The issuer of this AC must have been granted the privilege to issue ACs on behalf of other AAs by an SOA, through the
Indirectlssuer extension in its AC.

This extension may be critical or non-critical as necessary to ensure delegation path validation.

15.5.2.7 No assertion extension

If present, this extension indicates that the AC holder cannot assert the privileges indicated in the attributes of the AC.
This field can only be inserted into AA ACs, and not into end-entity ACs. If present, this extension shall always be
mark¢d as being critical.

noAsgertion EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noAssertion }

15.6| Recognition of Authority Extensions

15.6.1 Requirements

The fpllowing requirements relate to recognition of authority:

a) the local SOA may wish to specify how attributes assigned in a‘cemote domain are mapped intq roles
known to relying parties in the local domain;

b) the local SOA may want to constrain which privilege atttibutes a remote SOA is trusted to assjgn to
which users;

c) the local SOA may need to be able to constrain theame forms and name spaces within which a rpmote
SOA can assign privilege attributes to users.

15.6.2 ROA extension fields

The fpllowing extension fields are defined:

a) Allowed attribute assignments;

b) Attribute mappings;

¢) Holder name constraints.

15.6.2.1 Allowed attribute assignments extension

This ¢xtension says which privilegejattributes a remote domain SOA is trusted to issue to whom.

allowgdAttributeAssignments” EXTENSION ::= {

SYNTAX AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttAss }
AllowedAttributeAssignments ::= SET OF SEQUENCE {
attributes [0] SET OF CHOICE {
attributeType [O] AttributeType,
attributeTypeandValues [1] Attribute{{SupportedAttributes}} },
holderDomain [1] GeneralName }

Each allowed attribute assignment comprises a set of attribute types and/or values, together with the name space which
defines the holder domain. Of the name forms available through the GeneralName type, only those name forms that
have a well-defined hierarchical structure may be used for the holder domain. The value that is specified for the holder
domain forms the superior node of a subtree within which all the holder names must fall.

All the allowed attributes specified in this extension should also be specified in the attributes component of the attribute
certificate. If an attribute is specified in this extension, but it is not in the attributes component, then it is ignored (i.e. it
is not trusted). If an attribute is in the attributes component, but not in this extension, then it is trusted and has no further
constraints on the holders to which it can be issued (other than that which might optionally be specified in the name
constraints extension).

If this extension is present, it shall be flagged as being critical.
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15.6.2.2 Attribute mappings extension

This extension says how the attributes in the remote, trusted domain map into attributes in the local domain.

attributeMappings EXTENSION ::= {

SYNTAX AttributeMappings
IDENTIFIED BY id-ce-attributeMappings }
AttributeMappings ::= SET OF CHOICE {
typeMappings [0] SEQUENCE {
local [0] AttributeType,
remote [1] AttributeType},
typeValueMappings[1] SEQUENCE {
local [O] AttributeTypeAndValue,
remote [T ATtribute TypeAndvaluey J
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ribute mapping can be at the type or value level.

hlent attribute value in the local domain.
DTE 1 — Attribute value mappings may have a many-to-many relationship.

attribute mapping is at the attribute type level, all the values assigned in the remote domain must alrea
stood by, and have an equal value in, the local domain.

DTE 2 — This attribute mapping is a one-to-one mapping.

.3 Holder name constraints extension

bxtension constrains the name forms and name spaces in which a subordinate AA or a remote SOA a
dinate AAs can issue ACs.

| by this AA and all subsequent AAs in the AC chain. If this extension is absent from all ACs in an AC chain
nstraints are placed on any name spaces in the AC chainglf this extension is present in an AC certificate
aints are automatically placed on the name spaces of every name form in the AC chain from this point ony

regardlless of whether the name form is explicitly includedsin the extension or not, i.e., the default constraint o
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form excludes the entire name space.
DTE — Because there can be an unbounded set of registeredID name forms, then it is not possible for new name form

permittedSubtreés, 0] GeneralSubtrees,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }

attribute mapping is at the attribute value level, each attribute value in the remote domain iscmapped ifto an
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xtension indicates that constraints are being placed on the name forms and name spaces of all name forms iy ACs
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constrained once this extension is present, without.the name form being explicitly included in this extension via a pefmitted
btree.
ield is defined as follows:
rNameConstraints EXTENSION\™= {
SYNTAX HolderNameConstraintsSyntax
IDENTIFIED BY id-ce-holderNameConstraints }
rNameConstraintsSyntax ::= SEQUENCE {

ralSubtrees, \':= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
FalSubtree ::= SEQUENCE {
base GeneralName,
ATinimum [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTTONAL |

BaseDistance ::= INTEGER (0..MAX)

The permittedSubtrees and excludedSubtrees components each specify one or more naming subtrees of one or more
name forms. Each subtree is defined by the name of the root of the subtree, i.e. the base component, and, optionally,
within that subtree, an area that is bounded by upper and/or lower levels.

An empty DN sequence is equivalent to a wildcard and means that all DNs fall within the subtree.

The minimum component specifies the upper bound of the area within the subtree. All names whose final name
component is above the level specified are not contained within the area. A value of minimum equal to zero (the
default) corresponds to the base, i.e. the top node of the subtree. For example, if minimum is set to one, then the naming
subtree excludes the base node but includes subordinate nodes.
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The maximum component specifies the lower bound of the area within the subtree. All names whose last component is
below the level specified are not contained within the area. A value of maximum of zero corresponds to the base, i.c.
the top of the subtree. An absent maximum component indicates that no lower limit should be imposed on the area
within the subtree. For example, if maximum is set to one, then the naming subtree excludes all nodes except the
subtree base and its immediate subordinates.

The permittedSubtrees component is used to reduce the constraints placed on the name spaces of one or more name
forms. Since the entire name space of each form is automatically fully excluded when this extension appears in an AA
certificate, the permittedSubtrees component describes the name space(s) that is(are) permitted. If an entire name
space of a particular name form is to be permitted, this is achieved by setting the base component to the root of the
name space.

The optional excludedSubtrees component is used to exclude one or more subordinate subtrees from the
perm ttcdSubtl ClOo FUJ UAUIII}J‘I\' ;f ;11 th\u X SOC d;ot;usu;oh\.«d 11arriv DlJ(»l\/U th\./ Oubﬁ‘\u\a C_GB ;O P\Jllllltt\dd b t the
subtrges C=GB, O=XYZ and C=GB, O=ABC are not permitted, then the permittedSubtrees will be set to C5GB and
the excludedSubtrees will be set to C=GB, O=XYZ and C=GB, O=ABC. If the excludedSubtrees is present dnd its
name|spaces overlap with the permittedSubtrees, the excludedSubtrees statement takes precedence.

All hplder names in subsequent ACs in a certification path shall be located in the permitted name spaces for the
certificate to be acceptable. When a certificate holder has multiple names of the same name foen-then all such hames
shall pe located in the permitted name space of that name form for the certificate to be acceptable. When a certfficate
holdef has multiple names in different name forms, each name shall be located in the permitted name space of thatjname
form for the certificate to be acceptable.

Of tHe name forms available through the GeneralName type, only those name forms that have a well-d¢fined
hierafchical structure may be used in these fields.

The directoryName name form satisfies this requirement; when using this name¢form, a naming subtree correspopds to
a DIT| subtree. An AC is considered subordinate to the base (and therefore)a candidate to be within the subtree)|if the
sequence of RDNs, which forms the full DN in base, matches the initial'sequence of the same number of RDNs which
formy the first part of the DN of the holder of the AC. The DN ofsthe holder of the certificate may have additional
trailirlg RDNSs in its sequence that do not appear in the DN in base. The distinguishedNameMatch matching fule is
used {fo compare the value of base with the initial sequence of\RDNs in the DN of the subject of the certificate.

Confgrmant implementations are not required to recognizgall possible name forms. If an AC using implemerftation
does fiot recognize a name form used in any base comporient, and

— that name form also occurs in the halder field of a subsequent AC in the chain, then that AC shall be
handled as if an unrecognized critical extension had been encountered; or

—  that name form does not occur\in the holder field of a subsequent AC in the chain, then this namd form
can be ignored.

If an |AC using implementation does-not recognize a name form that occurs in the holder field of a subsequent AC in
the cljain from that in which this extension appeared, but that name form does not occur in any base component ¢f this
extenpion, then that AC shall be.r¢jected.

This ¢xtension shall always be' critical.

An A[C using system_ shall check that the attribute certificate path being processed is within the constraints specified by
the vglue in this extendsion.

15.6.2.4 Relationship of delegated name constraintsto holder name constraints

The delegatedNameConstraints extension described in 15.5.2.2 has the same semantics as the nameConstfaints
exten(r;ion of public-key certificates, which is that every name form is allowed unless specifically constrained. The
holderNameConstraints extension on the other hand, whilst having the same syntax, has the opposite semantics; which
is that, once the extension is present, every name form is denied unless specifically permitted. If both the
delegatedNameConstraints extension and the holderNameConstraints extension appear in the same AC, then the
excluded name spaces are the union of the excluded name spaces from both extensions, whilst the included name spaces
are the intersection of the name spaces from both extensions.

16 Privilege path processing procedure

Privilege path processing is carried out by a privilege verifier. The path processing rules for attribute certificates are
somewhat analogous to those for public-key certificates.
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Other components of the path processing that are not addressed in this clause include verification of certificate
signatures, validation of certificate validity periods, etc.

For privilege paths consisting of a single certificate (i.e., the privileges were assigned directly to the privilege asserter
by the SOA), only the basic procedure, as described in 16.1 below is required, unless the privilege is assigned to a role.
In that case, if the privilege verifier is not configured with the specific privileges of the role, it may need to obtain the
role specification certificate that assigns the specific privileges to the role as described in 16.2 below. If the privilege
asserter was delegated its privilege by an intermediary AA, then the delegation path procedure in 16.3 is also required.
These procedures are not performed sequentially. The role processing procedure and delegation processing procedure
are done prior to the determination of whether or not the asserted privileges are sufficient for the context of use within
the basic procedure.

16.1 Basic prnrmeing prr‘\{‘ﬁdlll’ﬂ

The signature on every certificate in the path shall be verified. Procedures related to validating signatures_and-public-
key cprtificates are not repeated in this clause. The privilege verifier shall verify the identity of every entity\in thq path,
using| the procedures of clause 10. Note that checking the signature on an attribute certificate necessarily inyolves
checling the referenced public-key certificate for its validity. Where privileges are assigned using attribute certificates,
path processing engines will need to consider elements of both the PMI and the PKI in the course)of determining the
ultimjte validity of a privilege asserter's attribute certificate. Not all AC issuers need have PKICs issued by the|same
trust gnchor CA (or one of its subordinate CAs), in which case multiple PKI certification pathsywill need to be follpwed.
Once| that validity has been confirmed, the privileges contained in that certificate {nay be used depending|on a
compprison with the relevant privilege policy and other information associated with theyeontext in which the cert{ficate
is beipg used.

The cdontext of use shall determine if the privilege holder actually intended to assert the contained privilege for us¢ with
that cpntext. The fact that a chain of certificates to a trusted SOA exists is 110t in itself enough upon which to male this
determination. The willingness of the privilege holder to use that certiffeate has to be clearly indicated and verified.
Howgver, mechanisms to ensure that such a privilege assertion has, been adequately demonstrated by the priyilege
holdef are outside the scope of this Directory Specification. As an example, such a privilege assertion may be verifiable
if the|privilege holder signed a reference to that certificate, thereby indicating their willingness to use that certificgte for
that cpntext.

For epch attribute certificate in the path that does not centain the noRevAvail extension, the privilege verifier shall
ensurf that the attribute certificate has not been revoked:

The privilege verifier shall ensure that the asserted*privilege is valid for the time called "time of evaluation" whigh can
be dgne for any time, i.e., the current time of-chiecking or any time in the past. In the context of an access cpntrol
servide, the checking is always done for theprésent time. However, in the context of non-repudiation, the checkirlg can
be dope for a time in the past or the current time. When certificates are validated, the privilege verifier shall ensute that
the time of evaluation falls within all the validity periods of all the certificates used in the path. Also, if any pf the
certif]cates in the path contain the fimeSpecification extension, the constraints placed over the times the privilege can
be asgerted need to also allow the\privilege assertion to be valid at the time of evaluation.

If the|targetingInformation_extension is present in the certificate used to assert a privilege, the privilege verifiet shall
checld that the server/service-for which it is verifying is included in the list of targets.

If the[singleUse ext€nsion that is present in the AC is used to assert a privilege, the privilege verifier shall check that
the A[C has not beénrasserted prior to the current use.

If the|certificatess a role assignment certificate, the processing procedure described in 16.2 is needed to ensure that the
appropriate privileges are identified. If the privilege was delegated to the entity rather than assigned directly by thq SOA
trustefd by, the privilege verifier, the processing procedure described in 16.3 is needed to ensure that delegation wag done

property-

The privilege verifier shall also determine whether or not the privileges being asserted are sufficient for the context of
use. The privilege policy establishes the rules for making this determination and includes specification of any
environmental variables that need to be considered. The privileges asserted, including those resulting from the role
procedure in 16.2 and the delegation procedure in 16.3 and any relevant environmental variables (e.g., time of day or
current account balance) are compared against the privilege policy to determine whether or not they are sufficient for
the context of use. If the acceptablePrivilegePolicies extension is present, the privilege assertion can only succeed if
the privilege policy the privilege verifier is comparing against is one of those contained in this extension.

If the comparison succeeds, any relevant user notices are provided to the privilege verifier.
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16.2 Role processing procedure

If the asserted certificate is a role assignment certificate, the privilege verifier shall obtain the specific privileges
assigned to that role. The name of the role to which the privilege asserter is assigned is contained in the role attribute of
the certificate. The privilege verifier, if not already configured with the privileges of the named role, may need to locate
the role specification certificate that assigns the privileges to that role. Information in the role attribute and in the
roleSpecCertldentifier extension may be used to locate that certificate.

The privileges assigned to the role are implicitly assigned to the privilege asserter and are therefore included among the
asserted privileges that are compared against the privilege policy in the basic procedure in 16.1 to determine whether or
not the asserted privileges are sufficient for the context of use.

16.3 Delegation processing procedure

If the[privileges asserted are delegated to the privilege asserter by an intermediary AA, the privilege verifier shall’g¢nsure
that tlhe path is a valid delegation path, by ensuring that:

—  each AA that issued a certificate in the delegation path was authorized to do so;
—  each certificate in the delegation path is valid with respect to path and name constraints’imposed onl|it;

— each entity in the delegation path is authenticated with a public-key certificate that’is valid accordjing to
any imposed policy constraints;

— no AA delegation privilege is greater than the privilege held by that AA.

In complex delegation-of-authority scenarios, where the delegations form a directed, gtaph, with multiple trustefl root
SOAYq, it is possible for an AA to combine the privilege attributes it holds in twd or more ACs and to delegate a
combjnation of these attributes to a subordinate in a single, delegated AC., Validating these split delegation paths in
directed graphs is much more complex than validating a simple path through<a hierarchical tree of ACs that lead from a
singld root SOA. Implementations need to consider carefully whether/tpnallow directed graph type delegations| or to
limit flelegations to a simple tree structure.

Prior to commencing delegation path validation, the privilege verifier shall obtain the following. Any of these nfay be
provigled by the privilege asserter, or obtained by the privilegeVerifier from some other source, such as the Dirgctory.
The alttributes of the service may be provided to the privilege, verifier in a structured document or by some other mpans.

—  Established trust in the public verification Key used to validate the trusted SOA's signature. This trust can
either be established through out-of-band*means or through a public-key certificate issued to the SQA by
a CA in which the privilege verifiet.already has established trust. Such a certificate would contajin the
sOAldentifier extension.

—  The privilege asserter's privilege, encoded in their attribute certificate or subject directory attrjbutes
extension of their publiczkéy certificate.

—  Delegation path of certificates from the privilege asserter to the trusted SOA.

—  Domination rule for) the privilege being asserted; this may be obtained from the attribute desdriptor
issued by the. SOA responsible for the attribute in question or it may be obtained through out-of-band
means.

—  Privilege policy; this may be obtained from the Directory or from some out-of-band means.
—  Enwvironmental variables, including for example current date/time, current account balance, etc.
An implementation shall be functionally equivalent to the external behaviour resulting from this procedure; however,

the ajgorithm-used by a particular implementation to derive the correct output(s) from the given inputs i{s not
standjrdized.

In the case where attribute certificates are issued by an indirect issuer (DS), which does not have a full set of privileges
directly assigned to it, the relying party should fully validate the delegation chain as follows:

1)  Starting with the end entity AC, the RP extracts the issuer name and the issuedOnBehalfOf name.

ii) The RP retrieves the AC of the issuer and validates that the issuer is an indirect issuer of the SOA
(i.e., has the indirectlssuer extension).

iii) The RP retrieves the AC of the issuedOnBehalfOf AA and validates that the AA has a superset of the
privilege attributes issued to the end entity.

However, in order to aid path determination and validation, certificates may contain the authority information access
and authority key identifier extensions, whose usage is described in 16.3.1 below.
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The RP recurses to step ii) using the AC of the AA, and thereby moves up the chain until it arrives at the AC of an AA
that is issued by the SOA.

16.3.1 Verifyintegrity of domination rule

The domination rule is associated with the privilege being delegated. The syntax and method for obtaining the
domination rule is not standardized. However, the integrity of the retrieved domination rule can be verified. The
attribute descriptor certificate issued by the SOA responsible for the attribute being delegated may contain a HASH of
the domination rule. The privilege verifier may reproduce the HASH function on the retrieved copy of the domination
rule and compare the two hashes. If they are identical, the privilege verifier has the accurate domination rule.

16.3.2 Establish valid delegation path

The privilege verifier shall find the delegation path and obtain certificates for every entity in the path. The delegation
path ¢xtends from the direct privilege asserter to the SOA. Each intermediary certificate in the delegation path shall
contajn the basicAttConstraints extension with the authority component set to TRUE. The issuer of each'cert{ficate
shall |be the same as the holder/subject of the certificate which is adjacent to it in the delegation-path| The
authgrityAttributeldentifier extension is used to identify the certificate(s) of the issuer of the current @ertificate [in the
deleghtion path. The authorityinformationAccess extension may be used to locate the appropriatécertificates pf the
issuel of the current certificate in the delegation path, as described in 16.3.2.1 below. The authorityKeyldenptifier
extengion may be used to locate and identify the public key of the issuer of the current certificdte)in the delegatior] path,
as degcribed in 16.3.2.2 below. The number of certificates in the path from each entity to (the direct privilege agserter
(inclysive) shall not exceed the value of the pathLenConstraint value in the entity's basicAttConstraints extension by
more [than 2. This is because the pathLenConstraint limits the number of intermediary certificates between the two
endpqints (i.e., the certificate containing the constraint and the end-entity certificate) so the maximum length [is the
value|of that constraint plus the certificates that are the endpoints.

If delegatedNameConstraints extension is present in any of the certificatés’in the delegation path, the constrairts are
procepsed in the same way as the nameConstraints extension is processed in the certification path procgssing
proceflure in clause 10.

If the|acceptableCertPolicies extension is present in any of the certificates in the delegation path, the privilege verifier
shall gnsure that the authentication of each subsequent entity inthe delegation path is done with a public-key cert{ficate
that cpntains at least one of the acceptable policies.

16.3.2.1 Use of authority information access extension
The apthority information access (AIA) extension is.defined in RFC 5280.

The AIA extension indicates how to access:information and services for the issuer of the certificate in whigh the
extenpion appears. In the context of attribute eertificates, it is used to point to information about the AA that issugd the
AC i which it appears. This information ‘may include on-line validation services and AA policy data. (Note that the
locatipn of ACRLs is not specified inthis extension.) This extension may be included in end-entity or AA ACs, fand it
MUSJ be non-critical.

Each |entry in the sequence AuthoritylnfoAccessSyntax describes the format and location of additional information
provifled by the AA that\iSsued the AC in which this extension appears. The type and format of the additional
inforthation is specified.by'the AccessMethod field; the accessLocation field specifies the location of this additional
inforthation. The retrieval mechanism may be implied by the accessMethod or specified by accessLocation.

In an pttribute certificate, the id-ad-calssuers OID is used when the additional information lists ACs that were issped to
and ysed bythe"AA to issue the AC containing this extension. The referenced AC(s) is/are intended to aid r¢lying
parties in¢the selection of an attribute certificate path that terminates at a point (SOA or AA) trusted by the r¢lying

party

When the id-ad-calssuers OID appears as an accessMethod, the accessLocation field describes the referenced
description server and the access protocol to obtain the referenced ACs. The accessLocation field is defined as a
GeneralName, which can take several forms. Where the information is available via http, ftp, or Idap, accessLocation
should be a uniformResourceldentifier.

The 1dap URI should specify a distinguishedName and an attribute and may specify a host name, for example:
ldap://1dap.example.com/cn=Some%20Manager,dc=example,dc=com?attributeCertificateAttribute;binary

Omitting the host name (e.g., ldap:///cn=Some%20Manager,dc=example,dc=com?attributeCertificate Attribute;binary)
has the effect of specifying the use of whatever LDAP server is locally configured. The URI should list the appropriate
attribute description for the attribute holding DER encoded ACs. Note that in LDAP it is generally not possible to
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specify the exact set of ACs that were used to issue the AC containing this extension, but rather the accessLocation
points to all the ACs belonging to the issuer of the AC containing this extension.

The ftp and http URIs should specify either the single DER encoded attribute certificate that was used to issue the AC
containing this extension, or a filestore directory containing the set of ACs belonging to the issuer of the AC containing
this extension. Individual DER encoded attribute certificates should have a file name ending in .ace, for example:

http://www.example.com/ACs/dc=com/dc=example/cn=Some%?20Manager/leader.ace
The filestore directory containing the complete set of ACs for the same entity might be:
ftp://www.example.com/ACs/dc=com/dc=example/cn=Some%20Manager/

Where the information is avallable via the D1rectory Access Protocol (DAP) accessLocatlon should be a

Wher] the information is avallable via electronic mail accessLocatlon should be an rf0822Name The semantliics of
other|calssuers accessLocation name forms are not defined.

16.3.2.2 Useof authority key identifier

The AKI is used to identify the public key to be used to verify the signature on the AC in which thig)extension occprs. It
is redjommended that the authorityCertlssuer component and the authorityCertSerialNumber_component ard used
together to identify and optionally locate the public-key certificate of the AC issuer as follows.“The GeneralNames of
the ajithorityCertlssuer component should be used to name the CA which issued the public=key certificate and qlso to
optiohally identify where the public-key certificate can be found when it is available ~via http, ftp, or 1dap. In theflatter
case, one of the GeneralNames should be a uniformResourceldentifier as specified in 16.3.2.1 above, and should
point|to either the LDAP entry holding the public key-certificate or the filestore”directory holding the public-key
certiflcate or the actual file containing the public-key certificate of the AC issuer. The authorityCertSerialNymber
comppnent is used to specify the serial number of the specific public-key céitificate to be used, from the possible(set of
publi¢-key certificates issued to the AC issuer.

16.3.3 Verify privilege delegation

No de¢legator can delegate privilege that is greater than the privilege they own. The domination rule in the attribute
descriptor attribute provides the rules for when a given yvalue is 'less than' another value for the attribute |being
deleghted.

For each certificate in the delegation path, including the' direct privilege asserter's certificate, the privilege verifief shall
ensur that the delegator was authorized to delegate’the privilege they own and that the privilege delegated was not
greatgr than the privilege owned.

For epch of these certificates, the privilege.verifier shall compare the delegated privilege with the privilege owned by
that delegator, in accordance with the, domination rule for the privilege. The privilege owned by the delegdtor is
obtaiped from the adjacent certificate.in*the delegation path, as described in 16.2. The comparison of the two privjileges
is dorje based on the domination yule-discussed in 16.3.1.

16.3.4 Pasd/fail determipation

Assuining that a valid délegation path is established, the privileges of the direct privilege asserter are provided as| input
for the comparison against the privilege policy as discussed in 16.1 to determine whether or not the direct priyilege
asserter has sufficient.privilege for the context of use.

17 PM1 directory schema

ThlS vlauac dCﬁllUD tllU diletUly Dbllcllla UlClllClltb ubcd tU 1CPLCDCllt P}Vi{ iufuuuaﬁuu ill t}lU DilC\/tUl)’. It uu,ludeS
specification of relevant object classes, attributes and attribute value matching rules.

17.1 PM1 directory object classes

This subclause defines object class definitions for representing PMI objects in the Directory.
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1711 PMI user object class

The PMI user object class is used in defining entries for objects that may be the holder of attribute certificates.

pmiuU

ser OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }

17.1.2 PMI AA object class

The PMI AA object class is used in defining entries for objects that act as attribute authorities.

pmiA;

17.1.3

The B
was a
direct

pmiS

17.14

The 4
certiff
criDig
authg
only

requit

attCe

17.1.5

The F
gener

A—OBIECTECEASS—="—aPMAA
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {aACertificate |

attributeCertificateRevocationList |
attributeAuthorityRevocationList}
ID id-oc-pmiAA}

B PMI SOA object class

MI SOA object class is used in defining entries for objects that act as sources of authority. Note that if the
uthorized to act as an SOA through issuance of a public-key certificate containing the sOAldentifier extens
ory entry representing that object would also contain the pkiCA object class.

DA OBJECT-CLASS ::= {-- a PMI Source of Authority

SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateRevocationList |

attributeAuthorityRevocationkist:|
attributeDescriptorCertificate}
ID id-oc-pmiSOA }

|l Attribute certificate CRL distribution point ghject class

cate and/or attribute authority revocation list's€gments. This auxiliary class is intended to be combined wi
tributionPoint structural object class. when instantiating entries. Since the certificateRevocationLis
rityRevocationList attributes are optional in that class, it is possible to create entries which contain, for exd
n attribute authority revocation list-or entries which contain revocation lists of multiple types, depending
ements.

FtCRLDistributionPt OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { attributeCertificateRevocationList |
attributeAuthorityRevocationList }

ID id-oc-attCertCRLDistributionPts }

b PM I\délegation path

Ml deélegation path object class is used in defining entries for objects that may contain delegation paths.
hlly-be used in conjunction with entries of structural object class pmiAA.

bbject
ion, a

ttribute certificate CRL distribution point object class is used in defining entries for objects that contain atfribute

th the
I and
mple,
n the

t will

pmiD

elegationPath OBJECT-CLASS ::={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { delegationPath }

ID id-oc-pmiDelegationPath }
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17.1.6  Privilege policy abject class

The privilege policy object class is used in defining entries for objects that contain privilege policy information.

privilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {privPolicy }

ID id-oc-privilegePolicy }

17.1.7 Protected privilege policy object class

The protected privilege policy object class is used in defining entries for objects that contain privilege policies protected
within attribute certificates.

protectedPrivilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {protPrivPolicy }

ID id-oc-protectedPrivilegePolicy }

17.2 PMI Directory attributes

This gubclause defines directory attributes used to store PMI data in directory entries.

17.2.1  Attribute certificate attribute

The fpllowing attribute contains attribute certificates issued to a specific holderyand is stored in the directory entry of
that hplder.

attributeCertificateAttribute ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

17.2.2 AA certificate attribute

The following attribute contains attribute certificates-issued to an AA and is stored in the directory entry ¢f the
holder AA.

aACertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-aACertificate }

17.2.3  Attributedescriptor certificate attribute

The fpllowing attribute contains’attribute certificates issued by an SOA that contain the attributeDescriptor extehsion.
Thesq attribute certificates Contain the valid syntax and domination rule specification of privilege attributes gnd is
stored in the directory€ntty of the issuing SOA.

attribpteDescriptorCertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeDescriptorCertificate }
17.2. AttributecertificateTevocatiom st attribute

The following attribute contains a list of revoked attribute certificates. These lists may be stored in the directory entry of
the issuing authority, or other directory entry (e.g., a distribution point).

attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeCertificateRevocationList }
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17.25 AA certificaterevocation list attribute

The following attribute contains a list of revoked attribute certificates issued to AAs. These lists may be stored in the
directory entry of the issuing authority or other directory entry (e.g., a distribution point).

attributeAuthorityRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeAuthorityRevocationList }

17.2.6  Delegation path attribute

The delegation path attribute contains delegation paths, each consisting of a sequence of attribute certificates.

delegatiomPatir ATTRIBUTE =<
WITH SYNTAX AttCertPath
ID id-at-delegationPath }

AttCdrtPath ::= SEQUENCE OF AttributeCertificate

This attribute can be stored in the AA directory entry and would contain some delegation paths from that AA to| other
AAs.|This attribute, if used, enables more efficient retrieval of delegated attribute certificates that-form frequently used
deleghtion paths. As such, there are no specific requirements for this attribute to be used and,the set of values that are
stored in the attribute is unlikely to represent the complete set of delegation paths for any, given AA.

17.2.1 Privilege policy attribute

The privilege policy attribute contains information about privilege policies.

privPplicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
ID id-at-privPolicy }

The policyldentifier component includes the object identifier registered for the particular privilege policy.
If content is present, the complete content of the privilege policy is included.

If poijnter is present, the name component references oné/or more locations where a copy of the privilege policy ¢an be
locatqd. If the hash component is present, it contains“a HASH of the content of the privilege policy that shoyld be
found at a referenced location. This hash can be used-to perform an integrity check of the referenced document.

17.2.8 Protected privilege policy attribute

The protected privilege policy attribute contains privilege policies, protected within attribute certificates.

protArivPolicy ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }

Note [that unlike typicahattribute certificates, those within the protPrivPolicy attribute contain privilege policids, not
privilpges. The issuer’and holder components of these attribute certificates identify the same entity. The attribute that is
included in the attribute certificate contained within the protPrivPolicy attribute is either the privPolicy attribute pr the
xmIPfivPolicy-attribute.

17.2.9 XML Protected privilege policy attribute

The) protecteay S£ePoOTe otte-€oh S—Zrvir—ehRcoaeapPriviesePo
xmlPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilege policy information
ID id-at-xmlIPrivPolicy }

17.3 PMI general directory matchingrules

This subclause defines matching rules for PMI directory attributes.
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17.3.1  Attribute certificate exact match

The attribute certificate exact match rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

attributeCertificateExactMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExactMatch }

AttributeCertificateExactAssertion ::= SEQUENCE ({
serialNumber CertificateSerialNumber,
issuer AttCertlssuer }

This matching rule returns TRUE if the components in the attribute value match those in the presented value.

17.3. Attribute certificate match

The attribute certificate matching rule compares a presented value with an attribute value of type AttributeCertifjcate.
This fatching rule allows more complex matching than the certificateExactMatch.

attributeCertificateMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion

ID id-mr-attributeCertificateMatch }
AttriuteCertificateAssertion ::= SEQUENCE ({
holder [0] CHOICE {
baseCertificatelD [0O] IssuerSerial,
holderName [1] GeneralNames} OPTIONAL,
issuer [1] GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL ¥

-- At least one component of the sequence shall be present

The matching rule returns TRUE if all of the components that are present in the presented value matcgh the
corregponding components of the attribute value, as follows:

—  baseCertificatelD matches if it is equal to thedssuerSerial component of the stored attribute value

— holderName matches if the stored attribute value contains the name extension with the same namg type
as indicated in the presented value;

— issuer matches if the stored attribute value contains the name component of the same name type as
indicated in the presented value;

—  attCertValidity matches if it falls within the specified validity period of the stored attribute value; and
—  for each attType in the*presented value, there is an attribute of that type present in the attriputes
component of the stored value.

17.3.3 Holder issuer match

The dttribute certificate holder issuer match rule compares for equality a presented value of the holder and/or fissuer
comppnents of a presented value with an attribute value of type AttributeCertificate.

holdgrissuerMateh MATCHING-RULE ::= {
SYNTAX HolderlssuerAssertion
ID id-mr-holderlssuerMatch }

HoldgrlssuerAssertion ::= SEQUENCE {
holder [O] Holder OPTIONAL,
issuer [1] AttCertlssuer OPTIONAL }

This matching rule returns TRUE if all the components that are present in the presented value match the corresponding
components of the attribute value.

17.3.4 Delegation path match

The delegationPathMatch match rule compares for equality a presented value with an attribute value of type
delegationPath. A privilege verifier may use this matching rule to select a path beginning with a certificate issued by
its SOA and ending with a certificate issued to the AA that issued the end-entity holder certificate being validated.
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delegationPathMatch MATCHING-RULE ::= {
SYNTAX DelMatchSyntax
ID id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE {
firstlssuer  AttCertlssuer,
lastHolder  Holder }

This matching rule returns TRUE if the presented value in the firstissuer component matches the corresponding
elements of the issuer field of the first certificate in the SEQUENCE in the stored value and the presented value in the
lastHolder component matches the corresponding elements of the holder field of the last certificate in the SEQUENCE
in the stored value. This matching rule returns FALSE if either match fails.

17.3.5 Extension presence match

The gxtension presence match rule compares for equality a presented object identifier value, identifying a par1|icular
extenpion, with the extensions component of a certificate.

extensionPresenceMatch MATCHING-RULE ::={
SYNTAX EXTENSION.&id
ID id-mr-extensionPresenceMatch }

This fatching rule returns TRUE if the certificate contains the particular extension.

SECTION 4 — DIRECTORY USE OF PUBLIC-KEY &
ATTRIBUTE CERTIFICATE FRAMEWORKS

The Dpirectory uses the public-key certificate framework as the foundation for a number of security services including
strong authentication and protection of Directory operations aswell as protection of stored data. The Directory usks the
attribfite certificate framework as the foundation for rule-based-access control scheme. The relationship of the elefments
of th¢ public-key certificate framework and of the attribpte certificate framework to the various Directory segurity
servides is defined here. The specific security services.provided by the Directory are fully specified over the complete
set of|Directory Specifications.

18 Directory authentication

The Directory supports authentication~of users accessing the Directory via DUAs and authentication of dirgctory
systeins (DSAs) to users and to otherDSAs. Depending on the environment, either simple or strong authentication may
be us¢d. The procedures to beused for simple and strong authentication in the Directory are described in the follpwing
subclauses.

18.1| Simpleauthentication procedure

Simple authentieation is intended to provide local authorization based upon the distinguished name of a uker, a
bilatefally agreed/(optional) password, and a bilateral understanding of the means of using and handling this pasyword
within a single'domain. Utilization of simple authentication is primarily intended for local use only, i.e., for peer [entity
authehtication between one DUA and one DSA or between one DSA and one DSA. Simple authentication may be

achieledhy several means:

a) the transfer of the user's distinguished name and (optional) password in the clear (non-protected) to the
recipient for evaluation;

b) the transfer of the user's distinguished name, password, and a random number and/or a timestamp, all of
which are protected by applying a one-way function;

c) the transfer of the protected information described in b) together with a random number and/or a
timestamp, all of which is protected by applying a one-way function.
NOTE 1 — There is no requirement that the one-way functions applied be different.
NOTE 2 — The signalling of procedures for protecting passwords may be a matter for extension to the document.

Where passwords are not protected, a minimal degree of security is provided for preventing unauthorized access. It
should not be considered a basis for secure services. Protecting the user's distinguished name and password provides
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greater degrees of security. The algorithms to be used for the protection mechanism are typically non-enciphering one-
way functions that are very simple to implement.

The general procedure for achieving simple authentication is shown in Figure 7.

The fpllowing steps are involved:

The most basic form of simple authentication involves only step 1)<and after B has checked the distinguished nan

passw

18.1.1

Figurg 8 illustrates two approaches by which protected-identifying information may be generated. f1 and 2 are on

ord, may include step 4).

Generation of protected identifying information

3) The Directory confirms (or denies) to B that the credentials.ard.valid;

4) The success (or failure) of authentication may be conveyed to A.

X.509(08)_F07

Figure 7 — The unprotected ssmple authentication procedure

1) An originating user A sends its distinguished name and password to a recipiént user B;

2) B sends the purported distinguished name and password of A to the Directory, where the passwi
checked against that held as the UserPassword attribute within the” directory entry for A (usif
Compare operation of the Directory);

ord is
g the

e and

b-way
ateral

functions (either identical or different) and the timéstamps and random numbers are optional and subject to bi
agreefnents.
Annek K provides a suggested algorithm to(be'used for protected passwords.
A »
passwA R Protgcted 1
, norL,
tl q
1t Protected2
q . 12 ro =ec &
2 d
q2" >
X.509(08)_F08
A User's distinguished name
A
t Timestamps

18.1.2

A
passw Password of A
Random numbers, optionally with a counter included

q

Figure 8 — Protected simple authentication

Procedurefor protected smple authentication

Figure 9 illustrates the procedure for protected simple authentication.
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Figure 9 — The protected simple authentication procedure

The following steps are involved (initially using f1 only):

1) An originating user, user A, sends its protected identifying mformation (Authenticatorl) to-user B.
Protection is achieved by applying the one-way function (f1) of Figure 8, where the timestamp-4gnd/or
random number (when used) is used to minimize replay and to conceal the password.

The protection of A's password is of the form:
Protected] = f1 (t1%4, q1%, A, passw™)

The information conveyed to B is of the form:
Authenticator] = t14, qlA, A, Protected1

2) B verifies the protected identifying information offered by A by generating (using the distinggished
name and optional timestamp and/or random number provided by A tegether with a local copy pf A's
password) a local protected copy of A's password (of the form Protected]). B compares for equality the
purported identifying information (Protected1) with the locally génerated value.

3) B confirms or denies to A the verification of the protected identifying information.

The procedure can be modified to afford greater protection using f1 and f2. The main differences are as follows:

1) A sends its additionally protected identifying informiation (Authenticator2) to B. Additional protection is
achieved by applying a further one-way function, 42, as illustrated in Figure 8. The further protecfion is
of the form:

Protected2 = f2 (t2*, q2*, Protected1)
The information conveyed to B is of the form:
Authenticator2 = t1%, 2%, qlA, q2A, A, Protected?2

For cpmparison, B generates a local value of A's additionally protected password and compares it for equality with that
of Prqtected2.

2) B confirms or denies tQ"A the verification of the protected identifying information.

NOTE — The procedures defined in-these clauses are specified in terms of A and B. As applied to the Directory (specified in
ITU-T Rec. X.511 | ISO/IEC9594-3 and ITU-T Rec. X.518 | ISO/IEC 9594-4), A could be a DUA binding to a D$A, B;
alfernatively, A could be a PSA/binding to another DSA, B.

18.1.3 User PasswordZttributetype

A Usgr Password aftribute type contains the password of an object. An attribute value for the user password is a [string
specified by theobject.

userRassword ATTRIBUTE ::= {

WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
ID id-at-userPassword }

18.2  Strong Authentication

The procedures described in this subclause are for use in authentication between a DUA and a DSA as well as between
pairs of DSAs. The procedures make use of the public-key certificate framework defined in this Directory Specification.
In addition, the procedures make use of the Directory itself as the repository for public-key information required to
perform the authentication. The inclusion of relevant parameters in Directory protocols is defined in the protocol
specifications themselves. The procedures defined here for strong authentication may also be used by applications other
than the Directory that also make use of such a repository. For the Directory use of these procedures, the term 'user' in
these procedures can refer to either a DUA or a DSA.
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The approach to strong authentication taken in this Directory Specification makes use of the properties of a family of
cryptographic systems, known as public-key cryptosystems (PKCS). These cryptosystems, also described as
asymmetric, involve a pair of keys, one private and one public, rather than a single key as in conventional cryptographic
systems. Annex E gives a brief introduction to these cryptosystems and the properties which make them useful in
authentication. For a PKCS to be usable in this authentication framework at this present time, it shall have the property
that both keys in the key pair can be used for encipherment, with the private key being used to decipher if the public key
was used, and the public key being used to decipher if the private key was used. In other words, X, * X = X, * X,
where X,/X; are encipherment/decipherment functions using the public/private keys of user X.

NOTE - Alternative types of PKCS, i.e., ones which do not require the property of permutability and that can be supported
without great modification to this Directory Specification, are a possible future extension.

This authentication framework does not mandate a particular cryptosystem for use. It is intended that the framework
shall be applicable to any suitable public key cryptosystem, and shall thus support changes to the methods used as a
result| of future advances in cryptography, mathematical techniques or computational capabilities. However, two| users
wishipg to authenticate shall support the same cryptographic algorithm for authentication to be performed corfectly.
Thus,| within the context of a set of related applications, the choice of a single algorithm shall serve to maximige the
commnunity of users able to authenticate and communicate securely.

Authgntication relies on each user possessing a unique distinguished name. The allocation of distinguished nameslis the
respofsibility of the Naming Authorities. Each user shall therefore trust the Naming Authorities 1ot to issue duplicate
distinguished names.

Each |user is identified by its possession of its private key. A second user is able to,détermine if a communigation
partngr is in possession of the private key, and can use this to corroborate that the communication partner is in fgct the
user. [[he validity of this corroboration depends on the private key remaining confidential to the user.

For afuser to determine that a communication partner is in possession of anoth€y user's private key, it shall itself| be in
possepsion of that user's public key. Whilst obtaining the value of this publie’key from the user's entry in the Dir¢ctory
is strhightforward, verifying its correctness is more problematic. There/are many possible ways for doing this:
subclfuse 18.2.1 describes a process whereby a user's public key can be checked by reference to the Directory| This
proceps can only operate if there is an unbroken chain of trusted points in the Directory between the users requirjing to
authefticate. Such a chain can be constructed by identifying a common point of trust. This common point of trus{ shall
be linked to each user by an unbroken chain of trusted points.

18.2.1  Obtaining public-key certificates from the digectory

Certificates are held within directory entries as attributes of type User Certificate, CACertificate and CrossCertificatiePair.
Thesq attribute types are known to the Directory, These attributes can be operated on using the same protocol operptions
as otHer attributes. The definition of these type$_can be found in 3.4; the specification of these attribute types is dgfined
in 11.

In thg general case, before users can.mutually authenticate, the Directory shall supply the complete certification and
returr] certification paths. However{ in ‘practice, the amount of information which shall be obtained from the Dir¢ctory
can bg reduced for a particular instance of authentication by:

a) if the two users.that want to authenticate are served by the same CA, then the certification path be¢omes
trivial, and-the-tisers unwrap each other's certificates directly;

b) if the GAs of the users are arranged in a hierarchy, a user could store the public keys, certificat¢s and
reverse certificates of all certification authorities between the user and the root of the DIT. Typically, this
would involve the user in knowing the public keys and certificates of only three or four certifigation
authorities. The user would then only require to obtain the certification paths from the common pqint of
trust;

c) if a user frequently communicates with users certified by a particular other CA, that user could leagn the
certification path to that CA and the return certification path from that CA, making it necessary only to
obtain the certificate of the other user itself from the Directory;

d) certification authorities can cross-certify one another by bilateral agreement. The result is to shorten the
certification path;

e) if two users have communicated before and have learned one another's certificates, they are able to
authenticate without any recourse to the Directory.

In any case, having learned each other's certificates from the certification path, the users shall check the validity of the
received certificates.
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18.2.1.1 Example

Figure 10 illustrates a hypothetical example of a DIT fragment, where the CAs form a hierarchy. Besides the
information shown at the CAs, we assume that each user knows the public key of its CA, and its own public and private

keys.
U«V»
V«Uy»
V«W» V«¥Y»
WV Y«V»
‘V‘V “)\)} ‘l’((Z)}
X«W» v . Z«Y»
X«Z» Z«X»
C
| X«C» [ | X«A» [
X.509(08) F10
Figure 10 — CA hierarchy — A hypothetical example
If the CAs of the users are arranged in a hierarchy, A can acquire the/following certificates from the Direct
establish a certification path to B:

Wher]
certif]

X<<KW>> W<KV>> V<Y >> KYK<Z>>, 7<<B>>

A has obtained these certificates, it can unwrap the-certification path in sequence to yield the contents
cate of B, including Bp:

Bp = Xp o X<<W>> W<<V>> V<<Y>> Y<<Z>> Z<<B>>

ry to

bf the

In geperal, A also has to acquire the following certificates from the Directory to establish the return certification path

from

Wher
of the

Apply

B to A:

7ZRSY>>, Y<<V>>, V<<W>>, W<<X>> X<<A>>

B receives these certificates from A, it can unwrap the return certification path in sequence to yield the co
certificate of A dnclading Ap:

Ap = Zp o Z<<Y>> Y<<SV>> V<KW>> W<<X>> X<<A>>

ring the optimizations of 18.2.1:

ntents

AY

tales A 4 C oo e | 4+l 1 X thot A o 1l ta-da 4] axa-tl SR 1 £
&) eI g7 et o CXamMPre O Ot RO W =P SOttt SHRPry asSto-aifcetry-acquireme-cortaieatc

Unwrapping the certification path reduces to:
Cp = Xp o X<<C>>
and unwrapping the return certification Path reduces to:

Ap = Xp o X<<A>>

of C.

b) assuming that A would thus know W<<X>> Wp, V<<W>> Vp, U<<V>>  Up, etc. reduces the

information which A has to obtain from the Directory to form the certification path to:

VY>>, Y<<Z>>, Z<<B>>
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and the information which A has to obtain from the Directory to form the return certification path to:
7<<Y>>, Y<<V>>
c) assuming that A frequently communicates with users certified by Z, it can learn (in addition to the public

keys learned in b) above) V<<Y>> Y<<V>> Y<<Z>> and Z<<Y>>. To communicate with B, it need
therefore only obtain Z<<B>> from the Directory.

d) assuming that users certified by X and Z frequently communicate, then X<<Z>> would be held in the
directory entry for X, and vice versa (this is shown in Figure 10). If A wants to authenticate to B, A need
only obtain:

X<<Z>>, 7<<B>>
to form the certification path, and:

=z 3,
L L\

to form the return certification path.

e) assuming users A and C have communicated before and have learned one another's certificates, they may
use each other's public key directly, i.e.,

Cp = Xp o X<<C>>
and
Ap =Xp o X<<A>>

In thg more general case the Certification Authorities do not relate in a hierarcHical manner. Referring {o the
hypothetical example in Figure 11, suppose a user D, certified by U, wishes tocauthenticate to user E, certified by W.
The Directory entry of user D shall hold the certificate U<<D>> and the, efitty of user E shall hold the cert{ficate
W<<E>>

W<‘<V» AV
U«V»

X.509(08)_F11

Figure 11.=Non-hierarchical certification path — An example

Let M be a CA with whomCEAS U and W have at some previous time exchanged public keys in a trusted way] As a
result} certificates U<<V>>, V<<U>>, W<<V>> and V<<W>> have been generated and stored in the Dirgctory.
Assune U<<V>> and\W<<V>> are stored in the entry of V, V<<U>> is stored in U's entry, and V<<W>> is stofed in
W's ehtry.

User P needs tovfind a certification path to E. Various strategies could be used. One such strategy would be to fegard
the ugers and,.CAs as nodes, and the certificates as arcs in a directed graph. in these terms, D has to perform a seafch in
the gfaph™o find a path from U to E, one such being U<<V>> V<<W>> W<<E>> When this path has| been
discoyeted, the reverse path W<<V>> V<<U>> U<<D>> can also be constructed.

18.2.2  Strong authentication procedures

The basic approach to authentication has been outlined above, namely the corroboration of identity by demonstrating
possession of a private key. However, many authentication procedures employing this approach are possible. In general
it is the business of a specific application to determine the appropriate procedures, so as to meet the security policy of
the application. This clause describes three particular authentication procedures, which may be found useful across a
range of applications.

NOTE - This Directory Specification does not specify the procedures to the detail required for implementation. However,
additional standards could be envisaged which would do so, either in an application-specific or in a general-purpose way.
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The three procedures involve different numbers of exchanges of authentication information, and consequently provide
different types of assurance to their participants. Specifically:

a)

b)

one-way authentication, described in 18.2.2.1, involves a single transfer of information from one user (A)

intended for another (B), and establishes the following:
—  the identity of A, and that the authentication token actually was generated by A;

—  the identity of B, and that the authentication token actually was intended to be sent to B;

— the integrity and "originality" (the property of not having been sent two or more times) of the

authentication token being transferred.

The latter properties can also be established for arbitrary additional data accompanying the transfer;

two-way authentication, described in 18.2.2.2, involves, in addition, a reply from B to A. It establishes,

In ead

Any {

The d
used

For e
all of

18.2.
The f

¢)

1)
2)

h case where Strong Authentication is to take place, A shall obtain the public key-of B, and the return certifi
path firom B to A, prior to any exchange of information. This may involve access to,the Directory, as described in
uch access is not mentioned again in the description of the procedures below:

hecking of timestamps as mentioned in the following clauses only(applies when either synchronized cloc
in a local environment, or if clocks are logically synchronizéd by bilateral agreements. In any case
reconpmended that Coordinated Universal Time be used.

ich of the three authentication procedures described below¢it 1s assumed that party A has checked the valid
the certificates in the certification path.

.1 One-way authentication

bllowing steps are involved, as depicted in Figure 12:

ill aL‘l\.‘li‘LiUll, i.llc fUl‘lUWillé.
— that the authentication token generated in the reply actually was generated by B and was_inten
be sentto A;

— the integrity and originality of the authentication token sent in the reply;
—  (optionally) the mutual secrecy of part of the tokens;

three-way authentication, described in 18.2.2.3, involves, in addition, a furthertignsfer from A td
establishes the same properties as the two-way authentication, but does so without the ned
association timestamp checking.

A generates ', a non-repeating number, which is used to detect replay attacks and to prevent forger]

A sends the following message;to B:

BA, A{t", *, B}

led to

B. It
d for

Cation
18.2.

ks are
it is

ity of

where t* is a timestamp. t* consists of one or two dates: the generation time of the token (whfich is

optional) and the’expiry date. Alternatively, if data origin authentication of "sgnData" is to be prd
by the digitahsignature:

BA, A{tA, , B, sgnData}

In cases where information is to be conveyed which will subsequently be used as a private key
information is referred to as "encData" ):

vided

(this

3)

A A A Ao = R = = ERY
B, AT, T, B, sgnData, BpfencDatats

The use of "encData" as a private key implies that it shall be chosen carefully, e.g., to be a strong key for

whatever cryptosystem is used as indicated in the "sgnData" field of the token.
B carries out the following actions:

a) obtains Ap from BA, checking that A's certificate has not expired;

b) verifies the signature, and thus the integrity of the signed information;

¢) checks that B itself is the intended recipient;

d) checks that the timestamp is "current";
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e)

optionally, checks that r* has not been replayed. This could, for example, be achieved by having r*
include a sequential part that is checked by a local implementation for its value uniqueness.

r* is valid until the expiry date indicated by t*. r* is always accompanied by a sequential part, which
indicates that A shall not repeat the token during the timerange t* and therefore that checking of the
value of r* itself is not required.

In any case it is reasonable for party B to store the sequential part together with timestamp t* in the
clear and together with the hashed part of the token during timerange t*.

0 [>) ©

A B

18.2.1
The f

1)
2)
3)
4)
5)

6)

.2 Two-way authentication

bllowing steps are involved, as depicted in Figure 13:

as for 18.2.2.1;

as for 18.2.2.1;

as for 18.2.2.1;

B generates r°, a non-repeating number, used for similar purpose(s) to r;

B sends the following authentication token to A:

where t® is a timestamp defined in the same way as t*.

Alternatively, if data origin authenticationnof "sgnData" is to be provided by the digital signature:

N

X.509(08)_F12

Figure 12 — One-way authentication

B{tB, &, A, rA}

B{tB, P, A, sgnData}

In cases where information‘is/to be conveyed which will subsequently be used as a private key (this

information is referred te.as-"encData" ):

B{t®, %, A, r*, sgnData, Ap[encData]}

The use of “ercData" as a private key implies that it shall be chosen carefully, e.g., to be a strong kgy for

whatever efyptosystem is used as indicated in the "sgnData" field of the token.

A carties’out the following actions:

108

a)™\ ‘verifies the signature, and thus the integrity of the signed information;

b) checks that A is the intended recipient;

¢) checks that the timestamp t® is "current";

t—optiomatly; checks that T s ot beenrreptayed-(see 1822 step -3
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Figure 13 — Two-way authentication

18.2.2.3 Three-way authentication

The following steps are involved, as depicted in Figure 14:

19

The 1

the D

1) asfor18.2.2.2;

2) as for 18.2.2.2. Timestamp t* may be zero;

3) asfor 18.2.2.2, except that the timestamp need not be checked;

4) asfor 18.2.2.2;

5) as for 18.2.2.2. Timestamp t® may be zero;

6) as for 18.2.2.2, except that the timestamp need not be checked;

7) A checks that the received r* is identical to the r* which was sent;

8) A sends the following authentication token to B:
A{r® B}
9) B carries out the following actions:

a) checks the signature and thus, the integrity of the.signed information;
b) checks that the received r® is identical to the.fwhich was sent by B.

e X.509(08)_F14

Figure 14 — Three-way authentication

Access control

IB. The definition of an access control scheme in the context of the Directory includes methods to:

+ \/~specify access control information (ACI);

»  enforce access rights defined by that access control information;

Directory exists in an environment where various administrative authorities control access to their porti

on of

—  maintain access control information.

The enforcement of access rights applies to controlling access to:

—  Directory information related to names;
—  Directory user information;

—  Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

The Basic Access Control (BAC) scheme defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 is an access control list based
scheme that enables Directory Administrators to tie permissions to the level of authentication performed to bind to the
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Directory. The public-key certificate framework defined in this Directory Specification is used to provide the strong
authentication scheme used for this binding.

The Rules Based Access Control (RBAC) scheme defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 makes use of the
attribute certificate framework defined in this Directory Specification to carry clearance attributes used in making
access control decisions. RBAC may also be used in conjunction with BAC.

20 Protection of Directory operations

The public-key certificate framework defined in this Directory Specification is used in all Directory protocols defined in
these Directory Specifications to optionally protect the operations including requests, responses and errors. Integrity
protection is provided through the digital signature of the sender and the verification of that signature by the recipient
using[The sender's corresponding public-key certilicate. Privacy protection 1s provided through the use of public-key
encryption where the content is encrypted with the public-key obtained from the intended recipient's public-key
certiffcate and decrypted by the recipient using their corresponding private key.

The gpecific mechanisms and syntax for requesting and including the protection elements in protocolDexchangps are
defin¢d within each of the Directory protocols in these Directory Specifications.
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Annex A

Public-K ey and Attribute Certificate Frameworks

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value, and information object class definitions contained in this Directory
Specification in the form of three ASN.1 modules: AuthenticationFramework, CertificateExtensions, and
AttributeCertificateDefinitions.

-- A.1 Authentication framework module

AuthénticationFramework {joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 6}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

-- Thq types and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to atecess

-- Dirgctory services. Other applications may use them for their own purposes, but this will not constrain

-- exténsions and modifications needed to maintain or improve the Directory service.

IMPORTS
id-at, id-nf, id-oc, informationFramework, selectedAttributeTypes, basicAccessControl,
certificateExtensions

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

Name, ATTRIBUTE, OBJECT-CLASS, NAME-FORM, top
FROM InformationFramework informationFramework

Uniqueldentifier, octetStringMatch, commonName, UnboundedDirectoryString
FROM SelectedAttributeTypes selectedAttributedypes

certificateExactMatch, certificatePairExactMatch,'certificateListExactMatch, KeyUsage, GeneralNamegs,
CertificatePoliciesSyntax, algorithmldentifierMat¢h, CertPolicyld
FROM CertificateExtensions certificatéeExtensions ;

-- parpmeterized types --

ENCRYPTED { ToBeEnciphered } ::= BIT.STRING ( CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure --
-- to the BER-encoded octets _ofia value of -- ToBeEnciphered })

HASH {ToBeHashed} ::= SEQUENCE {
algorithmldentifier Algorithmldentifier{{SupportedAlgorithms}},
hashValue BIT STRING ( CONSTRAINED BY {

-- shall'be the result of applying a hashing procedure to the DER-encoded octets --
-Lof a value of --ToBeHashed } ) }

ENCRYPTED-HASH{ ToBeSigned } ::= BIT STRING ( CONSTRAINED BY {
-- shall be-the result of applying a hashing procedure to the DER-encoded (see 6.1) octets --
-- of a,value of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- })

SIGNATURE { ToBeSigned } ::= SEQUENCE {

algorithmlIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},

encrypted ENCRYPTED-HASH { ToBeSigned } }
SIGNED { ToBeSigned } ::= SEQUENCE {

toBeSigned ToBeSigned,

COMPONENTS OF SIGNATURE { ToBeSigned } }

-- public-key certificate definition --

Certificate ::= SIGNED { CertificateContent }
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CertificateContent ::= SEQUENCE {

version [O] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier{{SupportedAlgorithms}},
issuer Name,
validity Validity,
subject Name,
subjectPublicKeylInfo SubjectPublicKeylInfo,
issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2 or v3
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2 or v3
extensions [3] Extensions OPTIONAL

-- If present, version shall be v3 -- }

Versipn ::= INTEGER { v1(0), v2(1), v3(2) }

CertificateSerialNumber ::= INTEGER
Algorithmldentifier{ ALGORITHM:SupportedAlgorithms} ::= SEQUENCE {
algorithm ALGORITHM.&id ({SupportedAlgorithms}),
parameters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }

-- Defjnition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the parameters component of Algorithmlidentifier.
SuppprtedAlgorithms ALGORITHM ::= { ...}

Valid|ty ::= SEQUENCE {

notBefore Time,
notAfter Time}
SubjectPublicKeylInfo ::= SEQUENCE {
algorithm Algorithmldentifier{{SupportedAlgorithms}},
subjectPublicKey BIT STRING }
Time|::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

Exterjsions ::= SEQUENCE OF Extension

-- For|those extensions where ordering:oftindividual extensions within the SEQUENCE is significant, the
-- spegcification of those individual extensions shall include the rules for the significance of the order therein

Exterlsion ::= SEQUENCE {

extnld EXTENSION.&id ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

(CONTAINING EXTENSION.&ExtnType({ExtensionSet{ @extnld})
ENCODED BY der)}

der | OBJECT IDENTIFIER ::= {joint-iso-itu-t asn1(1) ber-derived(2) distinguished-encoding(1)}

Exter|sionSet EXTENSION ::= { ...}
EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType}
WITH SYNTAX {
SYNTAX &EXxtnType
IDENTIFIED BY &id }
ALGORITHM ::= CLASS{
&Type OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[&Type]

IDENTIFIED BY &id }
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-- other PKI certificate constructs

Certificates ::= SEQUENCE {

userCertificate Certificate,

certificationPath ForwardCertificationPath OPTIONAL}
CertificationPath ::= SEQUENCE {

userCertificate
theCACertificates

ForwardCertificationPath ::=

CrossCertificates ::= SET O

Certificate,
SEQUENCE OF CertificatePair OPTIONAL}

SEQUENCE OF CrossCertificates

F Certificate

PkiPdth ::= SEQUENCE OF Certificate

-- cerfificate revocation list (CR

CertificateList ::= SIGNED {
CertificateListContent
version

signature

issuer

thisUpdate

nextUpdate

revokedCertificates
serialNumber
revocationDate

crlExtensions
-- PKl| object classes

pkiUger OBJECT-CLASS ::
SUBCLASS OF

KIND

MAY CONTAIN

ID

crlEntryExtensions

L)

CertificateListContent }

1= SEQUENCE {

Version OPTIONAL,

-- if present, version shall be v2

Algorithmldentifier {{SupportedAlgorithms}j;

Name,

Time,

Time OPTIONAL,

SEQUENCE OF SEQUENCE {
CertificateSerialNumber,
Time,

Extensions OPTIONAL } OPTIONAL,

[0] Extensions OPTIONAL }

{top}

auxiliary
{userCertificate}
id-oc-pkiUser}

pkiCA OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {cACertificate |
¢ertificateRevocationList |
authorityRevocationList |
crossCertificatePair }

ID id-oc-pkiCA }

cRLOistributionPoint~OBJECT-CLASS ::= {

SUBCLASS/OF {top}

KIND structural

MUST. €CONTAIN { commonName }

MAY 'CONTAIN { certificateRevocationList |
authorityRevocationList |
delfarevocationList

ID id-oc-cRLDistributionPoint }

cRLDistPtNameForm NAME-FORM ::= {

NAMES

cRLDistributionPoint

WITH ATTRIBUTES { commonName }

ID

deltaCRL OBJECT-CLASS ::
SUBCLASS OF
KIND
MAY CONTAIN
ID

id-nf-cRLDistPtNameForm }

{
{top}
auxiliary
{ deltaRevocationList }
id-oc-deltaCRL }
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cpCps OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { certificatePolicy |
certificationPracticeStmt }

ID id-oc-cpCps }

pkiCertPath OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { pkiPath }

ID id-oc-pkiCertPath }

-- PKl[directory attributes --

userCertificate ATTRIBUTE ::= {

WITH SYNTAX Certificate

EQUALITY MATCHING RULE certificateExactMatch

ID id-at-userCertificate }
cACertificate ATTRIBUTE ::= {

WITH SYNTAX Certificate

EQUALITY MATCHING RULE certificateExactMatch

ID id-at-cAcertificate }

crosqCertificatePair ATTRIBUTE ::= {

WITH SYNTAX CertificatePair

EQUALITY MATCHING RULE certificatePairExactMatch

ID id-at-crossCertificatePair }
CertificatePair ::= SEQUENCE {

forward [0] Certificate OPTIONAL,

reverse [1] Certificate OPTIONAL

-- at least one of the pair shall'be present -- }
(WITH COMPONENTS({ ..., forward PRESENT} |
WITH COMPONENTS{ ..., reverse PRESENT})

certifjcateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-certificateRevocationList }

authqgrityRevocationList ATTRIBUTE\™:

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-authorityRevocationList }

deltaRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-deltaRevocationList }

suppprtedAlgorithms ATTRIBUTE ::= {

WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmldentifierMatch
D Td-at-supportedAlgoritnms |

SupportedAlgorithm ::= SEQUENCE {
algorithmldentifier
intendedUsage [O]
intendedCertificatePolicies [1]

Algorithmldentifier{{SupportedAlgorithms}},
KeyUsage OPTIONAL,
CertificatePoliciesSyntax OPTIONAL }

certificationPracticeStmt ATTRIBUTE ::= {

WITH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }
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InfoSyntax ::= CHOICE {
content
pointer SEQUENCE {
name
hash

POLICY ::= TYPE-IDENTIFIER

HashedPolicyInfo

UnboundedDirectoryString,

GeneralNames,
HASH { HashedPolicyInfo } OPTIONAL }}

::= POLICY.&Type( {Policies})

Policies POLICY ::={...} -- Defined by implementors --

certificatePolicy ATTRIBUTE ::= {

I SO/IEC 9594-8:2008 (E)

WITH SYNTAX PolicySyntax

ID 1d-at-certificatePolicy }
PolicySyntax ::= SEQUENCE {

policyldentifier PolicyID,

policySyntax InfoSyntax }

PolicyID ::= CertPolicyld

pkiPdth ATTRIBUTE ::= {

WITH SYNTAX PkiPath
ID id-at-pkiPath }

userRassword ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
ID

-- object identifier assignments --

-- object classes --

id-at-userPassword }

id-octcRLDistributionPoint OBJECT IDENTIFIER ::= {id-oc 19}
id-octpkiUser OBJECT IDENTIFIER ::= {id-oc 21}
id-octpkiCA OBJECT IDENTIFIER ::= {id-oc 22}
id-octdeltaCRL OBJECTIDENTIFIER ::= {id-oc 23}
id-ocicpCps OBJECT IDENTIFIER ::= {id-oc 30}
id-octpkiCertPath OBJECT IDENTIFIER ::= {id-oc 31}
-- name forms--

id-nf-cRLDistPtNameForm OBJECT IDENTIFIER ::= {id-nf 14}
-- dirdctory attributes--

id-at-userPassword OBJECT IDENTIFIER ::= {id-at 35}
id-at-pserCertificate OBJECT IDENTIFIER ::= {id-at 36}
id-at-cAcertificate OBJECT IDENTIFIER ::= {id-at 37}
id-at-puthorityRevocationList OBJECT IDENTIFIER ::= {id-at 38}
id-at-fertificateRevocationList OBJECT IDENTIFIER ::= {id-at 39}
id-at-crossEertificatePair OBJECT IDENTIFIER ::= {id-at 40}
id-at-supportedAlgorithms OBJECT IDENTIFIER ::= {id-at 52}
id-at-peltaRevocationList OBJECT IDENTIFIER ::= {id-at 53}
id-at-CertficationpPracticestmt OBJECT IDENTIFIER .= {I/d-al 638}
id-at-certificatePolicy OBJECT IDENTIFIER ::= {id-at 69}
id-at-pkiPath OBJECT IDENTIFIER ::= {id-at 70}

END -- AuthenticationFramework

- A2

Certificate extensions module

CertificateExtensions {joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 6}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN
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-- EXPORTS ALL --

IMPORTS

--Un

id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute{}, MATCHING-RULE, SupportedAttributes
FROM InformationFramework informationFramework

CertificateSerialNumber, CertificateList, Algorithmldentifier{}, EXTENSION, Time, PolicyID,
SupportedAlgorithms
FROM AuthenticationFramework authenticationFramework

UnboundedDirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)
modules(0) mts-abstract-service(1) version-1999 (1) } ;

Ipss explicitly noted otherwise, there is no significance to the ordering

-- of gomponents of a SEQUENCE OF construct in this Directory Specification.

-- pulllic-key certificate and CRL extensions --

authqrityKeyldentifier EXTENSION ::= {

Auth

SYNTAX AuthorityKeyldentifier

IDENTIFIED BY id-ce-authorityKeyldentifier }

rityKeyldentifier ::= SEQUENCE {

keyldentifier [0] Keyldentifier OPTIONAL,

authorityCertlssuer [1] GeneralNames OPTIONAL,

authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }

(WITH COMPONENTS {..., authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |

WITH COMPONENTS {..., authorityCertlssuer ABSENT,

authorityCertSerialNumber ABSENT} )

Keyldentifier ::= OCTET STRING

subjgctKeyldentifier EXTENSION ::= {

SYNTAX SubjectKeyldentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }

SubjgctKeyldentifier ::= Keyldentifier

keyU

116

sage EXTENSION Cis+{

SYNTAX KeyUsage
IDENTIFIED BY- id-ce-keyUsage }
KeyUsage ::=\BIT STRING {
digitalSignature 0),
contentCommitment (1),
keyEncipherment ),
dataencipherment (€]
keyAgreement 4),
keyCertSign 5),
cRLSign (6),
encipherOnly ),
decipherOnly 8)}
extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }
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KeyPurposeld ::= OBJECT IDENTIFIER

privateKeyUsagePeriod EXTENSION ::= {

SYNTAX PrivateKeyUsagePeriod

IDENTIFIED BY id-ce-privateKeyUsagePeriod }
PrivateKeyUsagePeriod ::= SEQUENCE {

notBefore [O] GeneralizedTime OPTIONAL,

notAfter [1] GeneralizedTime OPTIONAL }

( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )

certificatePolicies EXTENSION ::={
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PolicyInformation

Policylnformation ::= SEQUENCE {

policyldentifier CertPolicyld,

policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

CertHolicyld ::= OBJECT IDENTIFIER

PolicyQualifierinfo ::= SEQUENCE {

policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.&Qualifier

({SupportedPolicyQualifiers}{@policyQualifierld}) OPTIONAL }
SuppprtedPolicyQualifiers CERT-POLICY-QUALIFIER ::= {...}
anyPplicy OBJECT IDENTIFIER ::= {2529320}

CERT-POLICY-QUALIFIER ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL }
WITH SYNTAX {

POLICY-QUALIFIER-ID  &id

[QUALIFIER-TYPE &Qualifier}}
policyMappings EXTENSION ::= {
SYNTAX PoticyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }
PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }
subjgctAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIRIED BY id-ce-subjectAltName }

GenefalNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

GeneralName .= CHOICE{

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IA5String,

dNSName [2] IA5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,

iPAddress [7] OCTET STRING,

registeredID [8] OBJECT IDENTIFIER }
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OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {

nameAssigner [O] UnboundedDirectoryString OPTIONAL,

partyName [1] UnboundedDirectoryString }
issuerAltName EXTENSION ::={

SYNTAX GeneralNames

IDENTIFIED BY id-ce-issuerAltName }
subjectDirectoryAttributes EXTENSION ::= {

SYNTAX AttributesSyntax

IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttriqutesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

basiciConstraints EXTENSION ::= {

SYNTAX BasicConstraintsSyntax

IDENTIFIED BY id-ce-basicConstraints }
BasidConstraintsSyntax ::= SEQUENCE {

CcA BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }
namgConstraints EXTENSION ::={

SYNTAX NameConstraintsSyntax

IDENTIFIED BY id-ce-nameConstraints }
NamgConstraintsSyntax ::= SEQUENCE {

permittedSubtrees [0] GeneralSubtrees OPTIONAL,

excludedSubtrees [1] GeneralSubtrees OPTIONALG}

(ALL [EXCEPT ({ -- none; at least one component shall be present -- }))
GenefalSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSubtree ::= SEQUENCE {

base GeneralName|
minimum [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

Basepistance ::= INTEGER (0..MAX)

policyConstraints EXTENSION ::= {

SYNTAX PoticyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }
PolicyConstraintsSyntax ::Z SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL }
SkipQerts ::= INTEGER (0..MAX)

inhib{tAnyPolicy/EXTENSION ::= {

SYNFAX SkipCerts

IDENTIFIED BY id-ce-inhibitAnyPolicy }
cRLNUMber EXTENSION = {

SYNTAX CRLNumber

IDENTIFIED BY id-ce-cRLNumber }
CRLNumber ::= INTEGER (0..MAX)
reasonCode EXTENSION ::= {

SYNTAX CRLReason

IDENTIFIED BY id-ce-reasonCode }
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CRLReason ::= ENUMERATED {
unspecified 0),
keyCompromise 1),
cACompromise 2),
affiliationChanged 3),
superseded 4,
cessationOfOperation 5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn 9),
aACompromise (10) }

holdInstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY Id-ce-InstructionCode }

HoldIpstruction
invalidityDate EXTENSION ::= {
SYNTAX

IDENTIFIED BY

criScppe EXTENSION ::= {

::= OBJECT IDENTIFIER

GeneralizedTime
id-ce-

invalidityDate }

SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }
CRLScopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuithorityScope ::= SEQUENCE {
authorityName [O] GeneralName OPTIONAL,
distributionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL,
subjectKeyldRange [6] NumberRange OPTIONAL,
nameSubtrees [7] GeneralNames QRTIONAL,
baseRevocationinfo [9] BaseRevocationinfo OPTIONAL }
OnlyCertificateTypes ::= BIT STRING {
user 0),
authority Q),
attribute 2)}
NumberRange ::= SEQUENCE {
startingNumber 0] INTEGER OPTIONAL,
endingNumber 1] INTEGER OPTIONAL,
modulus INTEGER OPTIONAL }
BaseRevocationinfo ::£-SEQUENCE {
cRLStreamldefitifier [0] CRLStreamldentifier OPTIONAL,
cRLNumber [1] CRLNumber,
baseThisUpdate [2] GeneralizedTime }

statugReferrals EXTENSION ::= {
SYNTAX
IDENTIFIED BY

StatusReferrals
id-ce-statusReferrals }

StatusReferrals

StatusReferral ::= CHOICE {
cRLReferral [O]
otherReferral [1]

CRLReferral ::= SEQUENCE {
issuer [0]
location [1]
deltaRefInfo [2]
cRLScope
lastUpdate [3]
lastChangedCRL [4]

::= SEQUENCE SIZE (1..MAX) OF StatusReferral

CRLReferral,
INSTANCE OF OTHER-REFERRAL }

GeneralName OPTIONAL,
GeneralName OPTIONAL,
DeltaRefInfo OPTIONAL,
CRLScopeSyntax,
GeneralizedTime OPTIONAL,
GeneralizedTime OPTIONAL}
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DeltaRefInfo ::= SEQUENCE {

deltaLocation GeneralName,

lastDelta GeneralizedTime OPTIONAL }
OTHER-REFERRAL ::= TYPE-IDENTIFIER

cRLStreamldentifier EXTENSION ::= {

SYNTAX CRLStreamldentifier
IDENTIFIED BY id-ce-cRLStreamldentifier }
CRLStreamldentifier ::= INTEGER (0..MAX)
orderedList EXTENSION ::= {
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }
OrdefedListSyntax ::= ENUMERATED {
ascSerialNum 0),
ascRevDate @)}
deltalnfo EXTENSION ::= {
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }
Deltajnformation ::= SEQUENCE {
deltaLocation GeneralName,
nextDelta GeneralizedTime OPTIONAL }
toBelRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax ::= SEQUENCE SIZE(1..MAX) OF ToBeRevoekedGroup

ToBeRevokedGroup ::= SEQUENCE {

certificatelssuer [O] GeneralName ORTIONAL,
reasoninfo [1] Reasoninfo ©OPTIONAL,
revocationTime GeneralizedTFime,
certificateGroup CertificateGroup }

Reaspninfo ::= SEQUENCE {

reasonCode CRLReason,

holdInstructionCode HoldInstruction OPTIONAL }
CertificateGroup ::= CHOICE {

serialNumbers [0] CertificateSerialNumbers,

serialNumberRange [1] CertificateGroupNumberRange,

nameSubtree [2] GeneralName }

CertificateGroupNumberRange ::= SEQUENCE {

startingNumber [0] INTEGER,

endingNumber [1] INTEGER }
CertificateSerialNumbers ::= SEQUENCE SIZE(1..MAX) OF CertificateSerialNumber
revoledGroups EXTENSION ::= {

SYNTAX RevoKedGroupssyntax

IDENTIFIED BY id-ce-RevokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup

RevokedGroup ::= SEQUENCE {

certificatelssuer [0] GeneralName OPTIONAL,
reasoninfo [1] Reasoninfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup }

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }
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expiredCertsOnCRL EXTENSION ::= {
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }
ExpiredCertsOnCRL ::= GeneralizedTime
cRLDistributionPoints EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint

DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,
reasons [1] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL }

DistriputionPointName ::= CHOICE {
fullName [O]
nameRelativeToCRLIssuer [1]

GeneralNames,
RelativeDistinguishedName }

ReaspnFlags ::= BIT STRING {

unused 0),
keyCompromise ),
cACompromise 2),
affiliationChanged 3),
superseded 4),
cessationOfOperation 5),
certificateHold (6),
privilegeWithdrawn ),
aACompromise 8)}

issuimgDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionRoint }

IssuipgDistPointSyntax ::= SEQUENCE {
-- If onlyContainsUserPublicKeyCerts and ontyContainsCACerts are both FALSE,
-- the CRL covers both certificate types

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL 4 BOOLEAN DEFAULT FALSE }

certiflcatelssuer EXTENSION :x=){

SYNTAX GeneralNames

IDENTIFIED BY id-ce-certificatelssuer }
deltaCRLIndicator EXTENSION ::= {

SYNTAX BaseCRLNumber

IDENTIFIED'BY id-ce-deltaCRLIndicator }
BaseCRLNumber ::= CRLNumber

baselUpdateTime EXTENSION ::= {
SYNTAX Generalized 1ime
IDENTIFIED BY id-ce-baseUpdateTime }

freshestCRL EXTENSION ::= {
SYNTAX
IDENTIFIED BY

CRLDistPointsSyntax
id-ce-freshestCRL }

aAissuingDistributionPoint EXTENSION ::= {

SYNTAX AAlssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }
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AAlssuingDistPointSyntax ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
containsAACerts [4] BOOLEAN DEFAULT TRUE,

containsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE }
-- PKI matching rules --
certificateExactMatch MATCHING-RULE ::={

SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }

CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name }

certifjcateMatch MATCHING-RULE ::= {

SYNTAX CertificateAssertion
ID id-mr-certificateMatch }
CertificateAssertion ::= SEQUENCE {

serialNumber [0] CertificateSerialNumber QPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL }

AltNgmeType ::= CHOICE {
builtinNameForm ENUMERATED {

rfc822Name (1),
dNSName (2),
x400Address 3),
directoryName 4),
ediPartyName (5),
uniformResourceldentifier (6),
iPAddress ),
registeredid (8) 1,
otherNameForm OBJECT IDENTIFIER }

CertHolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

certifjcatePairExactMatch MATCHING-RULE ::= {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatePairExactAssertion ::= SEQUENCE {
memeWL—u 3] T T ] X T ;

issuedByThisCAAssertion[1] CertificateExactAssertion OPTIONAL }
(WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

certificatePairMatch MATCHING-RULE ::= {
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificatePairAssertion ::= SEQUENCE {
issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion[1] CertificateAssertion OPTIONAL }
(WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )
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certificateListExactMatch MATCHING-RULE ::= {

SYNTAX CertificateListExactAssertion

ID id-mr-certificateListExactMatch }
CertificateListExactAssertion ::= SEQUENCE {

issuer Name,

thisUpdate Time,

distributionPoint  DistributionPointName OPTIONAL }

certificateListMatch MATCHING-RULE ::= {

I SO/IEC 9594-8:2008 (E)

SYNTAX CertificateListAssertion
ID id-mr-certificateListMatch }
CertificateListAssertion ::= SEQUENCE {

iIssuer Name OPTIONAL,
minCRLNumber [O] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName ~ OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL }

algor|thmldentifierMatch MATCHING-RULE ::= {

SYNTAX Algorithmlidentifier{{SupportedAlgorithms}}

ID id-mr-algorithmldentifierMatch }
policyMatch MATCHING-RULE ::= {

SYNTAX PolicylD

ID id-mr-policyMatch }

pkiPdthMatch MATCHING-RULE ::={

SYNTAX PkiPathMatchSyntax

ID id-mr-pkiPathMatch }
PkiPathMatchSyntax ::= SEQUENCE {

firstlssuer Name,

lastSubject Name }

enhapcedCertificateMatch MATCHING-RULE ::=\{

SYNTAX EnhancedCertificatéAssertion
ID id-mr-enhancedCertificateMatch }
EnhapcedCertificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
certificateVvalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltName OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathT.oName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL }
(ACTC EXCEPT ({ - NONE, at least one component shall be present - 1))
AltName ::= SEQUENCE {
altnameType AltNameType,
altNameValue GeneralName OPTIONAL }
-- Object identifier assignments --
id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER = {id-ce 9}
id-ce-subjectKeyldentifier OBJECT IDENTIFIER = {id-ce 14}
id-ce-keyUsage OBJECT IDENTIFIER = {id-ce 15}
id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16}
id-ce-subjectAltName OBJECT IDENTIFIER = {id-ce 17}
id-ce-issuerAltName OBJECT IDENTIFIER = {id-ce 18}
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id-ce-basicConstraints
id-ce-cRLNumber
id-ce-reasonCode
id-ce-instructionCode
id-ce-invalidityDate
id-ce-deltaCRLIndicator
id-ce-issuingDistributionPoint
id-ce-certificatelssuer
id-ce-nameConstraints
id-ce-cRLDistributionPoints
id-ce-certificatePolicies
id-ce-policyMappings

-- deprecated
id-ce-authorityKeyldentifier

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-ce 19}
{id-ce 20}
{id-ce 21}
{id-ce 23}
{id-ce 24}
{id-ce 27}
{id-ce 28}
{id-ce 29}
{id-ce 30}
{id-ce 31}
{id-ce 32}
{id-ce 33}
{id-ce 34}
{id-ce 35}

id-cefpolicyConstraints
id-cetextKeyUsage
id-cejcRLStreamldentifier
id-cejcRLScope
id-ceqstatusReferrals
id-ce{freshestCRL
id-ceforderedList
id-cetbaseUpdateTime
id-ce{deltalnfo
id-cefinhibitAnyPolicy
id-cejtoBeRevoked
id-cejRevokedGroups
id-cejexpiredCertsOnCRL
id-cefaAissuingDistributionPoint

-- mafching rule OIDs --

id-mrfcertificateExactMatch
id-mrfcertificateMatch
id-mrfcertificatePairExactMatch
id-mrfcertificatePairMatch
id-mrfcertificateListExactMatch
id-mrfcertificateListMatch
id-mrfalgorithmldentifierMatch
id-mrtpolicyMatch
id-mrpkiPathMatch
id-mrtenhancedCertificateMatch

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECTIDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
QOBJECT IDENTIFIER

{Id-ce 36}
{id-ce 37}
{id-ce 40}
{id-ce 44}
{id-ce 45}
{id-ce 46}
{id-ce 47}
{id-ce 51}
{id-ce 53}
{id-ce 54}
{id-ce-58}
{idsce-59}
{id-ce 60}
{id-ce 63}

{id-mr 34}
{id-mr 35}
{id-mr 36}
{id-mr 37}
{id-mr 38}
{id-mr 39}
{id-mr 40}
{id-mr 60}
{id-mr 62}
{id-mr 65}

-- Thq following OBJECT IDENTIFIERS.are not used by this Directory Specification:
-- {id-ge 2}, {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},
-- {id-ge 8}, {id-ce 10}, {id-ce 11}, {id*ce 12}, {id-ce 13},

-- {id-ge 22}, {id-ce 25}, {id-ce 26}

END |-- CertificateExtensions

- A Attribute Certificate Framework module

AttriuteCertificateDefinitions {joint-iso-itu-t ds(5) module(1) attributeCertificateDefinitions(32) 6}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL --

IMPORTS

basicAccessControl, id-at, id-ce, id-mr, informationFramework, authenticationFramework,

selectedAttributeTypes, id-oc, certificateExtensions, externalDefinitions

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

ATTRIBUTE, Attribute{}, AttributeType, MATCHING-RULE, Name, OBJECT-CLASS,

RelativeDistinguishedName, SupportedAttributes, top

FROM InformationFramework informationFramework
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AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

Algorithmldentifier, Certificate, CertificateList, CertificateSerialNumber, EXTENSION,
Extensions, InfoSyntax, PolicySyntax, SIGNED{}, SupportedAlgorithms
FROM AuthenticationFramework authenticationFramework

TimeSpecification, UnboundedDirectoryString, Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

certificateListExactMatch, GeneralName, GeneralNames, NameConstraintsSyntax
FROM CertificateExtensions certificateExtensions

UserNotice
FROM PKIX1Implicit93 {iso(1) identified-organization(3) dod(6) internet(1) security(5)
mechanisms(5)
pkix(7) id-mod(0) id-pkix1-implicit-93(4)} ;

-- Unless explicitly noted otherwise, there is no significance to the ordering
-- of dJomponents of a SEQUENCE OF construct in this Directory Specification.

-- attrfbute certificate constructs --
AttriquteCertificate ::= SIGNED {AttributeCertificatelnfo}

AttriquteCertificatelnfo ::= SEQUENCE {

version AttCertVersion, -- version is v2
holder Holder,
issuer AttCertlssuer,
signature Algorithmldentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attributef{SupportedAttributes}},
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL }
AttCqrtVersion = INTEGER { v2(1) }
Holdé¢r ::= SEQUENCE {
baseCertificatelD [0] IssuerSerial OPTIONAL,
-- the issuer and serial number of\the holder's Public-Key Certificate
entityName [1] GeneralNames OPTIONAL,
-- the name of the entity or role
objectDigestinfo [2] ObjectDigestinfo OPTIONAL

-- used to directly authenticate the holder, e.g., an executable
-- at least one of baseCertificatelD, entityName or objectDigestinfo shall be present --}

Objeg¢tDigestinfo ::= SEQUENCE {

digestedObjectType ENUMERATED {

publickey 0),

publicKeyCert 1),

otherObjectTypes 21,
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmlidentifier{{SupportedAlgorithms}},
objectDigest BIT STRING }

AttCerTiISsuer .= [U] SEQUENCEA]

issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [1] ObjectDigestinfo OPTIONAL }

-- At least one component shall be present

(WITH COMPONENTS { ..., issuerName PRESENT } |
WITH COMPONENTS { ..., baseCertificatelD PRESENT } |
WITH COMPONENTS{ ..., objectDigestinfo PRESENT })

IssuerSerial ::= SEQUENCE {

issuer GeneralNames,
serial CertificateSerialNumber,
issuerUiD Uniqueldentifier OPTIONAL }
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SO/

AttCertValidityPeriod

AttributeCertificationPath

ACPathData

EC 9504-8:2008 (E)

notBeforeTime
notAfterTime

attributeCertificate
acPath

::= SEQUENCE {
certificate
attributeCertificate

::= SEQUENCE {
GeneralizedTime,
GeneralizedTime }

;1= SEQUENCE {

AttributeCertificate,
SEQUENCE OF ACPathData OPTIONAL }

(0]
(1]

Certificate OPTIONAL,
AttributeCertificate OPTIONAL }

PrivilegePolicy ::= OBJECT IDENTIFIER

-- priilege attributes
role ATTRIBUTE ::={
WITH SYNTAX RoleSyntax
ID id-at-role }
Role$yntax ::= SEQUENCE {
roleAuthority [O] GeneralNames OPTIONAL,
roleName [1] GeneralName }
xmlPfivilegelnfo ATTRIBUTE ::={
WITH SYNTAX UTF8String --contains XML-encoded privilege information
ID id-at-xMLPrivilegelnfo }
perm|ssion ATTRIBUTE ::={
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch
ID id-at-permission }
Dual$tringSyntax ::= SEQUENCE {
operation [O] UnboundedDirectoryString,
objeqt [1] UnboundedDirectoryString }
dualgtringMatch MATCHING-RULE ::= {
SYNTAX DualStringSyntax
ID id-mr-dualStringMatch }
timeYpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }
timeYpecificationMatch MATCHING-RULE ::= {
SYNTAX TimeSpecification
ID id-mr-timeSpecMatch }
targefinginformation<EXTENSION ::={
SYNTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED'BY id-ce-targetinformation }
Targdts ::3-SEQUENCE SIZE (1..MAX) OF Target
Targgt“7= CHOICE {
TargetName 0] GeneraiName,
targetGroup [1] GeneralName,
targetCert [2] TargetCert }
TargetCert ::= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,

userNotice EXTENSION ::

126

certDigestinfo

{

SYNTAX
IDENTIFIED BY

ObjectDigestinfo OPTIONAL }

SEQUENCE SIZE (1..MAX) OF UserNotice
id-ce-userNotice }
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acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

singleUse EXTENSION ::= {

I SO/IEC 9594-8:2008 (E)

SYNTAX NULL

IDENTIFIED BY id-ce-singleUse }
groupAC EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-groupAC }
noRelAvall EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-noRevAvail }
sOAlgentifier EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-sOAldentifier }

sOAlgentifierMatch MATCHING-RULE ::={
SYNTAX NULL

ID id-mr-sOAldentifierMatch }
attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor } }
AttriquteDescriptorSyntax ::= SEQUENCE {
identifier Attributeldentifier,
attributeSyntax OCTET STRING (SIZE(Z:.MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription. OPTIONAL,
dominationRule PrivilegePolicyldentifier}

Attrijuteldentifier ::= ATTRIBUTE.&id({AttributelDs})
AttrijutelDs ATTRIBUTE ::= {..}

AttriquteName ::= UTF8String (SIZE(1..MAX))
AttriguteDescription ::= UTF8String(SIZE(1..MAX))

PrivilegePolicyldentifier ::= SEQUENCE {

privilegePolicy PrivilegePolicy,

privPolSyntax InfoSyntax }
attDegscriptor MATCHING-RULE ::= {

SYNTAX AttributeDescriptorSyntax

ID id-mr-attDescriptorMatch }
roleSpecCertldentifier EXTENSION ::= {

SYNTAX RoleSpecCertldentifierSyntax

IPENTIFIED BY {id-ce-roleSpecCertldentifier } }

RoleSpecCertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertldentifier

RoleSpecCertldentifier ::= SEQUENCE {

roleName [O] GeneralName,

roleCertlssuer [1] GeneralName,

roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL }

roleSpecCertldMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertldentifierSyntax
ID id-mr-roleSpecCertldMatch }
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basicAttConstraints EXTENSION ::= {

SYNTAX BasicAttConstraintsSyntax

IDENTIFIED BY { id-ce-basicAttConstraints } }
BasicAttConstraintsSyntax ::= SEQUENCE {

authority BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }

basicAttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax

IDENTIFIED BY Id-ce-delegatedNameConstraints }
delegatedNameConstraintsMatch MATCHING-RULE ::= {

SYNTAX NameConstraintsSyntax

ID id-mr-delegatedNameConstraintsMatch }
acceptableCertPolicies EXTENSION ::= {

SYNTAX AcceptableCertPoliciesSyntax

IDENTIFIED BY id-ce-acceptableCertPolicies }
AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld
CertHolicyld ::= OBJECT IDENTIFIER

acceptableCertPoliciesMatch MATCHING-RULE ::={

SYNTAX AcceptableCertPoliciesSyntax

ID id-mr-acceptableCertPoliciesMatch }
authqrityAttributeldentifier EXTENSION ::= {

SYNTAX AuthorityAttributeldentifierSyntax
IDENTIFIED BY { id-ce-authorityAttributeldentifier } }
AuthgrityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttld
Authpttld ::= IssuerSerial

authAttidMatch MATCHING-RULE ::= {
SYNTAX AuthorityAttributeldentifierSyntax

ID id-mr-authAttldMatch }
indirgctlssuer EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-indirectlssuer }
issugdOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName
IDENTIFIED BY- id-ce-issuedOnBehalfOf }
noAspgertion. EXFENSION ::= {
SYNFAX NULL
IDENTIFIED BY id-ce-noAssertion }
allowedATITNbuteAssignments EXTENSION .= {
SYNTAX AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttAss }
AllowedAttributeAssignments ::= SET OF SEQUENCE {
attributes [0] SET OF CHOICE {
attributeType [O] AttributeType,
attributeTypeandValues [1] Attribute{{SupportedAttributes}} },
holderDomain [1] GeneralName }

attributeMappings EXTENSION ::= {
SYNTAX AttributeMappings
IDENTIFIED BY id-ce-attributeMappings }
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AttributeMappings ::= SET OF CHOICE {

typeMappings [0] SEQUENCE {
local [0] AttributeType,
remote [1] AttributeType},
typeValueMappings [1] SEQUENCE {
local [0] AttributeTypeAndValue,
remote [1] AttributeTypeAndValue} }
holderNameConstraints EXTENSION ::= {
SYNTAX HolderNameConstraintsSyntax
IDENTIFIED BY id-ce-holderNameConstraints }
HolderNameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSubtree ::= SEQUENCE {

base GeneralName,
minimum [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

Basepistance ::= INTEGER (0..MAX)
-- PM] object classes --

pmiUser OBJECT-CLASS ::= {

SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }
pmiAA OBJECT-CLASS ::= {--aPMI AA
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {aACertificate |

attributeCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA}
pmiSPA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateRevocationList |

attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA }
attCertCRLDistributionPt OBJECT-CLASS ::= {

SUBCLASSOF {top}

KIND auxiliary

MAY CONTAIN { attributeCertificateRevocationList |

attributeAuthorityRevocationList }

ID id-oc-attCertCRLDistributionPts }
pmiDelegationPatn OBJECT-CLASS .={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { delegationPath }

ID id-oc-pmiDelegationPath }
privilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {privPolicy }

ID id-oc-privilegePolicy }
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protectedPrivilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {protPrivPolicy }

ID id-oc-protectedPrivilegePolicy }

-- PMI directory attributes --

attributeCertificateAttribute ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeCertificate }
aACertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertiticate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-aACertificate }
attribpteDescriptorCertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeDescriptorCertificate }
attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeCertificateRevoeationList }

attributeAuthorityRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeAuthotityRevocationList }
delegationPath ATTRIBUTE ::= {

WITH SYNTAX AttCertPath

ID id-at-delegationPath }

AttCdrtPath ::= SEQUENCE OF AttributeCertificate

privPplicy ATTRIBUTE ::= {

WITH SYNTAX PolicySyntax
ID id-at-privPolicy }
protArivPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }
xmlPfivPolicy ATTRIBUFE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilege policy information
ID id-at-xmlPrivPolicy }

-- Attrjbute certificate extensions and matching rules --

attributeCertificateExactMatch MATCHING-RULE ::= {
SYINTAX AttributeCertificateExactAssertion

1D Id-mr-attriputeCertimcateexactiviatcn j

AttributeCertificateExactAssertion ::= SEQUENCE ({
serialNumber CertificateSerialNumber,
issuer AttCertlssuer }

attributeCertificateMatch MATCHING-RULE ::= {

SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }
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AttributeCertificateAssertion ::= SEQUENCE ({
holder [0] CHOICE {
baseCertificatelD [0] IssuerSerial,
holderName [1] GeneralNames} OPTIONAL,
issuer [1] GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL }

-- At least one component of the sequence shall be present

holderlssuerMatch MATCHING-RULE ::= {

I SO/IEC 9594-8:2008 (E)

SYNTAX HolderlssuerAssertion

ID id-mr-holderlssuerMatch }
HolderlssuerAssertion ::= SEQUENCE {

holder 10] Holder OPTIONAL,

issuer [1] AttCertlssuer OPTIONAL }
delegationPathMatch MATCHING-RULE ::= {

SYNTAX DelMatchSyntax

ID id-mr-delegationPathMatch }
DelMgatchSyntax ::= SEQUENCE {

firstlssuer AttCertlssuer,

lastHolder Holder }
extensionPresenceMatch MATCHING-RULE ::= {

SYNTAX EXTENSION.&id

ID id-mr-extensionPresenceMatch }
-- object identifier assignments --
-- object classes --
id-octpmiUser OBJECT IDENWFIER::= {id-oc 24}
id-octpmiAA OBJECT IDENTIFIER::= {id-oc 25}
id-octpmiSOA OBJECT.IBENTIFIER::= {id-oc 26}
id-octattCertCRLDistributionPts OBJECTIDENTIFIER::= {id-oc 27}
id-octprivilegePolicy OBJECT IDENTIFIER::= {id-oc 32}
id-octpmiDelegationPath OBJECT IDENTIFIER::= {id-oc 33}
id-octprotectedPrivilegePolicy OBJECT IDENTIFIER::= {id-oc 34}
-- dirdctory attributes --
id-at-pttributeCertificate OBJECT IDENTIFIER::= {id-at 58}
id-at-pttributeCertificateRevocationlist OBJECT IDENTIFIER::= {id-at 59}
id-at-pACertificate OBJECT IDENTIFIER::= {id-at 61}
id-at-pttributeDescriptorCertifigate OBJECT IDENTIFIER::= {id-at 62}
id-at-pttributeAuthorityRevecationList OBJECT IDENTIFIER::= {id-at 63}
id-at-privPolicy OBJECT IDENTIFIER::= {id-at 71}
id-at-fole OBJECT IDENTIFIER::= {id-at 72}
id-at-gelegationPath OBJECT IDENTIFIER::= {id-at 73}
id-at-protPrivPolicy OBJECT IDENTIFIER::= {id-at 74}
id-at-xMLPrivilegelnfo OBJECT IDENTIFIER::= {id-at 75}
id-at-kmlPrivPRolicy OBJECT IDENTIFIER::= {id-at 76}
id-at-permission OBJECT IDENTIFIER::= {id-at 82}
-- attribUte certicate extensions --
id-ce-authorityAttributeldentifier OBJECT IDENTIFIER::= {id-ce 38}
id-ce-roleSpecCertldentifier OBJECT IDENTIFIER::= {id-ce 39}
id-ce-basicAttConstraints OBJECT IDENTIFIER::= {id-ce 41}
id-ce-delegatedNameConstraints OBJECT IDENTIFIER::= {id-ce 42}
id-ce-timeSpecification OBJECT IDENTIFIER::= {id-ce 43}
id-ce-attributeDescriptor OBJECT IDENTIFIER::= {id-ce 48}
id-ce-userNotice OBJECT IDENTIFIER::= {id-ce 49}
id-ce-sOAldentifier OBJECT IDENTIFIER::= {id-ce 50}
id-ce-acceptableCertPolicies OBJECT IDENTIFIER::= {id-ce 52}
id-ce-targetinformation OBJECT IDENTIFIER::= {id-ce 55}
id-ce-noRevAvail OBJECT IDENTIFIER::= {id-ce 56}
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id-ce-acceptablePrivilegePolicies
id-ce-indirectlssuer
id-ce-noAssertion
id-ce-issuedOnBehalfOf
id-ce-singleUse

id-ce-groupAC
id-ce-allowedAttAss
id-ce-attributeMappings
id-ce-holderNameConstraints

-- PMI matching rules --

id-mr-attributeCertificateMatch

OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::

OBJECT IDENTIFIER::

{id-ce 57}
{id-ce 61}
{id-ce 62}
{id-ce 64}
{id-ce 65}
{id-ce 66}
{id-ce 67}
{id-ce 68}
{id-ce 69}

{id-mr 42}

id-mrfattributeCertificateExactMatch

id-mrtholderlssuerMatch
id-mrfauthAttldMatch
id-mriroleSpecCertldMatch
id-mrtbasicAttConstraintsMatch

id-mrtdelegatedNameConstraintsMatch

id-mrftimeSpecMatch
id-mrjattDescriptorMatch
id-mrracceptableCertPoliciesMatch
id-mrrdelegationPathMatch
id-mrtsOAldentifierMatch
id-mrfextensionPresenceMatch
id-mrtdualStringMatch

END |[-- AttributeCertificateDefinitions

OBJECT IDENTIFIER::
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::

{1d-mr 45}
{id-mr 46}
{id-mr 53}
{id-mr 54}
{id-mr 55}
{id-mr 56}
{id-mr 57}
{id-mr 58}
{id-mr 59}
{id-mr 61}
{id-mr66}
{idemr-67}
{id=mr 69}
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Annex B

CRL generation and processing rules
(This annex forms an integral part of this Recommendation | International Standard)

B.1 I ntroduction

A relying party (certificate user) needs the ability to check the revocation status of a certificate in order to determine
whether or not to trust that certificate. Certificate Revocation Lists (CRL) are one mechanism for relying parties to
obtain the revocation information. Other mechanisms may also be used, but are outside the scope of this Directory
Specification.

This - rities
may have different policies regarding their issuance of revocation lists. For instance, in some cases the ceft{ficate
issuing authority may authorize a different authority to issue a certificate revocation list for the certificatés it issues.
Some] authorities may combine revocation of end-entity and CA-certificates into a single list while other authorities may
split fhese into separate lists. Some authorities may partition their certificate population onto CRL fragments and|some
authofities may issue delta updates to a revocation list between regular CRL intervals. As a result; xelying partied need
to be|able to determine the scope of the CRLs they retrieve to enable them to ensure they have the complete et of
revocption information covering the scope of the certificate in question for the revocation reasons of interest, given the
policy under which they are working. This annex provides a mechanism for the relying parties’to determine the scope of
retrieyed CRLs.

This pnnex is written for revocation status checking of public-key certificates usiig CRLs, Full and Completel End-
Entity CRLs (EPRLs) and Certification Authority Revocation Lists (CARLs), ‘However, this description can also be
appligd to revocation status checking of attribute certificates using Attribute Certificate Revocation Lists (ACRL) and
Attrijute Authority Revocation Lists (AARL). For purposes of this annex;"ACRL can be considered in place of [CRL,
EPRI} can be full and complete end-entity ACRL, and AARL in plage of CARL. Similarly, the directory attrjbutes
identified in B.4 shall be mapped to those for the AARL and ACRLxand the fields identifying certificate types |in the
Issuirjg Distribution Point extension can be mapped to those applicable to PMI.

B.1.1 CRL types

CRL{ of one or more of the following types may be available to a relying party, based on the revocation aspects pf the
policy of the certificate issuing authority:

—  Full and complete CRL,;

—  Full and complete end-entity GRE/(EPRL);

—  Full and complete Certification Authority Revocation List (CARL);
—  Distribution Point CRIS;-EPRL or CARL;

—  Indirect CRL, EPRL or CARL (ICRL);

—  Delta CRL, EPRD or CARL;

—  Indirect dERLYEPRL or CARL.

A ful| and complete-CRL is a list of all revoked end-entity and CA-certificates issued by an authority for any and all
reasops.

A ful] and complete EPRL is a list of all revoked end-entity certificates issued by an authority for any and all reasqns.

A full and'complete CARL is a list of revoked CA-certificates issued by an authority for any and all reasons.

A dib li‘ULll.iUll pUilll CRL, EPRL Ul CARL ib UIIT LlldL COVCIS aﬂ Ul d bubbCL Uf CCI Liﬁbdlcb ibbuC&‘l ‘Uy dall aul‘llUlilJ . The
subset could be based on a variety of criteria.

An indirect CRL, EPRL or CARL (ICRL) is a CRL that contains a list of revoked certificates, in which some or all of
those certificates were not issued by the authority signing and issuing the CRL.

A delta CRL, EPRL or CARL is a CRL that only contains changes to a CRL that is complete for the given scope at the
time of the CRL referenced in the dCRL. Note that the referenced CRL might be one that is complete for the given
scope or it might be a dCRL that is used to locally construct a CRL that is complete for the given scope.

All of the above CRL types (except for the dCRL) are CRL types that are complete for their given scope. A dCRL shall
be used in conjunction with an associated CRL that is complete for the same scope in order to form a complete picture
of the revocation status of certificates.

ITU-T Rec. X.509 (11/2008) 133


https://standardsiso.com/api/?name=68384a452202f8e1498b1712d973b276

| SO/IEC 9594-8:2008 (E)

An indirect delta-CRL, EPRL or CARL is a CRL which only contains changes to a set of one or more CRLs, that are
complete for their given scopes and in which some or all of those certificates may not have been issued by the authority
signing and issuing this CRL.

Within this annex as well as this Directory Specification, "Scope of a CRL" is defined by two independent dimensions.
One dimension is the set of certificates covered by the CRL. Another dimension is the set of reason codes covered by
the CRL. The scope of a CRL can be determined in one or more of the following ways:

—  Issuing Distribution Point (IDP) extension in the CRL; or

—  Other means, outside the scope of this Directory Specification.

B.1.2  CRL processing

If a relying party is using CRLs as the mechanism to determine if a certificate is revoked, they shall use the appropriate
CRL(p) for that certificate. This annex describes a procedure for obtaining and processing appropriate CRLs by-walking
through a number of specific steps. An implementation functionally equivalent to the external behaviour resulting from
this procedure shall also be considered compliant with this annex and the associated specification. The algorithn) used
by a particular implementation to derive the correct output (i.e., revocation status for a certificate) fromCthe given jnputs
(the certificate itself and input from local policy) is not standardized. For example, although this probedure is des¢ribed
as a gequence of steps to be processed in order, an implementation may use CRLs which are inits local cache [rather
than fetrieving CRLs each time it processes a certificate, provided those CRLs are compléefefor the scope ¢f the
certificate and do not violate any of the parameters of the certificate or policy.

The fpllowing general steps are described in B.2 through B.5 below:
1) Determine Parameters for CRLs;

2) Determine CRLs Required;

3) Obtain the CRLs;

4)  Process the CRLs.

Step |) identifies the parameters from the certificate and elsewhere. that will be used to determine which types of [CRLs
are required.

Step 2) applies the values of the parameters to make the determination.
Step 3) identifies the directory attributes from which the*CRL types can be retrieved.

Step 4) describes the processing of appropriate CRLS.

B.2 Deter mine parametersfor CRL'S

Inforgnation located in the certificate ‘itself, as well information from the policy under which the relying pqrty is
operafing, provide the parameters fordetermining the appropriateness of candidate CRLs. The following information is
requited to determine which CRI( types are appropriate:

—  Certificate type.(ile., end-entity or CA);
—  Critical CRL\Distribution Point;
—  Critical ‘Ereshest CRL;

—  Reason codes of interest.

The dertificate type can be determined from the basic constraints extension in the certificate. If the extension is present,
it indicat€s \Whether the certificate is a CA-certificate or an end-entity certificate. If the extension is abserlt, the
certiffcate type is considered to be end-entity. This information is required to determine if a CRL, EPRL or CAR[L can
be used To clieck the certificate 1ot revocation.

If the certificate contains a critical CRL Distribution Point extension, the relying party certificate processing system
shall understand this extension and obtain and use the CRL(s) pointed to by the CRL Distribution Point extension for
the reason codes of interest in order to determine revocation status of the certificate. Reliance on a full CRL, for
instance, would not be sufficient.

If the certificate contains a critical Freshest CRL extension, the relying party cannot use the certificate without first
retrieving and checking the freshest CRL.

The reason codes of interest are determined by policy and are generally supplied by the application. It is recommended
that these should include all reason codes. This information is required to determine which CRLs are sufficient in terms
of reason codes.
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Note that policy may also dictate whether or not a relying party is expected to check dCRLs for revocation status, when
the freshestCRL extension is flagged non-critical or is absent from the certificate. Though excluded from this step, the
processing of these optional dCRLs is described in step 4).

B.3 Determine CRLsrequired

The values of the parameters described in B.2 determine the criteria upon which the CRL types required to check
revocation status of a given certificate is determined. The determination of CRL types can be done based on the
following sets of criteria as described in B.3.1 through B.3.4 below.

—  End-entity certificate with critical CRL DP asserted;
—  End-entity certificate with no critical CRL DP asserted;

A WS ol + +4la it 1CRIL DD wtad
O CUTITITTUATCUT WITIT CITOIC AT OINDD DT - aSSUTTUUY

—  CA-certificate with no critical CRL DP asserted.

Hand]ing of the remaining parameters (critical freshest CRL extension and set of reason codes of intetest) is| done
withif each of the subclauses.

Note that in each case, more than one CRL type can satisfy the requirements. Where there is a choice of CRL typgs, the
relyinlg party may select any of the appropriate types to use.

B.3.1f End-entity with critical CRL DP

If thqg certificate is an end-entity certificate and cRLDistributionPoints extension\is present in the certificate and
flagged critical, the following CRLs shall be obtained:

— A CRL from one of the nominated distribution Point CRLs that(covers one or more of the reason |codes
of interest;

—  Ifall the reason codes of interest are not covered by that CRL, revocation status for the remaining feason
codes may be satisfied by any combination of the following CRLs:

*  Additional distribution point CRLs;
*  Additional complete CRLs;
*  Additional complete EPRLs.

If the| freshest CRL extension is also present in the certificate and if flagged critical, one or more CRLs shall also be
obtained from one or more of the nominated distribution points in that extension, ensuring that freshest revofation
inforthation for all reason codes of interest is checked.

B.3.2| End-entity with no critical CRL"DP

If the| certificate is an end-entity certificate and the cRLDistributionPoints extension is absent from the certificate or
present and not flagged critical, revocation status for the reason codes of interest may be satisfied by any combination
of the following CRLs:

—  Distribution point CRLs (if present);
—  Complete\GRLs;

—  Complete EPRLs.

If the| freshest‘CRL extension is also present in the certificate and if flagged critical, one or more CRLs shall also be

obtaiped fromivone or more of the nominated distribution points in that extension, ensuring that freshest revogation
inforthation for all reason codes of interest is checked.

B.3.3 CA with critical CRL DP

If the certificate is a CA and the cRLDistributionPoints extension is present in the certificate and flagged critical, the
following CRLs/CARLs shall be obtained:

a) A CRL or CARL from one of the nominated distribution points that covers one or more of the reason
codes of interest;

b) If all the reason codes of interest are not covered by that CRL/CARL, revocation status for the remaining
reason codes may be satisfied by any combination of the following CRLs/CARLs:

—  Additional distribution point CRLs/CARLs;
— Additional complete CRLs;
—  Additional complete CARLSs.
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If the freshest CRL extension is also present in the certificate and if flagged critical, one or more CRLs/CARLs shall
also be obtained from one or more of the nominated distribution points in that extension, ensuring that freshest
revocation information for all reason codes of interest is checked.

B.3.4 CA with no critical CRL DP

If the certificate is a CA certificate and the cRLDistributionPoints extension is absent from the certificate or present
and not flagged critical, revocation status for the reason codes of interest may be satisfied by any combination of the
following CRLs:

—  Distribution point CRLs/CARLSs (if present);
—  Complete CRLs;
—  Complete CARLs.

If the| freshest CRL extension is also present in the certificate and if flagged critical, one or more CRLs/CARLq shall
also be obtained from one or more of the nominated distribution points in that extension, ensuring that’frgshest
revocption information for all reason codes of interest is checked.

B4 Obtain CRLs

If the| relying party is retrieving appropriate CRLs from the Directory, these CRLs are obtainéd from the CRL DP or
certificate issuer directory entry by retrieving the appropriate attributes, i.e., one or more of the following attributes:

—  Certificate Revocation List;
—  Authority Revocation List;

—  Delta Revocation List.

B.5 ProcessCRLs

After|considering the parameters discussed in B.2, identifying appropriate CRL types as described in B.3 and retrieving
an appropriate set of CRLs as described in B.4, a relying party»is ready to process the CRLs. The set of CRI}s will
contajn at least one base CRL and may also contain one or miore dCRLs. For each CRL being processed, the r¢lying
party [shall ensure that the CRL is accurate with respect todits scope. The relying party has already determined that the
CRL [is appropriate for the scope of the certificate of inferest, through the process of B.2 and B.3 above. In addition,
validity checks shall be conducted on the CRLs and they shall be checked to determine whether or not the certificate
has b¢en revoked. These checks are described in BS:Y through B.5.4 below.

B.5.1f Validatebase CRL scope

As dgscribed in B.3, there can be more than one type of CRL that can be used as the base CRL for checking revogation
status| of a certificate. Depending on the\policy of issuing authority with respect to CRL issuance, the relying party may
have pne or more of the following-base CRL types available to them.

—  Complete CRL for.all entities;

—  Complete EPRL,;

—  Complete\CARL;

—  Distribution Point Based CRL/EPRL/CARL.

Subclauses B.5.1 through B.5.1.4 provide the set of conditions which shall be true in order for a relying party to use a
CRL pf eacltype as the base CRL for certificate revocation status checking for reason codes of interest.

Indirdct-base CRLs are addressed within each of the subclauses.

B.5.1.1 Complete CRL

In order to determine that a CRL is a complete CRL for end-entity and CA-certificates for which the CRL issuer is
responsible, for all reason codes of interest, the following shall be true:

—  Delta CRL indicator extension shall be absent; and
—  Issuing distribution point extension may be present; and

—  Either the issuing distribution point extension shall not contain distribution point field or one of the
names in the distribution point field shall match the issuer field in the CRL; and
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Issuing distribution point extension shall either not contain any of the following fields or if it contains
any of the following fields, none of the fields present shall be set to TRUE:
containsUserPublicKeyCerts, containsCACerts, containsUserAttributeCerts, containsAACerts,
and/or containsSOAPublicKeyCerts; and

If the reasonCodes field is present in the issuing distribution point extension, the reasons code field
shall include all the reasons of interest to the application; and

Issuing distribution point extension may or may not contain indirectCRL field (hence, this field need not
be checked).

B.5.1.2 Complete EPRL

In order to determine that a CRL is a complete EPRL for reason codes of interest, all of the following shall be true:

This
Thus,|

B.5.1

In ord
be tru

This
basic

B.5.1

In orq
Exten

C:

3 Complete CARL

4 Distribution point based CRL/EPRL/CARL

Delta CRL 1ndicator extension shall be absent;
Issuing distribution point extension shall be present;

Either the issuing distribution point extension shall not contain distribution point field-or one ¢f the
names in the distribution point field shall match the issuer field in the CRL;

Issuing distribution point extension shall contain containsUserPublicKeyCerts,cemponent Thiq field
shall be set to TRUE;

If the reasonCodes field is present in the issuing distribution point extensioh, the reasons codg field
shall include all the reasons of interest to the application; and

Issuing distribution point extension may or may not contain indirect€REfield (hence, this field ne¢d not
be checked).

CRL may be only used if the relying party has determined the subjeet, certificate to be an end entity certificate.
if the subject certificate contains the basicConstraints extension, it§ value shall be cA=FALSE.

er to determine that a CRL is a complete CARL for reasonscodes of interest, all of the following conditiong shall

Delta CRL indicator extension shall be absent;
Issuing point distribution shall be present;

Either the issuing distribution pointiextension shall not contain distribution point field or one ¢f the
names in the distribution point field shall match the issuer field in the CRL;

Issuing distribution point shall contain containsCACerts component. This field shall be set to TRU

>

If the reasonCodes field, i$ present in the issuing distribution point extension, the reasons codg field
shall include all the r€asons of interest to the application; and

Issuing distribution—point may or may not contain indirectCRL field (hence, this field need rjot be
checked).

CARL may be onlyCused if the subject certificate is a CA-certificate. Thus, the subject certificate shall contdin the
Constraints exténsion with cA set to TRUE.

er to determine that a CRL is one of the CRLs indicated by a CRL distribution point extension or freshes{ CRL
sionhin'the certificate, all of the following conditions shall be true:

Either the distribution pnin‘r field in the CR1's icqning distribution pnin‘r extension shall be absent (Only

when not looking for a critical CRL DP), or one of the names in the distribution point field in the CRL
distribution point extension or freshest CRL extension of the certificate shall match one of the names in
the distribution point field in the issuing distribution point extension of the CRL. Alternatively, one of
the names in the cRLIssuer field of the certificate's CRL DP or freshest CRL extension can match one of
the names in DP of the IDP,

Issuing distribution point extension shall either not contain any of the following fields, or if it contains
any of the following fields, none of the fields present shall be set to TRUE:
containsUserPublicKeyCerts, containsCACerts, containsUserAttributeCerts, containsAACerts,
and/or containsSOAPublicKeyCerts, or the field appropriate for the certificate type shall be set to
TRUE (See Table B.1 for field type for each certificate type);
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