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3 Revision of publication CCSDS 735.1-B-1

It has been agreed with the Consultative Committee for Space Data Systems that Subcommittee
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B-1. To this end, NASA will act as a liaison body between CCSDS and ISO.
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary,
the results of Committee actions are termed Recommended Standards and are not
considered binding on any Agency.

This [Recommended Standard is issued by, and represents the consensus of, the CCSI?E
mempers. Endorsement of this Recommendation is entirely voluntary. Endorsement,
howgver, indicates the following understandings:

o| Whenever a member establishes a CCSDS-related standard, this standard will be in
accord with the relevant Recommended Standard. Establishing such a standard
does not preclude other provisions which a member may develop.

o| Whenever a member establishes a CCSDS-related stamdard, that member willl
provide other CCSDS members with the following infosmation:

-- The standard itself.
-- The anticipated date of initial operational capability.
-- The anticipated duration of operational service.

o| Specific service arrangements shallxbe made via memoranda of agreement. Neith¢r
this Recommended Standard mior any ensuing standard is a substitute for |a
memorandum of agreement.

No later than five years from ifsidate of issuance, this Recommended Standard will He
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change
(2) be changed to reflectythe impact of new technologies, new requirements, or new
directions; or (3) be retiréd or canceled.

In thpse instances:when a new version of a Recommended Standard is issued, existing
CCSDS-related miember standards and implementations are not negated or deemed to be no
CCSDS couipdtible. It is the responsibility of each member to determine when sugh
standards ‘0t implementations are to be modified. Each member is, however, strongly
encopitaged to direct planning for its new standards and implementations towards the lat¢r
version of the Recommended Standard.

CCSDS 735.1-B-1 Page ii September 2011
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FOREWORD

As the computers used to conduct space flight mission operations both in flight and on the
ground increase in capability, the software operating on those computers tends to increase in
functional scope and thus take on greater operational significance. With that increase in
scope comes increasing size and complexity, which may be partially mitigated by
decomposition into modules whose functionality can be readily defined and tested. However,
this modularity in turn entails a growing reliance on effective communication among
npjodules. That is, mere decomposition cannot diminish the functional complexity impligd by
cpmplex requirements. It can only partition that complexity into manageable portiens, while
the resulting web of communication relationships among modules introduces ngw complexity
of a different order: rather than a relatively simple system of a few increasingly larg¢ and
pbmplex modules, a modern mission is increasingly likely to require a darge and complex
ystem of relatively simple modules.

. O

creasing complexity tends to increase the likelihood of failure. ¢ The increasing complexity
of mission systems based on communication among modules,thetefore tends to increage the
chance of such systems’ failing even as the success of those)systems becomes increadingly
critical to the achievement on mission objectives. Measures that can minimize the chance of
failure in complex systems—exhaustive regression testing and configuration management,

ight rules constraining the exercise of unproven system capabilities and the introductipn of
inprovements—increase cost if they are taken and.increase risk if they are not.

These considerations have led to the present recommendation for a standard system of
cpmmunication—messaging—among mission software modules. The objective off this
proposed messaging standard is to_reduce mission cost and risk by confining much df the
cpmplexity of modern mission systems to relatively static and proven reusable infrastrucfure.

Attention is drawn to the possibility that some of the elements of this document may be the
spibject of patent rights. ECSDS shall not be held responsible for identifying any or all{such
pptent rights.

Through the prdeess of normal evolution, it is expected that expansion, deletioh, or
npodification @f this document may occur. This Recommended Standard is therefore sybject
t¢ CCSDS._doeument management and change control procedures, which are defined in the
Hrocedures’ Manual for the Consultative Committee for Space Data Systems. Cyrrent
versiong-of CCSDS documents are maintained at the CCSDS Web site:

trttp7/www.ccsds.orgs

Questions relating to the contents or status of this document should be addressed to the
CCSDS Secretariat at the address indicated on page i.

CCSDS 735.1-B-1 Page iii September 2011
© 1SO 2013 — Al rights reserved 7
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< Japan Aerospace Exploration Agency (JAXA)/Japan.

- National Aeronautics and Space Administration (NASA)/USA.

- UK Space Agency/United Kingdom.
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< Austrian Space Agency (ASA)/Austria.

- Belgian Federal Science Policy Office (BFSPO)/Belgiur.

< Central Research Institute of Machine Building (TsNIIMash)/Russian Federation.
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- Chinese Academy of Sciences (CAS)/China.

- Chinese Academy of Space Technology (CAST)/China.

-+ Commonwealth Scientific and Industrial'Research Organization (CSIRO)/Australia.
< CSIR Satellite Applications Centre (€SIR)/Republic of South Africa.
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< Departamento de Ciéncia e Técnologia Aeroespacial (DCTA)/Brazil.

< European Organization forthe Exploitation of Meteorological Satellites
(EUMETSAT)/Europe

< European Telecommunications Satellite Organization (EUTELSAT)/Europe.

- Geo-Informatics,and Space Technology Development Agency (GISTDA)/Thailand.
- Hellenic NatipnialSpace Committee (HNSC)/Greece.

- Indian Spac€ Research Organization (ISRO)/India.

< Institute.of Space Research (IKI)/Russian Federation.

+ KFKIResearch Institute for Particle & Nuclear Physics (KFKI)/Hungary.

- Korea Aerospace Research Institute (KARI)/Korea.

- ~Ministry of Communications (MOC)/Israel.

| National Institute of Information and Communications Technology (NICT)/Japan.
— National Oceanic and Atmospheric Administration (NOAA)/USA.

— National Space Agency of the Republic of Kazakhstan (NSARK)/Kazakhstan.

— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

CCSDS 735.1-B-1 Page iv September 2011
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— United States Geological Survey (USGS)/USA.
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INTRODUCTION

1 PURPOSE AND SCOPE

This document defines a CCSDS Asynchronous Message Service (AMS) for mission data
system communications. The service and its protocols implement an architectural concept
under which the modules of mission systems—distinct sequential flows of application control
logic, whether called processes, tasks, or threads—may be designed as if they were to operate

a
a

d

A

i 1solation, each one producing and consuming mission information without ex

wareness of which other modules are currently operating. Communication relation|
mong such modules are self-configuring; this tends to minimize compléXity i
evelopment and operations of modular data systems.

system built on this model is a ‘society’ of generally autonomous int€toperating mo

fi

D O

©

Iq

o

o

(=

t}a‘[ may fluctuate freely over time in response to changing mission objectives, m

then, is to reduce mission cost and risk by providing standard, réusable infrastructure fq

nctional upgrades, and recovery from individual module failuré:~"The purpose of A

plicit
ships
| the

dules
bdule
AMS,
r the

kchange of information among data system modules in a manfier that is simple to use, highly

itomated, flexible, robust, scalable, and efficient.

his Recommended Standard specifies the protocol procedures and data units
ccomplish automatic configuration of AMS{communication relationships, dyn
pconfiguration of those relationships during operations, and the use of those relationshi
ccomplish the exchange of mission information among data system modules.

2 APPLICABILITY

his Recommended Standard specifies protocols and associated services that e
bmmunication among modujes of mission data systems, specifically:

— between modules of a ground data system;
— between nedules of a flight data system;
— betweei modules of different ground data systems;

— _between modules of the flight data systems of different spacecraft;

that
amic
ps to

hable

over

= between modules of flight data systems and modules of ground data systems,

Tterpranctary distances.

1.2.1 ORGANIZATION OF THE RECOMMENDED STANDARD

This Recommended Standard is organized as follows:

— Section 2 provides an overview of AMS, its intended use, and a description of the

main interactions involved in message exchange.

CCSDS 735.1-B-1 Page 1-1 September
© 1SO 2013 — All rights reserved
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— Section 3 defines the services provided by AMS along with the associated primitives
and parameters.

— Section 4 defines the AMS protocol procedures.
— Section 5 defines the AMS protocol data units.

— Section 6 defines standardized user operations that may be built on AMS.

ganan T AL e nrolt (N L pa (o cong FANAS sl ngnn nant ot Ao
T 7 OCTITICS CTET COTITOTHIan C O TTaSSTS OT 7 v o T pPTeTICIITatroTT

—| Section 8 describes the AMS Management Information Base (MIB).

- Annex A discusses the currently recognized underlying transport services for AMS.

—

- Annex B summarizes the functional significance of various classes ft AMS subje¢
numbers and the manner in which this significance affects protocol procedures.

— Annex C defines a Service Conformance Statement Proforma.
— Annex D defines a Protocol Implementation Conformange,Statement (PIC) Proformd.

— Annex E discusses security, SANA, and patent\ considerations related to the
specification.

—| Annex F provides a list of informative references.

— Annex G provides a list of acronyms and definitions.

1.3 | CONVENTIONS AND DEFINITYONS

1.3.1] BIT NUMBERING CONVENTION

(¢

In th{s document, the following convention is used to identify each bit in an N-bit field. Th
first pit in the field to be\transmitted (i.e., the most left justified when drawing a figure)
defined to be ‘Bit 0’i~the’ following bit is defined to be ‘Bit 1’ and so on up to ‘Bit N—1f.
When the field is u§ed to express a binary value (such as a counter), the Most Significant Bijit
(MSB) shall be the. first transmitted bit of the field, i.e., ‘Bit 0.

w2

BIT O BIT N1

N-BIT DATA FIELD

A

FIRST BIT TRANSFERRED = MSB

Figure 1-1: Bit Numbering Convention

In accordance with modern data communications practice, spacecraft data fields are often

CCSDS 735.1-B-1 Page 1-2 September 2011
16 © 1SO 2013 — Al rights reserved
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grouped into eight-bit ‘words’ which conform to the above convention. Throughout this
Recommended Standard, the following nomenclature is used to describe this grouping:

8-BIT WORD = ‘OCTET’

Figure 1-2: Octet Convention

oo}

y CCSDS convention, all ‘spare’ or ‘unused’ bits shall be permanently set to value-zerp’.

[

3.2 NOMENCLATURE

—

he following conventions apply for the normative specifications”in this Recommgnded
tandard:

5]

a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;
b) the word ‘should’ implies an optional, but desirable, specification;
c) the word ‘may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will” imply statéments of fact.

NOTE — These conventions do not ifaply constraints on diction in text that is clearly
informative in nature.

1{3.3 INFORMATIVE TEXT

informative text is sef~off from the normative specifications either in notes or under ope of

? the normative sections-ef this document, sections 3 through 8 and annexes A through D,
i
the following subsection headings:

—  Overview;

— Background;

Rationale;

Discussion.

CCSDS 735.1-B-1 Page 1-3 September 2011
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1.3.4 DEFINITIONS
1.3.4.1 Definitions from OSI Basic Reference Model

This Recommended Standard makes use of a number of terms defined in reference [1]. The
use of those terms in this Recommended Standard shall be understood in a generic sense, i.e.,
in the sense that those terms are generally applicable to any of a variety of technologies that
provide for the exchange of information between real systems. Those terms are:

— entity;

Protocol Data Unit (PDU);

- service;

Service Access Point (SAP);

Service Data Unit (SDU).

1.3.4{2 Definitions from Open Systems Interconnection (OSI) Service Definition
Conventions

This [Recommended Standard makes use of a number(of terms defined in reference [2]. THe
use df those terms in this Recommended Standard shall be understood in a generic sense, i.¢.
in th¢ sense that those terms are generally applicable to any of a variety of technologies that
provide for the exchange of information between real systems. Those terms are:

-

— Indication;

Primitive;

Request;

— Response.

1.3.4{3 Terms Defined in This Recommended Standard

NOTE - Jiwview of the detailed technical rigor of these definitions, the first-time reader |s
encouraged to skip them and instead begin at the much more accessible section
below, referring back to the definitions in 1.3.4.3 as necessary.

-

Within the context of this document the following definitions apply:

continuum: A closed set of entities that utilize the Meta-AMS protocol (discussed below) for
the purpose of configuring AMS-based communication among themselves. Each continuum
is identified by a continuum name and corresponding non-negative continuum number. A
‘continuum ID’ is either a continuum name or a continuum number, whichever is more
appropriate in context.
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application: A data system implementation, typically taking the form of a set of source code
text files, that relies on AMS procedures to accomplish its purposes. Each application is
identified by an application name.

authority: An administrative entity or persona that may have responsibility for the
configuration and operation of an instance of an application. Each authority is identified by
an authority name.

V]
which some authority is responsible, onto a set of one or more running computers. As syich it
iy identified by the combination of some application name and some authority nafig; andl it is
alternatively identified by some non-negative, non-zero venture number that-corresponds to
that combination of application and authority names. A ‘venture ID’ is eithienan applicgtion-
npme/authority-name combination or a venture number, whichever is more approprigte in
cpntext

essage: An octet array of known size which, when copied froni the memory of one mdule
of a venture to that of another (exchanged), conveys information that can further the purposes
of that venture.

application data: The array of zero or more octets embedded in a message containing the
specific information that the message conveys.

rple: Some part of the functionality of an application. Each role is identified by a role pame
and corresponding non-negative role number. A ‘role ID’ is either a role name or 4 role
npmber, whichever is more appropriate if’ context.

module: A communicating entity.that implements some part of the functionality of fome
AMS venture—that is, perferms some application role—by, among other actiyities,
ekchanging messages with(other modules. Associated with each module is the name gf the
rple it performs within_the’/application. (Multiple modules may perform the same role |in an
application, so the role-hame of a module need not uniquely identify the module withjin its
venture.) In orderto accomplish AMS message exchange a module generates AMS sdrvice
r¢quests and consumes AMS service indications; the module that is the origin of a given
AMS service~request or the destination of a given AMS service indication is termefl the
operativemodule.

i essage space: The set of all of the modules of one AMS Venture that are also members of a

, . : : v : nd a
continuum. Each message space is unlquely identified within its continuum by the
combination of the name of the application and the name of the authority that is responsible
for the venture, and by the corresponding venture number.

NOTE - Unique naming of continua enables multiple message spaces that are in different
continua but are identified by the same application and authority names to be
concatenated via Remote AMS (discussed below) into a single venture.
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unit (i.e., a unit of organization): An identified subset of the organizational hierarchy of the
modules of one AMS venture, declared during venture configuration as specified by the
responsible authority for that venture. Each unit is uniquely identified within the venture by
unit name and corresponding non-negative unit number. A ‘unit ID’ is either a unit name or
a unit number, whichever is more appropriate in context. The root unit of a venture is the
unit that is coterminous with the venture itself; its unit name is the character string that is of
length zero. A unit whose name is identical to the first N bytes (where N is greater than or
equal to zero) of the name of another unit of the same venture is said to contain that other
unit.| The membership of a unit that is contained by another unit is a subset ofqthe
membership of the containing unit. Units form a strict hierarchy: no module is ceVer |a
member of two units such that neither unit is a proper subset of the other.

cell: |The set of all modules that are members of one unit of a given venturetand are algo
mempers of a given continuum; that is, it is the intersection of a unit and a continuum. Sinde
each |unit is a subset of a venture, each cell is necessarily a subset of the-message space for
that yenture in that continuum. Each cell is uniquely identified within\ifs message space Hy
its upit’s name and number. The root cell of a message space I8 coterminous with tHe
messpge space itself. A cell contains some other cell only if its@imit contains that other cell|s
unit. | A cell may be an empty set; that is, in a given continuunt there may be no modules that
are miembers of the cell’s unit. The registered membershipyoft a cell is the set of all modulgs
in th¢ cell that are not members of any other cell aside ftom cells which contain that cell.

NOTES

1 For example, if cell A contains cells.Byand C, and cell C contains cells D and E, any
modules in C that are not in eitherD or E are in the registered membership of cell (.
Those modules are also membets of cell A, but because they are in cell C—whidh
does not contain cell A—they afe not in cell A’s registered membership.

2 The root cell contains-every other cell in the message space, and every module in tHe
message space is therefore a member, though not necessarily a registered member, ¢f
the root cell.

domain (of an AMS/service request): The set of modules to which the request pertains. [It
comprises all ofithe modules that are members of the venture in which the operative module
is its¢lf a member, with the following exceptions:

If\the service request is one for which continuum ID is not specified, then only modulgs
that are members of the laocal continuum are members of the service rpqnpq‘r’q domain.
Otherwise, if the service request’s continuum ID parameter does not indicate ‘all
continua’, then only modules that are members of the continuum identified by the
service request’s continuum ID parameter are members of the service request’s domain.

— Only modules that are members of the organizational unit identified by the service
request’s unit ID parameter are members of the service request’s domain.
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— If the service request’s role ID parameter does not indicate ‘all roles’, then only
modules performing the role identified by that role ID are members of the service
request’s domain.

subject number or subject (of a message): An integer embedded in the message that
indicates the general nature of the information the message conveys, in the context of the
AMS venture within which the message is exchanged.

211 [N ; sfbject
npmber. A ‘subject ID’ is either a subject number or the corresponding subjeet-flame,
whichever is more appropriate in context.

w

end: To cause a message to be copied to the memory of a specified modulg(

blish: To cause a message on a specified subject to be sent to Onie or more implicitly
specified modules, namely, all those that have requested copies. ©f all messages op the
specified subject.

apnounce: To cause a message to be sent to one or more implicitly specified modules,
npmely, all those modules that are located within a specified continuum (or all continua), that
are members of a specified unit (possibly the root unit); and that perform a specified r¢le in
the application (possibly ‘any role’).

w

hibscribe: To issue a subscription on a subjeéts i.e., a request that one copy of every mefsage
published on some specified subject by any*'module in the subscription’s domain be s¢nt to
the subscribing module; the domain, pof*a subscription is the domain of the AMS sdrvice
r¢quest that established the subscription.

o

nvitation: A statement of theumanner in which messages on some specified subject may be
ent to the inviting moduléyby modules in the domain of the invitation; the invitafion’s
pmain is the domain of theé AMS service request that established the invitation.

o »

]

pply: A message-that is sent back to the sender of some earlier message and that difectly
r¢sponds to that@antecedent message in some application-specific way.

cpntext number: A numeric value that (in some application-specific way) enablep the
information in a reply message to be applied in the context in which the antecedent mefsage
was-/ent. For this purpose, the context number, if any, included in the antecedent message is
siniply echoed in the reply message.

query: A message that implicitly notifies the receiver that the sender of the message has
suspended message exchange altogether until it has received a reply that responds to this
message.

Some of the protocol procedures defined in this specification are in part expressed in terms of
timeout intervals. All AMS timeout intervals are notional rather than fixed. (However,
effective operation of the AMS protocols cannot be assured unless the same fixed values for
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all timeout intervals are used universally within any given AMS continuum.) Similarly, the
system health monitoring procedures defined in this specification are in part expressed in
terms of the number of consecutive missing heartbeats that will be interpreted as indicating
that the source entity for the missing heartbeats has ceased operation. This limit is again
notional rather than fixed; it is identified in this specification by the label ‘N6’, and its
nominal value is 3.

The timeout intervals referenced in this specification are defined as follows:

Table 1-1: AMS Timeout Intervals (in Seconds)

Interval Name Interval ID Nominal Value Mandatory value
Configuration server response N1 5.0 n/a
Regigtrar response N2 5.0 n/a
Regigtrar heartbeat N3 10.0 n/a
Modyle heartbeat N4 n/a 2 X the value of N3
Modyle loss imputation N5 n/a N6 X the value of N4
NOTE - An example of an AMS-based communications configuration that illustratgs

some of the concepts defined above is proyided in 2.1.3.
1.4 | REFERENCES

The following documents contain provisions‘which, through reference in this text, constitute
provisions of this Recommended Standard:- At the time of publication, the editions indicatgd
were|valid. All documents are subject to revision, and users of this Recommended Standard
are gncouraged to investigate the possibility of applying the most recent editions of tHe
documents indicated below. The:CCSDS Secretariat maintains a register of currently valid
CCSDPS documents.

[1] [Information Techiiology—Open Systems Interconnection—Basic Reference Model: The
Basic Model. International Standard, ISO/IEC 7498-1:1994. Geneva: ISO, 1994.

[2] |Information~Technology—Open Systems Interconnection—Basic Reference Model{
Conventions for the Definition of OSI Services. International Standard, ISO/IE{C
107311994, Geneva: ISO, 1994.
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301.0-B-4. Blue Book. Issue 4. Washington, D.C.: CCSDS, November 2010.

[4] AMQP—Advanced Message Queuing Protocol—Protocol Specification. Version 0-10.
N.p.: AMQP Working Group, 2009. <http://amqp.org/>

NOTE - Informative references are contained in annex F.
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2 OVERVIEW

2.1

2.1.1

GENERAL

ARCHITECTURAL CHARACTER

A data system based on AMS has the following characteristics:

Anv module mav be introduced into the svstem at anv time  That is_the or

er in

O >

MS-based systems are highly robust, [acking any innate single point of failure and tol
f unplanned module termination. At 'the same time, communication within an AMS-}
Ystem can be rapid and efficient:

which system modules commence operation is immaterial; a module never i¢g
establish an explicit a priori communication ‘connection’ or ‘channel’ td any
module in order to pass messages to it or receive messages from it.

Any module may be removed from the system at any time without inhibitin
ability of any other module to continue sending and receiving messages. That 1
termination of any module, whether planned or unplanned, only causes
termination of other modules that have been specifically designed to terminate i1
event.

When a module must be upgraded to an improved #€rsion, it may be terminate
its replacement may be started at any time; thereNs no need to interrupt operatio
the system as a whole.

When the system as a whole must terminate, the order in which the system’s mo
cease operation is immaterial.

Messages are exchanged directly between modules rather than through any cq
message dispatchifigexus.

Messages ar€-adtomatically conveyed using the most suitable underlying tran
service towiiich the sending and receiving modules both have access. For exai
messages.between two ground system modules running in different computers
comfoen LAN would likely be conveyed via TCP/IP, while messages bet
miedules running on two flight processors connected to a common bus memory |
might be conveyed via a shared-memory message queue.
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Frmatty, AMStsdesigned tobetighty scatabtepartitiommg message spaces mto cettsenables

a venture to comprise hundreds or thousands of cooperating modules without significant
impact on application performance.
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2.1.2 MESSAGE EXCHANGE MODELS

AMS is designed to support a variety of message exchange models:

— Send/receive.  Messages may simply be sent to designated modules in an
asynchronous manner.

— Synchronous query. Messages may be sent in a synchronous manner, i.e., suspending
further activity until a reply is received.

— Publish/subscribe. Messages may be published anonymously to a time-varying
community of self-selected subscribers.

- Announcement. Messages may be ‘announced’ to a set of modules selected by the
message source.

To this end, AMS comprises three distinct and complementary protocols:

— The Application AMS (AAMS) protocol conveys application data between AM[S
modules within a single continuum.

— The Meta-AMS (MAMS) protocol propagates configration information that enablgs
the exchange of AAMS protocol data units within a-Single continuum.

— The Remote AMS (RAMS) protocol conveys\application data between AMS modulgs
in different continua.

AAMS message exchange is fundamentally*asynchronous. That is, each message is sent infa
‘postpl’ rather than ‘telephonic’ manner:(Upon sending a message, an AMS module need n¢t
wait [for arrival of any message (suchjas a reply to the message it sent) before continuing
perfarmance of its functions.

Althgugh message exchangeamiong modules is asynchronous, for some purposes it may He
desirpble to apply the irdformation in a reply message (received asynchronously) to the
contgxt in which the.antecedent message was published. To this end, AAMS enables |a
module to include agontext number in any original (non-reply) message; AAMS procedurgs
y
S

can be used to_feply to any original message, and the reply to a message automaticall
includes an echo of the context number (if any) embedded in the original message. Th
number cartbe used to retrieve some block of contextual information, enabling the origingl
ge“sender to link the information in a reply message to the application activity whigh
dthe antecedent message to be issue o that this activity may be continued in |a
pseudo-synchronous fashion. The specific mechanism used to establish this linkage is an
implementation matter.

For some purposes true message synchrony may be necessary as well; that is, it may be
desirable for a module to query some other module, sending a message and then suspending
message exchange altogether until a reply is received. AAMS procedures additionally
support this communication model when it is required.
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Most message exchange in an AMS-based data system is conducted on the ‘publish-
subscribe’” model:

— A module uses MAMS procedures to announce that it is subscribing to messages
specified subject.

ona

— From that time on (until the subscription is canceled), whenever any module in the
message space uses AAMS procedures to publish a message on that subject, a copy of

the message is automatically delivered to that subscribing module and to all

il

fi
A
K

Iq

=t p—
X

By

P
K

module plugs itself into a data ‘grid’, much as producers and consumers of_glectric pov
r example, a hydroelectric plant and a kitchen toaster—plug into an electtic-power grid.

grgely decoupled from the designs of all other modules in the¢,same way that the desig

that have announced similar subscriptions.

his model can greatly simplify application development and integration. In- effect,

MS module can insert into such a data grid whatever data it prodyees, without havi
how much about the consumer(s) of that data, and draw from the-grid whatever d

thers

each
er—
An
ng to
hta it

pquires without having to know much about the producer(s). ‘The design of a modyle is

aster is largely decoupled from the design of a power plant.

or some purposes, though, it may still be necessary fora' module to send a message priy
hd explicitly to some specific module, e.g., in reply’to a published message. Again, A
rocedures support this communication model as well when it is required.

inally, a module may also announce a message privately to some explicitly specified

the set may comprise any combination of continuum identifier, unit identifier, and
identifier. The announcement model enables the source of the message to exercise

d
b

2

nj

H

npessages they prefer not fo,receive.

Ip this exampte, AMS is being used to operate a rover on a distant planet. This applicat

odules (thus privately and implicitly teidll modules in that set), where the specificati

scretion in multi-point data_distribution, directing the message only to the modu
elieves need to receive if~while still shielding destination modules from the delive

1.3 AMS COMMUNICATION CONFIGURATION EXAMPLE

pmed ‘rover-ops’.
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or:this purpose, AMS must be running in two distinct continua: ‘rover’, sited on the rg
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NOTE - It is not possible to run the entire system in a single continuum because the Meta-
AMS (MAMS) protocol relies on timely responses to messages: the lengthy
signal propagation delays of interplanetary communication would prevent the

successful completion of MAMS message exchanges.

The Remote AMS

protocol propagates the results of MAMS-based continuum configuration among

continua in a delay-tolerant manner.

It is desirable to run this system both ‘live’ and in simulation, without modifying the software

in an
Fina
mod

assuiy

Figuy
singl

In fig

y way, so two ditferent authorities, named "live” and “sim’, are identitied.

y, it is desirable to be able to send a request for current thermal status information-to aj
les of the thermal subsystem on the rover and no other modules. For this plixpose it {s
ned that one unit is defined for each rover-ops venture will be the ‘thermal “uiit.

e 2-1 depicts one of the two continua, the rover continuum. Each)continuum has [a
e configuration server (discussed later), marked ‘C’ in this diagram.

—

A

Aver

Figure 2-1: The Rover Continuum

ure 2-2;-the moc continuum is depicted as well.
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4. rover

Figure 2-2: Rover and MOC Q@inua
N\

igure 2-3 shows a single venture that conducts Stls) live operations of the rover-ops

1e.

the root unit, but since the root unit is cotermi

bplication, spanning these two continua. Every re comprises at least one implicit{ unit,
rgﬁ'with the venture it is not shown sepafately
¥
O

Q
S
?\

é&

rover

Figure 2-3: Live Rover-Ops Venture

The portion of the live rover-ops venture that resides in the rover continuum is a single
message space as shown in figure 2-4.

CCSDS 735.1-B-1

© 1SO 2013 — All rights reserved

Page 2-5 September 2011

27


https://standardsiso.com/api/?name=0976ed9cc49fbc485a908413b870ecb4

ISO 17807:2013(E)
CCSDS RECOMMENDED STANDARD FOR ASYNCHRONOUS MESSAGE SERVICE

Figure 2-4: Rover Continuum Portion of Live @%—Ops Venture

: N\ :
Each|message space comprises at least one cell, the root e@}, which is that portion of the live
rover-ops root unit that resides in the rover contin Since the root cell is coterminoys
with the message space itself it is not shown separately. Every cell of every message spacg,

including the root cell, has a single registrar (dii\ ed later), marked ‘R’ in this diagram.

In figure 2-5, the message space for the M()Q)ortion of live rover-ops is added.

+ Cy
\v

9

\?)o//
@

mocC

rover

Figure 2-5: Live Rover-Ops Venture with MOC Message Space
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Figure 2-6 shows a subset of the live rover-ops venture, the thermal unit, which spans the
rover and moc continua.

%

mocC

rover

Figure 2-6: Thermal Unit Subset ofd.ive Rover-Ops Venture

Tihe portion of the live rover-ops thermal unif that resides in the rover continuum is a gingle
cgll as shown in figure 2-7. Modules numbetred 19 and 6 are registered with the registfar of
this cell.

Figure 2-7: Rover Continuum Portion of Live Rover-Ops Thermal Unit
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In the figure 2-8, the live rover-ops thermal cell residing in the moc continuum has been
added as well.

Fjgure 2-8: Rover and MOC Continua Portions.6f’Live Rover-Ops Thermal Unit

o

It shpuld be noted that this cell also has a registeréed module 6, but there is no ambiguit
modyle numbers are meaningful only within the\scope of a cell, and the concatenation of th
cell’§ ID (venture ID, unit ID, and continuuntdD) and the module number uniquely identifig
the mpodule within the venture.

v O

2.1.4 ARCHITECTURAL PERSPECTIVE
2.1.4i1 General

The manner in whicle-AMS relates to other CCSDS Recommended Standards is discussdd
here [in a continuatien of the AMS communication configuration example presented in 2.1.3.
In this examplejl>AMS is to be used for monitoring and controlling the thermal subsystem
(amojng othersy potentially) of a rover on a distant planet. The design team for this missign
has rlamed>the AMS application ‘rover-ops’ and is considering the use of AMS in either ¢r
both |af-two distinct computing environments, the ground data system on Earth and the
rover's gt data Systent. — AMS—operations 1 the former environmment are_vicwed as
proceeding in a continuum named ‘moc’ (mission operations center), while AMS operations
in the latter environment are viewed as proceeding in a continuum named ‘rover’.

NOTE - Underlying protocols identified in the following subsections are examples. AMS
can also run over Proximity-1 as well as any number of other protocols that meet
the requirements of 3.2.
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2.1.4.2 Ground Data System Example
2.1.4.2.1 Scenario

Telemetry packets acquired from the rover are passed to a module that is registered in the role
of ‘telemetry-sink’ (module 3), which is a general-purpose publisher of telemetry
information. Subject ‘temperature’ is used for the publication of telemetry pertaining to the
thermal subsystem. Two modules in the ground data system subscribe to ‘temperature’: a
r¢at=time thermat state Tontoring appiication (modute 6)and a thermat state trend amlysis
bplication (module 8). Whenever a thermal telemetry packet is acquired from the wovgr, its
bntents are published by module 3 in an AAMS message on subject ‘temperatare’ cajising
bpies of this message to be immediately received by both module 6 and modulg, 8.

O O

o)

1.4.2.2 Topology

=z

lodule 3 is shown here as a registered module in the ‘root’ cell. of the message spade for
live rover-ops’ in the ‘moc’ continuum. Modules 6 and 8 ar€registered in the ‘thermal] cell
f this message space.

EN

o

®

S \e e
5

e moc

Figure 2-9: Ground Data System Registered Modules

2.1.4.2.3 Module Protocol Stack

In this example, modules 3, 6, and 8 all conform to CCSDS Spacecraft Monitor and Control
architecture. The Application AMS protocol running over TCP/IP (in the mission operations
center’s local area network) serves as the messaging technology underlying the Messaging
Abstraction Layer (MAL).
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2.1.4.3 Flight Data System Example
2.1.4.3.1 Scenario

On-board the rover, thermal sensor monitoring modules 6 and 12 periodically publish thermal
sensor data in AAMS messages on subject ‘temperature’. Two on-board modules subscribe
to ‘temperature’: a real-time thermal alarm module (module #19) and a module registered in
the role of ‘telemetry-source’ (module #4). Whenever either module 6 or module 12
ppbiisiies @ temperature —message, ot modute 4 —and Tmoduie 19 Tmmediatety Tepeive
cppies. On receipt of a ‘temperature’ message, module 4 issues a thermal telemetry ppcket
for transmission to the mission operations center on Earth.

o)

1.4.3.2 Topology

® /]
i

"\\" a%over

Figure 2-11: Flight Data System Registered Modules

()

1.4.3.3 Moduile Protocol Stack

this example, modules 4, 6, 12, and 19 all conform to CCSDS Spacecraft Onbpoard
Information Services (SOIS) architecture. The Application AMS protocol running ovgr the
SIOLS Subnetwork Packet Service (mapped to the spacecraft’s SpaceWire bus) serves ds the
spacecraft’s Message Transfer Service.
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Figure 2-12: AAMS over SOIS Subl\l{\@’ork Packet Service
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2.1.4.4 End-to-End Mission Data System Example
2.1.4.4.1 Scenario

The mission design team have decided to use end-to-end AMS messaging to operate the
rover. The mission-specific ‘telemetry source’ and ‘telemetry sink’ modules are no longer
required: instead, standard RAMS gateway modules in the MOC and on the rover will
manage the forwarding of command and telemetry information over the space link.

- ST E— 7 - BN I T I - - ,v...'
hd module 1 (the ‘live rover-ops” RAMS gateway in the ‘rover’ continuum) immedjately
r¢ceive copies. The rover’s RAMS gateway uses reliable Delay/Disruption-Tolerant
etworking (DTN) protocols to convey the ‘temperature’ message to its counterpart in the
1OC, which then forwards that message to the two local subscribers, modul¢s 6 and 8.

o

z Z

()

1.4.4.2 Topology

rover mocC

= va

e/ |

Eigure 2-13: End-to-End Mission Data System Registered Modules

!
Je f lymat

211.443 Ground Gateway Protocol Stack

In the mission operations center, the RAMS gateway uses TCP/IP for exchange of AAMS
messages with other modules in its message space but uses the DTN Bundle Protocol and
Licklider Transmission Protocol over CCSDS encapsulation packets and telemetry/telecommand
links for exchange of RAMS messages with its counterpart on the rover.

CCSDS 735.1-B-1 Page 2-13 September 2011
© 1SO 2013 — Al rights reserved 35


https://standardsiso.com/api/?name=0976ed9cc49fbc485a908413b870ecb4

ISO 17807:2013(E)
CCSDS RECOMMENDED STANDARD FOR ASYNCHRONOUS MESSAGE SERVICE

Figure 2-14: RAMS Gateway with AAMS over TCP/IP and DTN over CCS]@\%

U
S

2.1.4/4.4 Flight Gateway Protocol Stack /\tb
N

On-bpard the rover, the RAMS gateway uses the SOIS Subnetwork P@ket Service ov¢r
SpacgWire for exchange of AAMS messages with other modules in @message space buit
uses [ the DTN Bundle Protocol and Licklider Transmission éﬁotocol over CCSDS
encapsulation packets and telemetry/telecommand links for e@ange of RAMS messaggs
with fits counterpart in the mission operations center. Q
N

S5

\J
SpaceWire c)\\

Figure 2-15: RAMS Gate@vith AAMS over SOIS Subnetwork Packet Service
and DTN over CCSDS

N

2.1.4{4.5 Enhanc&light Module Protocol Stack

Appljcation ?ﬁes on-board the rover may use AMS either for end-to-end messaging,
through S@aft Monitoring and Control (SM&C) services, or for local messaging.

7o)

CCSDS 735.1-B-1 Page 2-14 September 2011
36 © 1SO 2013 — All rights reserved


https://standardsiso.com/api/?name=0976ed9cc49fbc485a908413b870ecb4

ISO 17807:2013(E)
CCSDS RECOMMENDED STANDARD FOR ASYNCHRONOUS MESSAGE SERVICE

(End-to-end messaging) sQY?[)cal messaging)

Q
&
Figure 2-16: Enhanced Flight Module Protocol Stack
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2.2 ARCHITECTURAL ELEMENTS
2.2.1 GENERAL

The architectural elements involved in the asynchronous message service protocols are
depicted in figure 2-17 and described below.

m‘u
service %
Messgage space for | registrar
application Q, authority R new cell cell location
specification registration

e - T e e e a s queryand . o o oo o Sl e D e e oo - -
: cel 0 response :
1 Pl S T e B I 1 1
! 1 1 1 1 !
[ ell 1 N N Cell2 |, 1
1 1

1 1 § 1 1
: | 1 reconfig | | :
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V! heartbeat, 1 1 heartbeat, istrati 'y
v ack, reconfig ' application ' ack, reconfig registration I~ heartbeat, ]
! messages ack, reconfi N
! : : 9 : N remote AM
Vo i 1 N messages
! 1 1 applieation RAMS TN

' ' ' messages = T g
: . . . ssag (a\pew modyle) gateway . :

1 1 1 1
: 1 1 1 :

application
messages

application messages

Figure 2-17: Architectural Elements of AMS (a Single Continuum)

2.2.2l COMMUNICATING ENTITIES

All AMS communicationis conducted among three types of communicating entitie$:
modyles (defined earlief);registrars, and configuration servers.

A registrar is a ggmmunicating entity that catalogues information regarding the registerdd
membpership of @single cell of a message space. It responds to queries for this information,
and if updates.this information as changes are announced.

A copfiguration server is a communicating entity that manages a database of configuratign
inforfmatiom fora Single comtimuunT. T particutar; it catatogues Tformmation Tegarding the
message spaces that the continuum comprises, notably the locations of all registrars. It
responds to queries for this information, and it updates this information as changes are
announced.
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2.3 OVERVIEW OF INTERACTIONS
2.3.1 TRANSPORT SERVICES FOR APPLICATION MESSAGES

AAMS is an OSI protocol stack layer 7 (application) service that might best be characterized
as messaging ‘middleware’. As such, it relies on the capabilities of underlying Transport-
layer protocols to accomplish the actual copying of a message from the memory of the
sending module to the memory of the receiving module. It additionally relies on those

cgpabiiitics toaccompiisi the transmission ot the MAMS Tessages toamnd fronT Tegiptrars
hd configuration servers that enable the dynamic self-configuration of AMS message, spjaces.

o

For any given AMS continuum, some common transport service must be utilized-for MAMS
tiaffic by all communicating entities involved in the operations of all message spaces in the
cpntinuum. The transport service selected for this purpose is termed"the contingum’s
Hrimary Transport Service (PTS).

The PTS clearly can also be used for application message exchange among all modules in a
cpntinuum, as it must be universally available for MAMS meS$sage exchange. In some dases,
hpwever, improved application performance can be achigyed by using a different transport
service for message exchange between modules that\share access to some espegially
cpnvenient communication medium, such as a shared-memory message queue. These
performance-optimizing transport services are tetined Supplementary Transport Senvices
($TSes).

—

he service access point at which a medule can receive messages via a given transport
service is termed the module’s delivery point for that service. Multiple delivery points (for
different transport services) may beécharacterized by the same service mode, that is, by the
spme levels of transmission order/preservation and diligence in message delivery. For a
glven service mode, the list oftall delivery points that provide that mode of service to a given
module—in descending @rder of preference (generally, descending order of network
performance)—is termed‘the delivery vector for that service mode, for that module.

2{13.2 REGISTRAR REGISTRATION

Hvery message space always comprises at least one cell (the root cell), and each m¢dule
r¢sides Wwithin (is registered in) some cell; in the simplest case all modules of the mepsage
pacé.reside in the root cell. Each cell is served by a single registrar, which is responsibje for
nponutoring the health of all modules in the cell’s registered membership and for propagating
six kinds of message space configuration changes: module registrations and terminations,
subscription and invitation assertions, and subscription and invitation cancellations. On
reception of one of these reconfiguration messages from a module in its own cell’s registered
membership, the registrar immediately propagates the message to the other modules in that
registered membership and then to the registrars of other cells in the message space, as
appropriate; on receiving such a message from a remote cell’s registrar, the registrar
propagates it to the modules in its own cell’s registered membership.

w2
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The registrars themselves register with the configuration server for the continuum within
which the message space is contained. A list of all possible network locations for the
configuration server, ordered by some mechanism that reflects the continuum’s globally
recognized strict relative order among candidate configuration servers, must be ‘well
known’—that is, included in the AMS MIBs exposed to all registrars for all message spaces
in the continuum—and each continuum must have a configuration server in operation at one
of those locations at all times in order to enable registrars and modules to register. (The
manner in which this latter requirement is satisfied is an implementation matter.)

All fegistrars and modules of the same message space must register through the 'sanj
configuration server. The registrars and modules for any number of different message spacq
may fegister with the same configuration server.

v O

2.3.3l MODULE REGISTRATION

Each{module has a single associated Meta-AMS Delivery Point (MAPR) at which the module
is pr¢pared to receive MAMS messages. A new module joins a mi¢ssage space by registering
itselfl within some cell of the message space, i.e., by announcingits role name and its MADJP
to the cell’s registrar and thereby inserting itself into the. cell’s registered membership.
Howgver, knowledge of how to communicate with that fegistrar cannot be hard-coded info
the npodule because the relevant registrar might be runitring at different network locations gt
diffefent times.

For this reason, the first step in registering-a hew module is to contact the configuration
servar at one of its well-known possible network locations; as with the registrars, a list of all
possipble network locations for the comnfiguration server, in order of descending preferencg
must|be included in the AMS MIBs ‘exXposed to all application modules. The configuratign
servar tells the new module how.to contact its registrar. The module obtains a module
number (which uniquely idertifies it within the cell’s registered membership) from tHe
registrar and thereby registers/ The registrar ensures that all other modules in the message
e
n
S
s

-

spacg learn the new module’s role name, module number, and MADP. Declaration of thos
moduiles’ own role @iames, module numbers, and MADPs to the new module is the
accoTnplished in 0n¢ of two ways, depending on implementation: either the modulg
thempelves send-this information to the new module or else the registrar retrieves th
information frerm its local cache and sends it directly to the new module.
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2.3.4 MONITORING MODULE HEALTH

In order to acquire and maintain accurate knowledge of the configuration of a message space
(for application purposes, and also to avoid wasting resources on attempts to send messages
to nonexistent modules or per concluded subscriptions), it is important for each registrar
always to detect the terminations of modules in its cell’s registered membership. When a
module terminates under application control it automatically notifies its registrar that it is
stopping. However, if a module crashes, or the host on which a module resides is simply
ppwered oft or rebooted, no such notification 1s transmitted to the registrar. For this repson,
epery module automatically sends a ‘heartbeat’ message to its registrar every N4 secpnds.
(Pee table 1-1 for definitions of N3, N4, and N6.) The registrar interprets N6)succgssive

issing heartbeats as an indication that the module has terminated.

Whenever it detects the termination of a module (either an overt termination or a termination
puted from heartbeat failure), the registrar informs all other modules_in the cell’s regidtered
embership and, via other registrars, all other modules in the message space of the module’s
demise.

—

When the termination is imputed from a heartbeat failur€) the registrar also tries to s¢nd a

essage to the terminated module telling it that it has been presumed dead; if this modple is
II fact still running (perhaps it had merely hung trying-to write on a blocked file descriptor),
fl terminates immediately on reception of this mgssage. This minimizes system conffision
r¢sulting from other application behavior that'may have been triggered by the imputed
t¢grmination.

— e

NOTE — The value of N4 is defined as twice the value of N3, which is a global
implementation parameter’within any single continuum. If a very large valpe of
N3 is selected, then“-heartbeat exchange is in effect disabled; that is, the
monitoring of medule health, registrar health, and configuration server heaflth is
optional. AMS) entity health monitoring may be unnecessary under c¢rtain
circumstanees;’e.g., in tightly controlled spacecraft on-board environments Where
other méehdnisms for the detection of module failure are available. In these
enviréaments, the initiation of AMS procedures for handling imputed ¢ntity
termiination—in effect, the simulation of heartbeat failure—is an implementation
muatter.

213:5 MONITORING REGISTRAR HEALTH

In addition to monitoring the heartbeats of all modules in its cell’s registered membership,
each registrar issues its own heartbeats to those modules on the same cycle. Each module
interprets N6 successive missing registrar heartbeats as an indication that the registrar itself
has crashed. On detecting a registrar crash, the module presumes that the registrar has been
restarted since it crashed; it re-queries the configuration server to determine the new network
location of the registrar, reconnects to the registrar, and resumes exchanging heartbeats.
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This presumption is reasonable because the reciprocal heartbeat monitoring relationship
between a registrar and its modules is replicated in the relationship between the configuration
server and all registrars, but on a slightly shorter cycle. The configuration server interprets N6
successive missing registrar heartbeats as an indication that the registrar has crashed; on
detecting such a crash it can automatically take some implementation-specific action to cause
the registrar to be restarted, possibly on a different host, so by the time the registrar’s
modules detect its demise it should already be running again.

Sincg the module heartbeat inferval 1s N4 seconds, within the Tirst N5 seconds after restart-ffje
regisfrar will have received heartbeat messages from every module in the cell’s registerdd
membership that is still running and will therefore know accurately the configuratién of the
cell.

NOTE — The worst-case interval between failure and recovery of registration servige

within a cell is N5 seconds. In the event that N3 is a.yery large numbgr
(disabling heartbeat exchange, as discussed above), implementation-specific
mechanisms for simulating the effects of heartbeat failure will reduce this
recovery interval to far less than N5 seconds.

This [accurate configuration information must be delivered\to new modules at the time thdy
start jup (so that they in turn are qualified to orient a newly restarted registrar to the cell|s
configuration in the event that the registrar crashes){“For this reason, during the first N5
seconds (or other implementation-specific recovery interval, as noted above) after the
regisfrar starts it accepts only MAMS messages from modules that are already registered in
the cgll (i.e., have been assigned module numbers); if it accepted and processed a registratign
messpge from a new module before being ¢ertain of the status of all old ones, it would run the
risk ¢f delivering incorrect informationto the new module.

2.3.60 CONFIGURATION SERVICE FAIL-OVER

It is jof course also posstble for a configuration server to be killed (or for its host to Qe
rebogted, etc.). Eachifegistrar interprets N6 successive missing configuration servgr
heartpeats as an indigation that the configuration server has crashed. On detecting such |a
crash, the registraf begins cycling through all of the well-known possible network locatiors
for the contihuum’s configuration server, trying to re-establish communication after the

e

)

servar’s restart, possibly at an alternate network location. Moreover, so long as th
configuiation server is down no new module can join any message space in the continuun

registrars; they too will be cycling through all of the well-known possible network locations
for the continuum’s configuration server, trying to establish initial communications.
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When the configuration server is restarted at one of its well-known possible network
locations, however, all registrars will eventually1 find it and re-announce themselves to it;
new module registration activity will thereupon resume.

It is possible, in this sort of failure scenario, that multiple configuration servers may be
operating concurrently for a brief time; for example, the perceived failure of a configuration
server might have been caused by a transient network connectivity failure rather than an
actual server crash. To resolve this sort of situation, each running configuration server

p
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pnfiguration server receives such a message, it immediately terminates; all régistrar

Fderly operations.

3.7 CONFIGURATION RESYNCHRONIZATION

inally, every registrar can optionally be configured to ag*advertise to the entire me
pace the detailed configuration of its cell’s registered:xtmembership (all active modulg
hbscriptions and invitations) at some user-specified frequency, e.g., once per minute.

hpability is referred to as configuration resynchropization. Configuration resynchroniz

I extremely stable operating environments. Bt it does ensure that every change in me
pace configuration will eventually be propagated to every module in the message s
ven if some MAMS messages are lost’and even if an arbitrary number of registrar
rashed at the time the change occurred.

aken together, these measuteSumake AMS applications tolerant of several types of fault

— When a module drashes, its registrar detects the loss of heartbeat within N6 heat
intervals and (notifies the rest of the message space. Application me
transmissionamong the remaining modules in the message space is unaffected.

— Whend@.teégistrar crashes, its configuration server detects the loss of heartbeat W
No6-heartbeat intervals and takes action to restart the registrar. During the timg
thecell has no registrar, transmission of application messages among modules (
message space is unaffected, but the heartbeat failures of crashed modules ar

eriodically sends an "1 am running” MAMD message to every lower-ranking conhgvl\l;'Lation
erver network location in the well-known list of configuration server locations. en a

b and

rﬂ:odules that were communicating with it will detect its disappearance and search again for
the highest-ranking reachable configuration server, eventually bringing the.continuum b4

ck to

ksage
s, all
This
ation

f course generates additional message traffic, and it may be unnecessary in extremely simple

bsage
pace,
had

T

tbeat
Fsage

Fithin
b that
f the
£ not

detected and reconfiguration messages issued by the modules in the cell (registra

ions,

terminations, subscription and invitation assertions, and subscription and invitation
cancellations) are not propagated to any other modules. However, after the registrar is
restarted it will eventually detect the losses of heartbeat from all crashed modules and
will issue obituaries to the message space; in addition, if configuration

' The AMS Green Book contains notes on an algorithm for estimating the worst-case elapsed time prior to re-

establishment of module registration activity.
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resynchronization is enabled it will eventually re-propagate the lost reconfiguration
messages.

-~ When a configuration server crashes, registration of new modules ceases until the
configuration server is restarted. But no application modules fail (at least, not
because of communication failure), and on restart of the configuration server all new
module registration eventually resumes.

2.3.8| SECURITY

NOTE - The Application of CCSDS Protocols to Secure Systems (CCSDS 350.0-G-2)
should be consulted for definitions of the terms used in this subsectiofi.

Optignally, AMS can be configured to confine service access to application modules that can
prov¢ they are authorized to participate. For this purpose, asymmetric-MAMS encryption
may pe used as follows:

- The AMS MIB exposed to the configuration server contains a list of all applicatior
for which registration service may be offered, identified by application nam
Associated with each application name is the AMS public encryption key for that
application.

w2

197

—| The AMS MIB exposed to every registrar in\each message space contains a list of all
functional role names defined for the message space’s application; this list limits tHe
role names under which modules may-tegister in that message space. Associated with
each role name is the AMS public encryption key for the application module(s) that
may register in that role.

— The AMS MIBs exposedqto-all registrars and application modules in the message
space contain the AMSpublic encryption key of the configuration server.

-{ The AMS MIBs rexposed to the configuration server and to all registrars and
application moddes in the message space contain the private encryption keys that ate
relevant to thQse entities.

As dpscribed later; this information is used to authenticate registrar registration and exclude
spuripus registrars from the message space, to authenticate module registration attempts and
deny| registration to unauthorized application modules, and to assure the authenticity,
conﬁ|dentiality, and integrity of MAMS traffic exchanged between modules and thejr
registrars.

In addition, the confidentiality and integrity of AMS message exchange may be protected at
subject granularity. The AMS MIB exposed to each module of a given message space may
contain, for any subset of the message subjects (identified by name and number) used in the
message space’s application:
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— a list of the role names of all modules that are authorized senders of messages on this

subject;

— a list of the role names of all modules that are authorized receivers of messages on

this subject;

— encryption parameters, including a symmetric encryption key, enabling encryption of

messages on this subject.

\

2

T
S
N

U

V
p
a
p

2

]

This information may be used to support secure transmission of messages on sel

The structure of security information elements and the manner in which MIBs, are popy

the following items of information for each message subject (identified by name and nur

ubjects.

vith these elements are implementation matters.

3.9 SUBJECT CATALOG

he structure of the application data conveyed by messages oia given subject is applics
becific; application data structure is not defined by the AMS protocol. However, the
1B exposed to all modules of a given message space may optionally contain one or mq

sed in the message space:

— a description of this message subjget, discussing the semantics of this tyj
message;

— adetailed specification of the-Structure of the application data conveyed by mes
on this subject;

— a specification of the.manner in which a correctly assembled message is mars
(that is, converted \from processor-internal representation to an array of octety
network transmission in a platform-neutral manner and, on reception, un-mars
into a format#hat is suitable for processing by the application.

Vhen AAMS is.requested to send a message on a given subject, the application data t
resented fop-transmission is always in a format that is suitable for processing by
bplication./ In the event that this format is not suitable for network transmission
latfoftm-neutral manner, as indicated by the presence in the MIB of a marsh
pecification for this subject, AAMS will marshal the application data as required by

ected

lated

tion-
AMS
re of
nber)
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bages

haled
) for
haled

hat is
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aling
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t

TSI the Tessage.

When AAMS receives a message on a subject for which a marshaling specification is present
in the MIB, AAMS will un-marshal the message’s application data into a format that is
suitable for processing by the application before delivering the message.

The structure of subject catalog information elements, the manner in which MIBs are
populated with these elements (e.g., by linkage to an external information model), and the

CCSDS 735.1-B-1 Page 2-23 September 2011
© 1SO 2013 — All rights reserved

45


https://standardsiso.com/api/?name=0976ed9cc49fbc485a908413b870ecb4

ISO 17807:2013(E)

46

CCSDS RECOMMENDED STANDARD FOR ASYNCHRONOUS MESSAGE SERVICE

manner in which message application data are marshaled and un-marshaled are
implementation matters.

Message subjects, as noted earlier, are integers with application-defined semantics. This
minimizes the cost of including subject information (in effect, message type) in every
message, and it can make processing in an AMS implementation simpler and faster:
subscription and invitation information may be recorded in (possibly sparse) arrays that are
indexed by subject number.

2.3.10 REMOTE AMS MESSAGE EXCHANGE

Becapse issuance of an asynchronous message need not suspend the operation @f-the issuing
modyle until a response is received, AAMS’s message exchange model enables.a high degrg
of concurrency in the operations of data system modules; it also largely inStjates applicatior
from|variations in signal propagation time between points in the AMS eofitinuum.

»n O

Howgver, some critical MAMS communication is unavoidably{synchronous in nature: in
parti¢ular, a newly registering module must wait for responses,ftom the configuration server
and the registrar before proceeding with application activity.® For this reason, the AAMIS
protgcol is most suitable for use in operational contexts characterized by generally
uninterrupted network connectivity and relatively smal’and predictable signal propagation
timeyq, such as the Internet or a stand-alone local area fietwork. It is usually advantageous fgr
all eptities of any single AMS continuum to.be running within one such ‘low-latency’
netwprk.

AAMS application messages may readilyybe exchanged between modules in different AMIS
contipua, however, by means of the Remote AMS (RAMS) procedures. RAMS procedures afe
execiited by special-purpose application modules called RAMS gateways. Each RAMIS
gateway has interfaces to tw¢ communication environments: the AMS message space [it
servgs and the RAMS netwokk*—the mesh or tree of mutually aware RAMS gateways—that
enables AAMS messages'\produced in one message space to be forwarded to other message
spacgs of the same venture. RAMS gateways operate as follows:

-| Each RAMS”gateway opens persistent RAMS network communication channels fo
the RAMS gateways of other message spaces for the same venture, in other continug.
Thesinterconnected RAMS gateways use these communication channels to forwaird
meSsage petition assertions and cancellations among themselves.

—— Each RAMS gateway subscribes locally to all subjects that are of interest in any of the
linked message spaces.

— On receiving its copy of a message on any of these subjects, the RAMS gateway
module uses the RAMS network to forward the message to every other RAMS
gateway whose message space contains at least one module that has subscribed to
messages on that subject.
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— On receiving a message via the RAMS network from some other RAMS gateway, the
RAMS gateway module forwards the message to all subscribers in its own message

space.

RAMS operations generalize the AMS architecture as shown in figure 2-18 below:

ContinuumA

mtion

ContinuumB_

mtion

[

Figure 2-18: General Remote AMS Architecture

@vice ) @vice )
7'y 7'y

Message space for Message space for

application @, authority R application Q, authority R
socoocodpocosoocooolboccccocooooooes e b LA
1 Unito
) peomoogocoooooogbocconnoooooosos F1---1"- -===n
! 1 . 1
L Unit 1 '
1
' 1 1
: : Registrar :

1 1
: 1 1
' 1 1
' 1 1
' 1 1
' 1 1
' 1 1
' 1 1
' 1 1
' 1 1
' Module X Module Y :

1 1
: 1 1
v ool &&"72 -------- IR RS Y o N U,
1

Yl
—

Concatenated application instance (‘venture’) for application Q, authority|R.

In this way the RAMS Pprotocol enables the free flow of published application mespages
cross arbitrarily long;deep space links while protecting efficient utilization of those links:
oply a single copy ef any message is ever transmitted on any RAMS network communidation
channel, no matter how many subscribers will receive copies when the message reachps its
destination fyessage space.

Tlhe nature of the RAMS network communication channels depends upon the implementation
of the\RAMS network. In order to communicate over the RAMS network for a given vefture,
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protocol used to implement the RAMS network—at which every neighboring RAMS gateway
for that venture receives RAMS network traffic. Additional Management Information Base
elements may be required for this purpose, but the configuration of RAMS networks is an
implementation matter that is beyond the scope of this Recommended Standard.

Again, this extension of the publish/subscribe model to interplanetary communications is
invisible to application modules. Application functionality is unaffected by these details of
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network configuration, and the only effects on behavior are those that are intrinsic to
variability in message propagation latency.

NOTE - Clearly, RAMS cannot insulate applications from the effect of message
propagation latency variation on conversational message exchange.
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3 SERVICE DESCRIPTIONS

3.1 SERVICES PROVIDED TO THE APPLICATION

3.1.1 SUMMARY OF PRIMITIVES

3.1.1.1 The AMS service shall consume the following request primitives:
—a)Register.request;

b) Unregister.request;

c) Assert_invitation.request;
d) Cancel_invitation.request;
e) Assert_subscription.request;
f) Cancel_subscription.request;
g) Publish.request;

h) Send.request;

1) Query.request;

j) Reply.request;

k) Announce.request.

311.1.2 The AMS service shall detiver the following indication primitives:
a) Message.indication;

1) Query.indication;

b) Reply.indication;

¢) Fault.indjcation;

d) Register.indication;

¢) \Unregister.indication;

f) Assert invitation.indication:
— 2

g) Cancel_invitation.indication;

h) Assert_subscription.indication;
1) Cancel_subscription.indication;

j) Module_is_dead.indication.
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3.1.2 SERVICE PRIMITIVE PARAMETERS

NOTE - The availability and use of parameters for each primitive are indicated in the
definitions of primitives below, where parameters that are optional are identified
with square brackets [thus]. The following parameter definitions apply.

3.1.2.1 The continuum ID parameter (name or number) shall identify the continuum (or
continua) of AMS service to which the service primitive pertains. The continuum name that
is thg—character string of fengtit Zero mdicates —att KNmowI Cominua or  any Ko

contipuum’, whichever is less restrictive in the context in which this continuum name

used] the reserved continuum number 0 corresponds to this continuum name. Thereshall i
a ong-to-one correspondence between AMS continua and authoritative AMS cenfiguration
servars. Continuum ID is required for Remote AMS (RAMS) service operations, where [it
enables messages passed between continua to be correctly dispatched.

o »n

3.1.2}2 The application name parameter shall identify the application served by a message
spacg’s venture.

3.1.2{3 The authority name parameter shall identify the admihistrative entity or persona that
is regponsible for a message space’s venture. The combination of application name and
authqrity name shall uniquely identify a message space within its continuum.

3.1.2{4 The unit ID parameter (name or number) shall identify some identified subset of th
organizational hierarchy of the modules in a message space’s venture. The unit name that

the dharacter string of length zero indicates-the root unit, and the reserved unit number |0
corresponds to this unit name.

©n o

3.1.2{S The role ID parameter (name’ or number) shall indicate the functional nature (role
perfarmed within the application)tef'a module. The role name that is the character string ¢f
length zero indicates ‘all roles” or ‘any role’, whichever is less restrictive in the context in
which the role name is used;-the reserved role number 0 corresponds to this role name. THe
role hame ‘RAMS’ identifies RAMS gateway functionality as discussed below; the reserved
role iumber ‘1’ corresponds to this role name.

3.1.216 The Meta-AMS delivery point (MADP) specification parameter shall be a transpoyt
servige endpgint specification characterizing the manner in which a module is prepared {o
receipe MAMS messages. The MADP specification shall identify a functional endpoint ¢f
the AMS\continuum’s primary transport service. The syntax in which a transport servige

d

end it cnocificatinn 16 ranracantad 1o trangnaget onﬂnr\n cnecitfic: definitionea r\F ‘701
O P oo Tt O T o P SO T o Ot ety PO O O VI e oS P oS e G St oS

endpoint specification syntax for all recognized transport services are given in annex A.

3.1.2.7 The module number parameter shall uniquely identify a module within the cell in
which it is registered. Module number 0 shall be reserved, signifying ‘none’.

3.1.2.8 The subject ID (name or number) parameter shall indicate the general nature of the
application data in a message. The subject name that is the character string of length zero
indicates ‘all subjects’; the reserved subject number 0 corresponds to this subject name.
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3.1.2.9 The delivery specification parameter shall characterize the manner in which a
module is prepared to receive AAMS and MAMS messages. The delivery specification shall
comprise a list of one or more delivery point specifications. Delivery point specifications
shall be listed in declining order of preference; that is, the delivery point on which the module
most prefers to receive messages shall be specified first, followed by the next-most-preferred
delivery point, and so on. Each delivery point specification shall associate a transport service
name with a transport service endpoint specification as described earlier. The transport
service name shall be the name of the AMS continuum’s primary transport service or the
npme of one of the continuum’s supplementary transport services. Standard delivery
preference rules declared in the Management Information Base shall, in turn, identifly the
service mode (defined below) that characterizes each named transport service, .'Itr this|way,
;":[e delivery specification not only explicitly indicates the network locations to which

essages are to be sent but also implicitly indicates the quality of sérvice with which
essages must be sent to those locations.

311.2.10 The service mode parameter shall indicate the service mode governing issuance of
gtessages on a given subject. The service mode shall indicate((a) the sequence in which

essages are delivered (Transmission order—nominally imiplying that message reordering
pon arrival is performed automatically as necessary—or Arrival order) and (b) the diligence
ith which delivery of messages on this subject is attenpted (Assured—nominally implying
itomatic acknowledgement and retransmission as necessary—or Best-effort).

® < =

)

1.2.11 The priority parameter shall indicate-the relative urgency of messages issued|{on a
fven subject. Priority shall be an integer i 'the range 1 to 15, where 1 signifies the gr¢atest
rgency and 15 the least.

c 0

311.2.12 The flow label parametet.shall identify the message stream or ‘flow’ to which
essages on a given subject centribute. Flow label is opaque to AMS but when pgssed
through to transport serviceswntay be used to invoke additional, managed quality-of-sdrvice
fgatures. For example, aflow label might identify—or be mapped to, in an implementgtion-
dependent manner—an - 1P differentiated services code point, a delivery deadline
specification, or a SOIS Packet Service channel. Flow label shall be an integer in the rapge 0
to 65535.

311.2.13 The’context parameter shall be an integer that identifies the application contgxt in

hich a_niessage was sent, if any. The significance and interpretation of this numbgr are
opague/to AMS. Conceptually, the context parameter functions within AMS as a mepsage
identifier. The context in which a reply is sent must be identical to the context in which the
reply’s antecedent message was sent.

3.1.2.14 The application data length parameter shall indicate the length (in octets) of the
application data parameter. The maximum value of this parameter shall be 65000.

3.1.2.15 The application data parameter shall be an array of 0—65000 octets comprising the
application data in a message, in a format that is suitable for processing by the application.
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3.1.2.16 The term parameter shall indicate the length of time following message
transmission within which a reply message should be received. If the term expires before the
reply is received, the query has ‘timed out’. Selection of a term parameter value that
indicates that the term is indefinite, i.e., it never expires, is an implementation matter.

3.1.2.17 The fault expression parameter shall indicate the nature of an operational fault
encountered by AMS. The syntax of fault expressions is an implementation matter.

3.1.2[18 The service access point (SAP) parameter shail indicate the AIVIS Service acceys
poinf at which the service primitive is enacted. The nature of the SAP and the means-fjy
which it is exposed to the AMS application are implementation matters.

3.1.3] REGISTER.REQUEST

3.1.311 Function

The Register.request primitive shall be used by the module toccommence its participation
in a thessage space.

3.1.3}]2 Semantics
Register.request shall provide parameters as follows:

Register.request (SAP, application name,
authority name,

unit ID,

role ID,

[MADP specification],
[delivery spécification])

3.1.313 When Generated

Register.request'ig generated by the module at any time while the module is not currently
parti¢ipating in its-message space.

3.1.314 ““Effect on Reception

Reception of Register.request shall, if approved, cause AMS to add the module to the
indicated message space cell.

3.1.3.5 Additional Comments

If MADP specification is omitted, a default MADP specification based on preferences noted
in the AMS MIB shall be computed. If delivery specification is omitted, a default delivery
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specification based on the standard delivery preferences noted in the module’s AMS MIB
shall be computed.

3.1.4 UNREGISTER.REQUEST

3.1.4.1 Function

1)

c

3

R

—

T4

a message space.

1.4.2 Semantics
nregister.request shall provide parameters as follows:

Unregister.request (SAP, module number)

1.4.3 When Generated

1.4.4 Effect on Reception

1.4.5 Additional Comments

pgistration.

token or other request identifier) is an implementation matter.

ipation

nregister.request is generated by the module\at any time while the modulle is
pprticipating in its message space.

eception of Unregister.requestshall cause AMS to remove the module fromp the
indicated message space cell.

he module numbergpiovided in the Unregister.request primitive must be the one that was
rovided in the Register.indication primitive that notified the module of its own succg¢ssful

OTE ~>JThe manner in which a particular AMS service indication may be traced back to
the particular AMS service request that caused its delivery (e.g., by some s¢rt of
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3.1.5 ASSERT_INVITATION.REQUEST
3.1.5.1 Function

The Assert_invitation.request primitive shall be used by the module to indicate the
manner in which private (that is, non-published) messages on a specific subject may be
delivered to the module.

3.1.5{2 Semantics
Assert_invitation.request shall provide parameters as follows:

Assert_invitation.request (SAP, subject ID,
service mode,

[priority,]

[flow label, ]

continuum ID of invitee(s),
unit ID of invitee(s),

role ID of invitee(s))

3.1.513 When Generated

Assdrt_invitation.request is generated by the¢"module at any time while the module |s
parti¢ipating in its message space.

3.1.5{4 Effect on Reception

—_

Reception of Assert_invitation.request shall, if approved, cause AMS to notify all
modules in the message space/of the module’s willingness to accept private messages on the
indicpted subject from modules in the domain of the service request.

3.1.55 Additional Comments

The [priority—=and flow label specified in the Assert_invitation.request are advisory,
expr¢ssing( the module’s preferences for delivery of messages on this subject. Whete
omitfed;the default value for priority shall be eight, and the default value for flow label shalll
be zero. Invitations are distinct from subscriptions: they enable private transmission of
messages (send, reply, query, announce) on the indicated subject and do not mandate
delivery of a copy of each published message on this subject. The ‘invitee(s)’ parameters in
this service request template identify the domain of the request (the modules from which
messages will be accepted), not the module that is issuing the request.
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3.1.6 CANCEL_INVITATION.REQUEST
3.1.6.1 Function

The Cancel_invitation.request primitive shall be used by the module to indicate that
private messages on a specific subject may no longer be delivered to the module.

3.1.6.2 _Semantics

dancel_invitation.request shall provide parameters as follows:

Cancel_invitation.request(SAP, subject ID,
continuum ID of invitee(s),
unit ID of invitee(s),
role ID of invitee(s))

3/1.6.3 When Generated

(@]

ancel_invitation.request is generated by the module at any time while the modyle is
pprticipating in its message space.

3(1.6.4 Effect on Reception

Reception of Cancel_invitation.request shall cause AMS to notify all modules ih the
lﬁessage space that the module has.fescinded its willingness to accept private messaggs on
the indicated subject from modules.in the domain of the service request.

)

1.6.5 Additional Comments

—

he ‘invitee(s)’ pardameters in this service request template identify the domain of the refjuest
(the modules from/which messages will be accepted), not the module that is issuing the
request.
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3.1.7 ASSERT_SUBSCRIPTION.REQUEST
3.1.7.1 Function

The Assert_subscription.request primitive shall be used by the module to subscribe to
published messages on a specific subject.

3.1.7.2__Semantics
Ass@rt_subscription.request shall provide parameters as follows:

Assert_subscription.request (SAP, subject ID,
service mode,

[priority, ]
[flow label,]

continuum ID of publisher(s),
unit ID of publisher(s),
role ID of publisher(s))

3.1.7{13 When Generated

Assert_subscription.request is generated by the*module at any time while the module |s
parti¢ipating in its message space.

3.1.7}4 Effect on Reception

—_

Reception of Assert_subscription.request shall, if approved, cause AMS to notify all
modyles in the message spac€ of the module’s subscription to messages on the indicatdd
messpge subject from modules’in the domain of the service request.

3.1.7|5 Additional"Comments

The priority and flow label specified in the Assert_subscription.request are advisory,
expr¢ssing the” module’s preferences for delivery of messages on this subject. Whete
omitfedsthe default value for priority shall be eight, and the default value for flow label shalll
be zglro. The ‘publisher(s)’ parameters in this service request template identify the domain acff
the request, not the module that is issuing the request.
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3.1.8 CANCEL_SUBSCRIPTION.REQUEST
3.1.8.1 Function

The Cancel_subscription.request primitive shall be used by the module to terminate its
subscription to published messages on a specific subject.

3,1.8.2 Semantics

Qancel_subscription.request shall provide parameters as follows:

Cancel_subscription.request (SAP, subject ID,
continuum ID of publisher(s),
unit ID of publisher(s),
role ID of publisher(s))

3/1.8.3 When Generated

(@]

ancel_subscription.request is generated by the medule at any time while the modfile is
pprticipating in its message space.

3(1.8.4 Effect on Reception

Reception of Cancel_subscription.request shall cause AMS to notify all modules in the
ﬂessage space that the module has.fescinded its subscription to messages on the indifated
essage subject from modules in ‘the domain of the service request.

w

1.8.5 Additional Comments

—

he ‘publisher(s)’ parameters in this service request template identify the domain of the
¢quest, not theomodule that is issuing the request.

=
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3.1.9 PUBLISH.REQUEST

3.1.9.1 Function

The Publish.request primitive shall be used by the module to publish a message.

3.1.9.2 Semantics

Publjish.request shall provide parameters as follows:

)

ublish.request (SAP, subject ID,
[priority],
[flow label],
application data length,
[application data],
[context])

3.1.913 When Generated

Publlish.request is generated by the module at any time while the module is participating {n

its mpssage space.

3.1.9{4 Effect on Reception

Reception of Publish.request shall,.if approved, cause AMS to construct a message 4s
indicpted (marshaling the application'ddta as necessary) and send one copy of that message o
every module in the message spdee ‘that currently subscribes to messages on the indicatgd

messpge subject from the operdtive module.

3.1.9{5 Additional Comments

Context, if specifred, identifies context information that is meaningful to the publishin
modyle. Priority’ and flow label, where specified, override any priority and flow lab
preferencessexpressed in the applicable subscriptions as asserted by the implied destination

modylest

0o
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3.1.10 SEND.REQUEST
3.1.10.1 Function

The Send.request primitive shall be used by the module to send a message privately to a
single module.

3. 1.10.2 Semantics

Send.request shall provide parameters as follows:

Send.request (SAP, continuum ID of destination,
unit ID of destination,
module number of destination,
subject ID,
[priority],
[flow label],
application data length,
[application data],
[context])

3/1.10.3 When Generated

jlend.req uest is generated by the modul@at any time while the module is participating|in its
essage space.

3(1.10.4 Effect on Reception

=

eception of Send.request shall, if approved and if the destination module currently injvites

essages on the indicated subject from the operative module, cause AMS to construct a
gtessage as indicated (marshaling the application data as necessary) and send it tp the
pecified destination module.

wn

311.10.,55Additional Comments

(omntext, if specified, identifies context information that is meaningful to the sending mddule.
Priority and flow label, where specified, override any priority and flow label preferences
expressed in the applicable invitation as asserted by the destination module.
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3.1.11 QUERY.REQUEST
3.1.11.1 Function

The Query.request primitive shall be used by the module to send a message privately to a
single module, requesting a reply.

3.1.1L.2 _Semantics

Query.request shall provide parameters as follows:

Query.request (SAP, continuum ID of destination,
unit ID of destination,

module number of destination,
subject ID,

[priority],

[flow label],

application data length,
[application data],

[term],

context)

3.1.11.3 When Generated

Query.request is generated by the module at any time while the module is participating in
its mpssage space.

3.1.11.4 Effect on Reception

Reception of Query.request shall, if approved and if the destination module currently
invitgs messages on the indicated subject from the operative module, cause AMS to construgt
a mdssage as indifafed (marshaling the application data as necessary) and send it to the
specified destination module. If term is specified, the operation of the querying module mdy
be suspendediugitil either a reply to this message is received or—if term is greater than zero—{
the indicated term has expired.

3.1.11.5 Additional Comments

Context identifies context information that is meaningful to the querying module. Priority
and flow label, where specified, override any priority and flow label preferences expressed in
the applicable invitation as asserted by the destination module.
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3.1.12 REPLY.REQUEST
3.1.12.1 Function

The Reply.request primitive shall be used by the module to reply to a message sent by
some module.

3.1.12.2 Semantics

Reply.request shall provide parameters as follows:

Reply.request (SAP, continuum ID of destination,
unit ID of destination,
module number of destination,
subject ID,
[priority],
[flow label],
application data length,
[application data],
context)

3/1.12.3 When Generated

Reply.request is generated by the modale at any time while the module is participating in
tis message space.

[

3(1.12.4 Effect on Reception

Reception of Reply.request shall, if approved and if the destination module curfently
ivites messages on the-indicated subject from the operative module, cause AMS to congtruct
a| message as indicated (marshaling the application data as necessary) and send it tp the
specified destination module.

311.12.55Additional Comments

(ontinuum ID, unit ID, and module number must identify the module that sent some
previously received message, and context must be the context provided with that message
(which will be meaningful only to that module). Priority and flow label, where specified,
override any priority and flow label preferences expressed in the applicable invitation as
asserted by the destination module.
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3.1.1

3.1.1

3 ANNOUNCE.REQUEST

3.1 Function

The Announce.request primitive shall be used by the module to send a message privately
to a set of modules.

3.1.1

Anng

3.1.1
Anng
in its
3.1.1
Rece
indic
dom4
the o

3.1.1

32 Semantics

punce.request shall provide parameters as follows:

Announce.request (SAP, continuum ID,

unit ID,
role 1D,
subject ID,

[priority],
[flow label],

application data length,
[application data],
[context])

3.3 When Generated

message space.

3.4 Effect on Reception

perative module,

3.5 Additional Comments

Prior

punce.request is generated by the module at any time while the module is participating

ption of Announce.request shall, if approved, cause AMS to construct a message gs
pted (marshaling thelapplication data as necessary) and send it to every module in the
in of the servicetequest that currently invites messages on the indicated subject from

ityv_and flow label, where specified, override any priority and flow label preferencgs

expressed in the applicable invitations as asserted by the implied destination modules.
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3.1.14 MESSAGE.INDICATION
3.1.14.1 Function

The Message.indication primitive shall be used to deliver AMS unary message
information to the module.

3.,1.14.2 Semantics

Message.indication shall provide parameters as follows:

Message.indication (SAP, continuum ID of source,
unit ID of source,
module number of source,
subject ID,
priority,
flow label,
application data length,
[application data],
[context])

3/1.14.3 When Generated

Message.indication is generated upon. foception of an original (non-reply) message fijom a
module.

3(1.14.4 Effect on Reception

Tlhe effect on reception of-Message.indication by a module is undefined.

3}1.14.5 Additiopal Comments

None.
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3.1.15 QUERY.INDICATION

3.1.15.1 Function

The Query.indication primitive shall be used to deliver AMS query message information to
the module.

3.1.1

Que

3.1.1

Que

3.1.1

52 Semantics

ry.indication shall provide parameters as follows:

Query.indication (SAP, continuum ID of source,

unit ID of source,

module number of source,
subject ID,

priority,

flow label,

application data length,
[application data],
context)

5.3 When Generated

5.4 Effect on Reception

The ¢ffect on reception of Quefry.indication by a module is undefined.

3.1.1

Rece

that 4

5.5 Additional Comments

the indicated-source and must echo the indicated context.

ry.indication is generated upon reception of a query message from a module.

ption of a Query.indication indicates that the module that sent the message requests
| reply mesSage be sent back to it in response. The reply message must be destined fgr
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3.1.16 REPLY.INDICATION

3.1.16.1 Function

The Reply.indication primitive shall be used to deliver AMS reply message information to
the module.

1.16.2 Semantics

3

[7)

—

3

g

npessage 18-a'fesponse) was sent.

eply.indication shall provide parameters as follows:

Reply.indication (SAP, continuum ID of source,
unit ID of source,
module number of source,
subject ID,

priority,

flow label,

application data length,
[application data],
context)

1.16.3 When Generated

eply.indication is generated upon reception of a reply message from a module.

1.16.4 Effect on Reception

he effect on reception of Reply.indication by a module is undefined.

1.16.5 Additional €omments

ontext is thé*edntext in which the antecedent message (the message to which the freply
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3.1.1

3.1.1

7 FAULT.INDICATION

7.1 Function

The Fault.indication primitive shall be used to indicate an AMS fault condition to the
module.

3.1.1

Faul

3.1.1

Faul

3.1.1

72 Semantics

t.indication shall provide parameters as follows:

Fault.indication (SAP, fault expression)

7.3 When Generated

t.indication is generated when AMS encounters a fault condition:

7.4 Effect on Reception

The ¢ffect on reception of Fault.indication by a modul¢’is undefined.

3.1.1

Nonsg.

7.5 Additional Comments
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3.1.18 REGISTER.INDICATION
3.1.18.1 Function

The Register.indication primitive shall be used to notify the module of the insertion of
some module (including itself) into the message space.

3,1.18.2 Semantics

egister.indication shall provide parameters as follows:

Register.indication (SAP, module number of new module,
unit ID of new module,
role ID of new module)

311.18.3 When Generated

egister.indication is always generated upon insertion 6f the module into its own mepsage
space. Register.indication may optionally also be génerated upon insertion of any pther
nmodule into the message space.

3(1.18.4 Effect on Reception

—

he effect on reception of Register.indi€ation by a module is undefined.

3/1.18.5 Additional Comments

—

he module number in th¢-Register.indication primitive that notifies the module pf its
wn successful regiStration is the one that the module must provide in| the
nregister.requestprimitive.

c o
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3.1.19 UNREGISTER.INDICATION

3.1.19.1 Function

The Unregister.indication primitive shall be used to notify the module of the removal of

some

module (including itself) from the message space.

3.1.19.2_Semantics

Unr¢

U

gister.indication shall provide parameters as follows:

nregister.indication (SAP, module number of removed module,
unit ID of removed module)

3.1.19.3 When Generated

Unr¢

gister.indication is always generated upon a module’s~femoval of itself from tH
messpge space and is optionally generated upon removal 6f dny other module from tHe

messpge space.

3.1.1p.4 Effect on Reception

The ¢

ffect on reception of Unregister.indication by a module is undefined.

3.1.19.5 Additional Comments

Nonsg.

[¢)]
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The Assert_invitation.indication primitive shall be used to notify the module of a newly

asserted message invitation in the message space.

3,1.20.2 _Semantics

Assert_invitation.indication shall provide parameters as follows:

Assert_invitation.indication (SAP, module number of inviting module,
unit ID of inviting module,
subject ID,
service mode,
priority,
flow label,
continuum ID of invitee(s),
unit ID of invitee(s),
role ID of invitee(s))

3/1.20.3 When Generated

spme module in the message space.

3(1.20.4 Effect on Reception

—

311.20.5 Additional Comments

—

he effect on reception of. Assert_invitation.indication by a module is undefined.

Assert_invitation.indication is optionally generated upon assertion of an invitatiqn by

This indieation is provided to facilitate message space configuration monitoring. | The

uhdefstanding of the functional ‘connections’ between itself and other modules. It should be
nptéd that ‘invitees’ are modules that are invited to send messages on the indicated subj¢ct to

lEormation provided in the indication may be used to help manage the module’s

the inviting module.

CCSDS 735.1-B-1 Page 3-21
© 1SO 2013 — All rights reserved

September 2011

69


https://standardsiso.com/api/?name=0976ed9cc49fbc485a908413b870ecb4

ISO 17807:2013(E)
CCSDS RECOMMENDED STANDARD FOR ASYNCHRONOUS MESSAGE SERVICE

3.1.21 CANCEL_INVITATION.INDICATION
3.1.21.1 Function

The Cancel_invitation.indication primitive shall be used to notify the module of a newly
canceled message invitation in the message space.

3.1.21.2 _Semantics

Cangel_invitation.indication shall provide parameters as follows:

dancel_invitation.indication (SAP, module number of disinviting module,
unit ID of disinviting module,

subject ID,

continuum ID of invitee(s),

unit ID of invitee(s),

role ID of invitee(s))

3.1.2[1.3 When Generated

Cangdel_invitation.indication is optionally generdted upon cancellation of a messagde
invitation by some module in the message space.

3.1.21.4 Effect on Reception

The ¢ffect on reception of Cancel_invitation.indication by a module is undefined.

3.1.21.5 Additional Comments

This |indication is proyided to facilitate message space configuration monitoring. Th
information provided~in the indication may be used to help manage the module
undefstanding of the functional ‘connections’ between itself and other modules.

wn O
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3.1.22 ASSERT_SUBSCRIPTION.INDICATION
3.1.22.1 Function

The Assert_subscription.indication primitive shall be used to notify the module of a
newly asserted subscription in the message space.

3.1.22.2 Semantics

Assert_subscription.indication shall provide parameters as follows:

Assert_subscription.indication (SAP, module number of subscribing niogdule,
unit ID of subscribing module,
subject ID,
service mode,
priority,
flow label,
continuum ID of publisher(s),
unit ID of publisher(s),
role ID of publisher(s))

3/1.22.3 When Generated

Assert_subscription.indication is opfionally generated upon assertion of a subscription
bly some module in the message space:

3(1.22.4 Effect on Reception

—

he effect on reception of. Assert_subscription.indication by a module is undefined.

3{1.22.5 Additional Comments

This indieation is provided to facilitate message space configuration monitoring. | The
informationi provided in the indication may be used to help manage the module’s
uhdefstanding of the functional ‘connections’ between itself and other modules.

The specification of a subscription has two elements: subject number and publisher profile.
The publisher profile specifies the continuum, unit, and role characterizing the publishers
from which messages are exclusively solicited by this subscription; it implicitly defines the
subscription’s publisher set, the set of all modules in the venture conforming to the publisher
profile. A subscription whose publisher set is a superset of some other subscription’s
publisher set subsumes that other subscription.
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3.1.23 CANCEL_SUBSCRIPTION.INDICATION
3.1.23.1 Function

The Cancel_subscription.indication primitive shall be used to notify the module of a
newly canceled subscription in the message space.

3.1.23.2 _Semantics

Cancel_subscription.indication shall provide parameters as follows:

dancel_subscription.indication (SAP, module number of unsubscribing madyle,
unit ID of unsubscribing module,

subject ID,

continuum ID of publisher(s),

unit ID of publisher(s),

role ID of publisher(s))

3.1.23.3 When Generated

Cangel_subscription.indication is optionally «generated upon cancellation of |a
subsgription by some module in the message space.

3.1.2B.4 Effect on Reception

The ¢ffect on reception of Cancel_subscription.indication by a module is undefined.

3.1.2B8.5 Additional Comments

This |indication is proyided to facilitate message space configuration monitoring. Th
information provided~in the indication may be used to help manage the module
undefstanding of the functional ‘connections’ between itself and other modules.

wnn O
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3.1.24 MODULE_IS_DEAD.INDICATION
3.1.24.1 Function

The Module_is_dead.indication primitive shall be used to notify the module that it has
been declared dead by its registrar.

3,1.24.2 Semantics

Module_is_dead.indication shall provide parameters as follows:

Module_is_dead.indication (SAP)

3/1.24.3 When Generated

Module_is_dead.indication is generated upon reception of @'you are dead Meta-AMS
npessage, indicating that the registrar has determined that the-nyodule is no longer an authentic
pprticipant in the message space.

311.24.4 Effect on Reception

—

he effect on reception of Module_is_deadndication by a module is undefined.

3/1.24.5 Additional Comments

None.
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3.2 SERVICES REQUIRED OF THE TRANSPORT SERVICE

The service primitives and parameters required to access the services of the Transport service
are:

TRANSPORT.request (TSDU, Destination TS Address, Flow label)
TRANSPORT.indication (TSDU, Source TS Address, Flow label)

NOTES

1 This Transport service definition applies to the Transport Services utilized|by the

MAMS and AMS protocols as described in 2.3.1. The services used tg~implement
Remote AMS communication channels as described in 4.4.1 are not'subject to thjs
definition.

2 The service assumed of the underlying layer is as simple as pessible to allow AMS fo

be as generally applicable as possible. For the purposes ‘©of this specification tHe
service is referred to as the Transport Service and the deliniited data unit it transfers |s
the Transport Service Data Unit (TSDU). Although the Transport service |s
conceptually a single service, in practice AMS.will likely use several differemt
underlying communication systems concurrentlyg

3 The format and contents of the TS Addiess parameter depend on the addressing
capabilities and conventions of the undetlying service. Information in the MIB mugt
enable translation between the identifiers of AMS communicating entities and th
corresponding TS addresses. Thedbove list of mandatory Transport service primitive
does not imply that the Transport service is prohibited from supporting additionjl
services—or involving additional parameters (e.g., priority) in its support of the
indicated services—for the:¢onvenience of the AMS implementation.

v O

CCSDS 735.1-B-1 Page 3-26 September 2011
© 1SO 2013 — All rights reserved


https://standardsiso.com/api/?name=0976ed9cc49fbc485a908413b870ecb4

ISO 17807:2013(E)
CCSDS RECOMMENDED STANDARD FOR ASYNCHRONOUS MESSAGE SERVICE

4 The quality of service provided by the transport service may vary, so long as it can be
characterized within AMS in terms of the quality of service parameters discussed in
3.1.2.10 through 3.1.2.12 above. Flow label as specified in the AMS service request
shall be presented to the Transport Service as an additional quality of service
discriminator; consumption and interpretation of flow label values is a Transport
Service implementation matter.

5 The Transport Service is required to detect all corrupted TSDUs and either discard
them or else correct them before presenting them to AMS 1n Transport.indication
primitives.

6 The Transport Service is required to deliver a Fault.indication primitive in the gvent
that Transport.request fails.

7 Annex A contains the list of currently defined endpoint specifi€ation syntaxes.
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4 PROTOCOL SPECIFICATION
4.1 GENERAL

4.1.1 All Meta-AMS PDUs (or ‘MPDUs’) shall be transmitted using the AMS continuum’s
primary transport service.

4.1.2 Reception of an MPDU which is determined to be inauthentic, ill-formed, or
iffappropriate snail cause that PDU 10 be discarded immediately and processed no turtiet.

411.3 An ‘ill-formed’ AAMS, MAMS, or RAMS PDU shall be one whose structure ahd/or
cpntent do not conform to this Recommended Standard. An ‘inappropriate’ MPDU shall be
ope that is received at a moment when the receiving entity is in a state from@which there|is no
prescribed transition that would be initiated by the arrival of this type of MPDU.
4
c

1.4 An MPDU shall be deemed inauthentic if the sender efthe PDU is an AMS
pbmmunicating entity for which a public key is present in the MIByand either:

— the PDU does not contain a digital signature (see 5,184), or

— when the encrypted string in the digital signature is decrypted using the appligable
public key, the result is not identical to the goncatenated text string from which that
encrypted string was nominally generated.:

4{1.5 Digital signatures contained in MPDUs from entities for which no public key is
present in the MIB shall be ignored.

411.6 A procedure shall be ‘authorized’ if the acting entity is identified in the Managgment
Information Base as an entity that'is authorized to perform that procedure. Authorizatioh can
sgrve to prevent activity by asmoedule that has not yet registered, because authorization is|role-
bpsed and the role of an yategistered module is unknown.

411.7 A checksumdiay optionally be provided as the last 16 bits of any AAMS or MAMS
PDU. The presefiee of a checksum in an AAMS or MAMS PDU shall be indicated|by a
vplue of ‘1’ inthe checksum flag field of the PDU’s header. The checksum for an AANIS or
MAMS PDUpshall be computed as follows:

a) I'h¢ array of octets over which the checksum is calculated shall be the non-checksum
portion of the PDU, padded with a single octet of value zero if and only if the lgngth

of the non-checksum pnrﬁnn ofthe PDI] is not an infpgra] mn]ﬁplp of two

b) All 16-bit words in this array of octets are summed together.

¢) The computed checksum is the value of the low-order 16 bits of this sum.

4.1.8 Any received PDU that contains a checksum whose value is not equal to the
checksum value computed for that PDU by the receiving communicating entity shall be
discarded immediately and processed no further.
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4.2 META-AMS CONFIGURATION PROCEDURES
4.2.1 CONFIGURATION SERVER INITIALIZATION

4.2.1.1 Upon commencing operations and once every N5 seconds thereafter, the
configuration server shall send an I _am_running MPDU to every ‘lower-ranking’ network
location at which the configuration server is authorized to operate, as indicated in the
configuration server’s Management Information Base.

NOTE - Since these network locations are listed in descending order of preference)|a
lower-ranking network location is defined as one that appears at some point.in the
list after the configuration server’s own network location.

4.2.1{2 On reception of an / am_running MPDU, the configuration server shall ceade
operations.

4.2.2l CONFIGURATION SERVER INTERROGATION

4.2.2}1 Interrogation of the continuum’s configuration servef shall be an iterative procedufe
which cycles repeatedly (as necessary) through all of thelnetwork locations at which the
configuration server is authorized to operate, as listed (in descending order of preference) in
the r:Lgodule’s Management Information Base. If the.gonfiguration server’s network locatign
was known at some time in the past, then the first network location to which the interrogation
proc¢dure is applied shall be most recent previotisly noted network location; otherwise, the
first jnetwork location to which the interrogation procedure is applied shall be the mopt
preferred location listed in the MIB. Thé-interrogation procedure shall iterate until eithgr
contgct with the configuration server-is;deemed to have succeeded (as described below) ¢r
else AMS activity is terminated. If.contact with the last (least preferred) network location in
the Ifst is deemed not to have succeeded, iteration of the configuration server interrogatign
procgdure shall continue with-the most preferred location listed in the MIB.

NOTE - Inter-iteratiofntatency in excess of the latency implied by the definition of th
configurafton server interrogation procedure may be introduced by th
implementation. This is an implementation matter.

o o

4.2.2{2 Eachnéycle of the configuration server interrogation procedure shall comprise the
folloving Steps:

42241 A pa | 22 NPT o1l 1 £ 4 41 £ 43 £ 4
LY-<TV-TV-Ty § R Y PlU\J\Juul\J-DP\J\JIlIU \.iu\./l)’ IVIIL 170U Sllall UL SUIIL tU UuUIv buuuéuxauuu Sserver-attnc

indicated network location.

4.2.2.2.2 On reception of a procedure-specific query MPDU, the configuration server shall
return the appropriate corresponding procedure-specific response MPDU.

4.2.2.2.3 On reception of a procedure-specific response MPDU in response to a procedure-
specific query MPDU, contact with the configuration server shall be deemed to have
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succeeded and the network location of the originating configuration server shall be noted as
the current configuration server network location.

4.2.2.2.4 1If no responding procedure-specific response MPDU is received within NI
seconds, contact shall be deemed not to have succeeded.

4.2.3 REGISTRAR INITIALIZATION

4

(@)

~N

N

~

]

[oHE N

ipitialize communications with the configuration server, the registrar shall intefrogat

2.3.1 Upon commencing operations and at any other time when a registrar is requiy

bnfiguration server. For this purpose, the applicable procedure-specific queryy MPDU
e announce_registrar and the applicable procedure-specific response MPDRU-shall be ¢
pjection or registrar noted.

2.3.2  On reception of an announce_registrar MPDU, the configiration server shall:

2.3.2.1 Determine whether or not (a) the configuration seryer already knows the nef
cation of the registrar for the indicated cell of the indicatéd message space (i.e., a dup
I inauthentic registration) or (b) the indicated cell is unknown to the configuration s
.e., not identified in the Management Information Bdse).

2.3.2.2 If so, return a rejection MPDU, “indicating the reason for refusing
hnouncement.

2.3.2.3 Otherwise:
a) note the network location pf\the registrar for this cell;

b) return a registrar_ noted\MPDU;

network location) of each cell’s registrar—except that if the message space com
only a singlecell then the configuration server shall return a single cell spec M
with unitnuember set to the new registrar’s own unit number indicating ‘no other
in the mressage space besides you’;

network location of the new registrar;

c) return one cell spe¢“MPDU for every other cell in the message space, indicatinf the

ed to
e the
shall
bither

work
icate
erver

the

rises
PDU
cells

d) sénd to every other registrar in the message space a cell_spec MPDU indicating the

8) caomanaonnca an N2 connnd honethont ovunla oo honrethont avobhango yath tho o

istrar

4
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(see discussion of heartbeats below).

.2.3.3 On reception of a rejection MPDU the registrar shall cease operations.

4.2.3.4 On reception of a registrar noted MPDU, the registrar shall commence an N3-
second heartbeat cycle for heartbeat exchange with the configuration server; see discussion of

h

eartbeats below.
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4.2.3.5 On reception of a cell spec MPDU, the registrar shall note the network location of
the indicated cell’s registrar.

4.2.4 REGISTRAR LOCATION

4.2.4.1 When the network location of a cell’s registrar is known, the registrar location
procedure shall be deemed to have succeeded.

4.2.4)2 When the network location of a cell’s registrar is unknown:

4.2.42.1 The module shall interrogate the configuration server. For this purpose, th
applicable procedure-specific query MPDU shall be registrar query and theJapplicab
proc¢dure-specific response MPDU shall be either cell spec or registrar unkiiown.

o o

4.2.4{2.2 On reception of a registrar_query MPDU by the configuratign-server:

4.2.4{2.2.1 If the configuration server knows the network location-for the registrar for the
indicpted cell, it shall return a cell_spec MPDU indicating that detwork location.

4.2.4{2.2.2 Otherwise, the configuration server shall retutn a registrar unknown MPDUJ
indicpting its inability to return a cell spec.

4.2.4{2.3 On reception of a cell spec MPDU ing€sponse to a registrar_query, the network
locatjon of the registrar shall be noted and registrar-location shall be deemed to have succeeded.

o

4.2.4{2.4 On reception of a registrar_piknown MPDU in response to a registrar_quer
regisfrar location shall be deemed to have tailed.
4.2.5\ MODULE REGISTRATION

4.2.5{1 The following/precedure shall be initiated upon reception of a Register.request
primjtive.

4.2.512 If thexole ID indicates ‘all roles’ or is otherwise invalid, a Fault.indication
prim{tive shall be delivered and the request shall be processed no further.

4.2.5|3 "“The network location of the registrar for the module’s cell shall be determined. [f

the registrar location procedure is deemed to have failed a Fault.indication primitive shalll

be delivered and the registration attempt may be either abandoned or repeated (an
implementation decision).

4.2.5.4 The module shall send a module registration MPDU to the registrar for the
module’s cell.

4.2.5.5 On reception of a module_registration MPDU:
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4.2.5.5.1 If the number of modules in the cell’s registered membership is already equal to
the maximum permitted (an implementation matter), the registrar shall return a rejection
MPDU indicating the reason for refusing the registration.

4.2.5.5.2 If the registrar has been operating for less than N5 seconds (N6 times the module
heartbeat period) then it may not yet have an authoritative list of all modules in the cell’s registered
membership and therefore may not yet be able to assign module numbers without risk of duplication.
In this case the registrar may return a rejection MPDU indicating the reason for refusing the
r¢gistration.

4{2.5.5.3 Otherwise:

42.5.5.3.1 The registrar shall assign an unused module number to the module and refurn a
ypu_are_in MPDU, indicating the module’s own module number. At this‘point the mpdule
hhs become a member of the registered membership of the registrar’s éell.

412.5.5.3.2 Optionally, the registrar may construct a set of oneor more / am_here MPDUs
pntaining the MAMS state (i.e., MAMS endpoint name, all.agn-empty delivery vectory, and
a]l current invitations and subscriptions) for all other moddles in the message space and|send
these MPDU s to the newly registered module.

(@)

NOTE - This optional procedure is possible onlyaf‘the registrar extracts this information| from
the MAMS message traffic it conveys, and retains this information in local stafe (an
implementation matter). Doing so.will minimize the number of messages exchgnged
during module registration, at the.cost of increased processing at the registrar.

25533 The registrar shall.construct either an [ am starting MPDU ¢r a
odule has_started MPDU, containing the module’s MAMS endpoint name and all non-gmpty
elivery vectors, on behalf of the module and shall send this MPDU to every other module|in its
l1’s registered membership and to every other registrar in the message space. If the registrar sent
n [ am_here MPDU to_the/newly registered module as described above, the type of MPDU sent
this point shall /be’module has started; otherwise, the MPDU that is sent shall be
|am_starting.

N O o0 oI A

42.5.5.3.4 The registrar shall commence an N4-second heartbeat cycle for heaftbeat
ekchangewith the new module (see discussion of heartbeats below).

42.5.54 On reception of a rejection MPDU a Fault.indication primitive shalll be

delivered and the rPgiq‘rm‘rinn attempt may he either abandoned or erPn‘rPd (an

implementation decision).

4.2.5.5.5 On reception of a you_are in MPDU:

a) The module shall commence an N4-second heartbeat cycle for heartbeat exchange
with the registrar (see discussion of heartbeats below).
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b) An invitation for messages on the subject that is the additive inverse of the continuum
number identifying the local continuum, from modules characterized by role ‘1’ (the
RAMS gateway) in the root cell of the local continuum, shall be asserted as described

in 3.1.5 above. NOTE — The application data of each such message will
itself be an AAMS message that was issued in a remote continuum and forwarded via
RAMS procedures.

c) At this time the module may commence application-specific message subscription,

. S " o . 1 L. e,
HIVILAUUIL, U dlSIIISSTIOIL, alltd TCCCPUOIL aCUVILY.

4.2.5(5.6 If no responsive rejection or you_are_in MPDU is received within N2 seeends,
Fault.indication primitive shall be delivered and the registration attempt may\b¢ eith¢r
abandloned or repeated (an implementation decision).

o

4.2.5(5.7 On reception of an / am_starting or module_has_started MPDU from anothgr
regisfrar, the registrar shall forward the MPDU without modification to every module in ifs
cell’q registered membership.

4.2.5/5.8 On a module’s reception of an /_am_starting MPDU\{ffom a registrar:
a) The new module’s MAMS endpoint name shall be neted.
b) Optionally, a Register.indication primitive.shall be delivered.

c) For each of the new module’s delivery wectors (i.e., supported service modes), the

most preferred delivery point to which the receiving module is able to send
messages—the ‘best fit” delivery point—shall be noted. The ‘best fit” delivery point
is determined by examining the delivery points in the delivery vector, in the order in
which they appear, until one is_encountered whose transport service name is equal fo
that of one of the transport ‘services by which the receiving module can transmjit
AAMS messages, as ifidicated in the receiving module’s Management Informatign
Base. If there is no “bést fit” delivery point for this service mode, then this fact shafl
be noted.

d) An I am _here-MPDU containing the receiving module’s MAMS state (i.e., MAMS
endpoint_fianie, all of its non-empty delivery vectors, and all of its current invitations
and subscriptions) shall be sent to the new module.

4.2.5|5.9¢ YAlternatively, on a module’s reception of a module has started MPDU from |a
regisjrat:

a) The new module’s MAMS endpoint name shall be noted.
b) Optionally, a Register.indication primitive shall be delivered.

c) For each of the originating module’s delivery vectors (i.e., supported service modes),
the most preferred delivery point to which the receiving module is able to send
messages—the ‘best fit’ delivery point—shall be noted as described above.
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4.2.5.5.10 On a module’s reception of a I am_here MPDU, for each module whose MAMS
state is contained in the MPDU:

a) The module’s MAMS endpoint name shall be noted.
b) Optionally, a Register.indication primitive shall be delivered.

¢) For each of the module’s delivery vectors (i.e., supported service modes), the most
preferred delivery point to which the receiving module is able to send messages—the
‘best fit” delivery point—shall be noted as described above.

d) For each of the module’s subscriptions:

1) The subscription shall be noted.

2) Optionally, an Assert_subscription.indication primitive shall'be delivered.
e) For each of the module’s invitations:

1) The invitation shall be noted.

2) Optionally, an Assert_invitation.indication pfimitive shall be delivered.

42.6 UNREGISTRATION

S

2.6.1 On reception of an Unregister.request primitive:
a) The network location of the registrar shall be determined.
b) An/ am_stopping MPDUshall be sent to the registrar.

¢) The module’s AMS activity shall cease immediately.

412.6.2 On reception_of.an / am_stopping MPDU from a module in its cell’s regidtered
membership, the registrar shall note the termination of the module and shall forward the
MPDU without modification to every other module in its cell’s registered membership and to
very other regiStrar in the message space.

[¢]

S

2.6.3 .On'reception of an I am_stopping MPDU from another registrar, the registrar|shall
rward the MPDU without modification to every module in its cell’s registered membership.

—

N

2.6.4 On amodule’s reception of an I am stopping MPDU from a registrar:

a) The module’s removal shall be noted.
b) Optionally, an Unregister.indication primitive shall be delivered.
¢) For each of the terminated module’s invitations:

1) The invitation shall be forgotten.
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2) Optionally, a Cancel_invitation.indication primitive shall be delivered.
d) For each of the terminated module’s subscriptions:
1) The subscription shall be forgotten.
2) Optionally, a Cancel_subscription.indication primitive shall be delivered.

e) If the receiving module is the terminated module itself (i.e., the module’s termination

rae—irmrnatad afoilien ¢ d T n. b rthoate +a tlhn norot o 4l bhocio o
yvwaods llllljut\./\,l IITVIITI A 1IdITUIlv U Uvilvul 1jvalrtovats tu uiv 1\./51ouu1 Vil a Lllll\.«l)’ UQDID, (.S

discussed below), the module’s AMS activity shall cease immediately.

4.2.71 HEARTBEATS

4.2.711 Upon expiration of any heartbeat period, a heartbeat MPDU shall be sent to tHe
relevpint communicating entity and a reciprocating heartbeat MPDU shiadl-be expected frojn
that gntity, subject to the following constraints.

4.2.7(1.1 At any time when the configuration is required to sénd a heartbeat MPDU to tHe
regisfrar for a cell and the current network location of that registrar is unknown, no heartbegt
MPDU shall be sent.

4.2.711.2 At any time when a registrar is required to send a heartbeat MPDU to tHe
configuration server and the current network locatioii of the configuration server is unknown,
the r¢gistrar initialization procedure described #14.2.3 above shall be performed.

4.2.711.3 At any time when a registrar is-required to send a heartbeat MPDU to a module
that has unregistered, no heartbeat MPDU shall be sent.

4.2.7t1.4 At any time when a medule is required to send a heartbeat MPDU to the registrgr
for the module’s cell and the-current network location of that registrar is unknown, the
recornection procedure deseribed in 4.2.8 below shall be performed.

4.2.712 Reception ¢f-a heartbeat MPDU shall have no effect on the state of the receivirlg
entity; only nomsreception of expected heartbeat MPDUs within bounded time |s
opergtionally significant. Whenever N6 successive heartbeat periods lapse after reception ¢f
an expected_heartbeat MPDU before reception of another, an unplanned termination of the
relevant eommunicating entity shall be imputed.

4.2.7.3— Imputed termination of the configuration Server shatt Simply cause the Current network
location of the configuration server to be unknown for future communication purposes.

NOTE - Registrars will eventually be forced to re-locate the configuration server and re-
register with it in order to continue transmission of heartbeat MPDUs to the
configuration server.
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4.2.7.4 Upon imputed termination of a registrar, the configuration server shall note that it
no longer knows the network location of the registrar for this cell and shall take some action
intended to cause the registrar to be restarted; the nature of the action to be taken is an
implementation matter.

4.2.7.5 Upon imputed termination of a registrar, each module in the registrar’s cell shall
note that the current network location of that registrar is now unknown.

4
N

e

)

4

4

=

fi

Yy
14

(@)

2.776 Upon imputed termination of a module, the registrar snall send a you_are |
(PDU to the terminated module (in case it does not realize that its termination_has
puted) and shall send an I _am_stopping MPDU on behalf of this module toreyery
odule in its cell and to every other registrar in the message space. This willhave the ¢
f unregistering the module in the manner discussed above.

2.8 RECONNECTION

2.8.1 When a module is required to perform the reconfzection procedure, becau

inability to send a heartbeat MPDU to its registrar as desctibed above:

a) The new network location of the registrar for¢thie module’s cell shall be determ
If the registrar location procedure is deg¢med to have failed, the reconne
procedure shall be terminated.

NOTE - The reconnection procedure-will be performed again the next time the m:
is required to send a heartbeat MPDU to its registrar.

b) A reconnect MPDU indicating the numbers of all modules in the cell’s regig
membership shall be sent to'the restarted registrar.

2.8.2 The exact procedure performed by a registrar upon reception of a reconnect M
om a module is largely~an implementation matter; one way or another, however, eif

tter case, an N4-second heartbeat cycle for heartbeat exchange with that module
bmmence. Eef\example, the registrar might:

a) retiim a you are dead MPDU if more than N5 seconds have elapsed sinc

which time all modules in the cell should already have contacted it (this would

dead
been

other
rffect

se of

ined.
ction

bdule

tered

PDU
her a

bu_are_dead MPDUer a reconnected MPDU shall be returned to that module and, in the

shall

b the

registrar commenced heartbeat exchange with the current configuration server, during

SCIrve

ta defend the rpgiq‘rrm‘ agm'nq‘r Qpnrimm rpr'rmnpr“rinnq);

b) return a you are dead MPDU if a reconnect MPDU had previously been received
from some other module, and the module census in that reconnect MPDU did not
include the module that issued this new reconnect MPDU (this would serve to defend

the registrar against inconsistent cell censuses);
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c) return a you are dead MPDU if a reconnect MPDU had previously been received
from the same module, i.e., another module identifying itself by the same module
number;

d) otherwise:
1) commence an N4-second heartbeat cycle for heartbeat exchange with this module,

2) return a reconnected MPDU.

4.2.813 On reception of a you are_dead MPDU, the receiving module shall cease AMS
activjty immediately and shall deliver a Module_is_dead.indication primitive.

4.2.8/4 On reception of a reconnected MPDU in response to a reconnect MPDUthe receivirlg
modyle shall continue its N4-second heartbeat cycle for heartbeat exchange with the registrar.

4.2.9| RESYNCHRONIZATION

4.2.9{1 Resynchronization shall not be performed in any cel\whose registrar’s MIB statgs
that [the resynchronization interval is zero. Each registrar whose MIB states that the
resyrichronization interval is non-zero shall, upon expitation of that interval, send [a
cell ktatus MPDU to every module in its cell’s registéted membership and to every othgr
regisfrar in the message space.

4.2.912 On reception of a cell status MPDUfrom another registrar, the receiving registrar
shall| forward the MPDU without modification to every module in its cell’s registergd
membpership if and only if its own MIB states that the resynchronization interval is non-zero

NOTE — That is, any given registrar’s participation in all aspects of resynchronization
depends on the vatue of its MIB’s resynchronization interval and is therefot
optional.

(¢}

4.2.93 On reception.efad cell status MPDU at a module, the receiving module shall:

a) for each module in the referenced cell whose registration is currently noted but whoge
module Ammber does not appear in the MPDU’s module list, simulate reception of an
I am>stopping MPDU from this module as described in 4.2.6 above;

b) Af\the referenced cell is the module’s own cell, return a module status MPDU—

fontaininag onlz tho maadnla’c Ay ctatnig tathat coll’c roqictray
COTTtct T S Oy T o aaTIT OOy I btatoy TOTHT T CoIT O T oSOt o,

4.2.9.4 On reception of a module status MPDU from a module in its own cell’s registered
membership:

4.2.9.4.1 The registrar may immediately forward the MPDU without modification to every
other module in its cell’s registered membership and to every other registrar in the message
space.
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4.2.9.4.2 Alternatively, the registrar may optionally concatenate the module status structure
in the MPDU with one or more other module status structures in an aggregate module status
MPDU that has not yet been forwarded; after doing so, it may immediately forward that
MPDU as described above or it may defer the forwarding of that MPDU until a future time.
In the latter case, determination of the appropriate time to forward the deferred, possibly
aggregated MPDU is an implementation matter, but in no case shall this time be later than
N5 seconds after the time at which the cell status MPDU was transmitted. Module
status aggregation may reduce the number of messages exchanged during resynchronization,

a

[E—

q

4
Iq
Iq

iy

the cost of increased processing at the registrar and somewhat increased resynchroniz
tency at the modules.

2.9.5 On reception of a module status MPDU from another registrary the rece
paistrar shall forward the MPDU without modification to every medule in its
peistered membership if and only if its own MIB states that the resynchronization inter

pN-ZEro.

OTE - Again, any given registrar’s participation in all aspectsof resynchronization dej
on the value of its MIB’s resynchronization intervaland is therefore optional.

2.9.6 On reception of a module status MPDU at a module, the receiving module sha

a) 1if the declared MAMS endpoint name and/ot role of the MPDU conflict with
currently noted for the indicated module,” simulate reception of an I am_stoj
MPDU from this module as described@n 4.2.6 above;

b) if, at this point, the indicated module is unknown, note the module;

c) for each currently noted subseription for the indicated module that does not apps
the MPDU’s subscription list, simulate reception of an unsubscribe MPDU fo
subscription for this module as described in 4.2.11 below;

d) for each currently\noted invitation for the indicated module that does not appear
MPDU’s invitation list, simulate reception of a disinvite MPDU for this invitatid
this module-as described in 4.2.13 below;

e) for each-subscription in the MPDU’s subscription list that is not currently nots

ation

iving
cell’s
val is

bends

I:

those
bping
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r this
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n for

bd by

the gperative module, simulate reception of a subscribe MPDU for this subscription

for'this module as described in 4.2.10 below;

f) * for each invitation in the MPDU’s invitation list that is not currently noted b

y the

operative module, simulate reception of an invife MPDU for this invitation for this

module as described in 4.2.12 below.

4.2.10 SUBSCRIPTION ASSERTION

4.2.10.1 On reception of an Assert_subscription.request primitive:
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4.2.10.1.1 If the operative module is not an authorized receiver of messages on this subject,
or if the subject ID of the request indicates ‘all subjects’ and the continuum ID of the request
indicates either ‘all continua’ or any continuum other than the local continuum, then a
Fault.indication primitive shall be delivered.

4.2.10.1.2 Otherwise:

a) the network location of the registrar shall be determined;

b) a subscribe MPDU shall be sent to the registrar;

c) optionally, an Assert_subscription.indication primitive shall be d€livered,
notifying the operative module of its own subscription assertion.

NOTE - A module might issue subscriptions whose domains are not ‘disjoint setp.
Selection of delivery vector, priority, and flow label when sendihg a message that
satisfies multiple, possibly conflicting subscriptions from the’same subscriber {s
an implementation matter.

4.2.10.2 On a registrar’s reception of a subscribe MPDUOfrom a module in its cell
registered membership, the registrar shall forward the MPDU without modification to every
other] module in its cell’s registered membership and to.every other registrar in the message
spacq.

[72]

4.2.10.3 On reception of a subscribe MPDU:$rom another registrar, the registrar shall
forward the MPDU without modification to every module in its cell’s registered membership.

4.2.10.4 On a module’s reception of a subscribe MPDU from a registrar:

a) The subscription shall benoted. A subscription to the subject whose number is [0
shall signify a subscriptiento messages on all subjects.

b) Optionally, an Assert_subscription.indication primitive shall be delivered.

4.2.11 SUBSCRIPTION CANCELLATION

4.2.111.1 On reeéption of a Cancel_subscription.request primitive:

4.2.1]1.14 \If no subscription for messages on the indicated subject is currently asserted—that
is, asserfed and not subsequently canceled—for the indicated continuum, unit, and role, thgn
the cancellation shall be judged redundant and a Fault.indication primitive shall be
delivered. The prior assertion of a subscription for messages on subject 0 (‘all subjects’)
does not enable subsequent cancellation of a subscription for messages on any subject other
than 0 in the manner of an ‘exception’ to the global subscription.

4.2.11.1.2 Otherwise:

a) the network location of the registrar shall be determined;
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b) an unsubscribe MPDU shall be sent to the registrar;

c) optionally, a Cancel_subscription.indication primitive shall be delivered,

notifying the operative module of its own subscription cancellation.

4.2.11.2 On reception of an unsubscribe MPDU from a module in its cell’s registered
membership, the registrar shall forward the MPDU without modification to every other
module in its cell’s registered membership and to every other registrar in the message space.

4
f

4
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indicates either ‘all continua’ or any eontinuum other than the local continuu

2.11.3 On reception of an unsubscribe MPDU from another registrar, the registran
rward the MPDU without modification to every module in its cell’s registered mémber

2.11.4 On a module’s reception of an unsubscribe MPDU from a registrat:
a) the indicated subscription shall be forgotten;

b) optionally, a Cancel_subscription.indication primitive shall be delivered.

2.12 INVITATION ASSERTION
2.12.1 On reception of an Assert_invitation.request primitive:

2.12.1.1 If the operative module is not an authotized receiver of messages on this su
I if the subject ID of the request indicates ‘al};subjects’ and the continuum ID of the re

@ult.indication primitive shall be deliveted.

2.12.1.2 Otherwise:
a) the network location efithe registrar shall be determined;

b) an invite MPDU shdll be sent to the registrar;

the operativé module of its own invitation assertion.

OTE - ~A"module might issue invitations whose domains are not disjoint sets. Sele
of delivery vector, priority, and flow label when sending a message that sat
multiple, possibly conflicting invitations from the same inviter i

shall
ship.

bject,
quest
m, a

c) optionally, anCAssert_invitation.indication primitive shall be delivered, notifying

ction
isfies
5 an

implementation matter.

4.2.12.2 On a registrar’s reception of an invite MPDU from a module in its cell’s registered
membership, the registrar shall forward the MPDU without modification to every other
module in its cell’s registered membership and to every other registrar in the message space.

4.2.12.3 On reception of an invite MPDU from another registrar, the registrar shall forward
the MPDU without modification to every module in its cell’s registered membership.
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4.2.12.4 On a module’s reception of an invite MPDU from a registrar:

a) The invitation shall be noted. An invitation on the subject whose number is 0 shall

signify an invitation for messages on all subjects.

b) Optionally, an Assert_invitation.indication primitive shall be delivered.

4.2.13 INVITATION CANCELLATION

4.2.1

4.2.1
asser|
shall
asser
subsg
mant

4.2.1
a
b

C

4.2.1
mem|
mod

4.2.1
the M

4.2.1
a

b

3.1 On reception of a Cancel_invitation.request primitive:

B.1.1 If no invitation for messages on the indicated subject is currently assertéd——that 1
ted and not subsequently canceled—for the indicated unit and role, then thie"cancellatig
be judged redundant and a Fault.indication primitive shall be delivered. The pri
tion of an invitation for messages on subject 0 (‘all subjects’)_does not enab
quent cancellation of an invitation for messages on any subject-Other than 0O in th
er of an ‘exception’ to the global invitation.

B.1.2 Otherwise:
the network location of the registrar shall be determined;
a disinvite MPDU shall be sent to the registrat}

optionally, a Cancel_invitation.indication primitive shall be delivered, notifyin
the operative module of its own invitation cancellation.

B.2 On reception of a disinvitexMPDU from a module in its cell’s registere

le in its cell and to every other registrar in the message space.

B.3 On reception of a.disinvite MPDU from another registrar, the registrar shall forwar
[PDU without modifiedtion to every module in its cell’s registered membership.

B.4 On a modul¢’s reception of a disinvite MPDU from a registrar:
the indtedted invitation shall be forgotten;

optionally, a Cancel_invitation.indication primitive shall be delivered.

ership, the registrar shall forward the MPDU without modification to every oth¢

4.3

4.3.1

APPLICATION AMS COMMUNICATION PROCEDURES

MESSAGE TRANSMISSION

4.3.1.1 Whenever an AAMS message is to be transmitted from one module to another, the
transport service to use for this transmission shall be selected as follows:
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4.3.1.1.1 If the delivery vector (i.e., service mode) specified for this message transmission
activity by the destination module is one for which no ‘best fit’ delivery point could be
determined, then transmission of the message is impossible; a Fault.indication primitive
shall be delivered.

4.3.1.1.2 Otherwise, the ‘best fit’ delivery point shall be used as the destination endpoint
for the message and the indicated transport service shall be used to accomplish the
transmission.  If the transmission is determined to have failed for any reason, a
Fault.indication primitive shall be delivered.

NOTE — A module might issue subscriptions and invitations whose domains ar¢ not
disjoint sets. Selection of delivery vector, priority, and flow labelvhen sending a
message that satisfies multiple, possibly conflicting sub$¢riptions ahd/or
invitations from the same module is an implementation mattet:

413.1.2 Authorization to send or receive messages on a given subject shall be determingd by
r¢ference to security information in the MIB where present.

4{3.1.3 Direction to marshal and un-marshal messages on'a given subject, and the manner
it which such marshaling and un-marshaling is to be daeeomplished, shall be determin¢d by
r¢ference to subject catalog information in the MIB where present.

4{3.1.4 Direction to encrypt and decrypt messages on a given subject, and the mantjer in
which such encryption and decryption is. %0 be accomplished, shall be determined by
r¢ference to security information in the MIB where present.

iy

3.2 PUBLISH

iy

3.2.1 On reception of a Publish.request primitive:

=

3.2.1.1 If the module”is not an authorized sender of messages on this subject, a
@ult.indication priniitive shall be delivered.

-

4{3.2.1.2 Otherwise, an AAMS message shall be constructed using the proyided
pprameters, With application data marshaled and/or encrypted as necessary, and one copy of
this message shall be transmitted to every module in the message space that is an authqrized
r¢ceiv&r-of messages on the indicated subject for which the operative module has noted at
lg¢ast,one currently asserted subscription (a) that is for messages on this subject or qn all
subjects and (b) whose domain includes the operative module.

4.3.3 REMOTE AMS PRIVATE MESSAGE TRANSMISSION

4.3.3.1 Whenever a service primitive is received that requests that a message be sent
privately (as described in subsections 4.3.4, 4.3.5, 4.3.6, and 4.3.7 below) to a module or
modules residing in some continuum other than the local continuum:
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4.3.3.1.1 An AAMS message shall be constructed from the parameters of the service
primitive, in the same way that such a message would be constructed if the destination
module resided in the local continuum (i.e., with application data marshaled and/or encrypted
as necessary). NOTE — The newly constructed AAMS message is not transmitted at
this time.

4.3.3.1.2 An envelope data structure shall be constructed whose content is the newly
constructed AAMS message (see 5.3.2 below). The continuum number, unit number, and
destihation ID number of the envelope shall be those identifying the destination as specifidd
by the service primitive; the source ID number of the envelope shall identify the sourge
modyle’s own role, and the subject number of the envelope shall identify th¢ |subje¢t
spec:L'led in the original service primitive. The control code of the envelope shall\be ‘5’ in
the qvent that the original service primitive specified destination module. mumber (send,
query, or reply); it shall be ‘6’ in the event that the original service primitive specifigd
destipation role number (announce).

4.3.3{1.3 A message shall be published whose application data is the envelope constructgd
abovg. If the destination continuum number is 0, signifying ‘all.cgntinua’, then the subject ¢f
the published message shall be the additive inverse of the rtumber of the local continuunp.
Otherwise, the subject of the published message shallsbe the additive inverse of tHe
destihation continuum number.

4.3.4) SEND
4.3.4{1 On reception of a Send.request;primitive:

4.3.4{1.1 If the module is not an ‘authorized sender of messages on this subject or th
indicpted destination module is_fiot an authorized receiver of messages on this subject,
Fault.indication primitive shall be delivered.

[SENe)

4.3.4/1.2 Otherwise, ifthe)indicated destination continuum is not the local continuum, the
the Remote AMS private’message transmission procedure described in 4.3.3 above shall he
performed.

=]

4.3.4{1.3 Otherwise, if the operative module has noted no current invitation from the
indicpted destination module (a) that is for messages on the indicated subject or on all
subjgcts”and (b) whose domain includes the operative module, a Fault.indication primitive
shalllhe-delivered

4.3.4.1.4 Otherwise, an AAMS message shall be constructed using the provided
parameters, with application data marshaled and/or encrypted as necessary, and the message
shall be transmitted to the indicated destination module.
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43.5 QUERY
4.3.5.1 On reception of a Query.request primitive:

4.3.5.1.1 If the module is not an authorized sender of messages on this subject or the
indicated destination module is not an authorized receiver of messages on this subject, or if
context number is 0 or is equal to the context associated with some other pending query for
this module or if the 1ndlcated destlnatlon continuum 1s the local Contmuum and the

e e aTe e . O V012 a M § s To N 1 . o e(a)
that is for messages on the indicated subject and (b) whose domaln includes the opetative

lodule, a Fault.indication primitive shall be delivered.

N

3.5.1.2 Otherwise:

4/3.5.1.2.1 If the indicated destination continuum is not the local continuum, then the
Remote AMS private message transmission procedure described.in 4.3.3 above shdll be
performed, transmitting a Query message.

4

3.5.1.2.2 Otherwise, if the operative module has notedvno current invitation from the
indicated destination module (a) that is for messagesvon the indicated subject or qn all
yibjects and (b) whose domain includes the operative‘imodule, a Fault.indication prinpitive
hall be delivered.

wn wn

N

3.5.1.2.3 Otherwise an AMS Query meggage shall be constructed using the proyided
pprameters, with application data marshaled*and/or encrypted as necessary, and the mepsage
hall be transmitted to the indicated destination module.

2]

=

3.5.1.2.4 If a non-zero term was specified in the Query.request primitive:

413.5.1.2.4.1 Handling of~inbound AAMS messages by the operative module may be
pspended pending arrival of a reply message—i.e., a message of type Reply whose cgntext
number is the same as(that of the query message—in response to this query message.

wn

413.5.1.2.4.2 Ifthe term specified in the Query.request primitive was greater than zefo:

a) An_implementation-defined method shall be initiated to determine iff the
speeified interval has passed before the arrival of a reply message in response t¢ this
query message (e.g., a query countdown timer for the indicated interval shdll be
started).

b) On passing of the specified interval without the arrival of a reply message in response
to this query message:

1) A Fault.indication primitive shall be delivered indicating the timeout.

2) Handling of inbound AAMS messages by the operative module, if suspended,
shall be resumed.
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4.3.6 REPLY
4.3.6.1 On reception of a Reply.request primitive:

4.3.6.1.1 If the module is not an authorized sender of messages on this subject or the
indicated destination module is not an authorized receiver of messages on this subject, or if
the value of the context parameter is zero, a Fault.indication primitive shall be delivered.

4.3.6 1-2 Ot}lcl WiDC, if t‘llC iudiuatcd dcatiuaﬁuu uuutiuuuul ib IIUt t}lC 1U\4a]1 bUlltilluulll, t}l n
the Remote AMS private message transmission procedure described in 4.3.3 above shall-he
perfarmed, transmitting a Reply message.

4.3.6{1.3 Otherwise, if the operative module has noted no current invitation’ from the
indicpted destination module (a) that is for messages on the indicated subject or on afll
subjgcts and (b) whose domain includes the operative module, a Fault.indication primitive
shall|be delivered.

4.3.6{11.4 Otherwise, an AMS Reply message shall be constructed using the providgd
paratheters, with application data marshaled and/or encrypted-as.necessary, and the message
shall|be transmitted to the indicated destination module.

4.3.7) ANNOUNCE
4.3. 711 On reception of an Announce.request primitive:

4.3.7t11.1 If the module is not an authorized sender of messages on this subject, |a
Fault.indication primitive shall be delivered.

4.3.711.2 Otherwise:

4.3.711.2.1 If the indicated continuum is either the local continuum or ‘all continua’ then:

a) An AAMS message shall be constructed using the provided parameters, with
application.data marshaled and/or encrypted as necessary.

b) One copy of this message shall be transmitted to every module in the message spade
thatis*1n the domain of the service request, that is an authorized receiver of messagg
oh the indicated subject, and that is a module for which the operative module hgs
noted at least one current invitation (a) that is for messages on the indicated subject g¢r
on all subjects and (b) whose domain includes the operative module.

[72]

4.3.7.1.2.2 If the indicated continuum is either ‘all continua’ or any continuum other than
the local continuum, then the Remote AMS private message transmission procedure
described in 4.3.3 above shall also be performed.
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4.3.8 RECEIVE
4.3.8.1 On reception of an AAMS message:

4.3.8.1.1 If the indicated source module is not an authorized sender of messages on this
subject, a Fault.indication primitive shall be delivered. The message shall be discarded
without further processing.

4 3.8.1-2 If Cllld Ull}y if t‘llC DClldCI Uf t‘llc IIICDDQBU ib a RA}V{S satcwa_y (that ib, d 11T )dUIC
whose role number is ‘1’), indicating that the application data of the message isntsglf an
AAMS message, then that encapsulated AAMS message shall be the message to'which the
r¢st of this subsection pertains.

NOTE - In effect, the ‘outer’ header of the message is stripped off and discarded before
processing continues.

S

3.8.1.3 The message’s application data shall be decrypted and/or unmarshaldd as
ngcessary.

N

3.8.1.4 If the message is of type Reply:

a) If handling of inbound AAMS messages by the operative module is suspgnded
because of a query request, and the received message’s context number is equal fo the
context number of the query, then handling of inbound AAMS messages by the
operative module shall be resumed.

b) A Reply.indication primitiveshall be delivered.

S

3.8.1.5 If the message is of type/Query, a Query.indication primitive shall be delivefed.

4{3.8.1.6 Otherwise, a Méssage.indication primitive shall be delivered.

S

4 REMOTE AMS GATEWAY PROCEDURES
44.1 OVERMIEW

As noted>earlier, RAMS procedures are executed by special-purpose application mogules
hlled RAMS gateways.

[¢)

No single message space may contain more than one RAMS gafeway. RAMS gateway
behavior is undefined when two or more RAMS gateways are registered within any single
message space.

The protocol data units used to effect interoperation among RAMS gateways are termed
RAMS PDUs (RPDUs). RPDUs shall be exchanged among RAMS gateways by means of
RAMS communication channels (or, in this document, simply channels). A channel is the
configuration of the communications hardware and software at two RAMS gateways such
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that RPDUs may be reliably conveyed from one gateway to the other without being relayed
by any other RAMS gateway.

The set of RAMS gateways for all of the message spaces for some venture and no message
space of any other venture is termed the RAMS network for that venture. Each member of a
RAMS network must have a channel to at least one other member of the set, and no member
of a RAMS network may have channels to any RAMS gateways that are not members of the
set. Every member of the RAMS network to which a given RAMS gateway has a channel is
terme¢d a neighbor of that gateway.

Each|RAMS gateway has interfaces to two communication environments: its RAMSmetwork
and the AMS message space it serves. These interfaces enable the RAMS gateway ‘to receive
AAMS messages produced by the modules in its message space and foxpward them fo
modyles in other message spaces of the same venture—directly of\ indirectly—Hy
encapsulating those messages in RPDUs and sending the RPDU s to its neighbors.

9]

The RAMS network for a given venture must be configured eitheryas a mesh (all RAM
gateways in the network are neighbors of one another) or as a<tfee (some pairs of RA
gateways can only intercommunicate through one or more dther forwarding gateways, b
there|is always exactly one ‘route’ from any gateway in the venture to any other).

—+

As gxplained below, configuring a RAMS network:as“a mesh assures that no RPDU willl
ever| traverse more than one channel, but (absent an underlying multicast system) tHe
trangmission burden placed on each gateway i@’ the network increases as the number ¢f
intefconnected message spaces increases. (onfiguring a RAMS network as a tree enablgs
the fransmission burden placed on each gatéway in the network to be kept small no mattgr
how| many message spaces are inchuded in the venture, so the venture can scale up
indefinitely; however, introducing ‘the possibility that messages may traverse multiple
charnels increases the venture’ssmiaximum possible message delivery latency.

In cqncept, the state of a RAMS gateway is a set of petitions. A petition for a givgn
subsgription specification((see 3.1.22.5 above) is a summary of the inter-continuum interest
as known to this RAMS gateway, in all AAMS messages satisfying that subscription
specification. A petitioh ‘for’ a given subject is a petition for a subscription specification that
cites [that subject.

Each|petitionshas three components:

- 8GS (source gateway set), a list of all neighbors to which the local gateway ha
asserted (and not yet canceled) this petition;

[72]

— DGS (destination gateway set), a list of all neighbors that have asserted (and not yet
canceled) this petition;

— DMS (destination module set), a list of all AMS modules in the local continuum that
have asserted (and not yet canceled) subscriptions that (a) are characterized by this
petition’s subscription specification and (b) cite in their domains either ‘all continua’
or some continuum other than the local continuum.
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A petition is considered to be in asserted state while (and only while) its SGS is non-empty.
If the RAMS network is configured as a mesh, the petition is assertable while (and only
while) its DMS is non-empty; if the RAMS network is configured as a tree, the petition is
assertable while (and only while) either its DGS or its DMS is non-empty.

The pseudo-subject for a continuum is the AMS message subject whose number is the
additive inverse of the number of that continuum.

44.2 DECLARATION AND RETRACTION

iy

4.2.1 Initial Declaration

N

4.2.1.1 Upon instantiation, the RAMS gateway for a message space idefitified withjin its
pntinuum by a given application name and authority name shall obtain from its Managgment
pformation Base (MIB) the RAMS network locations of all currently known neighbors.

= O

4{4.2.1.2 The new RAMS gateway shall subscribe to messagés on the pseudo-subje¢t for
the local continuum, from all modules in all message spaces.of‘the venture.

NOTE - Messages published locally on this subject will contain announcements degtined
for modules in all continua.

4{4.2.1.3 The RAMS gateway shall add itselfito the DMS of the declaration petition.| The
declaration petition is a petition for the subscription specification whose subject is the ps¢udo-
spibject for the gateway’s local continuum and whose domain is all modules in all continua

44.2.1.4 Optionally, the RAMS-«gateway may retract itself from each of its curgently
khown neighbors. A RAMS gateway shall retract itself from a neighbor by sending that
neighbor a cancellation (see.5:3:3) of the declaration petition and removing that neighbor
from the SGS of that petition. This proactive retraction may enable neighbors that [have
previously declared themselves (as described below) to re-declare themselves to the ffewly
ipstantiated RAMS gateway upon receiving its declaration.

4.2.1.5 TheRAMS gateway shall declare itself to each of its currently known neighbors.
RAMS gateWway shall declare itself to a neighbor by sending that neighbor an assertion (see
3.3) of the/declaration petition and adding that neighbor to the SGS of that petition.

TN

44.2.2 Subsequent Declaration Activity

4.4.2.2.1 Upon insertion of a new neighbor into the MIB, the RAMS gateway shall declare
itself to that neighbor.

4.4.2.2.2 Upon removal of a neighbor from the MIB, the RAMS gateway shall retract itself
from that neighbor.
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4.4.2.2.3 Upon termination, the RAMS gateway shall remove itself from the DMS of the
declaration petition and retract itself from each of its neighbors. Since a RAMS gateway is
an AMS module, the ‘termination’ of a RAMS gateway entails the termination of that
module, conforming to 4.2.6.

4.4.2.2.4 Under no conditions other than those detailed in 4.4.2 shall a RAMS gateway
retract itself from any neighbor.

4.4.2l3 Derived Definitions

4.4.2{3.1 A declared neighbor is a neighbor whose declaration has been asserted dndnot y¢t
canc¢led.

4.4.213.2 The conduit for a continuum is the sole member of the DGS ofthe petition for tHe
pseudlo-subject for that continuum.

NOTE - [lLe., it is the declared neighbor to which RAMS PDUs destined (ultimately) for
that continuum are sent.

4.4.3] PETITION ASSERTION AND CANCELLAFPION
4.4.3l11 Computing the Assertion Set

The Assertion Set (AS) for a petition shall beccomputed as follows:
a) The AS is initially the empty set.

b) If the continuum cited in the' domain of the petition’s subscription specification is “afll
continua’, all declared-neighbors shall be added to the AS. Otherwise only tHe
conduit for the contintiym cited in the domain shall be added to the AS.

c) All members of the"SGS of this petition shall be removed from the AS.

NOTE - These' gateways are already forwarding all messages that satisfy tHe
Subscription specification of the petition; there’s no need to assert to them
again.

dl) If\the petition’s DMS is empty and its DGS has exactly one member, the sole membg¢r
af the DGS shall be removed from the AS

NOTE - If the only destination for these messages is this single gateway, then the
gateway does not need to send these messages (only to be sent back again).
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4.4.3.2 Asserting a Petition

When a petition is to be asserted:
a) The AS for this petition shall be computed as described above.

b) An assertion of the petition shall be sent to all members of the computed AS.

NOTE - The computed AS may be the empty set, in which case no RPDUs are sent.

c) The SGS of the petition shall be changed to the union of itself and the computed’AS.

[N

4.3.3 Computing the Cancellation Set

—

he Cancellation Set (CS) for a petition shall be computed as follows:

a) If the petition’s DGS is empty, then the CS shall contain all members of the petifion’s
SGS.

b) If, instead, the petition’s DGS contains only a single’ neighbor and that neighhor is
also a member of the petition’s SGS, then the CSishall contain only the sole member
of the DGS.

NOTE - Again, if the only destination for these messages is this single gateway, then
the gateway does not need;te send these messages (only to be sent [back
again).

c) Otherwise, the CS shall be the-¢mpty set.

[N

4.3.4 Canceling a Petition

When a petition is to be.cancelled:
a) The CS forthis petition shall be computed as described above.
b) A canéelation of the petition shall be sent to all members of the computed CS.

¢) Allmembers of the computed CS shall be removed from the SGS of the petition.

Upon delivery to the RAMS gateway of an Assert_subscription.indication primitive that
is not the result of one of the RAMS gateway’s own subscription assertions, where the
continuum cited in the domain of the subscription specification is not the local continuum:

a) The subscribing module shall be added to the DMS of the petition for this
subscription specification.
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b) The petition shall be asserted as described above.

NOTE — The petition is known to be assertable at this time, regardless of the
configuration of the RAMS network, because its DMS is now non-empty.

4.4.5 CANCELLATION REPORTING

Upo —
is ngt the result of one of the RAMS gateway’s own subscription cancellations, wherg the
contipuum cited in the domain of the subscription specification is not the local continuum:

a) The canceling module shall be removed from the DMS of the petition for this
subscription specification.

b) If the petition is no longer assertable then the petition shall be canceled as describgd
above.

4.4.60 ASSERTION REPLICATION

4.4.6{1 Upon reception of a petition assertion RPDUMrom a neighbor, the following
procgdure shall be performed:

4.4.612 If the neighbor is already a member of'the"DGS of the asserted petition, then a prig
canc¢llation by this neighbor of this petition—which was issued but not received—shall b
assuthed. The cancellation replication procedure defined in 4.4.7 below shall be performe
exacfly as if this inferred prior petitionCcancellation had finally been received, before arly
furthgr steps in the assertion replicatidnprocedure are performed.

o =

4.4.6{3 The neighbor shall beradded to the DGS of this petition.

4.4.6(4 If the DGS of this)petition has one member (i.c., it was formerly empty but is now
non-¢mpty) and the.’domain continuum number cited in the petition’s subscriptign
specification is eitherthe local continuum number or 0 (indicating ‘all continua’), the RAMIS
gateway shall submit a Subscribe request whose parameters are obtained from tHe
subsgription spegcification for this petition.

4.4.6)5 AIf'the subject cited in the subscription specification for this petition is the pseud
subjdctdor some continuum—i.e., the neighbor is declaring itself to be the conduit for that
continuum (possibly its own local continuum)—then all relevant petition relationships with
this neighbor must be established. For each assertable petition:

a) The AS for this assertable petition shall be computed as described above.

b) If the neighbor is a member of the computed AS, then an assertion of this assertable
petition shall be sent to the neighbor and the neighbor shall be added to the SGS of
this assertable petition.
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4.4.6.6 Finally, if the petition asserted by the neighbor is itself assertable, then the petition
shall be asserted as described above.

NOTE - This has the effect of propagating the petition assertion throughout the RAMS
network if and only if the RAMS network is configured as a tree.

4.4.7 CANCELLATION REPLICATION

S

4.7.1 Upon reception of a petition cancellation RPDU from a neighbor, the follgwing
rocedure shall be performed:

S T

4.7.2 The neighbor shall be removed from the DGS of this petition.

iy

4.7.3 If the DGS of this petition has zero members (i.e., it was formerly non-empty but is
pw empty) and the domain continuum number cited in thepetition’s subscription
pecification is either the local continuum number or 0 (indicating ‘all continua’), the RAMS
nteway shall submit an Unsubscribe request whose paratheters are obtained fromp the
pibscription specification for this petition.

ZH=

© 09

S

4.7.4 1If the subject cited in the subscription specification for this petition is the ps¢udo-
nbject for the neighbor’s local continuum—i.e., theé neighbor is retracting itself—thep the

|72]

canceling neighbor shall be removed from the DGS and SGS of all petitions.

414.7.5 Finally, every petition that is no~longer assertable shall be canceled as desdribed
apove.

NOTE - The effect of these cancellations will be to cause the local gateway to cease being

the conduit to the canceling neighbor and to all continua for which the candeling
neighbor was the(local gateway’s conduit.

44.8 FORWARDING OF PRIVATE AND ANNOUNCED MESSAGES VIA RAMS

414.8.1 On reeeption of a Message.indication primitive (indicating reception ¢f an
AAMS message from a module in the local message space) whose subject is the ps¢udo-
spibject forsome continuum, the RAMS gateway shall proceed as follows:

4{4.8.2 The application data of the primitive must be an envelope data structure|with
CJlltlU} \/UdU iudiuaﬁug Cit‘llcl ‘Dclld Ull IUbCljtiUll, Ul ‘dllllUullbU Ull 1Cbcptiuu’, WIIUDC 1% lltent
is an AAMS message that is intended for private delivery or announcement rather than re-
publication (see 5.3.3 below).

4.4.8.3 If the source module of the received message is not an authorized sender of
messages on the subject of the envelope data structure, then the primitive shall be discarded.

4.4.8.4 Otherwise:
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4.4.8.4.1 If the continuum number in the envelope header is 0, indicating announcement to
all continua, then (a) if the control code in the envelope indicates ‘send on reception’ then the
message shall be discarded, otherwise (b) the RAMS gateway shall forward the envelope data
structure—an RPDU—to all declared neighbors.

4.4.8.4.2 Otherwise the RAMS gateway shall forward the envelope data structure—an
RPDU—to the conduit for the indicated continuum.

4.4.9| FORWARDING OF PUBLISHED MESSAGES VIA RAMS

[=]

4.491 On reception of a Message.indication primitive (indicating reception” of j
AAMS message from a module in the local message space) whose subject is greater than ze
(i.e.,|a message on some application-defined subject), the RAMS gateway sshall proceed gs
follos:

4.4.92 An AAMS message shall be constructed from the parameter$.of the primitive, in tHe
samel way that an AAMS message would be constructed frofm those parameters if the
messpge’s destination were a module in the local continuumrAi.e., with application dafa
marshaled and/or encrypted as necessary). NOTE — The newly constructed AAMIS
messpge is not transmitted at this time.

4.4.9|3 For each neighbor that is a member of the DGS of at least one petition whoge
subs¢ription specification is satisfied by the patameters of the primitive (that is, whode
contipuum number is either 0 or the source continuum number, whose unit number identifigs
a unift that is a superset of the source unit nuimber, and whose role number is either 0 or the
role humber for the role in which the.fnodule identified by the source module number {s
registered):

4.4.9{3.1 The RAMS gateway shall construct an envelope data structure with control code
‘4> (fpublish on reception’)\whose content is the newly constructed AAMS message; sde
5.3.2|below.

4.4.913.2 The RAMS-gateway shall send the newly constructed envelope data structure—gn
RPDU—to that neighbor.

4.4.10 RFORWARDING FROM NEIGHBORS

4.4.10.1 Upon reception of an RPDU with control code greater than “3” from a neighbor, the
RAMS gateway shall proceed as follows:

4.4.10.2 If the control code of the RPDU is ‘4’ (‘publish on reception’), then:

4.4.10.2.1 The content of the RPDU must be an AAMS message replicating a message that
was published in a remote continuum.
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4.4.10.2.2 If the RAMS network is configured as a tree, then for each neighbor—other than
the one from which the RPDU was received—that is a member of the DGS of at least one
petition whose subscription specification is satisfied by the headers of this encapsulated
AAMS message (source continuum number and unit number) and the RPDU (source ID
number, indicating the source role number), the RAMS gateway shall forward the received
RPDU to that neighbor.

4.4.10.2.3 For each module that is a member of the DMS of at least one petition whose
nubscription specitication 1s satistied by the headers of this encapsulated AAMS mepsage
gource continuum number and unit number) and the RPDU (source ID number, indidating
the source role number), the RAMS gateway shall submit a Send request ‘Gausing the
hcapsulated AAMS message to be sent as the application data of a message destined foyr this
npodule; the subject number of this message shall be the additive inverse|of the contijuum
npmber identifying the local continuum.

2]

~

(¢}

NOTE - The encapsulated AAMS message cannot simply be Jocally re-published by the
RAMS gateway: the RAMS gateway itself might not’be in the domain of ope or
more of the subscriptions asserted by members.of'the applicable destination set,
and in any event this re-publication would cénceal from the receiving mogules
the identity of the original publisher. Using the pseudo-subject for the |local
continuum as the subject of the private transmission assures that the messagpg can
be successfully transmitted to all indicated recipients (see 4.2.5 above, reception
of the you are in MPDU).

4.10.3 If the control code of the RRDWY is ‘5’ (‘send on reception’), then the intg¢nt is
rivate message delivery rather than redpublication.

bntinuum number (possiblesonly when the RAMS network is configured as a tree), thgn the

4
p
44.10.3.1 If the continuum number in the envelope header is not equal to the |local
c
RAMS gateway shall foryard the received RPDU to the conduit for the indicated contingum.

414.10.3.2 Otherwis€if the RAMS gateway has noted no current invitation fronp the
dpstination module~identified by the RPDU header (a) that is for messages on the subjg¢ct of
the encapsulated AAMS message that is the content of the RPDU or on all subjects arld (b)
whose dom@m' includes the module identified as the source of the encapsulated AAMS
message,then the RPDU shall simply be discarded.

414:10:3.3 Otherwise, the RAMS gateway shall submit a Send request; the destinatior] unit
andmoduteparametersof-therequestshatt-beasdicated-by-thehreaderof the RPBY, the
destination continuum shall be the local continuum, the subject shall be the additive inverse
of the continuum number identifying the local continuum, and the application data to be sent

shall be the encapsulated AAMS message that is the content of the RPDU.

4.4.10.4 If the control code of the RPDU is ‘6’ (‘announce on reception’), then the intent is
message announcement rather than re-publication.
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4.4.10.4.1 If the RAMS network is configured as a tree and the continuum number in the

enve

lope header is 0 (indicating ‘all continua’), then the RAMS gateway shall forward the

received RPDU to all of its declared neighbors except the one from which the RPDU was

recei

ved.

4.4.10.4.2 If the continuum number in the envelope header is not 0 and is also not the
number of the local continuum (possible only when the RAMS network is configured as a
tree), then the RAMS gateway shall forward the received RPDU to the conduit for the

indichted continuum. Otherwise (i.e., the continuum number in the envelope header is eith¢r

0 or
anno
whic

subjact of the encapsulated AAMS message that is the content of the RPDU or\0n all subjects

and

AAMS message (that is, whose continuum number is either 0 or the\source continuum
number of the encapsulated AAMS message, whose unit number idenfifies a unit that is|a
supetset of the source unit number of the encapsulated AAMS message, and whose sourde
role pumber is either 0 or the role number for the role in which(the module identified by tHe
encapsulated AAMS message’s source module number is.registered), the RAMS gatewdy

shall

be those which identify this local module, the destigation continuum shall be the locj
contipuum, the subject shall be the additive inverse 6f'the continuum number identifying th

local
mess

the number of the local continuum), for each local module in the domain .of\ tHe
incement (as indicated by the destination unit and role of the header of the RPDU) froin
h the RAMS gateway has noted a current invitation (a) that is for messages on the

b) whose domain includes the module identified as the source of the encapsulatgd

submit a Send request. The destination unit and module parameters of this request shalll

O =

continuum, and the application data to be asnounced shall be the encapsulated AAMIS
noe that is the content of the RPDU.
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5.1.1.1 The protocol data units used to effect configuration and discovery procedures are

= e

termed Meta-AMS (MAMS) PDUs, or MPDUs.

5{1.1.2 The MPDU header shall consist of the fields shown in table 5-1.
hpader fields shall be transmitted in the order of presentation in\fable 5-1.
dentified in an MPDU shall always be the MPDU’s original source entity; ‘se
dentification fields are not altered when a registrar forwards-ai MPDU.

The M
The ‘se

Each MPDU shall consist of a header in

ength

supplementary data, poss1bly followed by a 16- b1t checksum the length of the g1tal
signature in an MPDU may be zero in the event that AMS is not configuredcfor M
tiaffic security, and otherwise may be up to 255 octets; the length of the supplementary
it an MPDU shall vary from zero to 4095 octets.

AMS
data

PDU
nder’
nder’

Table 5-1: MAMS PDU Header Fields

Field Length (bits) | Values Comment

ersion number 2 ‘00”for this version of
MAMS.

Checksum flag 1 Set to ‘1" if the digital signature ang
supplementary data (where preseft) of
this message are followed by a 16-bit
checksum; otherwise ‘zero’.

MPDU type 5 See table 5-2 below.

Bender’s venture number 8 Insert 0 here if sender is configurdtion
service.

Bender’s unit number 16 Insert 0 here if sender is configurdtion
service.

Bender’s role number 8 Insert 0 here if sender is not a moplule.

L ength of digital Signature 8

L ength of sdpplementary data 16 0 through 4095.

Reference 32 See 5-2 below. Semantics vary by MPDU type.

[imé'tag variable Current time in See CCSDS Recommended Stanflard

CCSDS 301.0-B-3 ‘Time Code Formats’
Unsegmented Time (reference [3]).

Code (CUC) format

with preamble (P-

field)

5.1.2 META-AMS PROTOCOL DATA UNIT TYPES

The MAMS protocol data unit type shall indicate the nature of the MPDU as noted in table 5-2.
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Table 5-2: MAMS PDU Types

MPDU Type (decimal) Function
00 (reserved)
01 heartbeat
02 rejection
03 you_are_dead
04 registrar—roted
05 registrar_unknown
06 reconnected
07 announce_registrar
08 invite
09 disinvite
10 cell_spec
11 (reserved)
12 (reserved)
13 (reserved)
14 (reserved)
15 (reserved)
16 (reserved)
17 {reserved)
18 registrar_query
19 module_registration
20 you_are_in
21 |_am_starting
22 |_am_here
23 (reserved)
24 subscribe
25 unsubscribe
26 |_am_stopping
27 reconnect
28 cell_status
29 module_has_started
30 |_am_running
31 module_status

5.1.3 META-AMS REFERENCE VALUES

5.1.3.1 Query Number. A query number sequentially assigned by AMS for the purposes of
a synchronous MAMS message exchange. Query numbers are 32-bit integers. Each AMS
communicating entity has its own distinct series of query numbers.
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5.1.3.2 Echo. The reference number of the received MPDU that caused this MPDU to be
sent.

5.1.3.3 Heartbeat Source. If heartbeat is from a module, then the module’s number;
otherwise 0 (i.e., the source of the heartbeat is a registrar or configuration server).

5.1.3.4 Module ID. A numeric value identifying the module to which the MPDU pertains:
the sum of module number plus (256 * unit number) plus (16777216 * role number). Module
[Psare 32-bit integers.

511.4 META-AMS DIGITAL SIGNATURES
5{1.4.1 General

A digital signature may be included in a MAMS message to assuré the receiver of the
npessage that the sender is authentic. The nature of the digital signdture shall depend on the
burce and destination of the message. Each digital signature ghall be generated by:

72]

a) selecting four ASCII characters—the ‘nonce’ ({fiumber used once’) for the djigital
signature—at random;

b) encrypting in the private key of the senderthe concatenation of the nonce and fome
well-known string;

c) concatenating the nonce, in clear text, with the encrypted string to form the djigital
signature.

9]

1.4.2 Module Signature

oyl

or any MAMS message-sent by an AMS module, the applicable digital signature shgll be
enerated from the module’s role name using the private key of the role.

gQ

N

1.4.3 Registrar Signature

o]

or any MAMS message sent by a registrar, the applicable digital signature shafl be
enerated from the message space’s application name using the private key of the application.

(i)}

5.1.4.4 Configuration Server Signature

For any MAMS message sent by a configuration server, the digital signature shall be
generated from the continuum’s name using the private key of the continuum.
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5.1.5 META-AMS SUPPLEMENTARY DATA VALUES
5.1.5.1 General

The term string is used here to signify an array of text characters formed by the concatenation
of one or more lexical tokens and/or other strings delimited by single spaces. All string text
is in ASCII representation. The last character of the last text character in a supplementary
data value is immediately followed by a NULL character, terminating the string.

All Hinary integer values are in network byte order, as implied by the CCSDS standard b|it
numbering conventions described in 1.3.1.
5.1.512 MAMS Endpoint Name

A MAMS endpoint name is a string comprising the name, within the namespace identified hy
the primary transport service name, of some endpoint at which MAMS messages may he
receiyed.

5.1.513 Cell Descriptor

A cell descriptor is the concatenation of unit numbet'(a sixteen-bit integer) and the MAMS
endppint name of the cell’s registrar.

5.1.5/4 Module List

A madule list is the concatenation of'an eight-bit integer indicating the number of modules in
the list, followed by that number 0f eight-bit integer module numbers.

5.1.5{5 Assigned Module)Number

Assigned module awvmber is an eight-bit integer containing the module number newly
assighed to the reCipient module.

5.1.5l6 . Delivery Point Name

Delivery point Tame 15— a String CONSucied by CONCAtEAtiNg transport Service Tarne, an
equals (=) symbol, and the name (within the namespace identified by that transport service
name) of some endpoint at which the module can receive AAMS PDUs, in that order. No
transport service name shall comprise more than 15 characters. No transport service endpoint
name shall comprise more than 63 characters.
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5.1.5.7 Delivery Vector

A delivery vector is the concatenation of a four-bit integer identifying the delivery vector (the
delivery vector number) and a four-bit integer indicating the number of delivery point names
in the vector, followed by that number of delivery point names; the last delivery point name
in the vector is delimited by a NULL character, while all preceding delivery point names are
delimited by commas. These delivery point names identify a set of endpoints at which
AAMS messages can be delivered in the service mode that is common to all the transport
services cited 1n the vector.

oo | bod

g [ist (1 eliver [0t 11 es

O O O O ...| 0C00

N

1.5.8 Delivery Vector List

delivery vector list is the concatenation of an eight-bit integer indicating the number of
elivery vectors in the list, followed by that number of delivery vectors. The list identifips all
elivery vectors established for the module.

oo >

eliver

0.« Y,
eCirs AreS eliver(eltlrs

(NN NN r N

O 0 5 | .horoo ol o O 0 |..]| oroo

9]

1.5.9 Contact Summary

A contact summary is the concatedation of a module’s NULL-terminated MAMS endpoint
npme and its delivery vector list.

DALS el it (e [eliver( | e[t list

N
U011 eliver Arrl00
0 O\\@ [l ...| 0C00 eltrs Ueliver(l e[ t(rs

5/1.5.10 Subscription Assertion Structure

A subsctiption assertion structure is the concatenation of a 16-bit integer subject number; a
S ngle reserved bit, for alignment, followed by a 15-bit 1nteger 1dent1fy1ng the contl uum
ifteger
identifying the unit containing all the modules to which the asserted subscription pertains; an
8-bit integer identifying the role characterizing all the modules to which the asserted
subscription pertains; the 4-bit delivery vector number of the delivery vector to use in
transmitting messages on the subject; a 4-bit integer indicating the priority at which
transmission of the messages is requested; and an 8-bit flow identifier integer with which it is
requested that the messages be labeled.
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. Llle oo U [
Ot 000 Cer J— N It Cel

St O Cer OOiOT OO0 Cer 0o Cer Lr

5.1.5.11 Invitation Assertion Structure

An invitation assertion structure is the concatenation of a 16-bit integer subject number;

singl
contg
ident
bit i}
perta
mess
mess
mess

5.1.5

A s
subs(
struc

5.1.5

L LWOUIVOU U U d & » s UIIUWCU UY a =U lw CIC % & » U sl

ining all the modules to which the asserted invitation pertains; a 16-bit integgr
[fying the unit containing all the modules to which the asserted invitation pertains;-an §-

teger identifying the role characterizing all the modules to which the asserted\invitatig

noes on the subject; a 4-bit integer indicating the priority at which trahsmission of th

noes is requested; and an 8-bit flow identifier integer with which it is requested that th
noes be labeled.
Siileltrriirer OOt Ooo Cer Ot i rer 06 ]?EI' or Cric! Cr el
<™
oo bend b b b o b bl oo b b L

12 Subscription List

bscription list is the concatenation of™~a 16-bit integer indicating the number (

n
ins; the 4-bit delivery vector number of the delivery vector to use in)fransmitting
e
e

a

ription assertion structures in the list, feHowed by that number of subscription assertion
ures. The list identifies subjects to ®which the module subscribes.
Assertil | Stri it res Arr IS s(rictic i IAsserti [ Stri t res
,, ) I . L le R [ IR
SsestyI0 Cer 00Oino0d 000 Cer Ot Cod Cer Ot | peoiccel
bbb er r

13 Invitation Luist

An 1

assertion structures in the list, followed by that number of invitation assertion structures. Th
list identifies subjects to which the module does not subscribe but on which it is willing fo
acceptanessages.

5.1.5

vitation ]i§tis the concatenation of a 16-bit integer indicating the number of invitatig

n
€

Asserti | Stril t res Arr[ I ICvitl tirT 1 Assertil 1) Stri Tt res

le

NIRRT RERANER, er

SOoet OO0 Cer 000000 000 Cer Dt C0C Cer Orich | clco el

.14 Declaration Structure

A declaration structure is the concatenation of a subscription list and an invitation list.

CCSDS 735.1-B-1 Page 5-6 September 201

© 1SO 2013 — All rights reserved

1



https://standardsiso.com/api/?name=0976ed9cc49fbc485a908413b870ecb4

ISO 17807:2013(E)
CCSDS RECOMMENDED STANDARD FOR ASYNCHRONOUS MESSAGE SERVICE

SCsCriltitllist ICvitltil O list

) Arr 1101 ) Arr 101
oo [IStriitir . oo 1Stri] )
Asserti [ /Str tires Assertil 1 1Str( 1t res Assertil | Str /1 res Assertil 1 1Str( It/ res

5.1.5.15 Module Status Structure

A module status structure is the concatenation of the 16-bit integer unit number and 8-bit
imteee odutenunbe atrdentfy—some odute,the mtegerTdentfyme etole in

which that module originally registered, the contact summary for that module,nang the
dgclaration structure for that module.

. Lidlle Ode )
it er or or oottso oo ellriti

IAlISeldllittiire eliver Celtlr list[ .. SCIsriltil [ list I0vit it list

5{1.5.16 Module Status List

A module status list is the concatenation of a 32-bit integef indicating the number of mpdule
status structures in the list, followed by that number of module status structures.

dile Stit's Striltres Arr7 dlle Stitls Striltires

. drle le .
it er er - tiits r ellriti

5/1.5.17 Subscription Cancellation Structure

A subscription cancellation structure is the concatenation of a 16-bit integer subject nunber;

single reserved bit, for-alignment, followed by a 15-bit integer identifying the contiI]uum
pntaining all the modules to which the canceled subscription pertains; a 16-bit irfteger
dentifying the unit Centaining all the modules to which the canceled subscription perfains;
and an 8-bit integen identifying the role characterizing all the modules to which the cangeled
tibscription pertains.

= o ®

2]

Llle

STert (00 Cer Ooioom ooo Cer Lt L Cer O Cer

g

5.1.5.18 Invitation Cancellation Structure

An invitation cancellation structure is the concatenation of a 16-bit integer subject number; a
single reserved bit, for alignment, followed by a 15-bit integer identifying the continuum
containing all the modules to which the canceled invitation pertains, a 16-bit integer
identifying the unit containing all the modules to which the canceled invitation pertains; and
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an 8-bit integer identifying the role characterizing all the modules to which the canceled
invitation pertains.

Sillelt (iiller

OOotioom oo

Cer Ot 000 Cer

Olle
L Cer

5.1.5

A req

5.1.5

Refupal reason is an eight-bit integer code explaining the tejection: ‘1’ = duplicate registraf,
cell census still in progress, ‘3° = cell is full, ‘4>= no such unit. Refusal reason codgs

(2’ —]

10D Qs 4+
17 INCCUIIICTL ST ucuurc

onnect structure is the concatenation of the module’s own module status structure and
the cell’s module list.

[ldCle st tls striltlre

[rrrdrles
it Lell

Arr 00 [dlde [ ers

Lt
Lr

frdrle
[r

[lle
Lr

ooxot
stoooo

Lletdrrititn]

[rdrle [di le
[ ter [NC Cer

20 Refusal Reason

‘0’ and ‘5’ through ‘255’ are reserved for future use:

5.1.6

The {

META-AMS PROTOCOL DATFA UNIT STRUCTURES

ontents of MAMS protocol data‘units shall be as specified in table 5-3.
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Table 5-3a: MAMS PDU Structures (Sorted by Type)

20 el

21 | I cstirticg
22 I Chere

201 | slIslrile

2(] [(Is(Islrile
2] 1000 Cstirirg
201 | rellllelt

200 | Cellstitls

30 100 Cr0lg
31 Oidllel st tls

10 | registririiTer]
10 | Ordlelregistritir 1]

20 C[drlelhisstirted

Query number
Query number
Echo
Module ID

0

Module ID
Module ID
Module ID
Query number

Module /D (but module and
role numbers in ID are 0)

Medule ID
0

Module ID (but module and
role numbers in ID are O for
any aggregate/deferred MPDU
issued by a registrar)

Type Reference Supplementary Data
01 helrtlelt Heartbeat source None
02 relel il 1] Echo Refusal reason
03 (11T Treldeld 0 None
00 | registrirted Echo None
Q1 reqgistri v T TTTT1] Fcha None
01 | rellllelted Echo None
0C1 | (I elregistrir 0 MAMS endpoint name
001 | ilvite Module ID Invitation assertion structure
01 | disilvite Module ID Invitation cancellatior’structure
10 CelllsCel] Echo Cell descriptor

MAMS endpoint name

Contact. summary

Assigned module number
Contact summary

Module status list

Subscription assertion structure
Subscription cancellation structure
None

Reconnect structure

Module list

Contact summary
None
Module status list
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Table 5-3b: MAMS PDU Structures (Sorted Alphabetically)

Type Reference Supplementary Data
00l L el registrir 0 MAMS endpoint name
10 CelllsCel] Echo Cell descriptor

201 Celllstrtls

Module ID (but module and
role numbers in ID are 0)

Module list

01 | disilvite Module ID Invitation cancellation structure
01 helrtlelt Heartbeat source None

22 I Chere 0 Module status list

30 1000 Ol Clg 0 None

21 1000 Cstirtilg Module ID Contact summary

200 | 1000 Cstiricg Module ID None

0] | ilvite Module ID Invitation assertion sfructure
20 O tdlleChis(stirted Module ID Contact summary

10 [ tdllelregistriti[1] Query number Contact. summary

31 0 Cdfelstts

200 | relllTelt

0] | rellllelted

01| | registririi 1 ted

10 | registririiTer]
OCl| | registrir( I TI10]
02 rele(tic 1]

20 slIslrile

2[] [IslIslrile

03 [T T Trelde’d

20 (L Crelid

Module ID (but module and
role numbers in ID are 0 for
any aggregate/deferred MPDU
issued by a registrar)

Query number
Echo

Echo

Query numbert
Echo

Echo
Module ID
Module ID

0

Echo

Moddle, status list

Reconnect structure

None

None

MAMS endpoint name

None

Refusal reason

Subscription assertion structure
Subscription cancellation structure
None

Assigned module number

5.2 | AAMS PROTOCOL DATA UNITS

5.2.1 GENERAL

5.2.1}1"0 Each AAMS message shall consist of a header in fixed format followed by zero ¢

r

more octets of application data, possibly followed by a 16-bit checksum. The length of the
application data in an AAMS message shall vary as indicated by the application data length

field of the header.

5.2.1.2 The AAMS message header shall consist of the fields shown in table 5-4. The PDU
header fields shall be transmitted in the order of presentation in table 5-4.
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Table 5-4: AAMS Message Header Fields

Field Length (bits) Values Comment

Version number 2 ‘00 for this
version of AMS.

Message type 2 ‘0" = Unary, A Unary message is one that does not contribute
‘1" = Query, to a query/reply exchange. A Query message is
2’ = Reply. one to which a responding Reply message is

9 ia resarved requested. A Reply message is the response to a
Query, echoing the context number of the-Query

message.
Priority 4 1-15 Lower numeric values signify ‘highér)priority’| i.e.,
greater urgency in delivery of the'data. Priorjty
value 0 is reserved for internakhigh-priority eyent
processing, for use by application code. Any
AAMS message thathas priority set to 0 is apill-
formed message.

Flow Label 8

Checksum flag 1 Set to 1 if the'application data of this message is
followedhjra 16-bit checksum; otherwise zefo.

Bource continuum number 15 To support Remote AMS operations.

Bource unit number 16

Bource module number 8

Reserved 8 Always zero: May be redefined in future versions.

Context number 32

Message subject number 16

Application data length 16 Limited to 65,000.

52.2 RESPONSIVE MESSAGES

5/2.2.1 For any AAMS fmgssage issued in response to a Publish.request primitive, a
Send.request primitive;.0r an Announce.request primitive:

— the message.type shall be set to Unary;

— context)number may be either zero or non-zero; if non-zero, it serves merely as
ancillary information.

n

2.2,2~For any AAMS message issued in response to a Query.request primitive:

—~ the message ftype shall be set to Query:

— context number shall be non-zero, identifying the context within which the Query
should be answered.

5.2.2.3 For any AAMS message issued in response to a Reply.request primitive:

— the message type shall be set to Reply;
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— context number shall be equal to the context number of the message to which this
reply is a response.

5.3 REMOTE AMS PROTOCOL DATA UNITS

5.3.1 GENERAL

For the purposes of Remote AMS (RAMS) communication, AAMS message traffic must he

encapsulated in other data structures that enable forwarding through RAMS gateways. , This
encapsulation is described here.
5.3.2] REMOTE AMS PDUS

Each|RPDU shall comprise a single envelope structure as described below,

5.3.3] ENVELOPES

5.3.3}]1 The data structures used to direct the forwarding. of AAMS message traffic hy
sourde and destination RAMS gateways are termed envelopés.

5.3.3}12 Each envelope shall consist of a header in fixed format followed by zero or mote
octetp of content; if the length of the content:éXceeds zero, then the content shall be an
encapsulated AAMS message. Envelopes with control code 2’ or ‘3’ (petition assertions and
cancg¢llations) must have zero octets of conterit.

5.3.3}]3 The envelope header shall cohsist of the fields shown in table 5-5. The envelope
header fields shall be transmitted it the order of presentation in table 5-5.
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Table 5-5: Envelope Header Fields

Field Length (bits) | Values Comment
Version number 2 ‘00" for this version of RAMS.
Reserved 2 Always ‘00’ May be redefined in future
versions.
Control code 4 ‘2’ = petition assertion All other values are reserved
‘3’ = petition cancellation for future use.
‘4" = publish-on-reception
‘5" = send on reception
‘6’ = announce on reception
Reserved 9 Always ‘000000000’ May be redefined in future
versions.
Continuum number 15
Unit number 16
Bource ID number 8
Destination ID number 8
Bubject number 16
L ength of content 16

N

ble 5-6.

(vl
oo

Table 5-6: Envelope Header Field Contents

3.3.4 The contents of envelope header fields shall be constrained as describg

d in

Control | Continuum Unit Source ID Destination ID
code number numbger number number
2 Identifies publisher(s) Identifies publisher(s) Role number of 0
publisher(s)
‘3 Identifies publisher(s) [dentifies publisher(s) Role number of 0
publisher(s)
‘4 0 0 Source role number 0
‘5 Destination ‘of message | Destination of message | Source role number Destination module
number
‘6’ Destination of message | Destination of message | Source role number Destination role numfer

513.4. \ENCAPSULATED AAMS MESSAGES

5341

Emncapsutated AAMS essages Ty cornstitute the comntents of envetopes tdesc

ibed

above) received by source and destination RAMS gateways.

5.3.4.2 When destination RAMS gateways send, announce, or publish messages, the
application data of those messages are encapsulated AAMS messages that were received as
the contents of envelopes.
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5.3.4.3 The encapsulated AAMS messages that are the application data of messages sent,
announced, or published by destination RAMS gateways and received by application
modules are, in practical effect, AAMS messages that were sent, announced, or published by
application modules in remote continua.

5.4 IMPLEMENTATION NOTE

It is reeogntze a-Stgreprimary-tratispott setviecenapoiite used-forreeeptionrof
both |]AAMS and MAMS PDUs if a flag were added to the headers of both to disambiguafe
betwgen them. However, it would only be possible to do so by adding at least oneybyte :Io
d
n

each|header, which would (a) somewhat increase protocol overhead and (b) bteak wo
alignment in both headers, possibly requiring the insertion of another byte (ordperhaps eve
three|bytes) to recover alignment, at even greater cost in overhead.

Sincg¢ the disadvantage of providing this flag would be a recurring cost.revery transmissiof,
no spyich flag was added. Developers of AMS implementations n¢ed to be aware of ifs
absence and use separate, dedicated transport protocol endpointsdor AAMS versus MAMIS
traffig, so that—in effect—the transport protocol endpoint identifier disambiguates betwegn
the tyo traffic flows.
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6 USER OPERATIONS

NOTE - This section describes standard interoperable procedures which are not included
in AMS itself but which use the services provided by AMS.

6.1 AMS PROXY ARCHITECTURE OVERVIEW

The AMS Proxy (AMSP) architecture is designed to offer AMS-based information exchange
SETVICES 10 @ COIMITUMITtY Of TIoN-AMS appiication programs. T ¢ arciitecture 1S as foifoys:

— One or more AMS application programs function as AMSP servers.

— Each AMSP server subscribes to messages on one or more AMS subjeots on behplf of
one or more non-AMS application programs functioning as AMSP-lients.

— The server forwards information contained in AAMS messagés to its clients, sybject
to client-specified processing.

— In addition, the server may receive information frorx its clients and use AMS to
publish that information on its clients’ behalf.

—

his general architecture can serve several purposes:

— An AMSP server can function as a message filtering agent, receiving AAMS
messages and forwarding different subsets of the data in those messages to its cli¢gnts.

— An AMSP server can decouple~message reception from message transmigsion.
AAMS messages are delivered “immediately, but for some purposes it may be
important for the time of reception of an AAMS message to differ from its tithe of
transmission by some arbitrary interval; e.g., the recipient of a message may npt be
running at the time thé\message is transmitted. An AMSP server can function as a
reception agent, storing AAMS messages in durable queues until its clients refuest
them.

— An AMSPserver can perform ‘impedance matching’ between message systems. | That
is, it may)éxchange messages with its clients at data rates that are much lower—or
much Higher—than the rate at which it publishes and receives AAMS messages.

— ABNAMSP server can function as a bridge between an AMS environment and a|non-
AMS information exchange system. For example, an AMSP server could prpcess
Remote Procedure Calls (RPCs) or offer Web services via HTTPS.

Specific implementations of the AMSP architecture may be based on a variety of
client/server interchange protocols. ~AMSP clients that utilize different client/server
interchange protocols may interoperate, however, because their interoperation is entirely
through the agency of AMSP servers which all utilize AMS for communication among
themselves.
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120

6.2

AMQP-BASED AMSP

6.2.1 Application software that utilizes an AMSP implementation based on the Advanced
Message Queuing Protocol (AMQP) shall
(reference [4]—see also reference [F1]) as follows:

conform to the

AMQP specification

6.2.1.1 AMSP servers shall function as AMQP messaging middleware servers.

ANAQD

6.2.1

6.2.1
enca

6.2.1
conf

fa 1. 4 oo -G VS ANAIOP 1. 4
4] AIVIOL UITUIILS SIHIAIl TUIIUUIULIT dS AIVINT UVITULILS.

3 All data communicated between AMSP clients and AMSP servers shall He

psulated in AMQP frames.

4 All data communicated among AMSP servers shall be encapsulated in messaggs

rming to the AMS Recommended Standard.
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7 CONFORMANCE CLASSES
7.1 OVERVIEW

Not all capabilities of AMS will necessarily be needed everywhere the standard is used. For
example:

— An AMS deployment embedded within a robot might be a self-contained message

anacaevwhaoce confionration ramanine ctatio thena gt tho o470 atccingy T thao case
SPace-WwoSe-cohtgatratoh e RS Stat et o godt e o 00t SHHSSIo—tit5C .

the automated meta-AMS procedures may be unnecessary.

— A real-time AMS deployment might utilize only private message exchange; chopsing
not to exercise message publication functions because their execution latency is{non-
deterministic (as it may vary with the number of subscribers).

Im order to extend standard AMS interoperation to a broad rangecof-operational confexts,
ejght distinct classes of conformance to the AMS standard are défined. The interope:;t)ility
of any pair of AMS modules whose implementations satisfy ‘defined AMS confornpance
classes can be determined from the intersection of their)conformance classes’ sets of
cppabilities.

712  CAPABILITY SETS

7t2.1 For the purposes of conformance classtdefinition, AMS functionality is partitjoned
into the following five sets of capabilities:

a) basic message exchange: SEND and RECEIVE;

b) synchronous message ex¢hange: QUERY and REPLY;

¢) multi-point messagetdistribution: PUBLISH and ANNOUNCE;
d) the Meta-AMS.protocol;

NOTE - Incthé¢ absence of the Meta-AMS capability it is the responsibility of the
tmplementation to providle AAMS message sources with all informfation
needed in order to direct messages to relevant destinations, i.e., the effects
produced by the INVITE capability (in support of basic message exchange)
and the SUBSCRIBE capability (in support of multi-point mepsage
distribution). The manner in which this may be accomplished is beyond the

Lalocc D dad Qo J |
SLUPU UTUIIS ANCCUIITIICITUCU Staliudit.

e) the Remote AMS protocol, including support for RAMS networks configured both
as meshes and as trees.

7.2.2 An AMS module whose implementation conforms to a given conformance class shall
implement all of the procedures that are included in all capability sets encompassed by that
class. The specific procedures included in each capability set shall be as defined below. The
capability sets encompassed by each conformance class shall be as shown in table 7-1.
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Table 7-1: Capability Sets Encompassed by Conformance Classes

Class number | Class Description Basic | Synchronous | Multi-point MAMS RAMS

1 Static basic. For static X
configurations where no
message bus is needed.
2 Dynamic basic. For dynamic X X
configurations where no
message bus is needed.

3 Static client/server. Supports X X
client/server operations in a
static configuration.
4 Dynamic client/server. X X X

Supports client/server
operations in a dynamic
configuration.

5 Static closed bus. Supports X X X
operations of a single
message bus in a static
configuration.

6 Dynamic closed bus. X X X X
Supports operations of a
single message bus in a
dynamic configuration.

7 Static open bus. Supports X X X X
operations over multiple
interconnected message
buses in a static configuration.
8 Dynamic open bus. Supports X X X X X
operations over multiple
interconnected message
buses in a dynamic
configuration.

7.3 | PROCEDURESINCLUDED IN CAPABILITY SETS
7.3.1f BASIC MESSAGE EXCHANGE PROCEDURES

The hasic message exchange capability set shall include all procedures defined in 4.3.1, 4.3.4
and 4.3.8 of this Recommended Standard.

-

7.3.2 SYNCHRONOUS MESSAGE EXCHANGE PROCEDURES

The synchronous message exchange capability set shall include all procedures defined in
4.3.5 and 4.3.6 of this Recommended Standard.
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7.3.3 MULTI-POINT MESSAGE DISTRIBUTION PROCEDURES

The multi-point message distribution capability set shall include all procedures defined in

4

3.2 and 4.3.7 of this Recommended Standard.

7.3.4 META-AMS PROCEDURES

The meta-AMS (‘npnhi]ify set shall include all prnppﬂnrpq defined in 42 of this

R

=~ —

ecommended Standard.

3.5 REMOTE AMS PROCEDURES

he Remote AMS capability set shall include all procedures defined in 4:3.3 and 4.4 o
ecommended Standard.

f this
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