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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Dynamic adaptive streaming over HTTP (DASH) enables media-streaming model for delivery of media
content in which control lies exclusively with the client. Clients may request data using the HTTP
protocol from standard web servers that have no DASH-specific capabilities. Consequently, the ISO/IEC
23009 series focuses not on client or server procedures but on the data formats used to provide a DASH
Media Presentation.

This document provides methods and interfaces for segment encryption and verification of segment
integrity and authenticity.
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7230, Hypertext Transfer Protocol — HTTP/1.1, June 2014
3986, Uniform Resource Identifier (URI): Generic Syntax, January 2005
5652/STD 70, Cryptographic Message Syntax (CMS), R. Housley, September 2009

Terms, definitions, abbreviated terms and notations

Terms and definitions

For the purposes of this document, the following terms and definitions apply.
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

[EC Electropedia: available at https://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

3.11

additional authenticated data
input data to the authenticated encryption function that is authenticated but not encrypted

3.1.2

authentication tag
cryptographlic checksum on data that 1s designed to reveal both accidental errors and the intenf
modification] of the data

3.1.3

authenticated encryption
mode of opefation in which the plaintext is encrypted into the ciphertext, and an authéentication

generated o

3.14

cryptoperid

number of ¢
are used

3.1.5
encryption

system used|

3.1.6
key system
system that

3.1.7

the AAD and the ciphertext

d
bntinuous segments for which the same encryption key and the same initialization v

system
for encryption of media segments using keys previded by the key system

provides keys necessary for decryption of media segments

segment number

unique posit

Note 1 to entr
N has segmen

3.2 Abbr¢

AAD

AES
AES-CBC
AES-GCM
CBC
DASH
DRM

ECB

GCM
HMAC

ive integer associated with aymédia segment within a representation

t number N+1.

tviated terms

additiontal-authentication data

advanced encryption standard, as specified in FIPS-197

ional

tag is

ector

y: The media segment preSented (in presentation order) after media segment with segment nymber

AES cipher in cipher block chaining mode, as specified in NIST 800-38A
AES cipher in Galois/counter mode as specified in NIST 800-38D

cipher block chaining mode

dynamic adaptive streaming over HTTP, as specified in ISO/IEC 23009-1
digital rights management

electronic code book, as specified in NIST 800-38A

Galois/counter mode, as specified in NIST 800-38D

hash-based message authentication code, as specified in RFC 2104
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HTTP hypertext transfer protocol, as specified in RFC 7230

HTTPS secure version of the hypertext transfer protocol

ISO-BMFF ISO base media file format, as specified in ISO/IEC 14496-12

1Y initialization vector

MIME multipurpose internet mail extensions, as specified in RFC 6838
MPD media presentation description, as specified in ISO/IEC 23009-1
MPEG-2 TS transport stream carrying MPEG video, as specified in ISO/IEC 13818-1
SHA secure hash algorithm, as specified in FIPS 180-3

SN segment number

TLS transport layer security

URI uniform resource identifier

URL uniform resource locator

URN uniform resource name

3.3 |Notations

Medip segment with segment number i: S(i)

Cryp
Key &
4 S

4.1
The o

operiod starting with segment numberiand having d media segments: CP(i,d)
nd initialization vector in use duringCP(i,d): Kcpgid), 1Vcp(id)
egment encryption and-authentication

Segment encryption

ontent protection framework provided in this document is a framework for out-of-bar

d derivation

of pdrameters needed for successful decryption of media segments. The tools provided are MPD

inter
resol
and e

Conc

faces that allow derivation of key and initialization parameters, baseline encrypt
Ition methods, and, lastly, it provides extensibility points to accommodate different k
ncryption algorithms using the same interface.

eptually, the content protection framework provided in this document can be vie

ion and key
by resolution

wed as two

entit

1 + | 3 + 1 + | H 1 iatad ikl
) I\Cy D_y.)LClll daly Ullbl_yl)l,lull DybLClll- I\C_y DyDLClll UCTITIVTCS I\C_y.) dSoUlIdilTU VWil a S

gment given

the information provided in the MPD, while the encryption system decrypts media segments given the
information provided in the MPD and encryption keys provided by the key system.

The baseline mandatory system applies AES-CBC encryption to a complete segment and uses HTTP(S)
for key transport. In this baseline system the DASH client will be able to recognize uniquely for each
segment which key and initialization vector were used for their encryption. The client will then issue
a GET request for the key, and will either issue a GET request for the initialization vector or derive it
locally. After receiving the key and initialization vector, the DASH client can successfully decrypt the
media segment and pass it to the media engine. In this description, AES-CBC full-segment encryption is
the encryption system, and key retrieval using HTTP(S) is the key system.
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Figure 1 — Baseline segment encryption

M systems employ license-based systems to derive keys, license-based key sys

5 specified in RFC 3986. The license-based key system)will resolve these IDs into k¢
bd way, and pass the keys to an encryption system..Lhe latter, having keys provided &
nd the encryption information (e.g., algorithm specification and IV) provided by the
media segment.

hcryption methods can be signalled using’URIs and (possibly) generic encryption-re
provided in this document. This doetiment is format-independent: it does not
o any type of media segment, and itsthotion of cryptoperiods is completely divorced
segment type. The baseline encryption system applies to a complete segment.

jve part of this framework provides (a) the MPD interface, and (b) baseline key
systems. These are shown-jin Figure 1. The implementation shown in Figure 1
burposes, and many of the' operations can be optimized, e.g., by parallelization ang
br to Annex B).

encryption scheme'specifies standard encryption and key mapping methods that m

s transmitted in a protected fashion. Definitions are provided to identify the segmel
d to identify the appropriate key(s) and IV(s) from a MPD.

pnt ‘authentication

tems

bd in this document. In this case, a license is retrieved, and the key URIs are opaque key

by'S in
y the
MPD,

lated

apply
from

r and
s for
pre-

ay be

egment protection is needed. The scheme operates by applying encryption to segments,

nts as

The segmen

[ authentication framework is a framework allowing use of digital authenticity tags

or all

DASH segment types in order to verify the origin and content authenticity. This framework works by
calculating a digest or a MAC of an unencrypted segment, and storing the value externally. The MPD
interface provides URL templates to retrieve these, using HTTPS or HTTP. The client retrieves the
digest/signature, then calculates them locally on the decrypted (sub)segment, and can reject the (sub)

segmentin c

ase of a mismatch.

If used together with encryption, the mode of operation of this framework is "authenticate, then
encrypt”, rather than the more common "encrypt, then authenticate” mode. The former provides an
important feature of encryption invariance: if no encryption, or different encryption algorithm or/and
parameters were used for encryption of the same media segment for serving it to different clients, the

authenticity

tag will still stay the same as long as the content itself has not changed.
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Segment authentication is independent of any content protection scheme, and may be used on
unencrypted segment, as well as on segments encrypted using any DRM system. This implies that
use of the content protection framework of this document is not required in order to use the content
authentication framework.

The normative part of this framework provides (a) the MPD interface, and (b) a baseline authenticity
algorithm.

4.3

MPD security

The frameworks provided in this document are as secure as the MPD is. Therefore, it is extremely

impo
of int

Meth

5 9
5.1
5.1.1

5.1.1

The application of the encryption format defined in this’document to segments shall be decla

URN
descr
Zero

Note
urn:
Seqgn
urn:
this s

Tant to protect the MPD by means such as transmission OVer a Secure connection an
pgrity and authenticity.

pds of MPD protection are out of scope of this document.

ignalling encryption and authentication
Encryption declaration
ContentProtection element

1 Definition

irn:mpeg:dash:sea:enc:2013 asthevalie for @schemeIdUriinaContentH
iptor applicable to the encrypted segments»The ContentProtection descriptor
br more CryptoPeriodand/or CrypteTimeline elements.

that a ContentProtectaon  descriptor is defined in the
mpeg:dash:schema:mpd: 2011 defined in ISO/IEC 23009-1
entEncryption, CryptoReniod and CryptoTimeline are defined in the
mpeg:dash:schema:seat2013, defined in Annex A. For illustration purposes, al
cheme are prefixed with.se4 : in the syntax in Table 1.

verification

red using the
rotection
may contain

namespace
, while
namespace
elements of
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5.1.1.2 Semantics

Table 1 — Use of DASH ContentProtection descriptor

Element or attribute name Use Description
ContentProtection

@schemeIdUri M Shall be urn:mpeg:dash:sea:enc:2013 for this
document.

sea:SegmentEncryption 1 Specifies the encryption system used and its global
properties. See 5.1.2 for the definition.

sgarrfcense U-N—_[Specifies the Key System used and ways of getting
license, if needed.

sda:CryptoPeriod 0..N |Specifies information needed for derivatiomofkeyland
IV information for a single cryptoperiodSe€5.1.4

sga:CryptoTimeline 0..N |[Specifies information needed for derivation of keyland
IV information for several constantlength cryptoperi-

ods. See 5.1.6.

Key

For attribute|
M: Mandator
0: Optional
OD: Optional
CM: Conditio
For elements
<minOccurs3
NOTE Elemg

with default value

hally mandatory

..<maxOccurs> (N=unbounded)

nts are bold; attributes are non-bold and preceded with an @.

5.1.1.3 Se

Encryptionn
Essential
protectid

The clientis ¢

Fvice protection

haybeapplied toasegmentalitéeady encrypted withadifferentencryptionsystem.Inthis
Property descriptor with'@schemeIdUri value of “urn:mpeg:dash:sea:serv
n:2016" describes encryption applied to an already protected segment.

xpected todecryptthe segmentusingthe information presentintheEssentialProp

descriptor.

case,
ice-

crty

f service protection decryption succeeds, it is then expected to decrypt the resulting
segment usihg the contentiprotection scheme described in the ContentProtection element.

The descriptor shall'contain same elements as a ContentProtection descriptor in Table 1.

5.1.2 SegmentEncryption element

The SegmentEncryption element describes the global properties of segment encryption as used in
all cryptoperiods, as shown in Table 2.

A single SegmentEncryption element shall always be present within the ContentProtection
descriptorifthevalueof ContentProtection@schemeIdUriisurn:mpeg:dash:sea:enc:2013.

© ISO/IEC 2018 - All rights re
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Table 2 — Semantics of SegmentEncryption element

Element or attribute name Use Description
SegmentEncryption Specifies the properties of an encryption system.
@schemeIdUri M |Specifies the encryption system used for segment encryp-
tion. Possible encryption systems are specified in 6.3.2.
@keyLength O |Specifies the length (in bits) of a key used in cipher defined

in @schemeIdUri. Default value is 128.

@ivLength 0 |Specifies the length (in bits) of an initialization vector used
in cipher defined in @schemeIdUri. Default value is 128.

frothfegherroth OB—Speciftesthetengtir{imbitsiof amrautientication tag used, if
authenticated encryption block operation mode| (e.g., GCM)
is used. Default value is 0 (i.e., no authentication is available).

@earlyAvailability OD |Distance in seconds between the time.a kéy and an IV can
be resolved using the provided URls ahd the avpilability

time of the first segment encrypted-using theseg keys. De-
fault value is 1,0 seconds.

@ivEncryptionFlag OD |Whensetto 'true', and.segment number is ugsed for IV
derivation (as defined in,6.4.4.2). ECB encrypti¢pn will be
used to generate IV fronvthe segment number.

Default value is "a¥se'.

Key
For aftributes:

M: Mandatory

0: Optional

OD: (ptional with default value
CM: (onditionally mandatory
For e|lements:

<min[Occurs>...<maxOccurs> (N=unbounided)

NOTE Elements are bold; attributes-are non-bold and preceded with an @.

5.1.3| License element

The l.icense element describes the global properties of a key system used in all crypfoperiods, as
showpn in Table 3.

One ¢r more L¥cense element shall be present within the ContentProtection desdriptor if the
valug of ContentProtection@schemeIdUri is urn:mpeg:dash:sea:2013, and license-based
key systetms'are used. If absent, URLs provided in the CryptoPeriodand CryptoTimelilne elements
shall pésufficient to retrieve the keys.

© ISO/IEC 2018 - All rights reserved 7
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Table 3 — Semantics of License element

Element or attribute name Use Description
License Specifies information needed to retrieve keys.
@keySystemUri M |Specifies the URN of the key system.
@keyLicenseUrlTemplate 0 |Specifies template HTTP(S) URL used to retrieve the

license used by the key system to derive the encryp-
tion keys, using the same syntax and variable substi-
tution as defined in ISO/IEC 23009-1:2014, 5.3.9.4.4.

Derivation of this template is specified in 6.2.

Key

For attribute
M: Mandator
0: Optional
OD: Optional
CM: Conditio
For elements|
<minOccurs3

NOTE Elemgd

with default value

hally mandatory

..<maxO0ccurs> (N=unbounded)

nts are bold; attributes are non-bold and preceded with an @,

5.1.4 Conj

5.1.4.1 De

Cryptoperio
in Table 4. H
and Crypt
cryptoperio

mon cryptoperiod properties

finition

ence, a separate element represents the archetypal cryptoperiod. Both CryptoPe
Timeline elements are built upon“this foundation, the former representing a s
1, the latter — multiple similar cryptoperiods.

s are characterized by the common encryption parameters, and duration, as shown

riod
ingle
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5.1.4.2 Semantics

Table 4 — Common properties of a cryptoperiod

Element or attribute name Use Description
CryptoPeriodType Specifies properties common to all cryptoperiods.
@numSegments 0 |Specifies the number of segments in a cryptoperiod. In case of

CryptoTimeline, this is the number of segments in each cryp-
toperiod of this CryptoTimeline.

@numSegments may be absent only if this is the last

L yt/tur L Jl_u\.l \'lblll\'llt Uf th\' P\'l ;Ud- Ill th;o CAOL, .he Cryp-
toperiod continues till the end of this period. @nuftSpgments
shall not be absent for any CryptoTimelineelement.

@keyUriTemplate M |Specifies the template for key URI generation, dsing the same
syntax and variable substitution as defined’in ISO/IEC 23009-
1:2014, 5.3.9.4.4. RkeyUriTemplate(sused once each cryp-
toperiod, thus for a cryptoperiod CR(i,d], the @keyUrtiTemplate
URI will be constructed with $Numper$ =i. Same applies for
$Time$: the value used is the ST imes value of segIEent S(i) will
be used.

The use of @keyUriTeniplate does not imply use of @
ivUrlTemplate orS€gmentTemplate.

Key derivation rul€syare specified in 6.4.3.

@ivUriTemplate O |Specifies the template for IV URI generation using the same
syntax and¢ariable substitution as defined in ISO/IEC 23009-
1:2014, 5:39.4.4. @ivUriTemplate is used once ea¢h cryp-
toperiddy-thus for a cryptoperiod CP(i,d), the @ivUr]Template
URLwill be constructed with $Number$ =i. The sanje applies for
$PRIime$ : the value used is the $Times$ value of segment S(i) will
be used.

Use of @ivUrlTemplate does not imply the use of ¢ither @
keyUriTemplate or SegmentTemplate. For IV fgrmat defini-
tion see 6.4.4.3.

Key
For aftributes:

M: Mandatory

0: Optional

OD: (Qptional with default value
CM: (onditionally mandatory

For elemeénts:

<minj0ccurs>...<maxOccurs> (N=unbounded)

NOTE Elements are bold; attributes are non-bold and preceded with an @.

5.1.5 CryptoPeriod element

5.1.5.1 Definition

As shown in Table 5, the CryptoPeriod element defines a single cryptoperiod — namely, it
provides information allowing derivation of an encryption key and an initialization vector, as well as
identifying segments which were encrypted using the former two elements. A CryptoPeriod element
corresponds uniquely to a start segment. It may have explicitly specified duration (i.e., number of
segments), or be unbounded (i.e., continue till the end of the current period.

Segments are identified by the segment number, as defined in ISO/IEC 23009-1:2014, 5.3.9.4.4.

© ISO/IEC 2018 - All rights reserved 9
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An example of an MPD containing a CryptoPeriod elementis given in C.1.

5.1.5.2 Semantics

Table 5 — Semantics of the CryptoPeriod element

Element or attribute name Use Description
CryptoPeriod Specifies information and URIs needed for derivation of key
information for a single cryptoperiod.

@startOffset OD |Specifies the number of unencrypted segments after the end of
thanravionce cruntanariod ~nd+ho fiect o dia cogrannt +0 1) hich
the-previous-eryptoperiodand-thefirstmediasegment-to-wil
the key/IV information applies. Default value is 0.

Derivation rules specified in 6.4.2 apply.

4TV O |Specifies the initialization vector. It shall not be priesent if @
ivUriTemplate is present.

IV derivation rules are specified in 6.4.4.

[daad O |Specifies the additional authentication data.

AAD derivation rules are specified iiv64.5.

CryptoPeriodType — |Specifies the common attributes@nd elements (attributes andl

[*a}
—
o

elements from base type CryptoPeriodType). For details see

Key

0: Optional

CM: Conditio
For elements
<minOccurs3
NOTE Elemsd

For attributep:

M: Mandator}y

OD: Optional|with default value

hally mandatory

..<maxOccurs> (N=unbounded)

nts are bold; attributes are ign-bold and preceded with an @.

5.1.6 CryptoTimeline element

5.1.6.1 Ddfinition

The Cryptq
as shown in|
CryptoTim

Use of the C

Timelire-element is used for derivation of multiple cryptoperiods of constant lgngth,
Table 6. While a single CryptoPeriod corresponds to a single cryptoperiod, a gingle
elimne.element corresponds to multiple cryptoperiods.

votoTimeline is encouraged when a highly regular pattern of cryptoperiods isfused,

e.g.,, when a key/IV pair is changed every 4 cryptoperiods. Each cryptoperiod generated from a
CryptoTimeline contains the same number of segments (see example in C.2).

10
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5.1.6.2 Semantics

ISO/IEC 23009

Table 6 — Semantics of CryptoTimeline element

-4:2018(E)

Element or attribute name

Use

Description

CryptoTimeline

Specifies a sequence of cryptoperiods, each containing

same amount of segments.

The time duration of cryptoperiods does not have to be con-
stant — the constant is only the number of segments.

@numCryptoPeriods

Specifies number of constant-duration cryptop

eriods with-

-l i 1 £l e ilal £ +
T CO S o e e T ao SISt Ta St Ty ptoptTio

the end of the period this ContentProtects

ends with
n descriptor

belongs to. This implies that the amount of.seginents in the

last cryptoperiod in this case can be snmialler th
in the @numSegments attribute.

An specified

QfirstStartOffset

oD

Specifies the number of unencrypted segments

between the

end of the last cryptoperiod and.the first segmejnt of the first

cryptoperiod in this Crypt €T tmeline. Defaul

Derivation rules specified.in 6.4.2 apply.

[ value is 0.

@ivBase

0D

Specifies the 1V basewvalue for this cryptoperio

1. When @

ivBase is present, 1V is a sum of @ivBase and segment

number, as specified in 6.4.4.2. If absent, the de
is 0.

Shall nogbg presentif @ivUriTemplate is pr

fault value

esent.

@aadBase

oD

Specifi€s the AAD base value for this cryptoperjiod. AAD is
thesum of RaadBase and the segment number. If absent,

thedefault value is 0.

CryptoPeriodType

Specifies the common attributes and elements

(attributes

and elements from base type CryptoPeriodType). For

details see 5.1.4.

Key
For aftributes:

M: Mandatory

0: Optional

OD: (ptional with defaultwalue
CM: (onditionally mandatory

For elements:

NOTE

<minOccurs>.:~<maxOccurs> (N=unbounded)

Elements are bold; attributes are non-bold and preceded with an @.

NOT

specified, and the key/IV pair will change every @numSegments segments.

5.2 Authentication declaration

5.2.1 General

The ContentAuthenticity element shall

be used in either EssentialPr

Typically in a key rotation scenario @firstStartOffset and @numCryptoPeriods will not be

operty or

SupplementalProperty defined in ISO/IEC 23009-1, depending on the application requirements.

The value of @schemeIdUri in either EssentialProperty or SupplementalProperty shall be
urn:mpeg:dash:sea:auth:2013 if an authentication framework is used.

© ISO/IEC 2018 - All rights reserved
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Multiple content authenticity verification schemes can be defined. Two schemes, SHA-256 digest,
identified by the URN urn:mpeg:dash:sea:sha256:2013 and HMAC-SHA1 MAC, identified by
urn:mpeg:dash:sea:hmac-shal are specified in this document.

5.2.2 ContentAuthenticity element

5.2.2.1 Definition

As shown in Table 7, the ContentAuthenticity element provides a URL for key acquisition and a
template for constructing a URL, which is further used for downloading the authenticity tag for a given
(sub)segment. URL construction rules are defined in 5.2.3.

5.2.2.2 Semantics

Table 7 — Semantics of ContentAuthenticity element

Elgment or attribute name Use Description
ContentAuthenticity Specifies information necessary to compute an
authenticity tag for a segment.
@authSchemeIdUri M |Specifies the algorithm used for computing the
authenticity tag.
@authUrlTemplate M  |Specifies the template for creating the URL used for

retrieving the'authenticity tag value. The rules for
URL creation are specified in 5.2.3.

@authTagLength 0 Specifies the length of an authentication tag in Hits. If
absent; the tag length is the same as in the algorjithm
identified by GauthSchemeIdUri.

@keyUrlTemplate 0 Specifies the template for key URI generation, using
syntax and variable substitution as defined in I§0/
IEC 23009-1:2014, 5.3.9.4 4.

Key
For attributes:
M: Mandator}y
0: Optional
OD: Optional|lwith default value
CM: Conditiophally mandatory

For elements

<minOccurs3...<maxQe¢eurs> (N=unbounded)

NOTE Elem¢nts aré bold; attributes are non-bold and preceded with an @.

5.2.3 URL derivation
The authenticity tag URLs shall be constructed with the following mechanism:

1) A complete URL for a given media, initialization, index, or bitstream switching segment, or for a
subsegment, is constructed.

2) The same substitution variables as in ISO/IEC 23009-1:2014, Annex E shall be used for constructing
the digest or signature URL templates. If the request does not contain a byte range, the value of
Sfirst$ shall be "0", and the value of $1ast$ shall be "Inf".

3) A query parameter auth tag=<value> may be added to the query. The value of the parameter
shall be the client-computed value of the authenticity tag as a zero-padded hexadecimal number. If

12 © ISO/IEC 2018 - All rights reserved
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the segment is indeed authentic, the response to the authenticity tag request will have same value

a

s the one reported in the auth tag query parameter.

The following restrictions are imposed on byte range requests:

1y

or subsegments.

2)

the byte range syntax given in 5.2.2.

6

6.1

Encry
medi
seg

speci

6.2

6.2.1

Keys
keyd
Cryq
retur

6.2.2

Prop
addit
keyl
defin|

Ther

Authenticity tags shall not be requested for byte range requests that do not correspond to segments

If subsegments are used, a separate authenticity tag per each subsegment can be retrieved using

egment encryption

Segment format

pted segments may not conform to any media segment format definedin ISO/IEC
h segment format definitions and requirements of ISO/IEC 23009-1 apply to unencr
nts, according to their MIME type as specified in the appropriate @mimeTyp4
ied in the MPD.

Key systems

General

and initialization vectors URIs are resolvedywusing key systems identified by
ystemUri. If the License element is .not present, all URLs in CryptoH
toTimeline elements shall be HTTP(S) URLSs, and successful GET request with thes
n keys and initialization vectors in a binary, format specified in 6.4.

License-based key systems

rietary key systems may be~used to resolve arbitrary URNs. Some of these
jonal license information..Key systems requiring license information shall use
icenseUrlTemplate te‘vetrieve the license. The license format is system-specif]
ed in this document.

h

can be different licenses corresponding to different key URIs, thus

keyl
varial

icenseUrlTemplate may yield different results for different cryptoperiods. The
les $NumbegS-and $Time$ used in this template are same as the ones in the co

cryptoperiod.

Additional substitution variable, $KeyUris$, can be used in this template. This variable h4
a URN. Its value is defined as the value of key URI for a given cryptoperiod (i.e., @keyUr
after [expansion of the substitution variables.

23009-1. All
ypted media
b parameter

License@
eriod and
e URLs shall

may need
License(@
ic and is not

License@
substitution
rresponding

s a format of
iTemplate

NOTE

The definitions in 6.2.2 imply that for each cryptoperiod @keyUriTemplate is derived first, and the
derivation of @keyLicenseUrlTemplate is done after it.

6.3 Encryption systems
6.3.1 General
Media segments shall be encrypted using the encryption system

SegmentEncryption@schemeIdUri attribute.

Initialization, Index, and Bitstream Switching segments shall not be encrypted.

Any concatenation involving encrypted segments shall apply after decryption.

© ISO/IEC 2018 - All rights reserved
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Implementation of the appropriate encryption system is essential; hence a client that does not
implement the algorithm specified in SegmentEncryption@schemeIdUri should not attempt to
present any encrypted media segment.

A client shall

6.3.2 AES-

implement the AES-128 CBC encryption scheme specified in 6.3.2 below.

128 CBC encryption system

The AES-128 CBC full-segment encryption system is identified by the URN urn:mpeg:dash:sea:
aesl1l28-cbc:2013. Support of this scheme is mandatory for clients implementing this document.

In this algoriths
complete seg

bytes, as spg
encrypted
byte bounda

Cipher BlocK
starts using

6.3.3 AES

The AES-]
urn:mpeg:
implementin

In this algo
authenticati

ments. Segments shall be padded following the PKCS7 specification to be a multiple
cified in RFC 5652. Segments start at the beginning of a 16-byte block. This means t
edia segments are accessed through byte ranges, the segment boundaries shall be g

A a a Q od a a

ied to

of 16
hat if
n 16-

ries.

Chaining occurs only within a segment; at the beginning of each segrernt, encrypti¢n re-
the applicable key and initialization vector.

128 GCM encryption system

28 GCM  full-segment encryption system is“9identified by the [URN

dash:sea:aesl128-gcm:2013. Support for this *scheme is optional for c
g this document.

Fithm, AES cipher is used in GCM mode with\96-bit initialization vectors and 1}
bn tags. Encryption shall be applied to complete segments.

A single com

As a consequience, a cryptoperiod in this encryptionsystem shall only consist of a single segmen
there shall b no identical key/IV combinations within the period.

Authenticatipn tag is appended to the last byte of the segment (i.e., encrypted segment

authTagLe

6.3.4 Com
The commor

For full
urn:my

For full
urn:mp

bination of key and initialization vector.shall be used only once during the whole p

ngth bytes longer than the.unencrypted one).

mon encryption system
encryption partialencryption system is identified by the following URNs:

bample encryption using AES-CTR mode:
eg:dashssea:cenc-ctr:2016

bampleencryption using AES-CBC mode:
eg:ldash:sea:cenc-cbcl:2016

ients

8-bit

briod.
t, and

is

For subs
urn:mp

urn:mp

] s L . A
ClllllJlC PGLLCI IT CIIUT leLlUll uolus L

eg:dash:sea:cenc-cens:201

For subsample pattern encryption using AES-CBC mode:

eg:dash:sea:cenc-cbcs:2016

Support for this URI scheme is optional for clients implementing this document.

In this encryption system, segments are encrypted according to ISO/IEC 23001-7 for ISO-BMFF

segments an

d ISO/IEC 23001-9 for MPEG-2 TS segments.

Segments encrypted with common encryption carry 128-bit key identifiers. An additional substitution

variable, $KeyID$, can be used in CryptoTimelineRkeyUriTemplate

value of key

14

identifier carried in the segment, as a UUID URN.

attribute to indicate the

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=dc479ab8978121be6f80cdd1a7db570b

ISO/IEC 23009-4:2018(E)

Asanexample,assumeakeyidentifier hexadecimal value of 0xF81D4FAE7DEC11D0A76500A0C91E6BF6
indicated in the segment. Thus $KeyID$ value is urn:uuid:f8ld4fae-7dec-11d0-a765-
00a0c9le6bfb6. Assuming the value of CryptoTimeline@keyUriTemplate is https://keysrus
.com?kid=$KeyIDS$, the corresponding key value can be retrieved from https://keysrus.com?kid=urn:
uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6.

Segments encrypted with common encryption carry initialization vectors in-band. When a common
encryption scheme is used, and neither @IV nor @ivUrlTemplate attributes are specified, the
initialization vectors used are the ones specified in the segment itself. If the underlying encryption uses
constant initialization vectors, @IV attribute may be used to signal it.

6.4 [Cryptoperiods

6.4.1] General

Each|media segment is associated with zero or one cryptoperiod. Segments that have no ¢ryptoperiod
assodiated with them shall not be encrypted. In a cryptoperiod, segments are\encrypted with the same
key/I[V pair. The properties of a cryptoperiod are a key, an initializationrvector, first segnient number,
and last segment number.

NOTE
for th

Cryptoperiod duration is measured in segments, not time units. Thus, thus there is ng
e segments to have constant duration.

requirement

Assigning segments to cryptoperiods

le CryptoPeriod element corresponds to a¢single cryptoperiod containing @nu
nts with and starting @startOffset segments from the end of the previous cry
this dqryptoperiod is the first during this period,“@startOffset is relative to the start g
A CryptoPeriod element with @numSegmeditrs = D and first segment number M corr
crypfoperiod CP(M,D).

mSegments
ptoperiod. If
f the period.
bsponds to a

For ctyptoperiod CP(M,D), segments S(M}/S(M+1), S(M+1), ... S(M+D-1) are encrypted with {
/ IV dombination, Kcpm,p) and IVcpovp).

he same key

If thege are not signalled explicitly; the following key and IV derivation rules apply.

A single CryptoTimeline~is used for derivation of CryptoTimeline@numCryp
cryploperiods, each contdining CryptoTimeline@numSegments segments. The first g
inadryptoTimelirnfe)is @firstStartOffset segments after the end of the previous ¢
If this first cryptoperiod is the first during this period, @firstStartOffset is relative t
the ppriod.

For a|CryptoTimeline element, with first segment number M, @numCryptoPeriods =
@nunSegments =D, for 0 < k <N, the kth cryptoperiod generated using this CryptoTimg
elemé¢ntis CP(M + kxD, D)

toPeriods
ryptoperiod
ryptoperiod.
b the start of

N, and
t1line

If the CryptoPeriod or CryptoTimeline are the last element in this period, and cryptoperiod
duration is not explicitly stated by CryptoTimeline@numSegments or CryptoPeriod@
numSegments, it is assumed that the current cryptoperiod continues till the end of the period. In case
of CryptoTimeline, thisimplies thatthereis only one cryptoperiod withinsuchaCryptoTimeline.

If neither CryptoPeriod nor CryptoTimeline are present, all segments shall be unencrypted.

Any segments that are not associated with a cryptoperiod using the rules in this subclause shall be
unencrypted.

© ISO/IEC 2018 - All rights reserved 15
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derivation

6.4.3.1 General

A key URI is used in order to retrieve a key resource. There shall be one URI associated with a given
cryptoperiod.

A URI identifying the location of a key shall be derived once for each cryptoperiod.

The key and initialization vector shall both be available at least @GearlyAvailability seconds
before the start of the availability window of the first segment of the cryptoperiod and till the end

hilit £fiho loact cogrannt Thic tvaline +thaot 100 ~acn of iy e doocot 1%

B—caco

of the availg

and initializ
seconds ahe
Key URI is d

substitution
in a templatg

NOTE w
the value of
correspondin|

HTTPS, rath
discouraged

6.4.3.2 K¢

A key is alw|
SegmentEn

If akey URIi
SegmentEn

644 1vd

Thic 1o line +hot 3 +
TTHS—HAPeS—trat+ FoaatasSt—tt

htion vector combination is guaranteed to be available at least GearlyAvailabd
hd of time.

alityr i dosa o a acmant
OTITCy —vv i oOvy O trrC—Ta St SCETIeTre: T—Co st

onstructed from the @keyUriTemplate attribute using the using syntax*and va
as defined in ISO/IEC 23009-1:2014, 5.3.9.4.4. Use of substitution variables)is not req
, hence simple URIs can be specified in @keyUriTemplate.

hen template variable substitution is used to construct the key URT for cryptoperiod d
SNumber$ is i, and the value of $Time$ is the value of SegmefitTimel ine@numSeqgrn

o to S(i).

er than HTTP, should be used in key URIs. Use of HTIP for this purpose is str

y format

nys in binary format, i.e., a key is represented by sequence of bytes with length giv|
cryption@keyLength.

cryption@keyLength bytes anddiave MIME type application/octet-strea

privation

6.4.4.1 General

The IV valu
following mé

1) If Cryp

e of a cryptoperiod’ defined by a CryptoPeriod element shall be derived usin
chanism:

toPeriod@IV is present, its value is the IV, in the format defined in 6.4.4.3.

foPeriwd@ivUriTemplate is present, this URIis used to derive the IV.

rnE€ryptoPeriod@IV nor CryptoPeriod@ivUriTemplate, implementations

e key
lity

riable
uired

P(i,d),

ents

pngly

en by

5 an HTTP(S) URL, the content of the message body of the HTTP response shall only contain

mn.

g the

shall

2) IfCrypf
3) If neithe

derive t
The IV value
1)

€ [V {TOI tie SERIMENt MUIMDET, a3 Specitied Im 6.4-4-2-

of a cryptoperiod derived from a CryptoTimeline shall be derived as follows:

If CryptoTimeline@RivUriTemplate is used, this URI is used to derive the IV.

2) Otherwise, implementations shall derive the IV from the segment number, as specified 6.4.4.2.

6442 1V

derivation from segment number

If SegmentEncryption@ivEncryptionFlag value is 'false', and CryptoPeriod element is used,
segment number shall be used as the IV value, i.e., [V¢py,p)=SN.

16
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If SegmentEncryption@ivEncryptionFlag value is 'false', and CryptoTimeline element is
used a sum of segment number and @ivBase shall be used as the IV value, i.e., IVcpy,p)=SN + ivBase.
The default value of @ivBase is 0, hence if @1vBase is absent, IVcpm,p)=SN.

If SegmentEncryption@ivEncryptionFlag value is 'true', ECB-encrypted IV's will be used. This
method is described in Appendix C of NIST 800-38A.

If SegmentEncryption@ivEncryptionFlag value is 'true’, and CryptoPeriod element is used,
[V shall be an ECB-encrypted value of segment number. For example, when AES-128 encryption is used
(in any mode), IVcpem,p)= AES(SN, Kcpem,p)-

If SegmentEncryption@ivEncryptionFlag value is 'true', and CryptoTimeline element is

used,
encry

If s
ivLg

the f;ﬁ
initiallization vector.

6.4.4

Thel
be pl

the IV is the ECB-encrypted sum of segment number and @ivBase. For example,w
ption is used (in any mode), IVcpiy,p)= AES(SN + ivBase, Kcp(m,p))-

bgmentEncryption@ivEncryptionFlag value is 'true, and SedmentEn
ngth is smaller than the output block size of the ECB output (e.g., when 965bit [Vs ar
st SegmentEncryption@ivLength most-significant bits from ECB-output shall h

3 IV format

hen AES-128

cryption(@
b used), then
e used as an

V is a number in a hexadecimal format. The big-endian bimaty representation of this number shall

hiced in a buffer of SegmentEncryption@ivLengthbytes and padded (on the lef

(i-e.,

it shalll be placed in such a buffer and padded (on the left} with zeros.

Whe
shall
octH9

6.4.5
For C

For a
AAD(

6.5

This
props
defin

User-

ytes with hexadecimal value 0x00). If the IV is deriyed-from the segment number is 4

@ivUriTemplate is used, the content of the HTTP response to HTTP GET with
only contain SegmentEncryption@ivIiéngth bytes and have MIME type app
t-stream

AAD derivation
ryptoPeriod element, the AAD is given by the value of CryptoPeriodRaad.

CryptoTimeline elemeit, segment number and GaadBase are used for AAD de
p(M,0)=SN + aadBase.

Adding new encryption and key systems

Hocument defines (a) signalling cryptoperiod properties, (b) signalling encryption an
rties, and[c) mandatory encryption and key systems. Mandatory encryption and
ed respéctively, in 6.3.2 and 6.2, provide a baseline. This baseline is guaranteed to be ir

defined and, thus, optional encryption systems and/or key systems can be added us

') with zeros
sedasanlV,

the IV URL
lication/

rivation, i.e.,

1 key system
Key systems,
teroperable.

ing different

value

s'of URIs in @encryptionSystemUrn and @keyvSystemUrn. An example of such

a system is

provided in C.4. A client that does not implement these can distinguish between encrypted and non-
encrypted segments, but will be unable to present the encrypted media segments.

Two optional extension mechanisms provided by this document are licenses and XML extensibility.
@keyLicenseUrlTemplate can be used to retrieve information necessary to instantiate the
key system, while use of elements from different namespaces in the SegmentEncryption,
CryptoPeriod, and CryptoTimeline elements allows addition of user-defined information.

© ISO/IEC 2018 - All rights reserved 17


https://iecnorm.com/api/?name=dc479ab8978121be6f80cdd1a7db570b

ISO/IEC 23009-4:2018(E)

7 Segment authentication

7.1 General

Authenticity tag URLs are provided via the MPD, using the ContentAuthenticity element.
Authenticity tags may be provided for Media (sub)segments, as well as for initialization, index, and
bitstream switching segments.

If content protection is used, authenticity tags shall be calculated on the unencrypted segment. Segment
authentication is optional if used with SupplementaryProperty descriptor, and mandatory if used
with EssentialProperty descriptor.

If the HTTP fesponse to the authentication tag request returns an error, the client may still continije the
presentatior] as usual, as long as the (sub)segments themselves are successfully retrieved.

7.2 Algorjthms

7.2.1 SHAF256

The SHA-256 digest algorithm is defined in FIPS 180-3. Its use is indicated by the
ContentAuthenticityQRauthSchemeIdUri value of urn:mpeg:dash:sea:sha256:2013. The
digest format is a big-endian number in a hexadecimal format.

NOTE RHC 6234 provides a reference implementation of SHA-256,

7.2.2 HMAC-SHA1

The HMAC-JHA1 message authentication algorithm is defined in RFC 2104. Its use is indicated Qhy the
@schemeIdUri value of urn:mpeg:dash:sea:hmaé-shal:2013. The signature format is p big-
endian numlber in a hexadecimal format.
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Annex A
(normative)

XML schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:mpeg:dash:schema:sea:2013"

J

9

P

ttributeFormDefault="unqualified" (2)

lementFormDefault="qualified" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

mlns="urn:mpeg:dash:schema:sea:2013" xmlns:dash="urn:mpeg:dash:schema:mpd:2011L%>
o

xs:complexType name="SegmentEncryption"> (1/

<xs:sequence> @C)
\

<xs:any namespace="##other" processContents="lax" (:)

!-— Global encryption properties -->

minOccurs="0" maxOccurs="unbounded" /> \%

<<O

<xs:attribute name="encryptionSystemUrn" ty <:>s:anyURI" use="required"/>

</xs:sequence>

<xs:attribute name="keyLength" type="xsnn§$g edInt" default="128"/>
<xs:attribute name="ivLength" type:"xs:éﬁ gnedInt" default="128"/>
<xs:attribute name="authTagLength" "xs:unsignedInt" default="0"/>

<xs:attribute name="ivEncryptio

<xs:attribute name="earlyAvailability" type="xs:double" default="1.0"/>
(gﬁég" type="xs:boolean" default="false"/>

<xs:anyAttribute namespace:“##éther“ processContents="1lax"/>
O
xs:complexType nam%§§}icense“>
<xs:sequence><:>

<xs:any mespace="##other" processContents="lax"

N
@ minOccurs="0" maxOccurs="unbounded" />

</xs quence>

<XS=

/xs:complexType>

ribute name="keySystemUrn" type="xs:anyURI" use="required"/>
rattribute name="keyLicenseUrlTemplate" type="xs:anyURI"/>

\\<xs:an Attribute namespace="##other" processContents="lax"/>

</xs:complexType>

<!-- Cryptoperiod signalling -->

© ISO/IEC 2018 - All rights reserved
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<xs:complexType name="CryptoPeriodType">
<xs:sequence>
<xs:any namespace="##other" processContents="lax"
minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="numSegments" type="xs:unsignedLong" default="1"/>
<xs:attribute name="keyUriTemplate" type="xs:anyURI" use="required"/>

<xs:attribute name="ivUriTemplate" type="xs:anyURI"/>

<xsijanyAttribute namespace="##other" processContents="lax"/> hfi)
</xs:conplexType> ()
™
<xs:comglexType name="CryptoPeriod"> <§2;

<xs jcomplexContent>

<xs:extension base="CryptoPeriodType">

<xs:attribute name="startOffset" type="xs:unsignedLong" de $:Pt:"0"/>

<xs:attribute name="IV" type="xs:hexBinary"/> (:§>
N
</xq:complexContent> <Z c>

<xs:attribute name="aad" type="xs:hexBinary"/>

</xs:extension>

</xs:conplexType> <2
<xs:comglexType name="CryptoTimeline"> g$>
<xs jcomplexContent> V:gb

<xs:extension base="CryptoPeriodTypq&é
<xs:attribute name="firstStart et" type="xs:unsignedLong" default="0"/>
<xs:attribute name="numCr QEpPeriods" type="xs:unsignedLong"
use="reqd&&ed"/>
<xs:attribute name="£ ase" type="xs:hexBinary" default="00"/>
<xs:attribute nameQ;éLdBase" type="xs:hexBinary" default="00"/>
</xs:extension>

</xs:complexConten<z§:)
</xs:conplexType> @’

<l-- Authenti@signalling -=>

<xs:comyg l&oe name="ContentAuthenticity">

<xs:attribute name="keyUriTemplate" type="xs:anyURI" use="required"/>

<xs:attribute name="authSchemeIdUri" type="xs:anyURI" use="required"/>

<xs:attribute name="authUrlTemplate" type="xs:anyURI" use="required"/>

<xs:attribute name="authTagLength" type="xs:unsignedInt"/>
</xs:complexType>

</xs:schema>

20 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=dc479ab8978121be6f80cdd1a7db570b

B.1

ISO/IEC 23009-

Annex B
(informative)

Implementation guidelines

Key delivery

Whelll the urn:mpeg:dash:sea:keysys:http:2013 key system is used, key delive

done
sever

For t]
deliv

If sh
overh
via H

B.2

Cryp

Encry
sh:s
used

Use @
begin
crypt
be ug
800-9

dprt cryptoperiods are used, use of persistent HTTP connections jis recommended

over a secure channel (e.g., HTTP over TLS). In case of a live stream, keys should
al seconds before the segments.

le urn:mpeg:dash:sea:aesl28-cbc:2013 encryption scheme, initialization ve
bred in the clear.

ead of connection establishment for each key request. Same applies to IV requests, if I
TTP URLs.

Encryption
operiods should be kept short. Cryptoperiods of 2210 seconds are a reasonable settin

yption keys should never be transmitted over’an insecure connection. Thus if the ur
ea:keysys:https:2013 is used, use of HTTP is strongly discouraged, and HTT
instead.

f unpredictable initialization vectefs is highly recommended, especially given highly
ning of media segments, both for-MPEG-2 TS and ISO-BMFF. When randomly gener3
ographic values, cryptographically secure random or pseudo-random number gene]
ed, following the industry®est practices. One is encouraged to consult NIST specia
DOA on recommendations regarding secure random number generation.

Uniq
strea
with

For sl
them
with

e IV values per segment should be used with encryption systems based on a cipher
mode (e.g., GGM). When using AES128-GCM encryption system, one is encouragg
NIST special publication 800-38D for recommendations on safe usage of GCM mode.

nort cryptoperiods, it is recommended to generate [Vs locally, as opposed to using HT']
While use of segment numbers verbatim as IVs is not recommended, their use in
b rardom @ivBase and/or IV encryption mechanism provides better security.

B

4:2018(E)

'y should be
be available

ctors can be

to avoid the
/ is retrieved

n:mpeg:da
PS should be

r predictable
ting various
rator should

| publication

operated in
d to consult

'P to request
combination

B.3

Content authenticity

When authenticity tags are requested frequently enough, the overhead of connection establishment
may be avoided using persistent HTTP connections.

It is recommended that requests for authenticity tags for byte ranges that do not represent a segment

oras

ubsegment will be ignored by the HTTP server, and a 4xx error will be returned.

It may be advantageous to use HTTPS for requesting an authenticity tag, especially when digests (e.g.,

SHA)

are used.
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Annex C

(informative)

MPD examples and usage

C.1 Video-on-demand

The followin
The first 4 m
key/1V pair.

g example illustrates the simplest scenario. A movie is encoded into 4-second segnllents.
inutes of the movie are unencrypted, while the rest of the movie is protected withjthe[same
The CryptoPeriod element provides the URL necessary for key retrieval, and corftains

inline an [V fecessary to begin the decryption. All parameters are provided explicitly,hence therg is no

need for anyj

derivation. Authentication service is not offered in this example.

<?xml versid
<MPD xmlns:H

xsi:schd
sea3.xsd"

xmlns="y
xmlns:sqg
type="s1
mediaPrg
minBuffdg
profiless

maxSegmg

<BaseURI]]

<BaseURI]]

<Period

<Ad4

n="1.0" encoding="UTF-8"7?>

si="http://www.w3.0rg/2001/XMLSchema-instance"

rn:mpeg:dash:schema:mpd:2011"

a="urn:mpeg:dash:schema:sea:2013"
atic"
sentationDuration="PT61583"

rTime="PT1.4S"
"urn:mpeg:dash:profile:mp2t-simple: 200"

ntDuration="PT4S">

>http://cdnl.example.com/SeneMovie/</BaseURL>

>http://cdn2.example.cdn/fomeMovie/</BaseURL>

id="42" duration#"RF61585">
ptationSet
mimeType="mNte0/mp2t"
codecs="{awcl.4D401F, mp4a"
frameRate="24000/1001"

ségfhentAlignment="true"

maLocation="urn:mpeg:dash:schema:mpd:2011 DASH-MPD.xsd¢uli:mpeg:dash:schema:sea:201]

SUDSEegmentAllgnment=rcrue"
bitstreamSwitching="true"
startWithSAP="2"

subsegmentStartsWithSAP="2">

22
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