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1. Introduction

1.1. Rationale and Use Case

Eclipse Sparkplug provides an open and freely available specification for how Edge of Network
Gateways (Sparkplug Edge Nodes) or native MQTT enabled end devices and Sparkplug Host
Applications communicate bi-directionally within an MQTT Infrastructure. This document
details the structure and implementation requirements for Sparkplug compliant MQTT Client
implementations on both Edge Nodes and Host Applications.

It is recognized that MQTT IS USed across a wide sSpectrum of application solution Use-cases,
and an almost indefinable variation of network topologies. To that end the Sparkplug
Specification| strives to accomplish the three following goals.

1.1.1. Defing an MQTT Topic Namespace

As noted mahy times in this document one of the many attractive features of MQTT is that it
does not sperify any required MQTT Topic Namespace within its implenientation. This fa¢t has
meant that MQTT has taken a dominant position across a wide spectrum of IoT solutions.|The
intent of the [Sparkplug Specification is to identify and document a. Topic Namespace that |s
well thoughtjout and optimized for the SCADA/IIoT solution sector. In addition, Sparkplug
defines a Topic Namespace in such a way that it provides semantics which allow for autoratic
discovery and bi-directional communication between MQTT clients in a system.

1.1.2. Defing MQTT State Management

One of the unique aspects of MQTT is that it was,originally designed for real time SCADA
systems to hglp reduce data latency over bandwidth limited and outage prone network

infrastructutes. These can include cellular, satellite, and other radio based networks. In mlany
implementatjions the full benefit of this “Continuous Session Awareness” is not well
understood, pr not even implemented. The intent of the Sparkplug Specification is to take|full

advantage of MQTT’s native Continubus Session Awareness capability as it applies to realftime
SCADA/IIoT solutions.

It is important to note thatreducing bandwidth usage and being resilient to network drops is
advantageous on more reliable and high bandwidth networks as well. By reducing the
bandwidth ulsage, Spatkplug is able to move more data through the network because of it
efficiency. This in turn can reduce network costs.

o

1.1.3. Defing'thé MQTT Payload

Just as the MQTT Specification does not dictate any particular Topic Namespace, it also does
not dictate any particular payload data encoding. The intent of the Sparkplug Specification is to
define payload encoding mechanisms that remain true to the original, lightweight, bandwidth
efficient, low latency features of MQTT while adding modern encoding schemes targeting the
SCADA/IIoT solution space.

Sparkplug has defined an approach where the Topic Namespace can aid in the determination of
the encoding scheme of any particular payload. Historically there have been two Sparkplug
defined encoding schemes. The first one was the 'Sparkplug A" and the second is 'Sparkplug B'.
Each of these uses a 'first topic token identifier' so Sparkplug Edge Nodes can declare the
payload encoding scheme they are using. These first topic tokens are:
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SpAvl
spBv1l
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Each token is divided up into three distinct components. These are:

Sparkplug Identifier

Always 'sp'

Payload Encoding Scheme

The o
Googl
Spark
paylod
availa
docun

Payload Encoding Scheme Version

Currently v1.0 but denoted in the event that future versions-are releg

riginal 'Sparkplug A' encoding scheme was based on the Eclipsé Kura™ open
e Protocol Buffer definition. 'Sparkplug B' was released shortly after the relez
plug A and addressed a number of issues that were presentin the A version g
id encoding scheme. Due to lack of adoption and the fact-that 'Sparkplug B' w
ble shortly after the release of 'A’, the Sparkplug A definition has been omitte
1ent and is no longer supported.

The 'Sparkplug B' encoding scheme was created witha richer data model develope

feedb
includ
impro

1.1.4.

MQTT

ed metric timestamp support, complex-datatype support, metadata, and othe
vements.

Background

was originally designed as a‘message transport for real-time SCADA systemj

Speci

ication does not specify.the Topic Namespace nor does it define the Payload

representation of the data being published and/or subscribed to. In addition to this
originpl use-case for MQTT was targeting real-time SCADA, there are mechanisms
provide the state of an MQTT session such that SCADA/Control Human-Machine Interface
(HMI)|applicationcan monitor the current state of any MQTT enabled device in the
infrasfructure. As'with the Topic Namespace and Payload the way state informatio
implemented'and managed within the MQTT infrastructure is not defined. All of th
intentional within the original MQTT Specification to provide maximum flexibility
solutipiiSector that might choose to use MQTT infrastructures.

1Ised

source
se of

f the

as made

d from this

d with the

ick of many system integrators and end user customers using MQTT. These additions

r

5. The MQTT

, since the
lefined to

nis
s was
ACrOSS any

But at some point, for MQTT based solutions to be interoperable within a given market sector,
the Topic Namespace, Payload representation, and session state must be defined. The intent
and purpose of the Sparkplug Specification is to define an MQTT Topic Namespace, payload,

and session state management that can be applied generically to the overall IloT market sector,
but specifically meets the requirements of real-time SCADA/Control HMI solutions. Meeting the
operational requirements for these systems will enable MQTT based infrastructures to provide
more valuable real-time information to Line of Business and MES solution requirements as
well.

The purpose of the Sparkplug Specification is to remain true to the original notion of keeping
the Topic Namespace and message sizes to a minimum while still making the overall message
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transactions and session state management between MQTT enabled devices and MQTT
SCADA/IIoT applications simple, efficient, easy to understand, and implement.

1.2. Intellectual Property Rights

1.2.1. Disclaimers

THIS DOCUMENT IS PROVIDED "AS IS," AND THE COPYRIGHT HOLDERS AND THE ECLIPSE

FOUNDATION MAKE NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO WARRANTIES OF MERCHANTABILITY, FITNESS FOR
PARTICULARE : :
DOCUMENT ARE SUITABLE FOR ANY PURPOSE NOR THAT THE IMPLEMENTATION OF N
CONTENTS WILL NOT INFRINGE ANY THIRD PARTY PATENTS, COPYRIGHTS, TRABEMA
OR OTHER RIGHTS.

THE COPYRIGHT HOLDERS AND THE ECLIPSE FOUNDATION WILL NOT BE-LIABLE FOR |
DIRECT, INDJIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF ANY USE (
THE DOCUMENT OR THE PERFORMANCE OR IMPLEMENTATION OF THE CONTENTS

THEREOF.

The name and trademarks of the copyright holders or the Eclipse Foundation may NOT b¢
in advertising or publicity pertaining to this document or itsontents without specific, wr
prior permission. Title to copyright in this document willat.all times remain with copyrig
holders.

1.3. Orgapization of the Sparkplug Specification
This specification is split into the following chapters and appendices:

e Chapter 1 - Introduction

Chapfer 2 - Principles

e  Chapter 3 - Sparkplug Architecture and Infrastructure Components
e  Chapter 4 - Topics dngt'Messages

e  Chapter 5 - Opé#ational Behavior

e  Chapter g~¥ayloads

A

UCH
RKS

ANY
DF

b used
itten
ht

° Chap e/ o Qnr‘nrify

e  Chapter 8 - High Availability

e  Chapter 9 - Acknowledgements

e  Chapter 10 - Conformance

e Appendix A - Open Source Software

e Appendix B - List of Normative Statements
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1.4.

1.4.1.

Terminology

Infrastructure Components

This section details the infrastructure components implemented.

Security

IT

(Sparkplug)
Primary Application
Analytics ¥y APP
Sparkplug) (Sparkplug) Edge Node
B E— " |
i (Sparkplug)
Histori
wstorian MOTT Server
Sparkplug)
e e e []
MES Primary Application (Sparkplug)
Sparkplug) Standby
L] (Sparkplug)

Edge Node
(Sparkplug)

oT

Device

Sensor

Device

Figur

MQTT

e 1 - MQTT SCADA Infrastructure

Sepvet(s)

Program or device that acts as an intermediary between Clients which publish Application
Messages and Clients which have made Subscriptions[MQTTV5-1.2]. MQTT enabled
infrastructure requires that one or more MQTT Servers are present in the infrastructure. An
MQTT Server must be compatible with the requirements outlined in the Conformance Section.
In addition, it must be sized to properly manage all MQTT message traffic.

One can implement the use (if required) of multiple MQTT servers for redundancy, high
availability, and scalability within any given infrastructure.

Sparkplug Group

Logical or physical group of Edge Nodes that makes sense in the context of a distributed
Sparkplug application. Groups can represent physical groups of Edge Nodes. For example, a
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Sparkplug Group could represent a set of Edge Nodes at a particular location, facility, or along a
specific oil pipeline. Alternatively, a Sparkplug Group could represent group of similar types of

Edge Nodes.

For example, it could represent a particular set of like make and models of

embedded gateways. The groups are meant to be defined by the system architects as
appropriate for their particular application.

Sparkplug Edge Node

Any v3.1.1 or v5.0 compliant MQTT Client application that manages an MQTT Session and
provides the physical and/or logical gateway functions required to participate in the Topic

Namespace 3
for any local
and/or any |

Sparkplug De

Physical or 1
application.

Sensor, etc. |
as makes ser
represent a §
sense within

a1 1 d dofioie: oo rilbad in tlbio waeantTha o d Naoadaic e 1B-EIS
IIu I a_yluau UCTIIITIUIUILIO UTOUTTUTU 11T LIS UUCTUIIICIIL. 1T1IC LAL{SC INUUU 101 CDPUII
protocol interface to existing devices (PLCs, RTUs, Flow Computers, Sensors,
pcal discrete 1/0, and/or any logical internal process variables (PVs).

Vice

gical device that makes sense in the context of a distributed.Spatkplug

Dften times a Sparkplug Device will be a physical PLC, RTUs Flow Computer,
lowever, a Sparkplug device could also represent a logical\grouping of data p
se for the specific Sparkplug Application being develdped. For example, it co
et of data points across multiple PLCs that make up.a logical device that mak
the context of that application.

MQTT/Sparkplug Enabled Device

Any device, 3
compliant M

ensor, or hardware that directly conneets to MQTT infrastructure using a
QTT v3.1.1 or v5.0 connection with the payload and topic notation as outline

this Sparkpluig Specification. With MQTT /Sparkplug enabled directly in the device this cot

bypass the u
Or sensor is {
of a 'Sparkpl

Host Applicat

Application {

se of a Sparkplug Edge Node in-the infrastructure. In this case, the physical d¢
he Edge Node. It is up to thé:developer of the application to decide if the con¢
1g Device' is to be used within their application.

jons

hat consumes,data from Sparkplug Edge Nodes. Depending on the nature of {

Host Applicattion it may consume Edge Node data and display it in a dashboard, it may his

the dataina
Historians, a
Applications

database;or it may analyze the data in some way. SCADA/IIoT Hosts, MES,
nd Analytics applications are all examples of potential Sparkplug Host
A Host Application may perform many different functions in handling the da

addition, Ho

sible
etc.)

pints
uld
S

1 in
hld
pvice
ept

he
torize

ta. In

st Applications may also send Sparkplug NCMD or DCMD messages to Edge N

odes.

A Sparkplug Edge Node may specify one Host Application as its 'Primary Host Application'. This
is handled by the Edge Node waiting to publish its NBIRTH and DBIRTH messages until the
Host Application that the Edge Node has designated as its Primary Host application has come
online. Sparkplug does not support the notion of multiple Primary Host Applications. This does
not preclude any number of additional Host Applications participating in the infrastructure
that are in either a pure monitoring mode, or in the role of a hot standby should the Edge
Node’s Primary Host Application go offline or become unavailable within the infrastructure.

[tck-id-intro-sparkplug-host-state] Sparkplug Host Applications MUST publish STATE
messages denoting their online and offline status.
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Primary Host Application

Most important consumer of Sparkplug Edge Node data. The Primary Host Application must be
online to keep operations running.

A Primary Host Application may be defined by an Edge Node. The Edge Node’s behavior may
change based on the status of its configured Primary Host. It is not required that an Edge Node
must have a Primary Host configured but it may be useful in certain applications. This allows
Edge Nodes to make decisions based on whether or not the Primary Host Application is online
or not. For example, an Edge Node may store data at the edge until a Primary Host Application

denot
datat

In atn
this s4
Edge ]

Sparky

Spark
infras
the fo

xxxxxxxx

ng it is online, the Edge Node can resume publishing data and also flush any
nat it may have stored while offline.

TICOCIUTT

aditional SCADA system the SCADA Host would be the Primary Host Applicat
me concept in mind, there can only be one Primary Host Application configu
Node as a result.

lug Identifiers

plug defines identifiers or IDs for different physicalworlogical components wi
fructure. There are three primary IDs and one thatis a composite ID. These a
lowing.

Group ID

P

[tck-id-intro-group-id-string} The Group ID MUST be a UTF-8 st

strings the Group ID MUST only contain characters allowed for
topics per the MQTT Specification.

¢ Non:-normative comment: The Group ID represents a general
Edge Nodes that makes sense within the context of the Sparkj

application and use-case.
Edge Nade ID
[tck-id-intro-edge-node-id-string] The Edge Node ID MUST be a

sage

historical

ion. With
red in an

thin the
re defined as

ing and

used as part of the Sparkplug topics as defined in the Topics Secfion.

[tck-id-intro-group-id-chars] Because the Group ID is used in MQTT topic

QTT

grouping of
lug

UTF-8

string and used as part of the Sparkplug topics as defined in the

Topics

Section.

[tck-id-intro-edge-node-id-chars] Because the Edge Node ID is used in

MQTT topic strings the Edge Node ID MUST only contain characters allowed

for MQTT topics per the MQTT Specification.

Non-normative comment: The Edge Node ID represents a unique

identifier for an Edge Node within the context of the Group ID under

which it exists.

Device ID

used as part of the Sparkplug topics as defined in the Topics Sec

[tck-id-intro-device-id-string] The Device ID MUST be a UTF-8 string and

tion.
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[tck-id-intro-device-id-chars] Because the Device ID is used in MQTT topic

strings the Device ID MUST only contain characters allowed for MQTT
topics per the MQTT Specification.

Non-normative comment: The Device ID represents a unique identifier for

a Device within the context of the Edge Node ID under which it exists.

Node Descriptor (composite ID)

The Edge Node Descriptor is the combination of the Group ID and Edge Node ID.

[tck-id-intro-edge-node-id-uniqueness] The Edge Node Descriptor M
unique within the context of all of other Edge Nodes within the Spark
infrastructure.

In other words, no two Edge Nodes within a Sparkplug environment
have the same Group ID and same Edge Node ID.

Non-normative comment: The Device ID represents‘a unique identif]

tric

ingle 'tag change event' in the Sparkplug Payload. It represents an event that
he Edge Node or Device such as a value or:quality of a data point changing. F
puld represent the value of an analog or boolean changing at a Sparkplug Dey
etric typically includes a name, value;and timestamp. Sparkplug Metrics are
D and DCMD messages to send messages to Edge Nodes and Devices to chang
Edge.

ferent uses of the term jdatatype' in the specification. Sparkplug encodes the
ng Google Protocol.Buffers. Google Protocol Buffers has its own scalar value t
developers.goggle:com/protocol-buffers/docs/proto#scalar

rotocol Buffer-datatypes define what actually travels over the TCP/IP socket
nd. For ease-of programming, Google Protobuf includes a compiler tool that

de in multiple different languages. These Protobuf datatypes are then repres
er,native programming language datatypes. This is done on a per language b

a Device within the context of the Edge Node ID-under which it exists

UST be

e

can

er for

D.

ice. A
h1so
e

ypes

in the

bnted
asis

gleProtobuf file is used to generate the code for each specific language.

In addition to Protobuf datatypes and native programming language datatypes there are also
'Sparkplug datatypes'. These are defined in the Sparkplug Protobuf Schema. These datatypes
are those that are used for Sparkplug Metrics. Every Metric must include a Sparkplug Datatype
in the NBIRTH or DBIRTH message depending on whether the Metric is a 'Node level' or
'Device level' metric. Each of the Sparkplug Datatypes is then represented by a Google Protobuf

datatype.
1.5.

Normative References
[BCP14] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP

14, RFC 2119, March 1997. Leiba, B., "Ambiguity of Uppercase vs Lowercase in RFC

2119
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o [MQTTV50] MQTT Version 5.0. Edited by Andrew Banks, Ed Briggs, Ken Borgendale,
and Rahul Gupta. 07 March 2019. OASIS Standard. https://docs.oasis-
open.org/mqtt/mqtt/v5.0/0s/mqtt-v5.0-0s.html. Latest version: https://docs.oasis-
open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html.

e [MQTTV311] MQTT Version 3.1.1 Plus Errata 01. Edited by Andrew Banks and Rahul
Gupta. 10 December 2015. OASIS Standard Incorporating Approved Errata 01.
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/errata01/os/mqtt-v3.1.1-errata01-os-
complete.html. Latest version: http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/mqtt-
v3.1.1.html.

e [ [ISO/IEC 20922:2016] Information technology — Message Queuing Telemétry
Transport (MQTT) v3.1.1

1.6. | Consolidated List of Normative Statements

A list ¢f all normative statements made in the Sparkplug specification'document can be found
in Appendix B.

1.7. | Security

Security is not directly addressed in the Sparkplug Spécification with normative statements.
Howeyer, security should be addressed appropriately’in every Sparkplug system. MQTT
clients, servers, authentication, authorization, network access, physical access, and|all other
aspects of security should be addressed based‘on how the system will be deployed|and used.
Because Sparkplug utilizes MQTT and TCP/IP; the security features and best practices of those
protogols also applies to Sparkplug. The security practices related to TCP/IP and MQTT have
changed throughout the years and likely will continue to do so. As a result, the Sparkplug
Specification will defer to the underlying protocols and industry standards for best] practices.
Howeyer, some non-normative statements are included with regard to security in the
Sparkplug Specification.

1.7.1.| Authentication

Therelare several legels of security and access control configured within an MQTT
infrasfructure. From a pure MQTT client perspective, the client must provide a unique MQTT
Client{ID, and.an optional MQTT username and password.

1.7.2.| Authorization

Althougiraccesstontrot is ot mranmdated i thre MQTT-Specificatiom foruse imMQTT Server
implementations, Access Control List (ACL) functionality is available in many MQTT Server
implementations. The ACL of an MQTT Server implementation is used to specify which Topic
Namespace any MQTT Client can subscribe to and publish on. For example, it may make sense
to have an Edge Node’s MQTT client only able to publish on topics associated with it's Group
and Edge Node ID. This would make it difficult for an MQTT client to spoof another Edge Node
whether it be malicious or a configuration setup error.

1.7.3. Encryption

The MQTT Specification does not specify any TCP/IP security scheme as it was envisaged
during development of the MQTT Specification that TCP/IP security would (and did) change
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over time. Although this document will not specify any TCP/IP security schema it will provide
examples on how to secure an MQTT infrastructure using TLS security.

1.8. Normative Keywords

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in BCP 14 [BCP14].

All normative statements in this document are highlighted in bold text as shown here.

1.9. Leveraging Standards and Open Source

In addition tp leveraging MQTT v3.1.1 [MQTTV311] and MQTT v5.0 [MQTTV50] standards, the

Sparkplug Specification leverages as much open source development tooling and-data endoding
as possible. Many different open source organizations, projects, and ideas were‘used in thie
development of the Sparkplug Specification. More information on these can be found in
Appendix A

2. Pringiples

2.1. Pub/Bub

This section discusses the simple topology shown in “Figure 2 — Simple MQTT Infrastructpire
identifying how each of the components of the infrastructure interacts.

At the simplégst level, there are only two componients required as shown below. An MQTT [client
and an MQTT server are the primary two components. With proper credentials, any MQTT
client can cohnect to the MQTT server without any notion of other MQTT client applications
that are connected. The client can issuesubscriptions to any MQTT messages that it might be
interested infas well as start publishing any message containing data that it has. This is one of
the principal notions of I1oT, that'is the decoupling of devices from any direct connection fo any
one consumgr application.

MQTT Client

MOTT Server}<—> Sparkplug Edge Node

Figure 2 - Simple MQTT Infrastructure

2.2. Report by Exception

The Sparkplug Specification uses the concept of Report by Exception (RBE). Because Sparkplug
utilizes the built in functions of MQTT to maintain session awareness, messages only need to be
sent by an Edge Node when values at the edge change. In the initial BIRTH messages, all of the

© ISO/IEC 2023 - All rights reserved 10
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current metric values are published in the payload. Because the MQTT session is stateful
[MQTTV5-4.1], after the initial BIRTH messages are sent, new metric values only need to be
published when the values change.

Sparkplug does not require that RBE be used in all cases. This is to account for special
circumstances that may require periodic reporting. However, as a general rule periodic
publishing should not be used.

[tck-id-principles-rbe-recommended] Because of the stateful nature of Sparkplug
sessions, data SHOULD NOT be published from Edge Nodes on a periodic basis and
HQO he n ished 1.0 REB h aYa aYatala h

2.3. | Continuous Session Awareness

In any| network architecture, network connection "State" is important. In"'SCADA/IloT,
connection State is extremely important. State is the session awarenessyof the MQT|T Edge
Node and the MQTT Server. Note the uses of the term 'session' here should not be gonfused
with MQTT'’s 'clean session' concept/flags. That is covered later.in this specification. The very
reasoh that most SCADA Host systems in this market sector are,still using legacy p¢ll/response
proto¢ols to maintain a notion of the State of the connectionbetween the SCADA application
and the connected devices. “I poll, I get a response, I know-the State of all the 1/0 points, but now
I must poll again because that State may have changed.”

Many [implementations of solutions using MQTT.treat it as a simple, stateless, pub/sub state
machnilile. This is quite viable for IoT and some 11T applications, however it is not taking
advanftage of the full capability of MQTT based infrastructures.

One of the primary applications for MQTT as it was originally designed was to proyide reliable
SCADA communications over VSAT networks. Due to propagation delay and cost, if was not
feasibje to use a poll/response protecol. Instead of a poll/response protocol wherelall the data
was sent in response to every.poll, MQTT was used to publish information from regnote sites
only when the data changed. This technique is sometimes called Report by Exceptipn or RBE.
But for RBE to work properly in real-time SCADA, the “state” of the end device neetﬂls to be

alwayp known. In othery\words, SCADA/IIoT host could only rely on RBE data arriving reliably if
it could be assured 6f the state of the MQTT session.

The E¢lipse Sparkplug specification defines the use of the MQTT “Will Message” fegture
[MQTTV5-3.4:2.5] to provide MQTT session state information to any other interested MQTT
client|in the infrastructure. The session state awareness is implemented around a get of defined
BIRTH and DEATH topic namespace and payload definitions in conjunction with thie MQTT
connection “Keep Alive” timer.

2.4. Birth and Death Certificates

Birth and Death Certificates are used by both Edge Nodes and Host Applications. Death
Certificates for both are always registered in the MQTT CONNECT packet as the MQTT Will
Message. By using the MQTT Will message, the Death Certificates will be delivered to
subscribers even if the MQTT client connection is lost ungracefully. For Edge Nodes, the Death
Certificate uses the NDEATH Sparkplug verb in the topic. For Host Applications, the
spBv1.0/STATE /sparkplug_host_id topic is used. More information on Death certificates can be
found in Edge Node Death Certificates and Host Application Death Certificates

11 © ISO/IEC 2023 - All rights reserved
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MQTT messages published by any Edge Node or any Host Application.

Birth Certific

ates denote to any subscribing MQTT clients that the Edge Node or Host

23(E)

[tck-id-principles-birth-certificates-order] Birth Certificates MUST be the first

Application is now online. For Edge Nodes, the Birth Certificate uses the NBIRTH Sparkplug
verb in the topic. For Host Applications, the spBv1.0/STATE/sparkplug host_id topic is used.

More details

and requirements on Birth certificates can be found in Edge Node Birth

Certificates and Host Application Birth Certificates

2.5.

Persistent vs Non-Persistent Connections for Edge Nodes

Persistent cd

times. They never send an MQTT DISCONNECT control packet [MQTTV5-3.14] during oy

operation. T}
node in the i
BIRTH/DEA

But in some
applications
connected to
an MQTT DI
“gracefully”.
Sparkplug H

nnections are intended to remain connected to the MQTT infrastructure at al

nis fact lets the Host Applications provide the real-time state of every\persiste
nfrastructure within the configured MQTT Keep Alive period using the
['H mechanisms defined above.

1se cases, such as sending GPS coordinates for asset trackifng.or other IOT

with periodic data from sensors, MQTT enabled devices do not need to rema
the MQTT infrastructure. In these use cases, all the D&vice needs to do is to i
CONNECT control packet prior to going offline to leave the MQTT infrastruct
[n this case an MQTT device or associated DEATH certificate will not be sent
pst Applications. System designers just need{o be aware that the metricin t

Host Applic
the current
metric times
last updated

Non-persist
the establis

good repres
was termina

Regardless

[tck-
MQT
flag t

ion will represent “Last Known Good” values with a timestamp of this data

amp values can be used to determiné.when the values from this Edge Node ¥

nt MQTT Enabled Devices sheuld still register a proper DEATH Certificate up

ent of an MQTT session. In'this manner, the Host Application can still have
ntation of last known good process variable versus the fact that the MQTT se
ed prior to the Edge Nede being able to complete its transaction.

a persistent onnon-persistent connection, the following rules must be folloy

d-principles-persistence-clean-session-311] If the MQTT client is using
v3.1.1,the Edge Node’s MQTT CONNECT packet MUST set the 'Clean Se
true.

true and the 'Session Expiry Interval’ to 0.

3.

This section
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Device :]
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Edge Node
(Sparkplug)

IT OoT

Figurg 3 - MQTT SCADA Infrastructure
3.1. | MQTT Server(s)

MQTT| enabled infrastructure requires that one or more MQTT Servers are present|in the
infrastructure..The only requirement that the Eclipse Sparkplug specification places on the
selectjon ofan-MQTT Server component in the architecture is it is required to be cqmpliant
with d subsét of the MQTT specification. Specifically it must meet the requirementg defined in
the MPDEY Server Conformance Section. The MQTT Server should also be sized to properly
manage all MQTT message traffic.

One can implement the use (if required) of multiple MQTT servers for redundancy, high
availability, and scalability within any given infrastructure.

3.2. MAQTT Edge Node

In the context of this specification, an MQTT Edge Node is any MQTT v3.1.1 [MQTTV3.1.1] or
v5.0 [MQTTVS5] compliant MQTT Client application that manages an MQTT session and
provides the physical and/or logical gateway functions required to participate in the topic
namespace and payload definitions described in this document. The Edge Node is responsible
for any local protocol interface to existing legacy devices (PLCs, RTUs, Flow Computers,
Sensors, etc.) and/or any local discrete I/0, and/or any logical internal process variables(PVs).

13 © ISO/IEC 2023 - All rights reserved
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Device/Sensor

The Device/Sensor represents any physical or logical device connected to the MQTT Edge Node
providing any data, process variables or metrics.

3.4.

MQTT Enabled Device (Sparkplug)

This represents any device, sensor, or hardware that directly connects to MQTT infrastructure
using a compliant MQTT v3.1.1 or v5.0 connection with the payload and topic notation as
outlined in this Sparkplug Specification. Note that it will be represented as an Edge Node in the
Sparkplug topte:

3.5. Prim
A Primary H
Edge Node o
be configure
online or off]
Application'.

The Primary|
typical SCAD
Application 1
does suppor
does not pre
the infrastru
should the P
Applications
connected tg

3.6.
A Sparkplug

ary Host Application

pst Application is an MQTT client application that subscribes to MQTT Sparkf
riginated messages. It is deemed 'primary' by the Edge Node. An'Edge Node 1
d to modify its behavior based on one specific Sparklug HostApplication bein
ine. This specific Host Application is referred to as the Edge’Node’s 'Primary

Host Application is often also referred to as the SCADA Host or [IoT Host. In
A/110T infrastructure implementations, there will be only one Primary Host
esponsible for the monitoring and control ofa.given MQTT Edge Node. Spar}
 the notion of multiple Primary Host Applications for any one Edge Node. Th
clude any number of additional Sparkplug-Host Applications from participati
cture that are in either a pure monitoring mode, or in the role of a hot standb
rimary Host Application go offline. Jn addition, there could be multiple Host
which are each the Primary Host/Application for some subset of Edge Nodes
the MQTT infrastructure.

Sparkplug Host Applicatio®

Host Application is.any Sparkplug MQTT client that consumes the real-time

Sparkplug miessages or any other data being published with proper permission and secur

[tck-id-com
messages tg

ponents-ph:state] A Sparkplug Host Application MUST utilize the STATH
denote whether it is online or offline at any given point in time.

4.

lug
nay

g
Host

(plug
B

hgin
y

Ity.

Topicssdnd Messages

To get a working Message Oriented Middleware based SCADA system using MQTT, the first
thing that must be defined is a topic namespace to work within. The beauty of MQTT is the fact
that you can just come up with an arbitrary topic like “Portland/Temperature”, connect to an
MQTT Server, and start publishing the temperature value. For this data to be useful to other
MQTT Client applications that want to consume the temperature values, the Topic Namespace
needs to be understood by everyone participating in the data exchange.

Every MQTT message published typically consists of a topic and payload components. These
components are the overhead of an MQTT message as measured in bytes on the wire. The
Eclipse Sparkplug Specification is designed to keep these components meaningful and easy to
understand, but not to get so verbose as to negatively impact bandwidth/time sensitive data

exchange.
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4.1. Topic Namespace Elements

[tck-id-topic-structure] All MQTT clients using the Sparkplug specification MUST use the
following topic namespace structure:

namespace/group_id/message_type/edge_node_id/[device_id]
4.1.1. namespace Element

The namespace element of the topic namespace is the root element that will define both the
structure of the remaining namespace elements as well as the encoding used for the associated
payload data. The Sparkplug specification defines two (2) namespaces. One is for,Sparkplug
payload definition A (now deprecated), and the second is for the Sparkplug payload definition
B.

[tck-id-topic-structure-namespace-a] For the Sparkplug B version of the paylpad
definition, the UTF-8 string constant for the namespace element MUST be:

spBv1l].0

Note that for the remainder of this document, the version ofthe Sparkplug Payload| definition
does njot affect the topic namespace or session state mandgement as they will remgin the same.
There|are separate definitions in this document for thé-encoding used for both the A and B
versigns of Sparkplug MQTT message payloads.

4.1.2.| group_id Element

The Group ID element of the topic namespace provides for a logical grouping of Sparkplug Edge
Nodeq into the MQTT Server and back out to the consuming Sparkplug Host Applications.

[tck-ifl-topic-structure-namespace-valid-group-id] The format of the Group ID MUST be
a valid UTF-8 string with the exception of the reserved characters of + (plus),|/ (forward
slash), and # (number sign):

In moft use cases to minimize bandwidth, the Group ID should be descriptive but ajs small as
possible. Examples oftwhere the [group_id] might be used include Oil/Gas applications where
Sparkplug Edge Nodes on a physical pipeline segment all have the same [group_id]| Plant floor
appligations may group Sparkplug Edge Nodes based on logical cell or manufacturing line
requifements,

4.1.3.| niessage_type Element

The message_type element of the topic namespace provides an indication as to how to handle
the MQTT payload of the message. Note that the actual encoding of the payload will vary
depending on the version of the Sparkplug implementation as indicated by the namespace
element.

The following message_type elements are defined for the Sparkplug topic namespace:
¢ NBIRTH - Birth certificate for Sparkplug Edge Nodes
e NDEATH - Death certificate for Sparkplug Edge Nodes
e DBIRTH - Birth certificate for Devices

. DDEATH - Death certificate for Devices
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NDATA - Edge Node data message
DDATA - Device data message

NCMD - Edge Node command message
DCMD - Device command message

STATE - Sparkplug Host Application state message

The specification for each of these message_type elements are detailed later in this document.

4.1.4. edge]

The edge_no
Edge Node w

[tck-id-topi
combined w
group_id/ec

[tck-id-topi
MUST be a v

(forward slash), and # (number sign).

The topic elg
as possible.

4.1.5. devicq

The device_i

(physically o logically) to the Sparkplug*Edge Node. Note that the device_id is an optiona
element with

the edge_nod

[tck-id-topi
a valid UTFH
# (number s

[tck-id-topi
from other

node_id Element

de_id element of the Sparkplug topic namespace uniquely identifies the!Sparl
ithin the infrastructure.

C-structure-namespace-unique-edge-node-descriptor] The group_id
ith the edge_node_id element MUST be unique from any,other
lge_node_id assigned in the MQTT infrastructure.

C-structure-namespace-valid-edge-node-id] The format of the edge_nods
alid UTF-8 string with the exception of the resérved characters of + (ply

ment edge_node_id travels with every message published and should be as s}

b_id Element

1 element of the Sparkplug topie¢ hamespace identifies a device attached

in the topic namespace-as;some messages will be either originating or destin
le_id and the device_id would not be required.

c-structure-namespace-valid-device-id] The format of the device_id MU
8 string except for the reserved characters of + (plus), / (forward slash]

ign).

c-structure-namespace-unique-device-id] The device_id MUST be uniqu
levices being reported on by the same Edge Node.

[tck-id-topie

kplug

b id
1s), /

hort

ed to

5T be
, and

[

MAY be dupllcated from Edge Node to other Edge Nodes The dev1ce id element travels )
with every message published and should be as short as possible.

[tck-id-topic-structure-namespace-device-id-associated-message-types] The device_id
MUST be included with message_type elements DBIRTH, DDEATH, DDATA, and DCMD
based topics.

[tck-id-topic-structure-namespace-device-id-non-associated-message-types] The
device_id MUST NOT be included with message_type elements NBIRTH, NDEATH, NDATA,
NCMD, and STATE based topics
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4.2. Message Types and Contents

Sparkplug defines the topic namespace for set of MQTT messages that are used to manage
connection state as well as bidirectional metric information exchange that would apply to
many typical real-time SCADA/IIoT, monitoring, and data collection system use cases. The
defined message types are:

e NBIRTH - Birth certificate for Sparkplug Edge Nodes

e NDEATH - Death certificate for Sparkplug Edge Nodes

e | DBIRTH - Birth certificate for Devices

e | DDEATH - Death certificate for Devices

e | NDATA - Node data message

e | DDATA - Device data message

e | NCMD - Node command message

e | DCMD - Device command message

e | STATE - Sparkplug Host Application state message
Using|these defined messages Host Applications-€an:

e | Discover all metadata and monitor state of all Edge Nodes and Devices connected to the
MQTT infrastructure.

e | Discover all metrics which include all diagnostics, properties, metadata, and current
state values.

e | Issue write/command messages to any Edge Node or Device metric.

This spction defines thespayload contents and how each of the associated message types can be
used.

4.2.1.| Edge Nodge

Topic (NBIRFH
¢ | Jtek-id-topics-nbirth-topic] The Birth Certificate topic for a Sparkplug Edge Node

MUST bhbe-afthe form-'namecpnacelsrannid/ANRIRTH foadoce nadei1d wwh re the

VAU J 1 UL UL LiIV 1VUL 11X ll“lll\aayu\'\vl Sl U“P_l“l IVEAJEIAN X lll D“s\:_llu“b_l“ AAR Y
namespace is replaced with the specific namespace for this version of Sparkplug
and the group_id and edge_node_id are replaced with the Group and Edge Node ID
for this specific Edge Node.

Payload (NBIRTH)

The Sparkplug Edge Node Birth Certificate payload contains everything required to build out a
data structure for all metrics for this Edge Node. At the time any Host Application receives an
NBIRTH, the 'online’ state of this Edge Node should be set to 'true’ along with the associated
'online’ date and time parameter. Note that the Edge Node Birth Certificate ONLY indicates the
Edge Node itself is online and in an MQTT Session, but any devices that have previously
published a DBIRTH will still have STALE metric quality until the Host Application receives the
new DBIRTH messages associated with the new Sparkplug session..
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The NBIRTH message requires the following payload components.

e [tck-id-topics-nbirth-mqtt] NBIRTH messages MUST be published with MQTT QoS
equal to 0 and retain equal to false.

e [tck-id-topics-nbirth-seq-num] The NBIRTH MUST include a sequence number in
the payload and it MUST have a value of 0.

e [tck-id-topics-nbirth-timestamp] The NBIRTH MUST include a timestamp
denoting the date and time the message was sent from the Edge Node.

. [tck-1d-topics-nbirth-metric-reqs] The NBIRTH MUST include every metricthe
Edge[Node will ever report on.

e [tck-id-topics-nbirth-metrics] At a minimum each metric MUST include the metric
namg, datatype, and current value.

e [tck-id-topics-nbirth-templates] If Template instances will be published by this
Edge|Node or any devices, all Template definitions MUST be published in the
NBIR[TH.

e [tck-id-topics-nbirth-bdseq-included] A bdSeq number as a metric MUST be
included in the payload.

. [tck-;d-topics-nbirth-bdseq-matching] This MUST match the bdSeq number
provided in the MQTT CONNECT packet’s Will Message payload.

- | This allows Host Applications to correlate NBIRTHs to NDEATHs.

¢ [tck-id-topics-nbirth-bdseq-increment] The bdSeq number MUST start at zerjo and
increment by one on every newMQTT CONNECT packet.

e [tck-id-topics-nbirth-rebirth-metric] The NBIRTH message MUST include a metric
with the name 'Node Control/Rebirth'. It MUST be of datatype boolean and have a
valugq of false.

Tt

- | The 'Node Control/Rebirth' metric is used by Host Application(s) to request a

new NBIRTH and DBIRTH(s) from an Edge Node.

The NBIRTH|message can also include additional Node Control payload components. These are
used by a Sparkplug Host Application to control aspects of the Edge Node. The following dre

examples of Nede-Controlmetries-

e  Metric name: ‘Node Control/Reboot’
- Used by Host Application(s) to reboot an Edge Node.
e  Metric name: ‘Node Control/Next Server’

- Used by Host Application(s) to request an Edge Node to walk to the next MQTT
Server in its list in multi-MQTT Server environments.

e  Metric name: ‘Node Control/Scan Rate’

- Used by Host Application(s) to modify a poll rate on an Edge Node.
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The NBIRTH message can also include optional ‘Properties’ of an Edge Node. The following are
examples of Property metrics.

Metric name: ‘Properties/Hardware Make’

Used to transmit the hardware manufacturer of the Edge Node
Metric name: ‘Properties/Hardware Model’

Used to transmit the hardware model of the Edge Node

Data N

Once :
Repor
enablg

state ¢f all connected Sparkplug Edge Nodes and térély on Report by Exception (R

messd

not explicitly disallowed by the Sparkplug Specification but it is discouraged. Due t

aware
a peri

Topic

The p
that n

Paylod

MetricrameProperties /0S5’
- Used to transmit the operating system of the Edge Node
Metric name: ‘Properties/OS Version’

Used to transmit the OS version of the Edge Node

Viessage (NDATA)

in Sparkplug Edge Node is online with a proper NBIRTH it is in a mode of quiescent

t by Exception (RBE) or time based reporting of metric information that char
s the advantages of the native Continuous Session Awareness of MQTT to m

ges for metric state changes over the MQTF'session connection. Time based

ness provided by MQTT and Sparkplug it is not necessary to send the same d
bdic basis.

NDATA)

[tck-id-topics-ndata-topic] The Edge Node data topic for a Sparkplug E
MUST be of the form'namespace/group_id/NDATA/edge_node_id' whe
namespace is replaced with the specific namespace for this version of
and the group_id:and edge_node_id are replaced with the Group and Eq
for this specific Edge Node.

hyload of NDATA messages will contain any RBE or time based metric Edge N
ped to bereported to any subscribing MQTT clients.

d{NPATA)

1ges. This
nitor the
BE)
reporting is
D the session
ata again on

dge Node
re the
Sparkplug
lge Node ID

ode values

The N
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DATA message requires the following payload components.

[tck-id-topics-ndata-mqtt] NDATA messages MUST be published with MQTT QoS

equal to 0 and retain equal to false.

[tck-id-topics-ndata-seq-num] The NDATA MUST include a sequence number in

the payload and it MUST have a value of one greater than the previous

MQTT

message from the Edge Node contained unless the previous MQTT message

contained a value of 255. In this case the sequence number MUST be 0.

[tck-id-topics-ndata-timestamp] The NDATA MUST include a timestam
the date and time the message was sent from the Edge Node.
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e [tck-id-topics-ndata-payload] The NDATA MUST include the Edge Node’s metrics
that have changed since the last NBIRTH or NDATA message.

Death Message (NDEATH)

The Death Certificate topic and payload described here are not “published” as an MQTT
message by a client, but provided as parameters within the MQTT CONNECT control packet
when this Sparkplug Edge Node first establishes the MQTT Client session.

Immediately upon reception of an Edge Node Death Certificate (NDEATH message) with a

bdSeq number that matches the preceding bdSeq number in the NBIRTH, any Host Application
subscribed tp this Edge Node should set the data quality of all metrics to STALE and should
note the tim¢stamp when the NDEATH message was received.

Topic (NDEATH)
d-topics-ndeath-topic] The Edge Node Death Certificate topic for a Sparkplug
Edge|[Node MUST be of the form 'namespace/group_id/NDEATH /édge_node_id’
the namespace is replaced with the specific namespace for this version of

paylgad that MUST only include a single metric, the bdSeq number, so that the
NDEATH event can be associated with the NBIRTH. Since this is typically published
by th¢ MQTT Server on behalf of the Edge Node, information about the current state of
ge Node and its devices is not and.eannot be known. As a result, [tck-id-topics-

ndeath-seq] The NDEATH message MUST NOT include a sequence number.

()

The MQTT payload typically associated with this topic can include a Birth/Death sequenc
number used to track and synchronizé€ Birth and Death sequences across the MQTT
infrastructure. Since this payload will be defined in advance, and held in the MQTT server|and
only delivergd on the termination of an MQTT session, not a lot of additional diagnostic
information fan be pre-populated into the payload.

Command (NCMD)
Topic (NCMD

The NCMD cpmimand topic provides the topic namespace used to send commands to any
connected Edge Nodes. This means sending an updated metric vatue to an associated metric
included in the NBIRTH metric list.

¢ [tck-id-topics-ncmd-topic] The Edge Node command topic for a Sparkplug Edge
Node MUST be of the form 'namespace/group_id/NCMD/edge_node_id' where the
namespace is replaced with the specific namespace for this version of Sparkplug
and the group_id and edge_node_id are replaced with the Group and Edge Node ID
for this specific Edge Node.

Payload (NCMD)

The NCMD message requires the following payload components.
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4.2.2.

[tck-id-topics-ncmd-mqtt] NCMD messages MUST be published with MQTT QoS

equal to 0 and retain equal to false.

[tck-id-topics-ncmd-timestamp] The NCMD MUST include a timestamp

denoting

the date and time the message was sent from the Host Application’s MQTT client.

[tck-id-topics-ncmd-payload] The NCMD MUST include the metrics that need to be

written to on the Edge Node.

Device/Sensor

The Sj
logica
ensur
and/o9
Appliq
seen)

The D
for thi
'onlin

Topic

Paylog
The D

parkplug Edge Node is responsible for the management of all attached physic
devices. Once the Edge Node has published its NBIRTH, any Sparkplug Hast
es that the metric structure has the Edge Node in an 'online’ state. But-each p
r logical device connected to this node will still need to provide thiSDBIRTH
ations create/update the metric structure (if this is the first time'this device
and set any associated metrics in the application to a “GOOD” state.

BIRTH payload contains everything required to build out'a-data structure for
s device. The 'online’ state of this device should be setto-TRUE along with th
p' date and time this message was received.

DBIRTH)
[tck-id-topics-dbirth-topic] The Device Birth topic for a Sparkplug Dev
be of the form 'namespace/group_id/DBIRTH/edge_node_id/device_id|
namespace is replaced with the spetcific namespace for this version of |
and the group_id, edge_node_id, and device_id are replaced with the Gr
Node, and Device ID for this specific Device.

d (DBIRTH)
BIRTH message requires-the following payload components.

[tck-id-topics-dbirth-mqtt] DBIRTH messages MUST be published with
equal to 0 and netain equal to false.

[tck-id-topics-dbirth-seq] The DBIRTH MUST include a sequence numh
payloadand it MUST have a value of one greater than the previous MQ
from the Edge Node contained unless the previous MQTT message cont
value of 255. In this case the sequence number MUST be 0.

al and/or
Application
hysical
before Host
has been

all metrics
b associated

ice MUST

' where the
bparkplug
oup, Edge

MQTT QoS

er in the
I'T message
fained a

[tck-id-topics-dbirth-timestamp] The DBIRTH MUST include a timestamp

denoting the date and time the message was sent from the Edge Node.

[tck-id-topics-dbirth-metric-reqs] The DBIRTH MUST include every metric the

Edge Node will ever report on.

[tck-id-topics-dbirth-metrics] At a minimum each metric MUST include the metric

name, metric datatype, and current value.

The DBIRTH message can also include optional ‘Device Control’ payload components. These
are used by a Host Application to control aspects of a device. The following are examples of
Device Control metrics.

21

Metric name: ‘Device Control/Reboot’
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- Used by Host Application(s) to reboot a device.
e  Metric name: ‘Device Control/Rebirth’

- Used by Host Application(s) to request a new DBIRTH from a device.
e  Metric name: ‘Device Control/Scan rate’

- Used by Host Application(s) to modify a poll rate on a device.

The DBIRTH message can also include optional ‘Properties’ of a device. The following are
examples of Property metrics.

e  Metrig name: ‘Properties/Hardware Make’
- | Used to transmit the hardware manufacturer of the device
e Metrif name: ‘Properties/Hardware Model’
- | Used to transmit the hardware model of the device
e  Metrig name: ‘Properties/FW’
- | Used to transmit the firmware version of the device
Data Messagp (DDATA)

Once a SparKplug Edge Node and associated Devicesare all online with proper Birth
Certificates if is in a mode of quiescent Report by“Exception (RBE) reporting of any metri¢ that
changes. Thip takes advantage of the native Continuous Session Awareness of MQTT to monitor
the state of dlll connected devices and can rely on Report by Exception (RBE) messages for any
metric value|change over the MQTT session connection. Again, time based reporting can he
used instead|of RBE but is discouraged and typically unnecessary.

Topic (DDATA)
e [tck-id-topics-ddata-topic] The Device command topic for a Sparkplug Device
MUST be of the form'namespace/group_id/DDATA/edge_node_id/device_id'

where the namespace is replaced with the specific namespace for this version of
Sparkplug and'the group_id, edge_node_id, and device_id are replaced with the
Group, Edge-Node, and Device ID for this specific Device.

The payload|of DDATA messages can contain one or more metric values that need to be
reported.

Payload (DDATA)
The DDATA message requires the following payload components.

e [tck-id-topics-ddata-mqtt] DDATA messages MUST be published with MQTT QoS
equal to 0 and retain equal to false.

¢ [tck-id-topics-ddata-seq-num] The DDATA MUST include a sequence number in
the payload and it MUST have a value of one greater than the previous MQTT
message from the Edge Node contained unless the previous MQTT message
contained a value of 255. In this case the sequence number MUST be 0.
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Death

[tck-id-topics-ddata-timestamp] The DDATA MUST include a timestamp denoting
the date and time the message was sent from the Edge Node.

[tck-id-topics-ddata-payload] The DDATA MUST include the Device’s metrics that
have changed since the last DBIRTH or DDATA message.

Message (DDEATH)

It is the responsibility of the Sparkplug Edge Node to indicate the real-time state of either
physical legacy device using poll/response protocols and/or local logical devices. If the device

beco
Edge

Imme
shoul
timest

Topic

Paylod
The D

Comm

The D
device

jbility of the
ode to publish a DDEATH on behalf of the end device.

iately upon reception of a DDEATH, any Host Application subscribed to this|device
set the data quality of all metrics for the Device to STALE and should note the
amp when the DDEATH message was received.

DDEATH)
[tck-id-topics-ddeath-topic] The Device Death Certificate topic for a Sparkplug
Device MUST be of the form

'namespace/group_id/DDEATH/edge_node_id /device_id' where the namespace is
replaced with the specific namespace for this version of Sparkplug and the
group_id, edge_node_id, and device_id are‘replaced with the Group, Edge Node,
and Device ID for this specific Device.

d (DDEATH)
DEATH message requires the following payload components.

[tck-id-topics-ddeath-mqtt] DDEATH messages MUST be published with MQTT
QoS equal to 0 and retain equal to false.

[tck-id-topics-ddeath-seq-num] The DDEATH MUST include a sequence number in
the payload and it MUST have a value of one greater than the previous MQTT
message from the Edge Node contained unless the previous MQTT message
contained a'value of 255. In this case the sequence number MUST be 0.

and (DCAMJ)

.This means sending a new metric value to an associated metric included in the DBIRTH

CMD topic provides the topic namespace used to publish metrics to any connFcted

metric list.

Topic DCMD)

[tck-id-topics-dcmd-topic] The Device command topic for a Sparkplug Device
MUST be of the form 'namespace/group_id/DCMD/edge_node_id/device_id' where
the namespace is replaced with the specific namespace for this version of
Sparkplug and the group_id, edge_node_id, and device_id are replaced with the
Group, Edge Node, and Device ID for this specific Device.

Payload (DCMD)

The DCMD message requires the following payload components.
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e [tck-id-topics-dcmd-mqtt] DCMD messages MUST be published with MQTT QoS

equal to 0 and retain equal to false.

e [tck-id-topics-dcmd-timestamp] The DCMD MUST include a timestamp denoting
the date and time the message was sent from the Host Application’s MQTT client.

e [tck-id-topics-dcmd-payload] The DCMD MUST include the metrics that need
written to on the Device.

4.2.3. Birth Certificate Message (STATE)

to be

[tck-id-hostrtopic-phid-birth-message] The first MQTT message a Host Application
publish is a Birth Certificate. The Host Application Death Certificate is registered within
establishment of the MQTT session and is published as a part of the native MQTT transpo
the MQTT sefssion terminates for any reason.

The Birth Certificate that is defined here is an MQTT application level message published
the Sparkplug Host Application MQTT Client application.

d-host-topic-phid-birth-qos] The MQTT Quality of Service (QoS) MUST L
to1l

d-host-topic-phid-birth-retain] The MQTT rétain flag for the Birth Certi
MUST be set to TRUE

Birth Certificqte Topic (STATE)

The topic us¢d for the Host Birth Certificate is identical to the topic used for the Death
Certificate. [fck-id-host-topic-phid-birth-topic] The Sparkplug Host Application Birt]
topic MUST e of the form spBv1.0/STATE/sparkplug_host_id where the
sparkplug _host_id must be replaced with the specific Spakrplug Host ID of this
Sparkplug Host Application.

e [tck-id-host-topic-phid-birth-sub-required] The Sparkplug Host Application
subsg¢ribe to its own spBv1.0/STATE/sparkplug_host_id and the appropriate
spBv].0 topic(s) immediately after successfully connecting to the MQTT Serv

- | An 'appropriate’ spBv1.0 topic could simply be 'spBv1.0/". However, it may

make sense for a Host Application to subscribe only to a specific Sparkplug Gn
For example subscribing to spBv1.0/Group1/ is also valid. A Host Applicatior
could even issue a subscription to subscribe to only a single Sparkplug Edgg

MUST
the
rtif

by

)e set

ficate

MUST

er.

lso
up.

)

Node using this: spBv1.0/Group1/+/EdgeNodel/#. A Sparkplug Host
Application could subscribe to a combination of specific Sparkplug Groups
and/or Edge Nodes as well.

e [tck-id-host-topic-phid-birth-required] The Sparkplug Host Application MUST

publish a Sparkplug Host Application BIRTH message to the MQTT Server
immediately after successfully subscribing its own
spBv1.0/STATE/sparkplug host_id topic.

Birth Certificate Payload (STATE)

e [tck-id-host-topic-phid-birth-payload] The Birth Certificate Payload MUST be
JSON UTF-8 data. It MUST include two key/value pairs where the one key MUST be

‘online’ and it’s value is a boolean 'true’. The other key MUST be 'timestamp’

and
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the value MUST be a numeric value representing the current UTC time in
milliseconds since Epoch.

¢  [tck-id-host-topic-phid-birth-payload-timestamp] The timestamp metric value
MUST be the same timestamp value set in the immediately prior MQTT CONNECT
packet’s Will Message payload.

Sparkplug B payloads are not used for encoding in this payload. This allows Host Applications
to work across Sparkplug payload types.

4.2.4. Death Certificate Message (STATE)

When(the Sparkplug Host Application MQTT client establishes an MQTT sessien/tojthe MQTT
Server(s), the Death Certificate will be part of the Will Topic and Will Payload registered in the
MQTT CONNECT packet.

¢ | [tck-id-host-topic-phid-death-qos] The MQTT Quality of Service (QoS) MUST be
setto1

e | [tck-id-host-topic-phid-death-retain] The MQTT retain flag for the Birth
Certificate MUST be set to TRUE

Death|Certificate Topic (STATE)

¢ | [tck-id-host-topic-phid-death-topic] TheSparkplug Host Application Death topic
MUST be of the form spBv1.0/STATE/sparkplug_host_id where the
sparkplug_host_id must be replaced with the specific Sparkplug Host ID of this
Sparkplug Host Application.

e | [tck-id-host-topic-phid-death<required] The Sparkplug Host Applicatign MUST
provide a Will message inthe MQTT CONNECT packet

- This is the Sparkplug Host Application DEATH certificate

Death|Certificate Payload (STATE)
¢ | [tck-id-host-tepic-phid-death-payload] The STATE Death Certificate Pdyload
MUST be JSON UTF-8 data. It MUST include two key/value pairs where jone key
MUST be‘enline’ and it’s value is a boolean 'false’. The other key MUST|be
‘timestamp' and the value MUST be a numeric value representing the qurrent UTC
time:in milliseconds since Epoch.

e | [tek-id-host-topic-phid-death-payload-connect] The Death Certificate’s used in
the MQTT CONNECT packet Will message MUST use a timestamp value that
represents the current UTC time at the time of the CONNECT packet is sent to the
MQTT Server.

¢ [tck-id-host-topic-phid-death-payload-disconnect-clean] If a Host Application is
disconnecting cleanly using MQTT DISCONNECT packet, the Host Application
MUST publish a Death Certificate payload before sending the MQTT DISCONNECT
packet with the timestamp set to the current UTC time the disconnect is
occurring.

¢ [tck-id-host-topic-phid-death-payload-disconnect-with-no-disconnect-packet] If a
Host Application is disconnecting and not using an MQTT DISCONNECT packet, the
Host Application MUST publish a Death Certificate payload before terminating the
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MQTT connection with the timestamp set to the current UTC time the disconnect
is occurring.

5. Operational Behavior

An MQTT based SCADA system is unique in that the Primary Host Application is not
responsible for establishing and maintaining connections to the Edge Nodes as is the case in
most existing legacy poll/response device protocols. With an MQTT based architecture, both
the Host Applications as well as the Edge Nodes establish MQTT Sessions with one or more
central MQTT Servers. This is the desired functionality as it provides the necessary decgupling
from any ong¢ application and any given Edge Node/Device. Additional Sparkplug Host
Application MQTT clients can connect and subscribe to any of the real time data without
impacting the Primary Host Application.

Due to the njture of real time SCADA solutions, it is very important for the Primary Host
Application and all connected Edge Nodes to have the MQTT Session state_information for each
other. In ordgr to accomplish this the Sparkplug Topic Namespace definitions for Birth/Dgath

Certificates 4long with the defined payloads provide both state and centext between the
Primary Hosf Application and the associated Edge Nodes. In most use cases and solution
scenarios there are two main reasons for this "designation” of a-Primary Host Application|:

1. Only the Primary Host Application should have thé/pérmission to issue commands|to
Edge Nodes.

2. In high availability and redundancy use cases where multiple MQTT Servers are uged,
SparKplug Edge Nodes need to be aware.of whether the Primary Host Application is
conngcted to each MQTT Server in theinfrastructure. If the Primary Host Application
STATE shows that an Edge Node isconnected to an MQTT Server that the Primary|Host
Applifation is NOT connected te,-then the Edge Node should connect to the next
availgdble MQTT Server where STATE for the Primary Host Application shows
'online=true’.

5.1. Timestamps in Spatkplug

An important aspect of,;Sparkplug is its use of time. All timestamps must be in Coordinategl
Universal Tifne (UTC)yIn order to ensure this is the case, all Sparkplug Edge Nodes and

lich
amps

are accurate and in UTC is crltlcal to all timestamps in Sparkplug

5.2. Case Sensitivity in Sparkplug

The MQTT specification states that MQTT topics are case sensitive [MQTTV5-4.7.3]. For
example, the topic a/b is different than A/b. Sparkplug in turn is also case sensitive with regard
to both topics as well as metric names. So, a metric 'temperature’ is not the same as the metric
'Temperature'. However, this generally should be avoided. Many Host Applications may not be
able to differentiate the two metric names as unique. Many databases are case-insensitive and
would not be able to handle this situation well.
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e [tck-id-case-sensitivity-sparkplug-ids] Edge Nodes in a Sparkplug environment
SHOULD NOT have Sparkplug IDs (Group, Edge Node, or Device IDs) that when
converted to lower case match

- For example there should not be two different Edge Nodes publishing NBIRTH
messages on these two topics spBv1.0/Group1/NBIRTH/EdgeNodel and
spBv1.0/group1/NBIRTH/edgenodel

¢ [tck-id-case-sensitivity-metric-names] An Edge Node SHOULD NOT publish metric
names that when converted to all lower case match.

-  For example a DBIRTH should not contain a metric 'a' and another metric 'A".

5.3. | Host Application Session Establishment

The Sparkplug Host Application upon startup or reconnect will immediately try to freate a
Host MQTT Session with the configured MQTT Server infrastructure. Note that the
establishment of an Host Application MQTT session is asynchronous of any other MQTT Client
session. If Edge Nodes are already connected to the MQTT Server infrastructure, thie Sparkplug
Host Application will synchronize using the STATE MQTT tépic. If associated Edge Nodes are
not cannected, the Sparkplug Host Application will synchronize with the Edge Nodes and their
data sfreams when the Edge Nodes publish their Birth Certificates. Any Edge Node fthat has
specifjed this Sparkplug Host Application as its Primary Host Application will will wait to
publigh their Birth Certificates until after they receive the STATE message denoting that the
Primary Host application is online.
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Figure 4 - Host Session Establishment

The session diagram in Figure 4 - Host Session Establishment shows a very simple topology
with a single MQTT Server. The steps outlined in the session diagram are defined as follows:
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Sparkplug Host Applications will try to create an MQTT Session using the M

QTT

CONNECT Control Packet. A Death Certificate is constructed into the MQTT Will Topic

and Will Payload of the CONNECT Control Packet with a Will QoS set to 1 an
Retain flag set to true.

d Will

[tck-id-message-flow-phid-sparkplug-clean-session-311] The CONNECT Control
Packet for all Sparkplug Host Applications when using MQTT 3.1.1 MUST set the

MQTT 'Clean Session' flag to true.

[tck -id- message -flow- phld sparkplug clean sessmn-SO] The CONNECT

MQTT Clean Start ﬂag to true and the Sessmn Explry Interval' to 0:

The MQTT CONNECT Control Packet is acknowledged as successfulwith a v

Control
set the the

hlid MQTT

CONNACK Control Packet from the MQTT Server. From this point,forward in time, the

MQTT Server is ready to deliver a Host Death Certificate any titne the Spark
Application MQTT Client loses connectivity to the MQTT Sefver.

With the MQTT Session established, Sparkplug Host Application MUST issug
subscription for the defined Sparkplug Topic Namespace.

[tck-id-message-flow-phid-sparkplug-subsecription] The subscription g
Sparkplug Topic Namespace and the STATE'topic MUST be done imme

plug Host

an MQTT

n the
liately

after successfully establishing the MQTT session and before publishing its own

STATE message.

[tck-id-message-flow-phid-sparkplug-state-publish] Once an MQTT Se
been established, the Sparkplug Host Application subscriptions on the

Topic Namespace have been-established and the STATE topic subscrip{

been established, the Sparkplug Host Application MUST publish a new
message.

[tck-id-message-flow-phid-sparkplug-state-publish-payload] The Host
Application Birth Certificate Payload MUST be JSON UTF-8 data. It MUS
two key/value pairs where one key MUST be 'online’ and its value is a

‘true’. The.other key MUST be 'timestamp' and the value MUST be the s
set in the immediately prior MQTT CONNECT packet’s Will Message pa

ssion has
Sparkplug
ion has
STATE

T include
boolean
ame value
yload.

[tck-id-message-flow-phid-sparkplug-state-publish-payload-timesta
timestamp value in the Host Application Birth Certificate payload MUS

] The
be the

29

same value set in the immediately prior MQTT CONNECT packet’s Will
payload.

Message

The Host Application is now ready to start receiving MQTT messages from any

connected Edge Node within the infrastructure. At this point, the Host Appli
update the MQTT Client metrics in the Host Application with a current state

cation can
of 'online’

once each Edge Node publishes its Sparkplug NBIRTH and DBIRTH messages. Since the
Sparkplug Host Application is also relying on the MQTT Session to the MQTT Server(s),
the availability of MQTT Servers to the Host Application is also being monitored and

reflected in the MQTT Client metrics in the Host Application.
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4. Ifatany point in time Host Application loses connectivity with the defined MQTT
Server(s), the online=true state of the Server is immediately reflected in the MQTT
Client metrics in the Host Application.

All metric data associated with any Sparkplug Edge Node that was connected
that MQTT Server and known by the Host Application MUST be updated to a

to

STALE data quality if the Host Application loses connection to the MQTT Server.

[tck-id-message-flow-hid-sparkplug-state-message-delivered] After publishing its own

Host Appllcatlon STATE message, if at any pomt the Host Appllcatlon is dellvered a
STATE messag A . - -
immediately republlsh its STATE message to the same MQTT Server w1th a onllne
of true and the 'timestamp’ set to the same value that was used for the timestamp ir
own prior MQTT CONNECT packet Will Message payload.

5.4. Edge|Node Session Establishment

Prior to sending an NBIRTH message, the MQTT client associated with.thie Edge Node mu
subscribe to[receive NCMD messages with the following rules.

e [tck-id-message-flow-edge-node-ncmd-subscribe] The MQTT client associate
with the Edge Node MUST subscribe to a topic of the form
'spBvj1.0/group_id/NCMD/edge_node_id' where,group_id is the Sparkplug G
ID and the edge_node_id is the Sparkplug Edge Node ID for this Edge Node. It
MUST subscribe on this topic with a QoS of1:

— | This subscription is mandatory as,Edge Nodes MUST be able to respond to
'rebirth requests’.

After subscribing, the Edge Node must follow these additional rules.

¢ [tck-id-message-flow-edge-node-birth-publish-connect] Any Edge Node in th
MQTT infrastructure MUST establish an MQTT Session prior to publishing

value
) its

5t

d

oup

[¢%

e [tck-

Edge|Node sends'its MQTT CONNECT packet, it MUST include a Will Message
e [tck-

Node(s MQTT Wlll Message S toplc MUST be of the form

'spB

Group ID and the edge node id is the Sparkplug Edge Node ID for thls Edge N

ode

¢ [tck-id-message-flow-edge-node-birth-publish-will-message-payload] The Edge

Node’s MQTT Will Message’s payload MUST be a Sparkplug Google Protobuf
encoded payload.

e [tck-id-message-flow-edge-node-birth-publish-will-message-payload-bdSeq] The
Edge Node’s MQTT Will Message’s payload MUST include a metric with the name
of 'bdSeq’, the datatype of INT64, and the value MUST be incremented by one from

the value in the previous MQTT CONNECT packet unless the value would be
greater than 255. If in the previous NBIRTH a value of 255 was sent, the next

MQTT Connect packet Will Message payload bdSeq number value MUST have a

value of 0.
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¢ [tck-id-message-flow-edge-node-birth-publish-will-message-qos] The Edge
Node’s MQTT Will Message’s MQTT QoS MUST be 1.

¢ [tck-id-message-flow-edge-node-birth-publish-will-message-will-retained] The
Edge Node’s MQTT Will Message’s retained flag MUST be set to false.

Edge Nodes can be configured to support the concept of a 'Primary Host Application'. In this
case, the Edge Node must wait until the Primary Host Application is online and subscribed to
Sparkplug messages before the Edge Node publishes its NBIRTH and DBIRTH messages.
Spec1fy1ng a Prlmary Host is not requlred for an Edge Node But 1t is often de51red For example

say an

st

Appliq atlon that hlstorlzes the data It would not be benef1c1al for the Sparkplug Edige Node to
publigh data if the Host Application is not connected and subscribed to messages. Instead, it
would be better for the Edge Node to store data while the Host Application'is offline. Once the
Host Application is properly connected, it could then send all of its storéd data and|continue
publighing normally. Once the Sparkplug Edge Node has successfully’¢onnected to the MQTT
Server, it must publish a NBIRTH message. The NBIRTH message-muiist follow the following
rules.|Note if Primary Host is configured for the Edge Node, it must also wait until the Primary

Host denotes it is online before the Edge Node publishes itsNBIRTH message.

¢ | [tck-id-message-flow-edge-node-birth-publish-phid-wait] If the Edge Node is

configured to wait for a Primary Host Application it MUST verify the Primary Host
Application is online via the STATE topi¢.béfore publishing NBIRTH and DBIRTH
messages.

[tck-id-message-flow-edge-nhode-birth-publish-phid-wait-id] If the Edge
Node is configured to wait for a Primary Host Application it MUST validate
the Host Application IDras the last token in the STATE message tppic string
matches the configured Primary Host Application ID for this Edge Node.

[tck-id-message-flow-edge-node-birth-publish-phid-wait-onlin€] If the
Edge Node is'configured to wait for a Primary Host Application it MUST
validate the 'online’ boolean flag is true in the STATE message ppyload
before ‘considering the Primary Host Application to be online and active.

[tck-id-message-flow-edge-node-birth-publish-phid-wait-timestamp] If the
Edge Node is configured to wait for a Primary Host Application if MUST
validate the timestamp value is greater than or equal to the preyious
STATE message tlmestamp value in the STATE message payloa d before

; : re. If no
previous STATE message tlmestamp value has been recelved by this Edge
Node it MUST consider the incoming STATE message to be the latest/valid.

¢ [tck-id-message-flow-edge-node-birth-publish-nbirth-topic] The Edge Node’s
NBIRTH MQTT topic MUST be of the form
'spBv1.0/group_id/NBIRTH/edge_node_id' where group_id is the Sparkplug
Group ID and the edge_node_id is the Sparkplug Edge Node ID for this Edge Node

¢ [tck-id-message-flow-edge-node-birth-publish-nbirth-payload] The Edge Node’s
NBIRTH payload MUST be a Sparkplug Google Protobuf encoded payload.

e [tck-id-message-flow-edge-node-birth-publish-nbirth-payload-bdSeq] The Edge
Node’s NBIRTH payload MUST include a metric with the name of 'bdSeq’ the
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datatype of INT64 and the value MUST be the same as the previous MQTT
CONNECT packet.

¢ [tck-id-message-flow-edge-node-birth-publish-nbirth-qos] The Edge Node’s
NBIRTH MQTT QoS MUST be 0.

¢ [tck-id-message-flow-edge-node-birth-publish-nbirth-retained] The Edge Node’s
NBIRTH retained flag MUST be set to false.

¢ [tck-id-message-flow-edge-node-birth-publish-nbirth-payload-seq] The Edge
Node/ i i

f_NBLRIH_pa;dnad_MﬂSlmdudLa_Sﬂq_numhﬂLLhauﬂmmmn_ﬂ_and_Z 55
(inclysive).

This will become the starting sequence number which all following, messag
include a sequence number that is one more than the previous upto 255 wi
wraps back to zero.

e [tck-id-message-flow-edge-node-birth-publish-phid-offline}Ifthe Edge Node
configured to wait for a Primary Host Application, it is connected to the MQT
Server, and receives a STATE message on its configured’ Primary Host, the
timegtamp value in the payload is greater than or eqaal to the timestamp value

inclu

led in the prior 'online' STATE message, and:the 'online' value is false, i

MUST immediately publish an NDEATH messagé.and disconnect from the M(Q
Serve@r and start the connection establishment process over.

If the Edge Node did not previously receive a STATE message from this Prin
Host Application, it can not check the timestamp value against the previous
value. In this case it MUST honaor;the 'online’ boolean status flag as denoted
payload.

Most implenjentations of a Sparkplug Edge Node for real time SCADA systems will try to

maintain a p
cases where

ersistent MQTT Session with the MQTT Server Infrastructure. But there are u
the MQTT Session does not need to be persistent. In either case, an Edge Nod

try to establish an MQTT Session at any time and is completely asynchronous from any ot
MQTT Client{in the infrastructure. The only exception to this rule is the use case where th
are multiple MQTT Servers and a Primary Host Application. Note this does not refer to the

of the MQTT
MQTT client
Session' flag
flag must be

© ISO/IEC 2023

'Clean Session' flag in MQTT 3.1.1 or the 'Clean Start' flag in MQTT 5.0. All tyj
5 (both-Host and Edge Nodes) in a Sparkplug system MUST always set the 'Clg
inthe MQTT 3.1.1 CONNECT packet to true. When using MQTT 5.0 the 'Clean|

bs will
nere it

is
T

!
TT

hary

in the

se

e can
her
Pre

b USse
pes of
ban
Start'

setto true and the MQTT 'Session Expiry Interval' to zero
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-

Primary Host Application MQTT ferver

Sparkplug Edge Node

|
| (1) CONNECT |
|
|
|

_ (2) SUBSCRIBE( NCMD, DCMD, STATE )

Create/update Edge Node B I
folder and metrics. l
Create and update all _ (3) PUBLISH( NBIRTH ) [
metrics and set data D
quality to 'GOOD'.

Sparkplug Node Session
established.’ Current 'STATE'
is ONLINE,

(normal operation)

(4) "Loss of Connection"

Death} Certifigate

All Edge Node metrics set
to 'STALE'. OFFLINE
time and metrics updated.

Sparkplug Edge Node
Session terminated.
Current 'STATE' is
OFFLINE.

- — —_ = = = = - — — — — 1

"\ .CONNECT

SUBSCRIBE( NCMD, DCMD, STATE )

All Edge Node«megtrics set
to 'GOOD'. GFFLINE < PUBLISH(NBIRTH )
time and_metrics updated.

Sparkplug Edge Node Sesjsion
reestablished. Current 'STATE'
is ONLINE.

(normal operation)

’ MQTT Server

‘ Primary Host Application ‘ Sparkplug Edge Node

Figure 5 - Edge Node MQTT Session Establishment
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The session diagram in Figure 5 - Edge Node MQTT Session Establishment shows a very simple
topology with a single MQTT Server. The steps outlined in the session diagram are defined as
follows:

1. The Edge Node MQTT Client will attempt to create an MQTT connection to the available
MQTT Server(s) using the MQTT CONNECT Control Packet. The Death Certificate
constructed into the Will Topic and Will Payload follows the format defined in section
on NDEATH messages.

2. The subscription to NCMD level topics ensures that Edge Node targeted messages from

the Primary-HostAppheationare-dehvered—The-subseriptionto-DEMB-ensuresthat
device targeted messages from the Primary Host Application are delivered. In
infragtructures with multiple MQTT Servers and a designated Primary Host Application,
the sybscription to STATE informs the Edge Node the current state of the Primary Host

Appligation. At this point the Edge Node has fully completed the steps reéquired for

establishing a valid MQTT Session with the Primary Host Application)

3. Once pn MQTT Session has been established, the Edge Node MQFET client MUST publish
an application level NBIRTH as defined here. At this point, the Primary Host Applidation
will hpve all the information required to build out the Edgé.Node metric structure and
show|the Edge Node in an 'online' state once it publishes’its NBIRTH and DBIRTH
messages.

4. If at apy point in time the Edge Node MQTT Clientloses connectivity to the defined
MQTT Server(s), a Death Certificate (NDEATH)\is issued by the MQTT Server on bghalf
of thel Edge Node. Upon receipt of the Death Certificate with a bdSeq number metrjc that
matches the preceding bdSeq number inithe NBIRTH messages, the Primary Host
Applitation should set the state of the-Edge Node to ‘online=false’ and update all nietric
timestamps related to this Edge Nede. Any defined metrics will be set to a STALE data
quality.

a. | The bdSeq number is-used to correlate an NBIRTH with a NDEATH. Becausg¢ the
NDEATH is included in the MQTT CONNECT packet, its timestamp (if included) is
not useful to, Sparkplug Host Applications. Instead, a bdSeq number must b¢
included as.a'metric in the payload of the NDEATH. The same bdSeq numbejr
metric value must also be included in the NBIRTH message published
immediately after the MQTT CONNECT. This allows Host Applications to knpow
that.a NDEATH matches a specific NBIRTH message. This is required because
tilming with Will Messages may result in NDEATH messages arriving after a
new/next NBIRTH message. The bdSeq number allows Host Applications to
know when it must consider the Edge Node offline.

5.5. Edge Node Session Termination

[tck-id-operational-behavior-edge-node-intentional-disconnect-ndeath] When an Edge
Node disconnects intentionally, it MUST publish an NDEATH before terminating the
connection.

[tck-id-operational-behavior-edge-node-intentional-disconnect-packet] Immediately
following the NDEATH publish, a DISCONNECT packet MAY be sent to the MQTT Server.

e Ifan MQTT DISCONNECT packet is sent by the Edge Node, this signals to the MQTT
Server that the Will Message MUST not be delivered by the MQTT Server to subscribers
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of that message. These subscribers are typically Sparkplug Host Applications. This is
why a Death message MUST be published before disconnecting from the MQTT Server.
It ensures Edge Nodes are notified the Edge Node is now offline.

If an MQTT DISCONNECT packet is not sent by the Sparkplug Edge Node, the MQTT
Server will eventually deliver the Will Message (Death Certificate) to the subscribers.
However, this can take some time to occur based on when the MQTT Server detects that
the Edge Node is no longer connected. By sending the Death Certificate before
disconnecting without sending an MQTT DISCONNECT packet, we are ensuring that a
Death message will be delivered to subscribing clients promptly. The fact that a second

Death message will arrive when the Will Message is delivered is not significhnt. This is
because the Will Message Death message will contain a bdSeq number that matches the
bdSeq number that is published by the Edge Node immediately before|the disconnect.
Because it has a duplicate bdSeq, the Will Message Death message MUST belignored by
the subscribing Sparkplug Host Application clients.

This allows the MQTT Server to be notified that the Edge Node isoffline and as a result the

MQTT
MQTT,

When

Will Message of the Edge Node will not be delivered by the'MQTT Server to subscribed
clients.

an Edge Node goes offline by sending its NDEATH®r if an MQTT Server delivers an

NDEA[TH on behalf of an Edge Node, it is implied that-all of the Edge Node’s associated Devices
are al$o offline. In addition, it is also implied that all metrics in the previous associdted NBIRTH

and all DBIRTHSs in this Sparkplug session underthat Edge Node are now STALE.

For thie following normative statements it.is‘up to the designers of the Sparkplug Hpst

Appliq

ation with regard to how they 'mark’ the Sparkplug Edge Node or Sparkplug|Device as

'offling". It is also up to the designers ofthe Sparkplug Host Application on how they 'mark’ a
metri¢ as STALE. This is an important aspect of Sparkplug in that an NDEATH means the data
was agcurate at a time, but now-that the MQTT session has been lost can no longer pe

considered current or up to date.

Becau
Will M

Node

se an NDEATH maybe sent on behalf of an Edge Node by an MQTT Server in the MQTT
essage, the Spatkplug payload timestamp does not represent the time that the Edge
hctually went offline. As a result, the timestamp associated with NDEATH events must

timestamp of receipt on the Sparkplug Host Application. This is in part why] Sparkplug
g

ith-node-
offline] Immediately after receiving an NDEATH from an Edge Node, Host
Applications MUST mark the Edge Node as offline using the current Host
Application’s system UTC time

[tck-id-operational-behavior-edge-node-termination-host-action-ndeath-node-
tags-stale] Immediately after receiving an NDEATH from an Edge Node, Host
Applications MUST mark all metrics that were included in the previous NBIRTH as
STALE using the current Host Application’s system UTC time

[tck-id-operational-behavior-edge-node-termination-host-action-ndeath-devices-
offline] Immediately after receiving an NDEATH from an Edge Node, Host
Applications MUST mark all Sparkplug Devices associated with the Edge Node as
offline using the current Host Application’s system UTC time
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e [tck-id-operational-behavior-edge-node-termination-host-action-ndeath-devices-
tags-stale] Immediately after receiving an NDEATH from an Edge Node, Host
Applications MUST mark all of the metrics that were included with associated
Sparkplug Device DBIRTH messages as STALEusing the current Host Application’s
system UTC time

For the following assertions an 'online STATE message' is one where a Host Application’s JSON
payload has the 'online' key’s value set to true. An 'offline STATE message' is one where the
Host Application’s JSON payload has the 'online’ key’s value set to false.

following th¢se rules:

e [tck-id-operational-behavior-edge-node-termination-host-offline) If the Edge
Nodelis configured to use a Primary Host Application, it MUST disconnect from the
currgnt MQTT Server if the online JSON value is false and the timestamp valule is
greater than or equal to the previous online STATE message timestamp value.

- | [tck-id-operational-behavior-edge-node-termination-host-offline-
reconnect] If the Edge Node disconnects after being in a Sparkplug session
due to a valid 'offline STATE message', itMUST attempt to connect to the
next MQTT Server in its connection list to start the session establishmgent
procedure over again.

¢ [tck-id-operational-behavior-edge-node-termination-host-offline-timestamp]
Consider an Edge Node that is configured to use a Primary Host Application and
the Efige Node is connected and publishing. Then it receives an offline STATE
messpge. It MUST NOT disconnect if the timestamp value is less than the value
fromthe previous online STATE message.

- | It must not disconnect because the older timestamp value indicates the Host
Application MQTT session that is being denoted as lost is not the one the cufrent
session the Host Application has established with the MQTT Server. Due to how
an MQTTconnection can be lost it is possible and likely that an old Host
Application death message could be delivered after a new Host Application
MQTT session is established. In this case, the timestamp value on the incoming
death message will be older than the current timestamp value. For this reason, it

muct haianarad
T T o T TEIoTTtr

5.6. Device Session Establishment

The aim of the Sparkplug Specification is to enable the transport of real time process variable
information from existing and new end devices measuring, monitoring, and controlling a
physical process into an MQTT infrastructure subsequently a Sparkplug Host Application. In
the context of this document an MQTT Device can represent anything from existing legacy
poll/response driven PLCs, RTUs, HART Smart Transmitters, etc., to new generation
automation and instrumentation devices that can implement a conformant MQTT client
natively.

The preceding sections in this document detail how the Sparkplug Host Application interacts
with the MQTT Server infrastructure and how that infrastructure interacts with the notion of a
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Sparkplug Edge Node. But to a large extent the technical requirements of those pieces of the
infrastructure have already been provided. For most use cases in this market sector the
primary focus will be on the implementation of the Sparkplug Specification between the native

device

and the Edge Node APT’s.

Prior to sending a DBIRTH message, if the Device supports 'writing to outputs' the MQTT client
associated with the Sparkplug Device must subscribe to receive DCMD messages with the
following rules.

A Dev|

session is active. The DBIRTH message must follow the following<ules.

[tck -id- message ﬂow-dev1ce dcmd subscrlbe] If the Device supports w

the Sparkplug Group ID the edge_node_id is the Sparkplug Edge Node I
device_id is the Sparkplug Device ID for this Device. It MUST subscribe
topic with a QoS of 1.

ce can publish a DBIRTH as long as an NBIRTH has been sent previously and

[tck-id-message-flow-device-birth-publish-nbirth-wait] The NBIRTH ny
MUST have been sent within the current MQTT:session prior to a DBIR
published.

[tck-id-message-flow-device-birth-publish-dbirth-topic] The Device’s I
MQTT topic MUST be of the form
'spBv1.0/group_id/DBIRTH/edge_node_id/device_id' where group_id i

riting to

: be-tg a topic of
the form sva1 O/group 1d/DCMD/edge node 1d/dev1ce 1d where gro

up_id is
D and the
on this

the MQTT

jessage
TH being

DBIRTH

s the

Sparkplug Group ID the edge_node_id is the Sparkplug Edge Node ID and the

device_id is the Sparkplug Device ID for this Device.

[tck-id-message-flow-device-birth-publish-dbirth-match-edge-node-td

Device’s DBIRTH MQTT;topic group_id and edge_node_id MUST match ¢

group_id and edge_node_id that were sent in the prior NBIRTH messag|
Edge Node this Device is associated with.

[tck-id-message-flow-device-birth-publish-dbirth-payload] The Device
payload MUST be a Sparkplug Google Protobuf encoded payload.

[tck-id-message-flow-device-birth-publish-dbirth-qos] The Device’s DI
MQTT QoS MUST be 0.

pic] The
he
e for the

's DBIRTH

BIRTH

retained flag UST be set to false.

iee’s DBIRTH

[tck-id-message-flow-device-birth-publish-dbirth-payload-seq] The Device’s
DBIRTH payload MUST include a 'seq’ number that is between 0 and 255
(inclusive) and be one more than was included in the prior Sparkplug message

sent from the Edge Node associated with this Device.

In order to expose and populate the metrics from any device, the following simple session

diagra

37
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.

MQTT Server ‘ Sparkplug Edge Node ’ ‘ Sparkplug Device
1

Primary Host Application
1

YO >

A

Y

=
Y

A

Device metrics are available
and ready to publish.

T
I
|
Create/updpte Device folder |
|

and metric$. Set Device P (4) PUBL|SH( DBIRTH )
to 'ONLINE and metrics <

to quality 'GOOD'

A

Any,device process variable
ormetric change.

change. <

A

Device data becomes
unavailable or stale.

All associated Device (6) PUBLISH ( DDEATH )
metrics afe set to 'STALE' <

‘ 9@kaug Edge Node ’ ‘ Sparkplug Device

0
Primary Host Application ’ MQTT Server

Figure 6 - MQTT Device Session Establishment

The session ¢liagram in Figure 6 - MQTT Device Session Establishment shows a simple topology
with all the §parkplugiélements in place i.e. Host Application, MQTT Server(s), Sparkplug Edge
Node and this element, the device element. The steps outlined in the session diagram are

3 atattea 3 3 atwithin
the infrastructure. Without at least a single MQTT Server the remainder of the infrastructure is
unavailable.

PPy NP W - - DRpy.)
C U C IVI Cl VC dVd dUICT U UpPC U VvV

1. Assuming MQTT Server is available.

2. Assuming the Primary Host Application established MQTT Session with the MQTT
Server(s).

3. The Session Establishment of the associated Sparkplug Edge Node is described in Edge
Node Session Establishment. This flow diagram assumes that the Edge Node session has
already been established with the Primary Host Application. Depending on the target
platform, the Edge Node may be a physical "Edge of Network" gateway device polling
physical legacy devices via Modbus, AB, DNP3.0, HART, etc, an MQTT enabled sensor or
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device, or it might be a logical implementation of one of the Eclipse Tahu compatible
implementations for prototype Edge Nodes running on a Raspberry Pi. Regardless of the
implementation, at some point the device interface will need to provide a state and

associated metrics to publish to the MQTT infrastructure.

State #4 in the session diagram represents the state at which the Edge Node is ready to
report all of its metric data to the MQTT Server(s) as defined in Sparkplug. It is the
responsibility of the Edge Node (logical or physical) to put this information in the form
defined in DBIRTH messages. Upon receiving the DBIRTH message, the Primary Host

Application can build out the proper metric structure and set the Sparkplug

Device to

5.7.

[tck-i
with 4
devic

When
allows

‘online’.

Following the Sparkplug Specification in Device Data Messages (DDATA), al
metrics are published to the Primary Host Application on a Report by Excep
basis using the DDATA message format. Time based reporting is‘not explicit

subsequent
tion (RBE)
ly

disallowed by the Sparkplug Specification but it is discouraged and often uninecessary.

If at any time the Sparkplug Device cannot provide real tite information, thie Sparkplug

Specification requires that an DDEATH be published, This will inform the Pr
Application that all metric information associated with that Sparkplug Devig
STALE data quality.

Device Session Termination

-operational-behavior-device-ddeath]If a Sparkplug Edge Node loses ¢
in attached Sparkplug Device, it MUST publish a DDEATH message on b

al

-

a Sparkplug Device goes offline'by having its DDEATH published by an Edge
Sparkplug Host Applicationsto know that the Sparkplug Device is no longer

curref
live/a
Spark
as offl

Fort
Appliq
desig

it and accurate values to.the Edge Node. Therefore the Edge Node is not able
curate data values on.behalf of the Sparkplug Device to the MQTT Server or
lug Host Applicatiens. As a result the Sparkplug Host Applications must maf
ine and denote the Sparkplug Device’s tags as stale.

e following.nermative statements it is up to the designers of the Sparkplug H
ation with Tegard to how they 'mark’ the Sparkplug Device as 'offline’. It is al
ers of-the Sparkplug Host Application on how they 'mark' a metric as STALE

imary Host
e be setto a

onnection
rhalf of the

Node, it
reporting
to report

in turn to

k the Device

ost

50 up to the
This is an

) time, but

Ice has been

The DDEATH is sent on behalf of a Sparkplug Device by a Sparkplug Edge Node. Because of this,
the Sparkplug payload timestamp associated with a DDEATH is considered accurate and must
be used as the timestamp for a Sparkplug Device being marked as offline and for its associated
metrics being set to STALE.

[tck-id-operational-behavior-edge-node-termination-host-action-ddeath-devices-
offline] Immediately after receiving an DDEATH from an Edge Node, Host Applications
MUST mark the Sparkplug Device associated with the Edge Node as offline using the

times

39

tamp in the DDEATH payload
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[tck-id-operational-behavior-edge-node-termination-host-action-ddeath-devices-tags-
stale] Immediately after receiving an DDEATH from an Edge Node, Host Applications
MUST mark all of the metrics that were included with the associated Sparkplug Device

DBIRTH me

5.8.

ssages as STALE using the timestamp in the DDEATH payload

Sparkplug Host Applications

As noted above, the Sparkplug Host Application has the required permissions to send
commands to Edge Nodes and Sparkplug Devices because Edge Nodes need to know that the
Primary Host Application is connected to the same MQTT Server that it is connected to or to

walk to anot
critical SCAD

But unlike le
being publis]
MQTT Client

The only fun
Sparkplug H
make sure th

eT Server N the Ifrastructure. Botit are COMIMon requirements of a mission
A system.

pacy SCADA system implementations, all real time process variable informat
ned through the MQTT infrastructure is available to any number ofi additiona
5 in the business that might be interested in subsets if not all of the real time

damental difference between a Primary Host Application MQTT Client and ot
pst Application MQTT Clients is that the Edge Nodes in the infrastructure kng
e Primary Host Application is online before publishing data.

5.9. Spar

plug Host Application Message Ordering

Sparkplug Hpst Applications are required to validate the 6rder of messages arriving from
Nodes. This is done using the sequence number which s sent in every NBIRTH, DBIRTH,

NDATA, and [DDATA message that comes from an.Edge Node. Because these MQTT messa
are sent on different topics, it is possible based an*MQTT Server implementations that the
messages may arrive at the Sparkplug Host Application in a different order than they wer
from the Edge Node. This can be especially common when using clustered MQTT Servers.
the responsipility of the Sparkplug Host Application to ensure that all messages arrive wit

'Reorder Ti
In deployme

eout'. In typical environments this timeout can be as little as a couple of seca
hts with very slow networks or clustered MQTT servers it may need to be lon

In some environments, the MQTT Server may ensure in-order delivery of QoSO MQTT

messages ev

For example
sequence nu
timer SHOUI
Timeout tim

en across topics. In these cases this timeout could be zero.

if a Sparkplug Host Application receives messages from an Edge Node with
mbers 1;-2, and 4 then at the time the message with a sequence number 4 arr]
D bestarted within the Host Application. This is the start of the Reordering
e A-message with sequence number 3 MUST arrive before the Reordering

on

data.

her
W to

Edge

bes

se

P sent
Itis
hin a
nds.
ger.

ives, a

a

Timeout elay

Rebirth Request should be sent to the Edge Node. This ensures that the session state is
properly reestablished. If a message with a sequence number of 3 arrives before the Reorder
Timeout occurs then the timer can be shutdown and normal operation of the Host Application

ses Ifa message with sequence number 3 does not arrive hefore the timeou [,

can continue.

It is also important to note that depending on the Sparkplug Host Application’s purpose it may
make sense to never process messages out of order. It also may make sense to not process a
message that arrived out of sequence if its preceding messages didn’t arrive before the Reorder
Timeout. These choices are left to the Sparkplug Host Application developer. For example, a
Host Application that is a time series database may want to insert all data that arrives
regardless of the message order. However, a rules engine Host Application may require that
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messages are processed in order of their sequence numbers to preserve the order of events as

they o

ccurred at the Edge Node.

[tck-id-operational-behavior-host-reordering-param] Sparkplug Host

Applications SHOULD provide a configurable 'Reorder Timeout' parameter

[tck-id-operational-behavior-host-reordering-start] If a Sparkplug Hos

t

Application is configured with a 'reordering timeout’' parameter and a message
arrives with an out of order sequence number, the Host Application MUST start a

timer denoting the start of the Reorder Timeout window

5.10.

For impplementations with multiple MQFT Servers, there is one additional aspect th

be un
possil
Applid
Node
that P

[tck-i
subs]
Host 4
a STA
MUST

Control/Rebirth’ request

Non-normative comment: In most cases a 'Primary Host Application
a Rebirth Request but a Non-Primary Host maymnot

[tck-id-operational-behavior-host-reordering-success] If the missing n
that triggered the start of the Reorder Timeout timer arrive before the
timer elapses, the timer MUST be terminated and normal operation in
Application MUST continue until another-out of order message arrives

Primary Host Application STATE i@Multiple MQTT Server Topologif

lerstood and managed properlyy When multiple MQTT Servers are available

ation loses network connectivity to one of the MQTT Servers. In this instance
would stay properly connected to the MQTT Server publishing information n
rimary Host Application was not able to receive the messages.

-operational-behavior-primary-application-state-with-multiple-serve
When using multiple MQTT Servers and Edge Nodes are configured wit
Application, the Primary Host Application instance MUST be configured
TE Birth/Certificate and all Edge Nodes configured with a Primary Host |
subscribe to this STATE message.

[tck-id-operational-behavior-host-reordering-rebirth] If a Sparkplug-Host
Application is configured with a 'reordering timeout’' parameter and'the Reorder
Timeout elapses and the missing message(s) have not been received, the
Sparkplug Host Application MUST send an NCMD to the Edge-Node with a 'Node

would send

nessage(s)

reordering
the Host

2S

at needs to
there is the

ility of "stranding" an Edge*Nade if the Primary command/control of the Primnary Host

 the Edge
pt knowing

"s-state-

h a Primary
to publish
Application

[tck-i

IFoperatiomat-belavior-pritmary-apptication-state=with=-mmultipte=serve

s-state]

Regardless of the number of MQTT Servers in a Sparkplug Infrastructure, every time a
Primary Host Application establishes a new MQTT Session with an MQTT Server, the
STATE Birth Certificate defined in the STATE description section MUST be the first
message that is published after a successful MQTT Session is established with each
MQTT Server.

Sparkplug Edge Nodes in an infrastructure that provides multiple MQTT Servers can establish
a session to any one of the MQTT Servers.

[tck-id-operational-behavior-primary-application-state-with-multiple-servers-single-
server] The Edge Nodes MUST not connected to more than one server at any point in

time.
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Upon establishing a session, the Edge Node should issue a subscription to the STATE message
published by the Primary Host Application. Since the STATE message is published with the
MQTT RETAIN flag set, MQTT will guarantee that the last STATE message is always available.
The Edge Node should examine the JSON payload of this message to ensure that the value of
the 'online' key is true. If the value is false, this indicates the Primary Application has lost its
MQTT Session to this particular MQTT Server.

[tck-id-operational-behavior-primary-application-state-with-multiple-servers-walk] If
the Primary Host Application is offline as denoted via the STATE MQTT Message, the
Edge Node MUST terminate its session with this MQTT Server and move to the next
available MJTT Server thatis available.

[tck-id-operational-behavior-edge-node-birth-sequence-wait] The Edge Node-MUST also
wait to publish its BIRTH sequence until an online=true STATE message is received|by

the Edge Node. This use of the STATE message in this manner ensures that any loss of
connectivity|between an MQTT Server and the Primary Host Application does-hot result ih
Edge Nodes being "stranded" on an MQTT server because of network issues. The followin
message flow diagram outlines how the STATE message is used whenthree (3) MQTT Serjvers
are availablg in the infrastructure:

(0]

[ Primary Host Application l MQTT Server  MQTT Server  MQTT Server Sparkplug Edge Node
#1 #2 #n -

L L L L

Establish a session with all defined
MQTT Senvers in the inffastructure
and publish a STATE Bifth
Certificate.

Establish an MQTT Session with
1) server and then subscribe to the

STATE message. If the payload is
"OFFLINE" walk to the next Server.

(2) STATE = 'ONLINE'

_ (2) STATE = 'ONLINE'

(2) STATE = 'ONLINE'

(3) STATE for this server is currently 'ONLINE'
< so stay connected here.
All tags for all Edge Nogles and Network(issues
Devices connected to Server #2 and MQTT-Session
set to a data quality of BTALE'. All Terminhated!
connection metrics updpted. < >
(4) STATE = 'QEELINE' STATE for this server changed to 'OFFLINE.
Connect to next available server.

Primary Application keefpstrying to
reestablish a session to Server #2. (5) STATE = 'ONLINE'

Upon success, the STATE is
updated with a new publish. I

LJ

L
Primary Host Application I MQTT#?erver MQTT#gerver MQTT#ierver Sparkplug Edge Node

Figure 7 - Primary Host Application STATE flow diagram

1. When an Edge Node is configured with multiple available MQTT Servers in the
infrastructure it should issue a subscription to the Primary Host Application STATE
message. The Edge Nodes are free to establish an MQTT Session to any of the available
servers over any available network at any time and examine the current STATE value. If
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5.11.
Wwe’ll

the STATE message payload is online=false then the Edge Node should disconnect and

walk to the next available server.

Upon startup, the configured Primary Host Application’s MQTT Client MUST include the

Primary Host Application DEATH Certificate that indicates STATE is online=

false with

the message RETAIN flag set to true in the MQTT Will Message. Then the Primary Host
Application BIRTH Certificate must be published with a STATE payload of online=true.
In both of these messages the timestamp value must match each other and represent
the current connection time. The timestamp value must be a JSON number and

represent the number of UTC milliseconds since Epoch.

As the Edge Node walks its available MQTT Server list, it will establish an M
with a server that has a STATE message with a JSON payload that hasrenline
Edge Node can stay connected to this server if its MQTT Session stdys-intact
not receive the Primary Host Application DEATH Certificate.

Having a subscription registered to the MQTT Server on the STATE topic wi
any change to the current Primary Host Application STATEbeing received i
In this case, a network disruption causes the Primary.Host Application MQT]

terminated the Primary Host Application MQTT Client, to deliver the Death

clients that are currently subscribed to it. Upon‘receipt of the Primary Host

Death Certificate each Edge Node will disconnect from the current MQTT Se
connect to the next MQTT Server in its list- Before the Edge Node disconnec
connects to the next MQTT Server it must validate that the JSON payload de
online=false and the timestamp value is greater than or equal to the prior S’
message timestamp value from that Host Application’s BIRTH message.

on this server is online=true, it can stay connected. In the meantime, the net
disruption between the Primary Host Application and MQTT Server #2 has
corrected. The Primary Host Application has a new MQTT Session establishg
#2 with an updated Birth Certificate of online=true. Now MQTT Server #2 is
accept new Edge Node session requests.

Edge NGde NDATA and NCMD Messages

startthis section with a description of how metric information is published td

QTT Session
=true. The
and it does

I resultin
mmediately.
T Session to

server #2 to be terminated. This will cause the MQT1-Server, on behalf of thie now

Certificate to
Application
rver and

's and

hotes

'ATE

The Edge Node connects ta.the next available MQTT Server and since the current STATE

work

been

bd to server
ready to

the
lition of an

PrimaryHost Application from an Edge Node in the MQTT infrastructure. The defir
Edgea};ﬁmﬂﬁﬁm”" devices
that are interfacing with existing legacy equipment and a logical MQTT endpoint for devices
that natively implement the Sparkplug Specification. The NBIRTH Section defines the Edge
Node Birth Certificate MQTT Payload and the fact that it can provide any number of metrics

that will be exposed in the Primary Host Application. Some examples of these will be "read
only" such as:
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Edge Node Manufacture ID
Edge Node Device Type
Edge Node Serial Number

Edge Node Software Version Number
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Edge Node Configuration Change Count

Edge Node Position (if GPS device is available)

Edge Node Cellular RSSI value (if cellular is being used)
Edge Node Power Supply voltage level

Edge Node Temperature

Other metrics may be dynamic and "read/write" such as:

Edge Node Rebirth command to republish all Edge Node and Device Birth Certificaltes

Edge Node Next server command to move to next available MQTT Server

Edge Node Reboot command to reboot the Edge Node

Edge Node Primary Network (PRI_NETWORK) where 1 = Cellular}2) = Ethernet

The important point to realize is that the metrics exposed in the Primary Host Application for

use in the defsign of applications are completely determined by what metric information i$
published in|the NBIRTH. This is entirely dependent on the application and use-case. Each

specific Edgg¢ Node can best determine what data to expose;-and how to expose it, and it will
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appear in the Primary Host Application metric structure. Metrics can even be
ically at runtime and with a new NBIRTHahd DBIRTH sequence of messages.
i¢s will automatically be added to the Primary Host Application metric structufe.

| ould provide a configuration parameter that would BLOCK output DDATA and

application gystems can be-connected to the same MQTT infrastructure, but only the ones|with

It is also impjortant to note that an Access Control List (ACL) can be used to allow one or more

Applicationsctouldbe

DSt Applications to publish NCMD and DCMD messages to one or more Edge Nodes.

allows for this type of granular access and control

The following simple message flow diagram demonstrates the messages used to update a
changing cellular RSSI value in the Primary Host Application and sending a command from the
Primary Host Application to the Edge Node to use a different primary network path.
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Primary Host Application ’

All metrics provided in Birth &

MQTT Server
L 1
SO o
@ o

-

‘ Sparkplug Edge Node

Edgé¢ Node folder within the
Primiary Application

Certfficate are created in the

New RBSI metric is updated in

the as
folder.

ociated Edge Node

7

Send @ command to the Edge
Node fo set Ethernet as the
network. Writing to

Primafy Host Application
will aufomatically publish
the nepv value.

Prima
the ta{PRI_NETWORK in the

(5) PUBLISH( NCMD )

T
‘ Primary I-Q;Application

>
>

T
MQTT Server

| (4) PUBLISH( NDATA )

) g

Celldlar RSSI level chapges
value, New value is updated
inya payload and published.

|

PRI_NETWORK set to
new value of 2.

©
L

‘ Sparkplug Edge Node

Figure 8 - Edge Node NDATA and NCMD Message Flow

1. | Assuming MQTT Server is available.

2. Assuming the Primary Host Application established MQTT Session with the MQTT
Server(s).

3. The Edge Node has an established MQTT Session and the NBIRTH has been published.
Primary Host Application now has all defined metrics and their current value.

4. The Edge Node is monitoring its local cellular RSSI level. The level has changed and now
the Edge Node wants to publish the new value to the associated metric in Primary Host
Application.

5.  From an operational requirement, the Edge Node needs to be told to switch its primary
network interface from cellular to Ethernet. From the Primary Host Application, the
new metric value is published to the Edge Node using a NCMD Sparkplug message.
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5.12. MQTT Enabled Device Session Establishment

When implementing Sparkplug directly on an I/0 enabled Device, there are two options. The
notion of a 'Sparkplug Device' can be removed entirely. In this scenario the MQTT Client can
publish 'Edge Node level' messages (e.g. NBIRTH, NDEATH, NCMD, and NDATA) and never use
the concept of 'Device level' messages (e.g. DBIRTH, DDEATH, DCMD, and DDATA messages. All
of the metrics can be published on the Edge Node level Sparkplug verbs and simply omit use of
the Device level Sparkplug verbs. Because the Edge Node level verbs encapsulate the
MQTT/Sparkplug Session, this is all that is required.

Alternativel

verbs (NBIRTH, NDEATH, NDATA, NCMD, DBIRTH, DDEATH, DDATA, and DCMD) as any-Qther

Gateway based Edge Node would. From any consuming application this would looklike any
other Edge Node Gateway that may be managing one or more attached devices.

5.13. Sparkplug Host Application Session Establishment

Sparkplug Hpst Applications must follow the following rules when contiécting to the MQT|T

[tck-id-operational-behavior-host-application-host-id] The sparkplug_host_id
MUST be unique to all other Sparkplug Host IDs in the infrastructure.

[tck-id-operational-behavior-host-application-connect-will] When a Sparkplug
Host Application sends its MQTT CONNECT'packet, it MUST include a Will
Messhage.

[tck-id-operational-behavior-host-application-connect-will-topic] The MQTT Will
Message’s topic MUST be of the forim 'spBv1.0/STATE/sparkplug_host_id' where
host_ld is the unique identifier ofthe Sparkplug Host Application

[tck-id-operational-behavior-host-application-connect-will-payload] The Death
Certificate Payload MUST be JSON UTF-8 data. It MUST include two key/value
pairsjwhere one key MUST be 'online' and it’s value is a boolean 'false'. The other

key MUST be 'timestamp' and the value MUST be the same value that was use€d for
the timestamp in'its own prior MQTT CONNECT packet Will Message payload.

[tck-id-operational-behavior-host-application-connect-will-qos] The MQTT
Message’s MQTT QoS MUST be 1 (at least once).

[tck-Td=e ational-behavior-host-application=c
Will Message’s retained flag MUST be set to true.

Once the Sparkplug Host Application has successfully connected to the MQTT Server, it must
publish a birth with the following rules.

[tck-id-operational-behavior-host-application-connect-birth] The MQTT Client
associated with the Sparkplug Host Application MUST send a birth message
immediately after successfully connecting to the MQTT Server.

[tck-id-operational-behavior-host-application-connect-birth-topic] The Host
Application’s Birth topic MUST be of the form 'spBv1.0/STATE/sparkplug_host_id'
where host_id is the unique identifier of the Sparkplug Host Application
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[tck-id-operational-behavior-host-application-connect-birth-payload] The Birth
Certificate Payload MUST be JSON UTF-8 data. It MUST include two key/value
pairs where one key MUST be 'online' and it’s value is a boolean 'true’. The other
key MUST be 'timestamp' and the value MUST match the timestamp value that was
used in the immediately prior MQTT CONNECT packet Will Message payload.

[tck-id-operational-behavior-host-application-connect-birth-qos] The Host
Application’s Birth MQTT QoS MUST be 1 (at least once).

[tck-id-operational-behavior-host-application-connect-birth-retained] The Host

The fq
MQTT]

5.14.
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llowing additional rule applies if the Host Application is connecting to more than one
Server.

[tck-id-operational-behavior-host-application-multi-server-timestamp] The Host
Application MUST maintain a STATE Message timestamp value on a per MQTT
Server basis.

-  For example if a connection is lost to one MQTT, Server, when the Hojt
Application reconnects and publishes a new STATE message, it must{update the
STATE Message timestamp for only thisMQTT Server and not any others it may
be connected to.

Sparkplug Host Application SessionPermination
[tck-id-operational-behavior-host-application-termination] If the Spankplug Host
Application ever disconnects intentionally, it MUST publish a Death me¢ssage with
the following characteristics.

[tck-id-operational-behavior-host-application-death-topic] The Sparkplug Host
Application’s Death topic MUST be of the form
'spBv1.0/STATE/sparkplug_host_id' where host_id is the unique identifier of the
Sparkplug Host Application.

[tck-id-operational-behavior-host-application-death-payload] The Death
Certificate Payload registered as the MQTT Will Message in the MQTT CONNECT
packet MUST be JSON UTF-8 data. It MUST include two key/value pairsjwhere one
key MUST be 'online' and it’s value is a boolean 'false’'. The other key MUST be
'‘timestamp' and the value MUST be a numeric value representing the qurrent UTC
time in milliseconds since Epoch.

[tck-id-operational-behavior-host-application-death-qos] The Sparkplug Host
Application’s Death MQTT QoS MUST be 1 (at least once).

[tck-id-operational-behavior-host-application-death-retained] The Sparkplug
Host Application’s Death retained flag MUST be set to true.

[tck-id-operational-behavior-host-application-disconnect-intentional] In the case
of intentionally disconnecting, an MQTT DISCONNECT packet MAY be sent
immediately after the Death message is published.

- Ifan MQTT DISCONNECT packet is sent by the Host Application, this signals to
the MQTT Server that the Will Message MUST not be delivered by the MQTT
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Server to subscribers of that message. These subscribers are typically Sparkplug
Edge Nodes. This is why a Death message MUST be published before
disconnecting from the MQTT Server. It ensures Edge Nodes are notified the Host
Application is now offline.

- Ifan MQTT DISCONNECT packet is not sent by the Sparkplug Host Application,
the MQTT Server will eventually deliver the Will Message (Death Certificate) to
the subscribers. However, this can take some time to occur based on when the
MQTT Server detects that the Host Application is no longer connected. By
sending the Death Certificate before disconnecting without sending an MQTT
DISCONNECT packet, we are ensuring that a Death message will be deliverdd to
subscribing clients promptly. The fact that a second Death message will'drrijve
when the Will Message is delivered is not significant. This is because ‘the Willl
Message Death message will contain a timestamp older than the timestamp|that
is published by the Host Application immediately before the disconnect. Begcause
it has an older timestamp, the Will Message Death message MUST be ignored by
the subscribing Sparkplug clients.

Sparkplug Hpst Applications are typically designed to receive data from Sparkplug Edge Nodes
and optionally write commands back to them. What they do with that data is not specified by

the Sparkplug specification. It is left to the implementor. of a Sparkplug Host Application t
define what they do with the data and what (if anything) they potentially write back to th
Edge Nodes yia CMD messages. Example Host Appliéations may use graphical interfaces o
dashboards fo display Edge Node data. Other Host'Applications may insert data into a

— D O

historical database for later querying. Other.Host Applications may perform real-time andlytics

on the data ds it flows from the Sparkplug Edge Nodes.

Because thertfe is so much flexibility in what a Sparkplug Host Application may do with the data
it receives there aren’t hard requirements on what it does with it once it receives it. Howgver,

there are somne things to consider:

A Spafrkplug Host Application MAY send Node Control/Rebirth NCMD messages if
messages arrive out of sequence order and can not be reordered within the sequence
reordering timé€out. It is often reasonable for whether or not a Host Application sends
Rebirths to be a configuration option as this can have an impact on the overall
SparKplug system.

ASpa 2 Applicatiom MA e voae€o O ebi NCVMD essag
malformed payloads arrive. Because this can have an impact on the overall system this
should be configurable by the Host Application.

There are other reasons a Host Application may send out Node Control/Rebirth NCMD
messages. These include but are not limited to:

- Receiving any DBIRTH, NDATA, DDATA, or DDEATH before receiving an NBIRTH
from a Sparkplug Edge Node

- Receiving a metric in an NDATA message that was not included in the previous
NBIRTH message
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- Receiving a metric in a DDATA message that was not included in the previous
DBIRTH message

- Receiving an alias value that was not included in the corresponding NBIRTH or
DBIRTH

5.16. Data Publish

Publishing of data messages occurs from an Edge Node any time it is online as denoted by
prev1ously pubhshlng its BIRTH messages w1th1n the same MQTT Session. A Sparkplug session
: 3 : R C n ends with
an ND EATH Usmg the fact that MQTT uses TCP as the underlylng protocol as welbas facilities
in Sparkplug to encapsulate a session, data messages are sent 'by exception' An)othler words,
data agnly has to be sent when it changes. This is true as long as the session'remaing established
and valid. The following set of rules defines how data messages should be-sent.

Rules ffor Edge Node data (NBIRTH and NDATA) messages:

¢ | [tck-id-operational-behavior-data-publish-nbirth] NBIRTH messages NIUST
include all metrics for the specified Edge Node that will ever be published for that
Edge Node within the established Sparkplug session.

¢ | [tck-id-operational-behavior-data-publish-nbirth-values] For each metric in the
NBIRTH, the value MUST be set to the current value or if the current value is null,
the is_null flag MUST be set to true andMUST NOT have a value specified.

¢ | [tck-id-operational-behavior-data-publish-nbirth-change] NDATA megsages
SHOULD only be published when Edge Node level metrics change.

- In other words, metri¢ values that have not changed within the same|Sparkplug
Session SHOULD not be resent until a new Sparkplug session is established.

e | NDATA messages SHOULD be aggregated to include multiple metrics.

- This is up,to the application developer in terms of how many metricq should be
aggregated in a single message, but it typically doesn’t make sense tq publish an
MQTT message for every single metric change.

- . Multiple value changes for the same metric MAY be included in the same
Sparkplug NDATA message as long as they have different timestamps.

. [tck-id-operational-behavior-data-publish-nbirth-order] For all metrics where
is_historical=false, NBIRTH and NDATA messages MUST keep metric values in
chronological order in the list of metrics in the payload.

Rules for Device data (DBIRTH and DDATA) messages:

e [tck-id-operational-behavior-data-publish-dbirth] DBIRTH messages MUST
include all metrics for the specified Device that will ever be published for that
Device within the established Sparkplug session.

¢ [tck-id-operational-behavior-data-publish-dbirth-values] For each metric in the
DBIRTH, the value MUST be set to the current value or if the current value is null,
the is_null flag MUST be set to true and MUST NOT have a value specified.
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d-operational-behavior-data-publish-dbirth-change] DDATA messages

SHOULD only be published when Device level metrics change.

In other words, metric values that have not changed within the same Sparkplug

Session SHOULD not be resent until a new Sparkplug session is established.

DDATA messages SHOULD be aggregated to include multiple metrics.

This is up to the application developer in terms of how many metrics should be
aggregated in a single message, but it typically doesn’t make sense to publish an

is_his

chromological order in the list of metrics in the payload.

5.17. Com

Commands 4

Sparkplug Eqge Nodes. Examples include writing to outputs-0f Sparkplug Edge Nodes and

Devices or tg
in an NBIRT]
such as rebo
what functio

Security and
Sparkplug H
in multiple W
clients from

Application itself could be used to allow/disallow certain users or applications from send

certain comr
allow/disallq
achieved bag
Sparkplug Sy

There are tw

[tck-id-operational-behavior-data-publish-dbirth-order] For all metrics whe

hality can be exposed.

MQTT message for every qinglp metric rh.cmgp

Multiple value changes for the same metric MAY be included in the same
Sparkplug DDATA message as long as they have different timestamps.

torical=false, DBIRTH and DDATA messages MUST keep metric values i

mands

re used in Sparkplug to allow Sparkplug Host Applications to send data to

request Rebirths from Edge Nodes. Custom‘¢ommand endpoints can be decl
1 or DBIRTH message by an Edge Node or. Device that may support functiona
pting an Edge Node or Device. This is up,to the Sparkplug implementor to def

access is an important aspect of ¢dommands. It may be the case that not all

pst Applications should have the ability to send commands. This can be contr,
rays. ACLs (Access ControlLists) may be used to allow/disallow certain MQT
publishing NCMD and DPCMD messages. Security features in the Sparkplug Hqg

nands. Security features in the Sparkplug Edge Node application could be use
w CMD messages to be honored. There are a number of ways in which this c
ed on the use.case. However, implementation details are not covered in the
ecificationand is left to specific application designers to consider.

o types of command (CMD) verbs in Sparkplug. These are NCMD and DCMD

ared

lity

ine

plled
T
st

ng

d to
hn be

messages wh

ich target Edge Nodes and Devices respectively.

There is one NCMD that is required to be implemented for all Sparkplug Edge Nodes and that is
the 'Node Control/Rebirth' command. This exists to allow a Sparkplug Host Application to reset
its end-to-end session with a specific Edge Node. For example, say an Edge Node has been in an
established Sparkplug session and is publishing DATA messages. Now say a new Sparkplug
Host Application connects to the same MQTT Server that the Edge Node is connected to. On the
next DATA message published by the Edge Node, the Host Application will receive it without
ever having received the BIRTH message(s) associated with the Edge Node. As a result, it can
send a 'Rebirth Request' using the 'Node Control/Refresh' metric to reset its understanding of
that Edge Node and become aware of all metrics associated with it.

These are the rules around the 'Node Control/Rebirth' metric.
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[tck-id-operational-behavior-data-commands-rebirth-name] An NBIRTH message

MUST include a metric with a name of 'Node Control/Rebirth’'.

[tck-id-operational-behavior-data-commands-rebirth-name-aliases] When

aliases are being used by an Edge Node an NBIRTH message MUST NOT
alias for the 'Node Control/Rebirth’' metric.

This is to ensure that any Host Application connecting to the MQTT S

include an

erver is

capable of requesting a rebirth without knowledge of any potential alias being

used for this metric.

A 'Rel
the fo

Upon

Control/Rebirth' metric in the NBIRTH message MUST have a datatype
'‘Boolean’.

[tck-id-operational-behavior-data-commands-rebirth-value] The 'Nod
Control/Rebirth' metric value in the NBIRTH message MUST have a val

irth Request' consists of the following message from a Sparkplug Host Applic
lowing characteristics.

[tck-id-operational-behavior-data-commands-ncmd-rebirth-verb] A R
Request MUST use the NCMD Sparkplug verb.

Request MUST include a metric with a name of 'Node Control/Rebirth’

[tck-id-operational-behavior-data-commands-ncmd-rebirth-value] A R
Request MUST include a metrie value of true.

receipt of a Rebirth Request,the Edge Node must do the following.

[tck-id-operationalsbehavior-data-commands-rebirth-action-1] When
Node receives a Rebirth Request, it MUST immediately stop sending D4
messages.

[tck-id-operational-behavior-data-commands-rebirth-action-2] After 3
Node stops sending DATA messages, it MUST send a complete BIRTH s¢
including the NBIRTH and DBIRTH(s) if applicable.

[tck-id-operational-behavior-data-commands-rebirth-action-3] The NI

e

[tck-id-operational-behavior-data-commands-rebirth-datatype] The 'ldlode

of

ue of false.

ation with

pbirth

[tck-id-operational-behavior-data-commands-ncmd-rebirth-name] A Rebirth

ebirth

an Edge

ATA

in Edge
rquence

BIRTH

MUST Inchude the same bdSeqmetric with the same vatue tthad tnchu
Will Message of the previous MQTT CONNECT packet.

update the bdSeq number

After the new BIRTH sequence is published, the Edge Node may continue se
messages.

ed in the

Because a new MQTT Session is not being established, there is no reason to

nding DATA

Another common use case for sending commands is to use them to 'write' to outputs on
Sparkplug Devices. Often these are PLCs or RTUs with writable outputs. NCMD and DCMD
messages can be used for these writes. The general flow is for a Host Application to send a
command message, the Edge Device receives the message and writes to the output using the
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native protocol. Then when the output changes value, it results in the Edge Node publishing a
DATA message denoting the new value.

For Edge Node level commands, the following rules must be followed.

e [tck-id-operational-behavior-data-commands-ncmd-verb] An Edge Node level
command MUST use the NCMD Sparkplug verb.

e [tck-id-operational-behavior-data-commands-ncmd-metric-name] An NCMD
message SHOULD include a metric name that was included in the associated
NBIRTH message for the Edge Node.

- | Sparkplug Edge Node Applications should be resilient to receiving metrics lLames
that were not included in the NBIRTH message.

e [tck-id-operational-behavior-data-commands-ncmd-metric-value] An NCMD
messpge MUST include a compatible metric value for the metric hame that it(is
writing to.

- | In other words, if the metric has a datatype of a boolean'the value must be true
or false.

For Device lgvel commands, the following rules must be followed.

e [tck-id-operational-behavior-data-commands-dcmd-verb] A Device level
command MUST use the DCMD Sparkplug verb.

e [tck-id-operational-behavior-data-commands-dcmd-metric-name] A DCMD
messpge SHOULD include a metric name that was included in the associated
DBIR[TH message for the Device.

- | Sparkplug Edge Node Applications should be resilient to receiving metrics mames
that were not included\in the DBIRTH message.

e [tck-id-operational-behavior-data-commands-dcmd-metric-value] A DCMD
messpge MUST include a compatible metric value for the metric name that it|is
writipng to.

- | In othénwords, if the metric has a datatype of a boolean the value must be true
orfalse.

6. Payloads

6.1. Overview

The MQTT specification does not define any required data payload format. From an MQTT
infrastructure standpoint, the payload is treated as an agnostic binary array of bytes that can
be anything from no payload at all, to a maximum of 256 MB. But for applications within a
known solution space to work using MQTT the payload representation does need to be defined.

This section of the Eclipse Sparkplug specification defines how MQTT Sparkplug payloads are
encoded and the data that is required. Sparkplug supports multiple payloads encoding
definitions. There is an 'A' payload format as well as a 'B' payload format. As described in the
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Introduction Section Sparkplug A is deprecated and is not included in this document. This
section will only cover the details of the Sparkplug 'B' payload format.

The majority of devices connecting into next generation IloT infrastructures are legacy
equipment using poll/response protocols. This means we must take in account register based
data from devices that talk protocols like Modbus. The existing legacy equipment needs to
work in concert with emerging [IoT equipment that is able to leverage message transports like
MQTT natively.

6.2. Google Protocol Buffers

"Protocol Buffers are a way of encoding structured data in an efficient yet extetI:sibIe
format.”

Google Protocol Buffers, sometimes referred to as "Google Protobufs", provide the efficiency of
packef binary data encoding while providing the structure required t6 make it easy to create,
transthit, and parse register based process variables using a standard'set of tools while
enabling emerging I[1oT requirements around richer metadata. Google Protocol Buffers
development tools are available for:

e |C

o C++

e |CH#

e |Java

e [ Python
e | GO

e | JavaScript
Additjonal information.oh. Google Protocol Buffers can be found at:
https:{//developers.ggogle.com/protocol-buffers/
6.3. | Sparkpldg A MQTT Payload Definition

As degcribed in the Introduction Section Sparkplug A is deprecated and is not incluided in this
document:

6.4. Sparkplug B MQTT Payload Definition

The goal of Sparkplug is to provide a specification that both OEM device manufactures and
application developers can use to create rich and interoperable SCADA/IIoT solutions using
MQTT as a base messaging technology. In the Sparkplug B message payload definition, the goal
was to create a simple and straightforward binary message encoding that could be used
primarily for legacy register based process variables (Modbus register value for example).

The Sparkplug B MQTT payload format has come about based on the feedback from many
system integrators and end users who wanted to be able to natively support a much richer data
model within the MQTT infrastructures that they were designing and deploying. Using the
feedback from the user community Sparkplug B provides support for:
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e Complex data types using templates
e Datasets
e  Richer metrics with the ability to add property metadata for each metric

e  Metric alias support to maintain rich metric naming while keeping bandwidth usage to a
minimum

. Historical data

o File dpta

The Sparkpliig B payload definition creates a bandwidth efficient data transport forreal time
device data. For WAN based SCADA/IIoT infrastructures this equates to lower latency datla
updates while minimizing the amount of traffic and therefore cellular and/or VSAT bandwidth
required. In situations where bandwidth savings is not the primary concern; the efficient ise
enables higher throughput of more data eliminating sensor data that may have previously been
left stranded]in the field. It is also ideal for LAN based SCADA infrastructures equating to higher
throughput of real time data to consumer applications without requiring extreme networking
topologies and/or equipment.

There are many data encoding technologies available that can all be used in conjunction with
MQTT. SparKplug B selected an existing, open, and highlyavailable encoding scheme that
efficiently erjcodes register based process variables. The'encoding technology selected for
Sparkplug B is Google Protocol Buffers.

6.4.1. Google Protocol Buffer Schema

Using lessong learned on the feedback fromrthe Sparkplug A implementation a new Google
Protocol Buffer schema was developed that could be used to represent and encode the more
complex datg models being requested.The entire Google Protocol Buffers definition is below.

Contributers:
Cirrus Link Solutions - initial implementation

// * Copyright (c) 2015-2021 Cirrus Link Solutions and others
/] *
// * This grogram and the/accompanying materials are made available under the
// * terms |of the Eclipse Public License 2.0 which is available at
// * http://www.eclipse.org/legal/epl-2.0.
/] *
// * SPDX-Uicense-Identifier: EPL-2.0
/] *
*
*

// To compile:

// cd client libraries/java

// protoc --proto path=../../ --java_out=src/main/java ../../sparkplug b.proto
syntax = "proto2";

package org.eclipse.tahu.protobuf;

option java_package = "org.eclipse.tahu.protobuf";
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option java_outer_classname = "SparkplugBProto";

enum DataType {
// Indexes of Data Types

// Unknown placeholder for future expansion.
Unknown = 0;

// Basic Types
Int8 =

Iptle =

TCLTO

nt32 =
ht64 =
Tnt8 =
Tntl6 =
Tnt32 =
Tnt64 =
loat =
puble =
polean =
tring =
bteTime =
pxt =

“e

e e

« e

0O LwWwmoO  nccccHH

P RPRRPRRPROONOOCUVID WNPER
W IN R QO Ve ve e Lo &

e Lo Lo G

[
D
-

Additional Metric Types
UID = 15;
ptaSet = 16;
ytes = 17;
ile = 18;
emplate = 19;

— T WO C

Additional PropertyValue Types
ropertySet = 20,
ropertySetlList «=\\21;

U

v

Array Types
ht8Array =22,
ht16Arcay 23;
ht32Array = 24,
ht64Array 25;
UTn+RAhn:y =26
UIntl6Array = 27,
UInt32Array 28;
UInt64Array 29;
FloatArray = 30;
DoubleArray = 31;
BooleanArray = 32;
StringArray = 33;
DateTimeArray = 34;

H - H H S

}
message Payload {

message Template {
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message Parameter {

optional string name =1;
optional uint32 type = 2;
oneof value {
uint32 int_value = 3;
uinté64 long value = 4;
float float_value 5;
double double value = 6;
bool boolean value = 7;
string string_value = 8;
ParameterValueExtension extension_value = 9;
}
message ParameterValueExtension {
extensions 1 to max;
}
}
optlional string version = 1; 1/ The version of the
Template tq prevent mismatches
regeated Metric metrics = 2; // Each metric includg¢s a

name, dataflype, and optionally a value
regeated Parameter parameters
optional string template_ref = 4; // MUST be a reference to
a template [definition if this is an instahce (i.e. the name of the template
definition) - MUST be omitted for template definitions
optional bool is_definition = 5;
exflensions 6 to max;

]
w
[

messagq DataSet {
medsage DataSetValue {

oneof value {

uint32 int_value = 1;
Uint64 long_value = 2;
float float_value = 3;
double double—value =4~
bool boolean_value = 5;
string string value = 6;
DataSetValueExtension extension_value = 7;
}
message DataSetValueExtension {
extensions 1 to max;
}
}
message Row {
repeated DataSetValue elements = 1;
extensions 2 to max; // For third party
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extensions
}
optional uint64  num_of_columns = 1;
repeated string columns = 2;
repeated uint32  types = 3;
repeated Row rows = 4;
extensions 5 to max; // For third party
extensions
}
message PropertyValue {
optional uint32 type = 1;
optional bool is_null = 2;
oneof value {
uint32 int_value = &
uinte4 long_value =4;
float float_value = 5;
double double_value = 6;
bool boolean_value =7;
string string value = 8;
PropertySet propertyset_value = 9;
PropertySetList propertysets.yvalue = 10; // List of
Propepty Values
PropertyValueExtension extension_value = 11;
}
message PropertyValueExtension {
extensions 1 to max;
}
}
message PropertySet {
repeated string keys = 1; // Names of the properties
repeated PropertyValue values = 2;
exténsions 3 to max;
}
message—PRropertySetlist—{
repeated PropertySet propertyset = 1;
extensions 2 to max;
}

message MetaData {

// Bytes specific metadata

optional bool is_multi_part = 1;
// General metadata
optional string content_type = 2;
optional uint64 size = 3;
Multi-part size, etc
optional uint64 seq = 4;
57

// Content/Media type
// File size, String size,

// Sequence number for
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optional string file_name = 5; // File name
optional string file_type = 6; // File type (i.e. xml,
json, txt, cpp, etc)
optional string md5 =7; // md5 of data
// Catchalls and future expansion
optional string description = 8; // Could be anything such as
json or xml—of custom pr\npnr\'l'inc
extensions 9 to max;
}
messaggq Metric {
optional string name =1; // Metric mame - should|only
be included on birth
optlional uint64 alias = 2; // Metric alias - tied fo

name on binth and included in all later

DATA messages

Timestamp associated|with

DataType of the

optional uint64  timestamp = 3; //
data acquigdition time

optlional uint32 datatype = 4; 7/
metric/tag |value

optlional bool is historical = 5; //
data and sHould not update real time tag

optlional bool is_transient =%6; //

such as MQTT Engine to not store this asta tag

optlional bool
explicitly

opfional MetaData metadata

optlional PropertySet properties

ondof value {

is _null =7; //
say so rather than using(r1, false, etc for
= 8; //

= 9;

If this is historical
Tells consuming clien
If this is null -

some datatypes.
Metadata for the payl

ts

oad

uint32 intlvalue = 10;
uint64 Jdong_value = 11;
float float_value = 12;
double* double_ value = 13;
bool boolean_value = 14,
string string_value = 15;
hytes bytes value = 16, [/ Bytes, File
DataSet dataset_value = 17;
Template template_value = 18;
MetricValueExtension extension_value = 19;
}
message MetricValueExtension {
extensions 1 to max;
}
}
optional uint64  timestamp = 1; // Timestamp at message sending
time
repeated Metric metrics = 2; // Repeated forever - no limit
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in Google Protobufs

optional uint64  seq = 3; // Sequence number

optional string uuid = 4; // UUID to track message type in
terms of schema definitions

optional bytes body = 5; // To optionally bypass the
whole definition above

extensions 6 to max; // For third party extensions

}

6.4.2. Payload Metric Naming Convention

For thle remainder of this document JSON will be used to represent components of h Sparkplug
B payload. It is important to note that the payload is a binary encoding and is not-a¢tually JSON.
Howeyer, JSON representation is used in this document to represent the payloads in a way that
is easy to read. For example, a simple Sparkplug B payload with a single metric can|be

represented in JSON as follows:

{
"timestamp": <timestamp>,
"metrics": [{
"name": <metric_name>,
"alias": <alias>,
"timestamp": <timestamp>,
"dataType": <datatype>,
"value": <value>
o
"seq": <sequence_number>
}

A simple Sparkplug B payload with values would be represented as follows:

"timestamp": 1486144502122,
"metrics": [{
"name'\: " "My Metric",
"alias": 1,
"timestamp": 1479123452194,
"dataType": "String",
"value": "Test"

s
Yseq": 2

}

Note that the ‘name’ of a metric may be hierarchical to build out proper folder structures for
applications consuming the metric values. For example, in an application where an Edge Node
in connected to several devices or data sources, the ‘name’ could represent discrete folder
structures of:

‘Folder 1/Folder 2 /Metric Name’

Using this convention in conjunction with the group_id, edge_node_id and device_id already
defined in the Topic Namespace, consuming applications can organize metrics in the same
hierarchical fashion:
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Metric Level 2
Metric Name

Figure 9 - P

6.4.3. Spark

ayload Metric Folder Structure

plug B v1.0 Payload Components

The Sparkpluig specification Topics Section defines the Topic Namespace that.Sparkplug u

publish and
infrastructu
payload cont

6.4.4. Paylo

Sparkplug B
metrics. The

6.4.5. Paylo

A Sparkplug
message. [t g
well as an ar
includes the

subscribe between Edge Nodes and Host Applications within'the MQTT
e. Using that Topic Namespace, this section of the specification defines the ag
ents of each message type in Sparkplug B v1.0.

hd Component Definitions

consists of a series of one or more metrics with metadata surrounding those
following definitions explain the components that make up a payload.

hd

B payload is the top-level component that is encoded and used in an MQTT
ontains some basic informationisuch as a timestamp and a sequence number
ray of metrics which contain Key/value pairs of data. A Sparkplug B payload
following components.

ses to

tual

as

e paylgad
- | timestamp
e  Thisis the timestamp in the form of an unsigned 64-bit integer
representing the number of milliseconds since epoch (Jan 1, 1970).
* ;* [tck-id-payloads-timestamp-in-UTC] This timestamp MUST be in
UTC.
e This timestamp represents the time at which the message was published.
- metrics
e Thisis an array of metrics representing key/value/datatype values.
Metrics are further defined here.
- seq
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6.4.6.

A Spa
timest
These

Metric

name

———————————sequence-number-thatis-continually-increasing by,

kplug B metric is a core component of data in the payload. It represents a ke
amp, and datatype along with metadata used to describe the information it c
also represent 'tags' in‘classic SCADA systems. It includes the following comj

[tck-id-payloads-sequence-num-always-included] A sequence

number MUST be included in the payload of every Sparkplug

MQTT message from an Edge Node except NDEATH

messages.

[tck-id-payloads-sequence-num-zero-nbirth] A NBIRTH

message from an Edge Node MUST always contain a sequence

number between 0 and 255 (inclusive).

[tck-id-payloads-sequence-num-incrementing] All
messages after an NBIRTH from an Edge Node MUS

message from that Edge Node until a value of 2551

subsequent
T contain a
one in each
5 reached.

At that point, the sequence number of the following message

MUST be zero.
uuid

This is a field which can be used to represent a schema or son
specific form of the message. Example usage would be to supy
which represents an encoding mechaniSm of the optional arr3
associated with a payload.

body

This is an array of bytes which can be used for any custom bin
data.

This i§ the friendly name of a metric. It should be represented as a fo
delimited UTF-8 string. The slashes in the string represent folders of]
torepresent hierarchical data structures. For example, ‘outputs/A’ w

e other
ly a UUID
y of bytes

ary encoded

7, value,
ontains.
bonents.

rward-slash
the metric
ould be a

10 limit to

metric with a unique identifier of ‘A’ in the ‘outputs’ folder. There is 1
the number of folders. However, across the infrastructure of MQTT

plublishers a

alias

61

defined folder should q]\/\myc remain a folder

[tck-id-payloads-name-requirement] The name MUST be included with

every metric unless aliases are being used.

All UTF-8 characters are allowed in the metric name. However, special characters

including but not limited to the following are discouraged:.,\ @ # $

%"&* ()]

1{}|! ~:;""<>7? Thisis because many Sparkplug Host Applications may have

issues handling them.
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- This is an unsigned 64-bit integer representing an optional alias for a Sparkplug
B payload. Aliases are optional and not required. If aliases are used, the
following rules apply.

e [tck-id-payloads-alias-uniqueness] If supplied in an NBIRTH or
DBIRTH it MUST be a unique number across this Edge Node’s entire
set of metrics.

- Non-normative comment: no two metrics for the same Edge Node
can have the same alias. Upon being defined in the NBIRTH or
PDPRIRDTLL ] 4 1 1 4] 1: 3 4 d f
DDIINTILI, DL{UDCLiLlCllL 1ucooa5co vdall ouppl_y Ulll_y LIIT dlidds 111510 a 0

the metric friendly name to reduce overall message size.

¢ [tck-id-payloads-alias-birth-requirement] NBIRTH and DBIRTH
messages MUST include both a metric name and alias:

e [tck-id-payloads-alias-data-cmd-requirement] NDATA, DDATA,
NCMD, and DCMD messages MUST only include.an alias and the
metric name MUST be excluded.

e timestamp

- | This is the timestamp in the form of an unsighed 64-bit integer representing the
number of milliseconds since epoch (Jan 1,"1970).

- | [tck-id-payloads-name-birth-data-requirement] The timestamp MUST|be
included with every metric in alkNBIRTH, DBIRTH, NDATA, and DDATA
messages.

- | [tck-id-payloads-name-cmd-requirement] The timestamp MAY be included
with metrics in NCMD and DCMD messages.

- | [tck-id-payloads-metric-timestamp-in-UTC] The timestamp MUST be in
UTC.

¢ Non-normative comment: This timestamp represents the time at whiich
the.value of a metric was captured.

e datatype

- | Jtek-id-payloads-metric-datatype-value-type] The datatype MUST be an
unsigned 32-bit integer representing the datatype.

- [tck-id-payloads-metric-datatype-value] The datatype MUST be one of the
enumerated values as shown in the valid Sparkplug Data Types.

- [tck-id-payloads-metric-datatype-req] The datatype MUST be included with
each metric definition in NBIRTH and DBIRTH messages.

- [tck-id-payloads-metric-datatype-not-req] The datatype SHOULD NOT be
included with metric definitions in NDATA, NCMD, DDATA, and DCMD
messages.

o is_historical
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- This is a Boolean flag which denotes whether this metric represents a historical
value. In some cases, it may be desirable to send metrics after they were acquired
from a device or Edge Node. This can be done for batching, store and forward, or
sending local backup data during network communication loses. This flag
denotes that the message should not be considered a real time/current value.

e is_transient

- This is a Boolean flag which denotes whether this metric should be considered
transient. Transient metrics can be considered those that are of interest to a host

1 A Lo ] 4 1 1l | 4 I las ot s
al.)l.)lll.dl,lullkb} DUl SI1IUUIU 11IUL DT SLUICU 111 a 11IS5WUL IdI1l.
o is_null

- This is a Boolean flag which denotes whether this metric has a null value. This is
Sparkplug B’s mechanism of explicitly denoting a metric’s, value is acfually null.

o metadata

- This is a MetaData object associated with the metric for dealing with{more
complex datatypes. This is covered in the metadata section.

e | properties

- This is a PropertySet object associated with the metric for including ¢gustom
key/value pairs of metadata associated with a metric. This is covered in the
property set section.

e | value

- The value of a metric-utilizes the ‘oneof’ mechanism of Google Protodol Buffers.
The value supplied with a metric MUST be one of the following types| Note if the
metrics is_null flag is set to true the value can be omitted altogether. More
information on the Google Protocol Buffer types can be found here:
https:/ fdeVelopers.google.com/protocol-buffers/docs/proto#scalar

e .- Google Protocol Buffer Type: uint32
e Google Protocol Buffer Type: uint64

e Google Protocol Buffer Type: float

e Google Protocol Buffer Type: double
e Google Protocol Buffer Type: bool
e  (Google Protocol Buffer Type: string
e  Google Protocol Buffer Type: bytes
e  Sparkplug DataSet

- Defined here.

e  Sparkplug Template
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- Defined here.
6.4.7. MetaData

A Sparkplug B MetaData object is used to describe different types of binary data. These are
optional and includes the following components.

o is_multi_part

- A Boolean representing whether this metric contains part of a multi-part
message. Breaking up large quantities of data can be useful for keeping the flow
of MQTT messages flowing through the system. Because MQTT ensures in-drder
delivery of QoS 0 messages on the same topic, very large messages can-tesult in
messages being blocked while delivery of large messages takes place.

e contg¢nt_type

- | This is a UTF-8 string which represents the content type of(a,given metric value if

applicable.
) size
- | This is an unsigned 64-bit integer representing the size of the metric value.|This
is useful when metric values such as files are'sent. This field can be used for the
file size.
o seq

- | Ifthis is a multipart metric, this is'an unsigned 64-bit integer representing the
sequence number of this part.ofa multipart metric.

e file_name
- | Ifthis is a file metric,-this is a UTF-8 string representing the filename of the file.
o file_type
- | Ifthis is afile metric, this is a UTF-8 string representing the type of the file.
e md5

- | Jithis is a byte array or file metric that can have a md5sum, this field can be used

b (2 al m i e MNP - e
d> d UTT=0 SUIITg LU TTPITCSCIIUIL.

e description

- Thisis a freeform field with a UTF-8 string to represent any other pertinent
metadata for this metric. It can contain JSON, XML, text, or anything else that can
be understood by both the publisher and the subscriber.

6.4.8. PropertySet

A Sparkplug B PropertySet object is used with a metric to add custom properties to the object.
The PropertySet is a map expressed as two arrays of equal size, one containing the keys and
one containing the values. It includes the following components.
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keys

values

This is an array of UTF-8 strings representing the names of the properties in this

PropertySet.

[tck-id-payloads-propertyset-keys-array-size] The array of keys in a
PropertySet MUST contain the same number of values included in the array

of PropertyValue objects.

6.4.9.

A Spa
prope

type

is_null

value

PropertyValue

'kplug B PropertyValue object is used to encode the value and datatype of the
rty in a PropertySet. It includes the following components.

This is an array of PropertyValue objects representing the values oft
properties in the PropertySet.

[tck-id-payloads-propertyset-values-array-size] The array of va
PropertySet MUST contain the same number of items that are in|
array.

[tck-id-payloads-metric-propertyvalue-type-type] This MUST beg
unsigned 32-bit integer repréesenting the datatype.

[tck-id-payloads-metric-propertyvalue-type-value] This value M
of the enumerated valuiies as shown in the Sparkplug Basic Data
the Sparkplug Progerty Value Data Types.

[tck-id-payloads-metric-propertyvalue-type-req] This MUST be
Property Value Definitions in NBIRTH and DBIRTH messages.

This\is a Boolean flag which denotes whether this property has a nul
is'Sparkplug B’s mechanism of explicitly denoting a property’s value
null.

he

lues in a
the keys

» value of a

an

[UST be one
T'ypes or

included in

value. This
is actually

65

The value of a property utilizes the ‘oneof’ mechanism of Google Protocol Buffers.

The value supplied with a metric MUST be one of the following types
metrics is_null flag is set to true the value can be omitted altogether.
information on the Google Protocol Buffer types can be found here:

https://developers.google.com/protocol-buffers/docs/proto#scalar

e  Google Protocol Buffer Type: uint32
e  (Google Protocol Buffer Type: uint64
e  Google Protocol Buffer Type: float

e Google Protocol Buffer Type: double
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e  Google Protocol Buffer Type: bool
e Google Protocol Buffer Type: string
e  Sparkplug PropertySet
- Defined here.
e  Sparkplug PropertySetList

- Defined here.

Quality Codes

There is onelspecific property key in Sparkplug called 'Quality'. This defines the quality of{the
value associgted with the metric. This property is optional and is only required,ifthe qualjty of
the metric isjnot GOOD.

There are three possible quality code values. These are defined below with'their associat¢d
meanings.

e 0

- | BAD
e 192

- | GOOD
e 500

- | STALE

[tck-id-paylpads-propertyset-quality-value-type] The 'type’ of the Property Value MUST
be a value of 3 which represents-a’ Signed 32-bit Integer.

[tck-id-paylpads-propertyset-quality-value-value] The 'value' of the Property Valug
MUST be an|int_value and be one of the valid quality codes of 0, 192, or 500.

6.4.10. Prop€rtySetList

A Sparkplug B PropertySetList object is an array of PropertySet objects. It includes the
following components.

o propertyset
- Thisis an array of PropertySet objects.
6.4.11. DataSet

A Sparkplug B DataSet object is used to encode matrices of data. It includes the following
components.

e num_of columns

- [tck-id-payloads-dataset-column-size] This MUST be an unsigned 64-bit
integer representing the number of columns in this DataSet.
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o columns

- This is an array of strings representing the column headers of this DataSet.

- [tck-id-payloads-dataset-column-num-headers] The size of the array MUST
have the same number of elements that the types array contains.

- [tck-id-payloads-dataset-types-def] This MUST be an array of unsigned 32

bit integers representing the datatypes of the columns.

- [tck-id-payloads-dataset-types-num] The array of types MUST h
same number of elements that the columns array contains.

- [tck-id-payloads-dataset-types-type] The values in the types arr
a unsigned 32-bit integer representing the datatype.

- [tck-id-payloads-dataset-types-value] This valués in the types a1
be one of the enumerated values as shown if the Sparkplug Bas
Types.

included in all DataSets.
e | rows

- This is an array of DataSet.Raw objects. It contains the data that mak
data rows of this DataSet.

6.4.12. DataSet.Row

A Sparkplug B DataSet.Row object represents a row of data in a DataSet. It includes
followjing components.

o elements

- Thislis an array of DataSet.DataSetValue objects. It represents the da
within a row of a DataSet.

6.4.13| DataSet.DataSetValue

ave the

ay MUST be

'Tay MUST
c Data

- [tck-id-payloads-dataset-parameter-type-req] The types array MUST be

es up the

the

ra contained

o value

—  The value of a DataSet.DataSetValue utilizes the ‘oneof mechanism o
Protocol Buffers.

f Google

- [tck-id-payloads-template-dataset-value] The value supplied MUST be one
of the following Google Protobuf types: uint32, uint64, float, double, bool, or

string.

More information on the types above can be found here:
https://developers.google.com/protocol-buffers/docs/proto#scalar
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6.4.14. Template
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A Sparkplug B Template is used for encoding complex datatypes in a payload. It is a type of
metric and can be used to create custom datatype definitions and instances. These are also
sometimes referred to as 'User Defined Types' or UDTs. There are two types of Templates.

e Template Definition

- This is the definition of a Sparkplug Template.

[tck-id-payloads-template-definition-nbirth-only] Template

e  Templatelnstanee

Definitions MUST only be included in NBIRTH messages.

[tck-id-payloads-template-definition-is-definition] A Template
Definition MUST have is_definition set to true.

[tck-id-payloads-template-definition-ref] A Template Definition
MUST omit the template_ref field.

[tck-id-payloads-template-definition-membéers] A Template
Definition MUST include all member metrics that will ever be
included in corresponding template instances.

[tck-id-payloads-template-definition-nbirth] A Template Defini
MUST be included in the NBIRTH for all Template Instances tha
included in the NBIRTH and DBIRTH messages.

- A Template Instance can not reference a Template Definition
was not includedin'the NBIRTH.

[tck-id-payloads-teémplate-definition-parameters] A Template
Definition MUST include all parameters that will be included in
corresponding Template Instances.

[tck-id-payloads-template-definition-parameters-default] A
Template Definition MAY include values for parameters in the
Template Definition parameters.

- These act as the defaults for any template instances that don’t

include parameter values in the NBIRTH or DBIRTH message

tion
L are

that

the

2]

- This is an instance of a Sparkplug Template.

[tck-id-payloads-template-instance-is-definition] A Template
Instance MUST have is_definition set to false.

[tck-id-payloads-template-instance-ref] A Template Instance MUST

have template_ref set to the type of template definition it is.

- It must be set to the name of the metric that represents the
template definition.

© ISO/IEC 2023 - All rights reserved
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[tck-id-payloads-template-instance-members] A Templat
MUST include only members that were included in the
corresponding template definition.

e Instance

[tck-id-payloads-template-instance-members-birth] A Template

Instance in a NBIRTH or DBIRTH message MUST include all members
that were included in the corresponding Template Definition.

[tck-id-payloads-template-instance-members-data] A Template

Instance in a NDATA or DDATA message MAY include only a subset of

definition.

A Template Instance does not need to be a compléte se
member metrics that were included in the Femplate D

[tck-id-payloads-template-instance-parameters] A Templ
Instance MAY include parameter valuesfor any paramete
were included in the corresponding Template Definition.

If a parameter value was included in the Template Def
not in the Template Instarice the value of that paramet
implicitly the default value from the Template Definiti

kplug Template includes the following components.

version

This is an optional field:dnd can be included in a Template Definition
Instance.

[tck-id-payloads-template-version] If included, the version MUS
8 string representing the version of the Template.

metrics

This\is an array of metrics representing the members of the Templat
beprimitive datatypes or other Templates as required.

parameters

—the-members-thatwere-included-inthe-corresponding template

t of all
pfinition.

ate
rs that

nition but
er is
h1.

or Template

T be a UTF-

b, These can

ean aontion £41d o d 1o o ooy A fF Dot Al otc

3

hics Bntian-H
IS TS arropautr reraarnra s airarray orr arafircte T oojetes T

parameters associated with the Template.

template_ref

[tck-id-payloads-template-ref-definition] This MUST be omitted
Template Definition.

ng

ifthisisa

[tck-id-payloads-template-ref-instance] This MUST be a UTF-8 string

representing a reference to a Template Definition name if this is a

Template Instance.

is_definition
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This is a Boolean representing whether this is a Template definition or a
Template instance.

[tck-id-payloads-template-is-definition] This MUST be included in every
Template Definition and Template Instance.

[tck-id-payloads-template-is-definition-definition] This MUST be set to true
if this is a Template Definition.

[tck-id-payloads-template-is-definition-instance] This MUST be set to false

6.4.15. Temp

A Sparkplug

if thisis a Template Instance

ate.Parameter

B Template.Parameter is a metadata field for a Template. This can be\used to

represent parameters that are common across a Template Definition but the valiies are unique

to the Templ

4 name

. type

ate instances. It includes the following components.

[tck-id-payloads-template-parameter-name-required] This MUST be
included in every Template Parameter definition.

&

[tck-id-payloads-template-parameter-name-type] This MUST be a UTH
string representing the name of the Template parameter.

[tck-id-payloads-template-parameter-value-type] This MUST be an
unsigned 32-bit integer representing the datatype.

[tck-id-payloads-template-parameter-type-value] This value MUST be|one
of the enumerated values as shown in the Sparkplug Basic Data Types

[tck-id-payloads:template-parameter-type-req] This MUST be included in
Template Parameter Definitions in NBIRTH and DBIRTH messages.

The.valtue of a template parameter utilizes the ‘oneof mechanism of Google
Protocol Buffers.

© ISO/IEC 2023

|tck-1d-payloads-template-parameter-value| The value supplied MUST be
one of the following Google Protocol Buffer types: uint32, uint64, float,
double, bool, or string.

e  More information on these types can be found here:
https://developers.google.com/protocol-buffers/docs/proto#scalar

For a template definition, this is the default value of the parameter. For a
template instance, this is the value unique to that instance.
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6.4.16. Data Types

Sparkplug defines the valid data types used for various Sparkplug constucts including Metric
datatypes Property Value types, DataSet types, and Template Parameter types. Datatypes are

represented as an enum in Google Protobufs as shown below.

enum DataType {

// Indexes of Data Types

// Unknown placeholder for future expansion.

Unknown = 0;
/Y Basic Types

Int8 =1;
Intile6 = 2;
Int32 = 3;
Inte4 = 4;
ULnt8 = 5;
ULntl6 = 6;
ULnt32 =7;
ULnt64 = 8;
Flloat = 9;
Dpuble = 10;
Bpolean = 11;
String = 12;
DpteTime = 13;
Text = 14;
/Y Additional Metric Types
upyio = 15;
DptaSet = 16;
Bytes = 17;
Fiile = 18;
Template =.19;
/Y Additionall PropertyValue Types
PropertySet = 20;
PropertySetlList = 21;
/Y Array Types
Inht8Array = 22;

Intl6Array = 23;
Int32Array = 24;
Int64Array = 25;
UInt8Array = 26;
UIntl6Array = 27;
UInt32Array = 28;
UInt64Array = 29;

FloatArray = 30;
DoubleArray = 31;
BooleanArray = 32;
StringArray = 33;

DateTimeArray = 34;

71
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6.4.17. Datatype Details
Basic Types

Unknown

Int8

Sparkplug enum value: 0

Signed 8-bit integer

ISO/IEC 20237:2023(E)

Google Frotocol bulrer lype:

Sparkplug enum value: 1

Signed 16-bit integer

Google Protocol Buffer Type:

Sparkplug enum value: 2

Signed 32-bit integer

Google Protocol Buffer Type:

Sparkplug enum value: 3

Signed 64-bit integer

Google Pretocol Buffer Type:

Sparkplug enum value: 4

Unsigned 8-bit integer

Gnnglp Protocol Buffer Type:

uimntsZ

uint32

uint32

uint64

uint3?2

Ulntlé6

Ulnt32

Sparkplug enum value: 5

Unsigned 16-bit integer

Google Protocol Buffer Type:

Sparkplug enum value: 6

Unsigned 32-bit integer

© ISO/IEC 2023 - All rights reserved
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e  Google Protocol Buffer Type: uint32
e  Sparkplug enum value: 7
Ulnt64
e Unsigned 64-bit integer
e Google Protocol Buffer Type: uint64

e  Sparkplug enum value: 8

e 32-bit floating point number
e  Google Protocol Buffer Type: float
e  Sparkplug enum value: 9
Double
e  64-bit floating point number
e  (Google Protocol Buffer Type: deuble
e  Sparkplug enum value: 10
Boolean
e Boolean value
e  Google Protocol Buffer Type: bool
e  Sparkplug enum value: 11
String
e «_-String value (UTF-8)
»  Google Protocol Buffer Type: string

e  Sparkplug enum value: 12

73

DateTime

Date time value as uint64 value representing milliseconds since epoch (Jan 1,

1970)
Google Protocol Buffer Type: uint64

Sparkplug enum value: 13

String value (UTF-8)

Google Protocol Buffer Type: string

© ISO/IEC 2023 - All rights reserved
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Sparkplug enum value: 14

e Additional Types

UuID
e  UUID value as a UTF-8 string
e Google Protocol Buffer Type: string

e  Sparkplug enum value: 15

ISO/IEC 20237:2023(E)

DataSet

. DataSet as defined here

e  Google Protocol Buffer Type: none - defined in Sparkplug

e  Sparkplug enum value: 16

e Array of bytes
e  (Google Protocol Buffer Type: bytes

e  Sparkplug enum value: 17

e Array of bytes representing a file

e Google Protocol Buffer Type: bytes

e  Sparkplug entim value: 18
Template

e Template as defined here

e (Google Protocol Buffer Type: none - defined in Sparkplug

o) Sparkplug enum value: 19

e Additional PropertyValue Types

PropertySet

e  PropertySet as defined here

e  Google Protocol Buffer Type: none - defined in Sparkplug

e  Sparkplug enum value: 20
PropertySetList

e  PropertySetList as defined here

e  Google Protocol Buffer Type: none - defined in Sparkplug

© ISO/IEC 2023 - All rights reserved
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e  Sparkplug enum value: 21

e Array Types

All array types use the bytes_value field of the Metric value field. They are simply little-endian
packed byte arrays.

For example, consider an Int32 array with two decimal values [123456789, 987654321]

Array converted to little endian hex: [0x15CD5B07, 0xB168DE3A]

The b Haoc vualuaaofthao Sl g Matmic oot bha- TNC10 NeC NCED NAeN7 AR N
yeeovarat-oTrtntop SpTor \=2 oS CTUxX

0x3A]

arisp S5 ICTITCTIIT LR ATI | TJ, UAGL, UNXIOD, UXU7, UXDT, U

e | Int8Array

Int8Array as an array of packed little endian int8 bytes
Google Protocol Buffer Type: bytes
Sparkplug enum value: 22

Example (Decimal to Metric bytes_value): [23, 123] — [0xEF, 0x7B]

e | Intl6Array

Int16Array as an array of packed little endian int16 bytes
Google Protocol Buffer Type:bytes
Sparkplug enum value: 23

Example (Decimal to-Metric bytes_value): [-30000, 30000] — [0xDO,
0x75]

o | Int32Array

Int8Array as an array of packed little endian int32 bytes
Google Protocol Buffer Type: bytes
Sparkplug enum value: 24

Example (Decimal to Metric bytes_value): [-1, 315338746] — [OXFF

x68, 0xDE,

0x84, 0x30,

DxFF, OxFF,

OxFF, 0xFA, 0xAF, 0xCB, 0x12]

e Int64Array

75

Int8Array as an array of packed little endian int64 bytes
Google Protocol Buffer Type: bytes

Sparkplug enum value: 25

Example (Decimal to Metric bytes_value): [-4270929666821191986, -
3601064768563266876] — [0xCE, 0x06, 0x72, 0xAC, 0x18, 0x9C, 0xBA, 0xC4,

0xC4, 0xBA, 0x9C, 0x18, 0xAC, 0x72, 0x06, 0xCE]
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e Ulnt8Array

UInt8Array as an array of packed little endian uint8 bytes

Google Protocol Buffer Type: bytes

Sparkplug enum value: 26

Example (Decimal to Metric bytes_value): [23, 250] = [0x17, 0xFA]

6Array

J Ulnt1
J Ulnt3
J Ulnté6

Ulnt16Array as an array of packed little endian uint16 bytes
Google Protocol Buffer Type: bytes
Sparkplug enum value: 27

Example (Decimal to Metric bytes_value): [30, 52360] — [0x1E, 0x00, 0x88,
0xCC]

PArray
UInt32Array as an array of packed little endiaficuint32 bytes
Google Protocol Buffer Type: bytes
Sparkplug enum value: 28

Example (Decimal to Metric bytes:value): [52, 3293969225] — [0x34, 0x00
0x00, 0x00, 0x49, 0xFB, 0x55,.0xC4]

dArray
UInt64Array as an array of packed little endian uint64 bytes
Google ProtocelBuffer Type: bytes
Sparkplug enum value: 29

Example (Decimal to Metric bytes_value): [52, 16444743074749521625] —
[0x34, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0xD9, 0x9E, 0x02, 0xD1, 0xB2,
0%76, 0x37, 0xE4]

e  FloatArray

FloatArray as an array of packed little endian 32-bit float bytes
Google Protocol Buffer Type: bytes
Sparkplug enum value: 30

Example (Decimal to Metric bytes_value): [1.23, 89.341] — [0x3F, 0x9D, 0x70,
0xA4, 0x42, 0xB2, 0xAE, 0x98]

e DoubleArray

© ISO/IEC 2023

DoubleArray as an array of packed little endian 64-bit float bytes
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Google Protocol Buffer Type: bytes
Sparkplug enum value: 31

Example (Decimal to Metric bytes_value): [12.354213, 1022.9123213] — [0x40,
0x28, 0xB5, 0x5B, 0x68, 0x05, 0xA2, 0xD7, 0x40, 0x8F, 0xF7, 0x4C, 0x6F, 0x1C,
0x17, 0x8E]

BooleanArray

BooleanArray as an array of bit-packed bytes preceeded by a 4-byte integer that

StringArray

DateTimeArray

represents the total number of boolean values
Google Protocol Buffer Type: bytes
Sparkplug enum value: 32

Example (boolean array to Metric bytes_value): [false, fdlse, true, trug, false, true,
false, false, true, true, false, true] = [0x0C, 0x00, 0%x00, 0x00, 0x34, 0¥DX]

o Note an 'X' above is a 'do not care'. It can be either 1 or 0 but must be
present so the array ends on a byte boundary.

StringArray as an array of null texminated strings
Google Protocol Buffer Type:ibytes
Sparkplug enum value: 33

Example (string arrayto Metric bytes_value): [ABC, hello] — [0x41, Ox42, 0x43,
0x00, 0x68, 0x65; 0x6¢, 0x6¢, 0x6f, 0x00]

DateTimeArray as an array of packed little endian bytes where each Datetime
value iS an 8-byte value representing the number of milliseconds sin¢e epoch in
Ure

Google Protocol Buffer Type: bytes

Example (DateTime array — ms since epoch — Metric bytes_value):
['Wednesday, October 21, 2009 5:27:55.335 AM', 'Friday, June 24, 2022 9:57:55
PM'] - [1256102875335, 1656107875000] — [0xC7, 0xDO, 0x90, 0x75, 0x24,
0x01, 0xB8, 0xBA, 0xB8, 0x97, 0x81, 0x01]

6.4.18. Payload Representation on Host Applications

Sparkplug B payloads in conjunction with the Sparkplug topic namespace result in hierarchical
data structures that can be represented in folder structures with metrics which are often called

tags.
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6.4.19. NBIRTH

The NBIRTH is responsible for informing host applications of all of the information about the
Edge Node. This includes every metric it will publish data for in the future.

There is a dependency on the MQTT CONNECT packet with regard to NBIRTH messages that
are subsequently sent for that given MQTT Session. These are can be found in the Edge Node
Session Establishment Section

¢ [tck-id-payloads-nbirth-timestamp] NBIRTH messages MUST include a payload
timestamp that denotes the time at which the message was published.

e [tck-id-payloads-nbirth-edge-node-descriptor] Every Edge Node Descriptar l|l1 any
Sparkplug infrastructure MUST be unique in the system.

- | These are used like addresses and need to be unique as a result.

e [tck-id-payloads-nbirth-seq] Every NBIRTH message MUST include a sequenge
number and it MUST have a value between 0 and 255 (inclusive).

e [tck-id-payloads-nbirth-bdseq] Every NBIRTH message-MUST include a bdSeq
number metric.

e [tck-id-payloads-nbirth-bdseq-repeat] The bdSégnumber value MUST match the
bdSeq number value that was sent in the prior MQTT CONNECT packet WILL
Message.

- | Note if anew NBIRTH is being sent‘(due to a Rebirth request or ant other r¢ason)
the Sparkplug Edge Node MQTTFclient MUST publish the same bdSeq numbjer
that was sent in the prior MQTT CONNECT packet Will Message payload. THis is
because the NDEATH bdSeg-number MUST always match the bdSeq numbef of
the associated NBIRTH, that is stored in the MQTT Server via the MQTT Will
Message.

e [tck-id-payloads-nbirth-rebirth-req] Every NBIRTH MUST include a metric wiith
the npme 'Node Cantrol/Rebirth’' and have a boolean value of false.

- | This is used by Host Applications to force an Edge Node to send a new birth|
sequence (NBIRTH and DBIRTH messages) if errors are detected by the Host
Application in the data stream.

¢ [tck-id-payloads-mbirth-qos{ NBIRTHmMessages MUST be pubtisired witir tire—
MQTT QoS set to 0.

¢ [tck-id-payloads-nbirth-retain] NBIRTH messages MUST be published with the
MQTT retain flag set to false.

The following is a representation of a simple NBIRTH message on the topic:

spBv1.0/Sparkplug B Devices/NBIRTH/Raspberry Pi

In the topic above the following information is known based on the Sparkplug topic definition:
e  The ‘Group ID’ is: Sparkplug B Devices
e The ‘Edge Node ID’ is: Raspberry Pi
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¢ The 'Edge Node Descriptor' is the combination of the Group ID and Edge Node ID.
e  Thisis an NBIRTH message based on the 'NBIRTH' Sparkplug Verb

Consider the following Sparkplug B payload in the NBIRTH message shown above:

{
"timestamp": 1486144502122,

"metrics": [{
"name": "bdSeq",
"timestamp": 1486144502122,
dataType T “InNtesd™,
"value": @

b A

"name": "Node Control/Reboot",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b A
"name": "Node Control/Rebirth",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b A
"name": "Node Control/Next Server",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b Ao
"name": "Node Control/Scan Rate",
"timestamp": «1486144502122,
"dataType" »N*Int64",
"value" ;~'3000

b o
"name!™: "Properties/Hardware Make",
"timestamp": 1486144502122,
"dataType": "String",
"value": "Raspberry Pi"

A
"name": "Properties/Hardware Model",
"timestamp": 1486144502122,
"d:rl-:-\T_ypn"' "Strj ng"J

"value": "Pi 3 Model B"

b A

"name": "Properties/0S",
"timestamp": 1486144502122,
"dataType": "String",
"value": "Raspbian"
b A
"name": "Properties/0S Version",
"timestamp": 1486144502122,
"dataType": "String",
"value": "Jessie with PIXEL/11.01.2017"

b A
"name": "Supply Voltage",
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}

"timestamp": 1486144502122,
"dataType": "Float",

"value":

s
"seq": ©

12.1

This would result in a structure as follows on the Host Application.

Figure 10 -

Metric

ISO/IEC 20237:2023(E)

6.4.20. DBIRTH

The DBIRTH
the device. T|

Sparkplug B Metric Structure 1

Value Data Type
=|_Sparkplug B Devices | /group_id

i Raspberry|Pi /edge_node_id
Node Coptrol Node Control
— Reboo FALSE Boolegan
— Rebirt FALSE Bodlean
— Next Server FALSE Bodlean
— Scan Hate 3000 Int64
Properti Node Properties
— Hardware Make Raspberry Pi String
— Mardware Model Pi 3 Model B String
— OS Name Raspbian String
— OS Vefsion Jessie with PIXEL/11.01.201<7 String
— Supply| Voltage 12.1 Float

is responsible for informing the HostApplication of all of the information ab
his includes every metric it will. publish data for in the future.

hut

[tck-id-payloads-dbirth-timestamp] DBIRTH messages MUST include a payload
timegtamp that denotes the titne at which the message was published.

[tck-id-payloads-dbirth-seq] Every DBIRTH message MUST include a sequenge

numper.

[tck-id-payloads:dbirth-seq-inc] Every DBIRTH message MUST include a seqience
number value that is one greater than the previous sequence number sent by the

Edge|Node. This value MUST never exceed 255. If in the previous sequence
number sént by the Edge Node was 255, the next sequence number sent MUS[T

have [a value of 0.

[tck-id-payloads-dbirth-order] All DBIRTH messages sent by an Edge Node MUST
be sent immediately after the NBIRTH and before any NDATA or DDATA messages
are published by the Edge Node.

[tck-id-payloads-dbirth-qos] DBIRTH messages MUST be published with the

MQTT QoS set to 0.

[tck-id-payloads-dbirth-retain] DBIRTH messages MUST be published with the
MQTT retain flag set to false.

The following is a representation of a simple DBIRTH message on the topic:

spBv1.0/Sparkplug B Devices/DBIRTH/Raspberry Pi/Pibrella

© ISO/IEC 2023 - All rights reserved
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In the topic above the following information is known based on the Sparkplug topic definition:

The ‘Group ID’ is: Sparkplug B Devices

The ‘Edge Node ID’ is: Raspberry Pi

The ‘Device ID’ is: Pibrella

This is a DBIRTH message based on the 'DBIRTH' Sparkplug Verb

Consider the following Sparkplug B payload in the DBIRTH message shown above:

{

"timestamp": 1486144502122,
"metrics": [{

}s

}s

}s

}s

}s

"name": "Inputs/A",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

"name": "Inputs/B",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

"name": "Inputs/C",
"timestamp": 1486144502122,
"dataType": "Boolean
"value": false

"name": "Inputs/D",
"timestamp": 1486144502122,
"dataTypet™"Boolean",
"value":_false

"name”: "Inputs/Button",
timestamp": 1486144502122,
“dataType": "Boolean",
"value": false

"name": "Outputs/E",
"timestamp": 1486144502122,

81

}s

}s

}s

"datalype”: "Boolean”,
"value": false

"name": "Outputs/F",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

"name": "Outputs/G",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

"name": "Outputs/H",
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"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false
b A
"name": "Outputs/LEDs/Green",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false
b A
"name": "Outputs/LEDs/Red",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false

b
"name": "Outputs/LEDs/Yellow",

"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false
b |1
"name": "Outputs/Buzzer",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": false
b [
"name": "Properties/Hardware Make",
"timestamp": 1486144502122,
"dataType": "String",
"value": "Pibrella"
)
"sgq": 1
}

This would result in a structure asfollows on the Host Application.
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Metric Value Data Type
T_Sparkplug B Devices | /group_id
T_Raspberry Pi /edge_node id
¢ Pibrella /device_id
—7 Inputs
— A FALSE Boolean
— B FALSE Boolean
— C FALSE Boolean
—D EALSE Boolean
— Outputs
—i LEDs
Green FALSE Boolegn
Red FALSE Boolegn
Yellow FALSE Boolegn
— E FALSE Boolegn
— F FALSE Booledn
— G FALSE Boolegn
— H FALSE Boolegn
— Buzzer FALSE Boolegn
—T_Properties
Hardware Make Pibrella String
Evenything under the Pibrella node is
Device Process Variables and Metric Tags

Figure 11 - Sparkplug B Metric Structure 2
6.4.21L NDATA

NDATIA messages are used to update the values of any Edge Node metrics that werg originally
publighed in the NBIRTH message. Any time an input changes on the Edge Node, a NDATA
messgdge shoulddbe generated and published to the MQTT Server. If multiple metrids on the
Edge Node change, they can all be included in a single NDATA message. It is also inlportant to
note that changes can be aggregated and published together in a single NDATA message.
Because.the Sparkplug B payload uses an ordered List of metrics, multiple different change
events for multiple different metrics can all be included in a single NDATA message.

¢ [tck-id-payloads-ndata-timestamp] NDATA messages MUST include a payload
timestamp that denotes the time at which the message was published.

e [tck-id-payloads-ndata-seq] Every NDATA message MUST include a sequence
number.

e [tck-id-payloads-ndata-seq-inc] Every NDATA message MUST include a sequence
number value that is one greater than the previous sequence number sent by the
Edge Node. This value MUST never exceed 255. If in the previous sequence
number sent by the Edge Node was 255, the next sequence number sent MUST
have a value of 0.
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[tck-id-payloads-ndata-order] All NDATA messages sent by an Edge Node MUST

NOT be sent until all the NBIRTH and all DBIRTH messages have been published
by the Edge Node.

QoS s

etto 0.

MQTT retain flag set to false.

The followin

spBv1.0/Spa
In the topic 2
The ‘(

The ‘I
This i

Consider the|

{
"t]
llmE

11

IlSE

}
This would 1
6.4.22. DDAT]

DDATA mes{
published in
should be ge

-

hroup 1D’ is: Sparkplug B Devices

5 an NDATA message based on the 'NDATA' SparkplugVerb

is a representation of a simple NDATA message on the topic:
rkplug B Devices/NDATA/Raspberry Pi

bove the following information is known based on the Sparkplug topic'defini

dge Node ID’ is: Raspberry Pi

following Sparkplug B payload in the NDATA message shown above:

mestamp": 1486144502122,

trics": [{
"name": "Supply Voltage",
"timestamp": 1486144502122,
"dataType": "Float",
"value": 12.3

A

ages are-uised to update the values of any device metrics that were originally]
the DBIRTH message. Any time an input changes on the device, a DDATA me
netated and published to the MQTT Server. If multiple metrics on the device

esult in the host application updating the value of the 'Supply Voltage' metrid.

[tck-id-payloads-ndata-qos] NDATA messages MUST be published with the MQTT

[tck-id-payloads-ndata-retain] NDATA messages MUST be published with the

tion:

bsage

t

change, they

canall be included.in a cing]n DDATA message Itis also impnr‘fnnf tonote-th

changes can be aggregated and published together in a single DDATA message. Because the

Sparkplug B

payload uses an ordered List of metrics, multiple different change events for

multiple different metrics can all be included in a single DDATA message.

timestamp that denotes the time at which the message was published.

number.

[tck-id-payloads-ddata-timestamp] DDATA messages MUST include a payload

[tck-id-payloads-ddata-seq] Every DDATA message MUST include a sequence

[tck-id-payloads-ddata-seq-inc] Every DDATA message MUST include a sequence

number value that is one greater than the previous sequence number sent by the

Edge
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number sent by the Edge Node was 255, the next sequence number sent MUST

have a value of 0.

[tck-id-payloads-ddata-order] All DDATA messages sent by an Edge Node MUST
NOT be sent until all the NBIRTH and all DBIRTH messages have been published

by the Edge Node.

[tck-id-payloads-ddata-qos] DDATA messages MUST be published with the MQTT

QoS setto 0.

MQTT retain flag set to false.

The fqllowing is a representation of a simple DDATA message on the topic;

spBvl

Consi

}

.0/Sparkplug B Devices/DDATA/Raspberry Pi/Pibrella
The ‘Group ID’ is: Sparkplug B Devices
The ‘Edge Node ID’ is: Raspberry Pi
The ‘Device ID’ is: Pibrella
This is an DDATA message based on the 'NDATA' Sparkplug Verb
ler the following Sparkplug B payload in the DDATA message shown above:
"timestamp": 1486144502122,
"metrics": [{
"name": "Inputs/A",
"timestamp": 1486144502122,

"dataType!¢*"Boolean”,
"value"{ true

b A
"naneY: "Inputs/C",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": true

s

*seq": 0@

ith the

This would result in the Host Application updating the value of the ‘Inputs/A’ metric and
‘Inputs/C’ metric.

6.4.23.

NCMD

NCMD messages are used by Host Applications to write to Edge Node outputs and send Node
Control commands to Edge Nodes. Multiple metrics can be supplied in a single NCMD message.

85

[tck-id-payloads-ncmd-timestamp] NCMD messages MUST include a payload

timestamp that denotes the time at which the message was published.

[tck-id-payloads-ncmd-seq] Every NCMD message MUST NOT include a sequence

number.
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QoS setto 0.

[tck-id-payloads-ncmd-retain] NCMD messages MUST be published with the

MQTT retain flag set to false.

The followin

g is a representation of a simple NCMD message on the topic:

spBv1l.0/Sparkplug B Devices/NCMD/Raspberry Pi

The ‘H

This i

Consider the
{

"]
llmE

}]
}

This NCMD 1
can be reque
an NDATA o1
messages.

6.4.24. DCMI

DCMD messa
Control com}

times

[tck-id-payloads-dcmd-timestamp] DCMD messages MUST include a payload

The ‘Group ID’ is: Sparkplug B Devices

[tck-id-payloads-ncmd-qos] NCMD messages MUST be published with the MQTT

Ldge Node ID’ is: Raspberry Pi
5 an NCMD message based on the 'NDATA' Sparkplug Verb
following Sparkplug B payload in the NCMD message shown abgve:
mestamp": 1486144502122,
trics": [{

"name": "Node Control/Rebirth",

"timestamp": 1486144502122,

"dataType": "Boolean",
"value": true

ayload tells the Edge Node to republish its NBIRTH and DBIRTH(s) message;s
sted if a Host Application gets ancout of order seq number or if a metric arriv
" DDATA message that was not provided in the original NBIRTH or DBIRTH

ges are used by Host Applications to write to device outputs and send Device

tamp that denotes the time at which the message was published.

[tck-i

numbper:

d-payloads-dcmd-seq] Every DCMD message MUST NOT include a sequg¢

mands to devices:Multiple metrics can be supplied in a single DCMD messaga.

. This
PS in

nce

QoS setto 0.

[tck-id-payloads-dcmd-retain] DCMD messages MUST be published with the

MQTT retain flag set to false.

The following is a representation of a simple DCMD message on the topic:

spBv1.0/Sparkplug B Devices/DCMD/Raspberry Pi/Pibrella

© ISO/IEC 2023 -

The ‘Group ID’ is: Sparkplug B Devices
The ‘Edge Node ID’ is: Raspberry Pi
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e The ‘Device ID’ is: Pibrella
e  Thisis an DCMD message based on the 'DCMD' Sparkplug Verb

Consider the following Sparkplug B payload in the DCMD message shown above:

{

"timestamp": 1486144502122,

"metrics": [{
"name": "Outputs/LEDs/Green",
"timestamp": 1486144502122,
dataType T “Boolean
"value": true

b A
"name": "Outputs/LEDs/Yellow",
"timestamp": 1486144502122,
"dataType": "Boolean",
"value": true

}

The DCMD payload tells the Edge Node to write true to the attached device’s green|and yellow
LEDs.|As a result, the LEDs should turn on and result ina DDATA message back to the MQTT
Server after the LEDs are successfully turned on.

6.4.25 NDEATH

The NDEATH messages are registered withithe MQTT Server in the MQTT CONNE(T packet as
the "Will Message'. This is used by Host Applications to know when an Edge Node has lost its
MQTT| connection with the MQTT Server.

¢ | [tck-id-payloads-ndeath-seq] Every NDEATH message MUST NOT include a
sequence number.

¢ | [tck-id-payloads:ndeath-will-message] An NDEATH message MUST be registered
as a Will Message in the MQTT CONNECT packet.

e | [tck-id-payloads-ndeath-will-message-qos] The NDEATH message MUST set the
MQTT-Will QoS to 1 in the MQTT CONNECT packet.

e | [tcksid-payloads-ndeath-will-message-retain] The NDEATH message MUST set the
MQTT Will Retained flag to false in the MQTT CONNECT packet.

¢ [tck-id-payloads-ndeath-bdseq] The NDEATH message MUST include the same
bdSeq number value that will be used in the associated NBIRTH message.

- This is used by Host Applications to correlate the NDEATH messages with a
previously received NBIRTH message.

- Itis important to note that any new CONNECT packet must increment the bdSeq
number in the payload compared to what was in the previous CONNECT packet.
This ensures that any Host Applications will be able to distinguish between
current and old bdSeq numbers in the event that messages are delivered out of
order. When incrementing the bdSeq number, if the previous value was 255, the
next must be zero.
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¢ [tck-id-payloads-ndeath-will-message-publisher] An NDEATH message SHOULD
be published by the Edge Node before it intentionally disconnects from the MQTT
Server.

This allows Host Applications advanced notice that an Edge Node has

disconnected rather than waiting for the NDEATH to be delivered by the MQTT

Server based on an MQTT keep alive timeout.

¢ [tck-id-payloads-ndeath-will-message-publisher-disconnect-mqtt311] If the Edge
Node is using MQTT 3.1.1 and it sends an MQTT DISCONNECT packet, the Edge

Node
MQT’

e [tck-id-payloads-ndeath-will-message-publisher-disconnect-mqtt50] If the E

Node|
"Discy
packs

e AnNI

The followin
spBv1.0/Sp3

o The ‘(

MUSTpublish-an NDEATH messageto-the MQTT Server before-it sends;
I DISCONNECT packet.

This is to ensure Host Applications are notified that the Edge Node/is
disconnecting. Because an MQTT DISCONNECT packet is sent, the MQTT Se
will not deliver the Will Message/NDEATH on behalf of the disconnecting E
Node.

is using MQTT 5.0 and it sends an MQTT DISCONNECT packet, the MQT
pnnect with Will Message' reason code MUST be-set in the DISCONNECT
et.

This is to ensure Host Applications are netified that the Edge Node is
disconnecting by the MQTT Server.

DEATH message MAY include a timestamp.

It should be noted that this timestamp is typically set at the time of the MQ]]
CONNECT message and as:d.result may not be useful to Host Applications. |
timestamp is set, Host Applications SHOULD NOT use it to determine
corresponding NBIRTH messages. Instead, the bdSeq number used in the

matches a prior-NBIRTH.

p is a representation of a NDEATH message on the topic:

rkplug B*Devices/NDEATH/Raspberry Pi

hroup’/ID’ is: Sparkplug B Devices

NBIRTH and NDEATH messages MUST be used to determine that an NDEAT

the

'Ver

dge
[ v5.0

T
[ the

e The ‘Edge Node ID’ is: Raspberry Pi

e  Thisis an NDEATH message based on the 'NDEATH' Sparkplug Verb

Consider the

{

following Sparkplug B payload in the NDEATH message shown above:

"timestamp": 1486144502122,
"metrics": [{

© ISO/IEC 2023

"name": "bdSeq",
"timestamp": 1486144502122,
"dataType": "UInte4",
"value": @
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}
}

The payload metric named bdSeq allows a Host Application to reconcile this NDEATH with the
NBIRTH that occurred previously.

6.4.26. DDEATH

The DDEATH messages are published by an Edge Node on behalf of an attached device. If the
Edge Node determines that a device is no longer accessible (i.e. it has turned off, stopped

responding, etc.) the Edge Node should publish a DDEATH to denote that device connectivity
has bgen lost.

e | [tck-id-payloads-ddeath-timestamp] DDEATH messages MUST include|a payload
timestamp that denotes the time at which the message was published.

¢ | [tck-id-payloads-ddeath-seq] Every DDEATH message MUSFinclude a sequence
number.

¢ | [tck-id-payloads-ddeath-seq-inc] Every DDEATH niessage MUST include a
sequence number value that is one greater thanthe previous sequence¢ number
sent by the Edge Node. This value MUST neverexceed 255. If in the preyvious
sequence number sent by the Edge Node was 255, the next sequence nimber sent
MUST have a value of 0.

The fqllowing is a representation of a simple DDEATH message on the topic:

spBv1|.0/Sparkplug B Devices/DDEATH/Raspberry Pi/Pibrella

e | The ‘Group ID’ is: Sparkplug B.Devices

e | The ‘Edge Node ID’ is: Raspberry Pi

e [ The ‘Device ID’ is: Pibrella

e | This is a DDEATH message based on the 'DDEATH' Sparkplug Verb
Considler the following Sparkplug B payload in the DDEATH message shown above

timestamp": 1486144502122,
"seq": 123

[tck-id-payloads-ddeath-seq-number] A sequence number MUST be included with the
DDEATH messages so the Host Application can ensure order of messages and maintain
the state of the data.

6.4.27.STATE

As noted previously, the STATE messages published by Sparkplug Host Applications do not use
Sparkplug B payloads. State messages are used by Sparkplug Host Applications to denote to
Edge Nodes whether or not the Sparkplug Host Application is online and operational or not.
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[tck-id-payloads-state-will-message] Sparkplug Host Applications MUST register a
Will Message in the MQTT CONNECT packet on the topic
'spBv1.0/STATE/[sparkplug_host_id]'.

- The [sparkplug_host_id] should be replaced with the Sparkplug Host
Application’s ID. This can be any UTF-8 string.

[tck-id-payloads-state-will-message-qos] The Sparkplug Host Application MUST
set the the MQTT Will QoS to 1 in the MQTT CONNECT packet.

[tck-i
MUST set the Will Retained flag to true in the MQTT CONNECT packet.

[tck-id-payloads-state-will-message-payload] The Death Certificate Payload MUST
be JSON UTF-8 data. It MUST include two key/value pairs where oné’key MUST be
‘online’ and it’s value is a boolean 'false’. The other key MUST be ‘timestamp’|and
the value MUST be a numeric value representing the current UTC'time in
milligeconds since Epoch.

[tck-ld-payloads-state-subscribe] After establishing anMQTT connection, the
Sparkplug Host Application MUST subscribe on it’s own
'spBv1.0/STATE/[sparkplug_host_id]' topic.

- | The [sparkplug host_id] should be replaced<with the Sparkplug Host
Application’s ID. This can be any UTF-8.string.

- | Non-normative comment: This allows the Sparkplug Host Application hand|e
timing issues around STATE 'offline' messages being published on it’s behalf by
the MQTT Server when it is in‘fact online.

id-payloads-state-birth]-After subscribing on it’s own
.0/STATE/[sparkplug host_id] topic, the Sparkplug Host Application MUST

ish an MQTT message on the topic 'spBv1.0/STATE/[sparkplug_host_id]] with
of 1, and the retain flag set to true.

publ
aQo

The [sparkplug host_id] should be replaced with the Sparkplug Host
Application’s ID. This can be any UTF-8 string.

[tck-id-payloads-state-birth-payload] The Birth Certificate Payload MUST be[JSON
UTF-8 data. It MUST include two key/value pairs where one key MUST be 'onjine’
andi 1lue-is-a-boolean-‘true’ he-othe oy MUS be 'time amMb-and Value
MUST match the timestamp value that was used in the immediately prior MQTT
CONNECT packet Will Message payload.

Security

This chapter is provided for guidance only and is non-normative.

7.1.

TLS

The MQTT specification does not specify any TCP/IP security scheme as it was envisaged that
TCP/IP security would (and did) change over time. Although this document will not specify any
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TCP/IP specific security requirements it will provide guidelines on how to secure a Sparkplug
infrastructure.

7.2. Authentication

There are several levels of security and access control configured within an MQTT
infrastructure. From a pure MQTT client perspective, the client does need to provide a unique
Client ID, and an optional username and password.

7.3. Authorization

Alth01|1gh access control is not mandated in the MQTT specification for use in MQTFT Server
implementations, Access Control List (ACL) functionality is available for many MQTT Server
implementations. The ACL of an MQTT Server implementation is used to spécify which MQTT
topicslany MQTT Client can subscribe and/or publish on. Examples are provided on how to
setup fand manage MQTT Client credentials and some considerations-wsetting up proper
ACL’s|on the MQTT Servers.

7.4. | Implementation Notes

7.4.1.| Underlying MQTT Security

All aspects specified in the MQTT Specification’s Secupity Section [MQTTV3.1.1-5] §hould be
considered when implementing a Sparkplug solution. If using MQTT v5, please refdr to this
sectiop [MQTTV5-5] instead.

7.4.2.| Encrypted Sockets

When(using public networks and data'is sensitive, the underlying socket connectiohs being
used by Sparkplug components should be encrypted. This can be done using TLS of potential
futurg mechanisms for securingand encrypting the underlying TCP/IP connection.

7.4.3.| Access Control Lists

ACLs ¢an be defined forySparkplug clients to restrict each Edge Node to a specific s¢t of topics it
can publish and subscribe on. Many MQTT Servers offer the ability to configure ACLs based on
client|connection‘credentials. When supported by the MQTT Server, ACLs offer sonpe security
in prepenting Compromised credentials from being able to be used to spoof Edge Npdes, write
to other Edge'Node outputs, or see all messages flowing through the MQTT Server.|Consider
the Edgé Node with a single attached Device with the following Sparkplug IDs.

Group ID = G1
Edge Node ID = E1
Device ID = D1

Based on this, the following could be reasonable MQTT ACLs to be provisioned in the MQTT
Server for the MQTT client associated with this Edge Node:

Publish: spBv1.0/G1/NBIRTH/E1l

Publish: spBv1.0/G1/NDATA/E1

Publish: spBv1.0/G1/NDEATH/E1

Publish: spBv1.0/G1/DBIRTH/E1/D1
Publish: spBv1.0/G1/DDATA/E1/D1

Publish: spBv1.0/G1/DDEATH/E1/D1
Subscribe: spBv1.0/STATE/my_ primary_host
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Subscribe: spBv1.0/G1/NCMD/E1
Subscribe: spBv1.0/G1/DCMD/E1/D1

However, there may be other considerations when creating ACLs for clients. It may be the case
that an Edge Node has many dynamic associated devices. In this case, it may make sense to
wildcard the device level topic token. For example, it could look like this:

Publish: spBv1.0/G1/NBIRTH/E1l

Publish: spBv1.0/G1/NDATA/E1

Publish: spBv1.0/G1/NDEATH/E1

Publish: spBv1.0/G1/DBIRTH/E1l/+

Publish: spgBv1.0/G1/DDATA/E1l/+

Publish: spBv1.0/G1/DDEATH/E1/+
Subscribe: |spBvl1.0/STATE/my_primary_host
Subscribe: |spBv1.0/G1/NCMD/E1

Subscribe: |spBv1.0/G1/DCMD/E1/+

Also, it may |
DCMD subsc

pe the case that DCMD messages should not be 'writable'. In this case, maybe
riptions should not be allowed at all. In this case, the ACLs-could look like this:

Publish:
Publish:
Publish:
Publish:
Publish: sqg
Publish: sqg
Subscribe:

Subscribe:

Bvl.
Bvl.
Bvl.
Bvl.

0/G1/NBIRTH/E1
0/G1/NDATA/E1
0/G1/NDEATH/E1
0/G1/DBIRTH/E1/+
Bv1.0/G1/DDATA/E1/+
Bv1.0/G1/DDEATH/E1/+
spBv1.0/STATE/my_primary_host
spBv1.0/G1/NCMD/E1

SH
SE
SE
SH

By using ACI

be comprom|
in scope. For
Subscribing

not be realiz

8. High

Sparkplug b4

s in this way, the access each Edge Node has is restricted to only topics that it
should be abI:

e to publish and subscribe omn If the client credentials for some Edge Node w
sed, the potential harm that could be done by a malicious client would be lin
example, a client wouldnot be able to appear to be as some other client.

bn # would not be allowed so the full scope of a Sparkplug topic namespace
ed by the malicio@isiclient with the compromised credentials.

Availafility

sediinfrastructures are often used in mission-critical environments. Plannin

ere to
1ited

ould

y for
n_

high availabiflity.is a key requirement for many Sparkplug users. This section discusses no

normative approaches to achieving high availability.

8.1.

High Availability for MQTT Servers

A core component of MQTT based infrastructures is the MQTT Server. It is the central data
broker and together with the Primary Host Application a potential single point of failure. All
components are connected to the MQTT Server all the time and a failure of the MQTT Server
will cause unavailability of the whole infrastructure.

There are two options for MQTT Server High Availability in Sparkplug:

1.

2.
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Both approaches have been deployed successfully in mission critical environments and

depending on the MQTT Server software used, not all options might be available.

8.1.1. MQTT Server HA Clustering (non-normative)

A single MQTT Server is a single point of failure in a Sparkplug infrastructure, which means a

failure of the Server will cause a downtime for all other components.

MQTT Servers that support clustering allow to install multiple MQTT Servers and connect them
to a cluster. This means all relevant MQTT data is synchronized between these servers. If one

or multiple MQTT Server fail, all data is still present at the other MQTT Servers.

The nlain advantage of MQTT Server clusters is operations simplicity. Sparkplig cqmponents

don’t heed to distribute state themselves between MQTT Servers (which is require

d for

Multipple MQTT Server Topologies). From the perspective of an MQTT Edge'Node, NIQTT
enabled Device, or Sparkplug Host Application, any of the MQTT Serversican be us¢d and

devicgs are not required to be connected to the same MQTT Server. AIMQTT cluste

the illpsion to MQTT clients that there is only one MQTT server while providing High

Availgbility.

Therelare two options available for deploying HA MQTT Server clusters:
1. | High Availability Cluster without Load Balancer
2. | High Availability Cluster with Load Balancer

8.1.2.| High Availability Cluster

" provides

In tradlitional clustered MQTT Server settings, each MQTT Server is reachable by all MQTT

Edge Nodes, Sparkplug Host Applications, and MQTT enabled Devices. Each compo
connect directly to any MQTT Server. A message sent to any MQTT Server will be d
all avgilable MQTT Servers in thecluster (which will distribute the message to all s
Sparkplug components).

MQTT Edge

Node <“‘——-—~—_____>

ent can
istributed to
ubscribing

Primary Host
S Applicatjon

MQTT Enabled /

Device

MQTT Server

Figure 12 - High Availability MQTT Server Cluster

If any MQTT Server would fail, the MQTT connection for components connected to
will break and the component can connect to any other MQTT Server to resume op
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8.1.3. High Availability Cluster with Load Balancer

For dynamic environments where the IP addresses of the MQTT Servers might not be available
beforehand (like in cloud native deployment environments such as Kubernetes) or for cases
where it’s not desired that all IP addresses (or DNS lookup names) are configured on the
Sparkplug components, a load balancer might be used.

MQTT Enabled \\,

. Load Balancer
Devicel J/F

Primary Host
Application

/

MQTT Edge
Node i MQTT Server

Figure 13 - High Availability MQTT Server Cluster with Load Balancer

Aload balanger acts as the single point of contact for Sparkplug components, so only a sinfgle IP
address or D[NS name needs to be configured on the components. The load balancer will proxy
the MQTT connections of the componénts and route to one available MQTT Server. In cas¢ of a
MQTT Server failure, the component only needs to reconnect to the load balancer again.

The use of a ppecific load balanicer depends on the MQTT Server used. Usually most load
balancers wgrk with most Sparkplug compatible MQTT Servers on the market.

8.2. Multjple Isoldted MQTT Servers (non-normative)

A second approach-to high availability is the use of several isolated MQTT Servers. This
approach wqrkswith all Sparkplug certified MQTT Servers and does not need cluster
technology but requires Primary Host Applications that support multiple 1solated MQTT
brokers. The Primary Host Application is responsible for managing state across the several
MQTT brokers.

When multiple MQTT Servers are available there is the possibility of “stranding” and Edge
Node if the Primary command/control of the Primary Host Application loses network
connectivity to one of the MQTT Servers. In this instance the Edge Node would stay properly
connected to the MQTT Server publishing information not knowing that Primary Host
Application was not able to receive the messages. When using multiple MQTT Servers, the
Primary Host Application instance must be configured to publish a STATE Birth Certificate and
all Edge Nodes need to subscribe to this STATE message.
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The Primary Host Application will need to specify whether it is a “Primary” command/control
instance or not. If it is a primary instance then every time it establishes a new MQTT Session
with an MQTT Server, the STATE Birth Certificate defined in section above is the first message
that is published after a successful MQTT Session is established.

Edge Nodes in an infrastructure that provides multiple MQTT Servers can establish a session to
any one of the MQTT Servers. Upon establishing a session, the Edge Node should issue a
subscription to the STATE message published by Primary Host Application. Since the STATE
message is published with the RETAIN message flag set, MQTT will guarantee that the last
STATE message is always available. The Edge Node should examine the JOSN payload of this
messdge to ensure that 1t 1s a value of -online=true . If the value 1s ~online=false”, this indicates
the Primary Application has lost its MQTT Session to this particular MQTT Server: This should
causelthe Edge Node to terminate its session with this MQTT Server and moyve to the next
availaple MQTT Server that is available. This use of the STATE message imthis manner ensures
that any loss of connectivity to an MQTT Server to the Primary Host Application does not result
in Edge Nodes being “stranded” on an MQTT server because of network issues. The following
messdge flow diagram outlines how the STATE message is used when three (3) MQTT Servers
are avfailable in the infrastructure:

[ IRTERY H°‘°i fanolccion ] MQTT Server #1  MQTT Server #2_MQTT Server #n Bl Nkt

Establish a session with all defined
MQTT sefvers in the infrastructure
and publigh a STATE Birth Certificate

|
|
|
|
| )
Establish an MQTT Sessiofj with
‘ »| || server and then subscribe tp the
| STATE message. If payload is
|
|
|
|
|

"OFFLINE" walk to the nex{ server.

(2) STATE="ONLINE"

STATE="ONLINE"

STATE="ONLINE"

>

@) STATE for this sener is curfently
"ONLINE" so stay connectgd here.

Network issues and MQTT session terminated (4) STATE="OFFL

Z
m

All tggs for all Edge Nodes and S
Deviges connected to sener #2.
set tp a data quality of *SJALE".
All cpnnection metrics updated.

"OFFLINE". Connect to next

STATE for this server chanded to
available server.

Primarj-Appheationteeps-trying+
reestablish a session to server #2.
Upon success, the STATE is
updated with a new publish.

5 >

(6) STATE="ONLINE"

Edge Node

[ Primary Host Application ]

MQTT Server #1 MQTT Server #2 MQTT Server #n
Figure 14 - Primary Application STATE flow diagram

1. When an Edge Node is configured with multiple available MQTT Servers in the
infrastructure it should issue a subscription to the Primary Host Application STATE
message. The Edge Nodes are free to establish an MQTT Session to any of the available
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servers over any available network at any time and examine the current STATE online
value. If the STATE message payload contains ‘online=false’ and the bdSeq number
value in the paylaod matches the bdSeq number in the prior Host Application BIRTH
message then the Edge Node should disconnect and walk to the next available server.

Upon startup, the configured Primary Application, the MQTT Session will be configured
to register the Primary Host Application DEATH Certificate that indicates STATE is
‘online=false’ with the message RETAIN flag set to true. Then the Primary Host
Application BIRTH Certificate will be published with a STATE payload of ‘online=true’.

AS th Edsc }\‘IUdC VV(:l}}\D ltb ClV(ll}alU}C }\V{QTT SCI vCl t(:l]lJ}C, lt VVi}} Cbtdblibll dall I\VI{QTT
Sessign with a server that has a STATE message with a JSON payload that contains
‘online=true’. The Edge Node can stay connected to this server if its MQTT Session|stays
intactfand it does not receive the Primary Host Application DEATH Certificate.

Having a subscription registered to the MQTT Server on the STATE topic will result in
any change to the current the Primary Host Application STATE being received
immediately. In this case, a network disruption causes the Primaty Host Applicatign
MQTT Session to server #2 to be terminated. This will cause the MQTT Server, on behalf
of the now terminated the Primary Host Application MQTT-Elient to publish the DEATH
certif]cate to anyone that is currently subscribed to it..Upon receipt of the Primary|Host
Applifation DEATH Certificate this Edge Node will nteve to the next MQTT Server in its
table.

The Edge Node moved to the next available MQTT Server and since the current STATE
on this server is ‘online=true’, it can stay connected.

In thd meantime, the network disruptien between Primary Host Application and MQTT
Servelr #2 has been corrected. The Primary Host Application has a new MQTT Sessjion

established to server #2 with aniupdate Birth Certificate with 'online=true’. Now MQTT
Server #2 is ready to accept new Edge Node session requests.
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Conformance

Conformance Profiles

are four Sparkplug target applications. A Sparkplug infrastructure typically ¢

more of the following application types
Sparkplug Edge Node

Sparkplug Host Application
Sparkplug:€ompliant MQTT Server
Sparkplug Aware MQTT Server

)pplication type has specific conformance requirements that must be met. Ty

onsists of

pically a

Sparkplug application would only implement one of these profiles. For example an MQTT client

wouldn’t typically be both an Edge Node and a Host Application.

10.1.1

. Sparkplug Edge Node

A Sparkplug Edge Node is typically an 'Edge Gateway'. It sends and receives data to an MQTT
Server using the spBv1.0/# namespace. Edge Nodes typically interact with physical devices to
gather data and also write to device outputs.

10.1.2

. Sparkplug Host Application

A Sparkplug Host Application is typically at a 'central location' and primarily receives data
from multiple Sparkplug Edge Nodes. It also may send command messages to Sparkplug Edge
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