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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardiz-
ation. National bodies that are members of ISO or IEC participate in the development
of International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

In the field of information technology, ISO and IEC have established d.join} technical
committee, ISO/IEC JTC 1. Draft International Standards adopted by|the joint
technical committee are circulated to national bodies for voting. Publicafion as an
International Standard requires approval by at least 75 % of the ndtional bodies casting
a vote.

International Standard ISO/IEC 10021-4 was prepared by Joint Technical Committee
ISO/IEC JTC 1, Information technology.

ISO/IEC 10021-4 consists of the following.-parts, under the general title: Idformation
technology — Text Communication — ‘Message-Oriented Text Interchange Systems
(MOTIS) —

—  Part 1: System and Seryice.Overview

— Part 2: Overall Architecture

—  Part 3. AbstractService Definition Conventions
—  Part 4: Message Transfer System: Abstract Service Definition and Procedures
—  Part 5: Message Store: Abstract Service Definition
— Part\6: Protocol Specifications

— 'Part 7. Interpersonal Messaging System

Arnex A forms an integral part of this part of ISO/IEC 10021. Annexes B, € and D are
for information only.

X1
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Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 10021 (the International Standards
for Message-Oriented Text Interchange Systems (MOTIS)).

MOTIS provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the Message Transfer System (MTS) and
delivered to one or more other users (the recipients).

The MTS comprises a number of message-transfer-agents (MTAs), which transfer messages and deliver
them to theif intended recipients.

This Interndqtional Standard was developed jointly by CCITT and ISO/IEC. The equivalent CCITT
document is|CCITT Recommendation X.411,

Xii
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Section one - Introduction

pe

ISO/IEC 10021 defines the abstract-service provided by the MTS (the MTS
specifies the procedures to be performed by MTAs to ensure™the correct di
he MTS.

1-2 identifies the other International Standards which (define other aspects of
ems.

MTS Abstract Service defined in this part of ISOAEC 10021 may be provided by
ol (P3) defined in ISO/IEC 10021-6. The distributed operation of the MTS define
EC 10021 may be provided by the use of the(MTS Transfer Protocol (P1) also dg
1-6.

f this part of ISO/IEC 10021 defines the MTS Abstract Service. Clause 6 desc
sfer System Model. Clause 7 providesian overview of the MTS Abstract Service.

bmantics of the parameters of the MTS Abstract Service. Clause 9 defines the

MTS Abstract Service.

of this part of ISO/IEC 100201 defines the MTA Abstract Service. Clause 10 re
MTS, first presented in clause 6, to show that the MTS comprises a number of M
h one another to provide‘the MTS Abstract Service. Clause 11 provides an ove
stract Service. Clause( 12 defines the semantics of the parameters of the MTA
se 13 defines the abstract-syntax of the MTA Abstract Service.

bf this part of ISO/IEC 10021 specifies the procedures performed by MTAs to er
puted operationof the MTS.

vides a réference definition of the MTS object identifiers cited in the ASN.1 m

the body of this part.of ISO/IEC 10021.

Annex B prd

vides”a reference definition of the upper bounds of the size constraints impos
h data tvpes defined in ASN.]1 modules in CCITT Recommendation X.411.

variable leng

Abstract
stributed

Message

the MTS
d in this
fined in

ribes the
Clause 8
abstract-

'ines the
TAs that
rview of
Abstract

sure the

dules in

ed upon

Annex C identifies the technical differences between the ISO/IEC and CCITT versions of CCITT

Recommenda

tion X.411 and this part of ISO/IEC 10021.

Annex D provides an index to this part of ISO/IEC 10021, categorised into: definitions of the MTS
parameters; Abbreviations; Terms; ASN.l modules; ASN.l macros; ASN.Il types; and ASN.1 values.

2

Normative references

The f_ollowing standards contain provisions which, through reference in this text, constitute provisions
of this part of ISO/IEC 10021. At the time of publication, the editions indicated were valid. All
standards are subject to revision, and parties to agreements based on this part of ISO/IEC 10021 are
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encouraged to investigate the possibility of applying the most recent editions of the standards listed
below. Members of ISO and IEC maintain registers of currently valid International Standards.

2.1 Open Systems Interconnection

This part of ISO/IEC 10021 cites the following OSI specifications:

1SO 8824:1990, Information processing systems - Open Systems Interconnection - Specification of
Abstract Syntax Notation One (ASN.1).

2.2 Mesnge Handling Systems
This part of [ISO/IEC 10021 cites the following Message Handling System specifications:

ISO/IEC 10Q21:1990, Information technology - Text communication - Message-Oriented Text
Interchange Systems (MOTIS ) -

Part 1: Service and system overview.

Part 2: Overall architecture.

Part 3: Abstract service definition conventions.
Part 5: Message store : Abstract service~definition.
Part 6: Protocol specifications.

Part 7; Interpersonal messaging,system.

CCITT X.4(8:1988, Message handling systemss Encoded information type conversion rules.

2.3 Direftory Systems

This part of] ISO/IEC 10021 cites the following Directory System specifications:

ISO/IEC 9594:1990, Information technology - Open Systems Interconnection - The Directory
Part(1: Overview of concepts, models, and services.

Part 2: Models.

Part 3: Abstract service definition.

Part 4. Procedures for distributed operation.

Part 5: Protocol specifications.
Part 6: Selected attribute types.
Part 7. Selected object classes.

Part 8: Authentication framework.
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ISO 3166:1988,
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Country Codes

SO/IEC 10021 cites the following Country Code specification:

Codes for the representation of names of countries.

Definitions

For the purposes of this part of ISO/IEC 10021 the definitions given in ISO/IEC 10021-2 apply.

4 Abb

For the purp

5

This Internati

5.1 Terms

Throughout t

parameters of]

begin with a

an upper-casq
and values of]

bold.

5.2
In the tables

Mand

eviations

Jses of this part of ISO/IEC 10021 the abbreviations given in ISO/IEC 10021-2 app

Conventions

pnal Standard uses the descriptive conventions described below.

the MTS Abstract Service and the MTA Abstract Service, unless they are prope

the parameters of the MTS Abstract Service and the MTA Abstract Service are p

Presenjce of Parameters

tory (M): A mandatory parameter shall always be present.

Optional (O): An optional argument shall be present at the discretion of the invoke

abstra
abstra

Condi
Stands

Whersg

Ct-operation;, an/optional result shall be present at the discretion of the performe
Ct-operation;

tional (C): A conditional parameter shall be present as defined by this Inte
rd.

a.Conditional parameter shall be present due to some action on the message

his part of ISO/IEC 10021 the words of defined/terms and the names and value

ower-case letter and are linked by a hyphen thus: defined-term. Proper names be
letter and are not linked by a hyphen thus: Proper Name. In clauses 8 and 12, th

bf parameters in clauses 8.@nd 12, the presence of each parameter is qualified as fq

y.

s of the
r names,
gin with
€ names
rinted in

llows:

r of the
r of the

rnational

probe or

report by the MTS, this is explicitly defined. The presence of other conditional parameters is
dependent on the presence of those parameters in other abstract-operations (for example, the
presence of a conditional argument of the Message-transfer abstract-operation is dependent on
the presence of the same optional argument in the related Message-submission abstract-

operat

5.3

ion).

Abstract Syntax Definitions

This part of ISO/IEC 10021 defines the abstract-syntax of the MTS Abstract Service and the MTA
Abstract Service using the abstract syntax notation (ASN.1) defined in ISO 8824, and the abstract service
definition conventions defined in ISO/IEC 10021-3.
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Where there are changes implied to the protocols defined in CCITT Recommendation X.411 (1984),
these are highlighted in the abstract syntax definitions by means of underlining.
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Section two - Message Transfer System Abstract Service

6

Message Transfer System Model

Message Handling provides for the exchange of messages between users on a store-and-forward basis.
A message submitted by one user (the originator) is transferred through the Message Transfer System
(MTS) and delivered to one or more other users (the recipients).

The MTS is d
whole - the M

The MTS is modelled as an object, whose overall behaviour can be described without|referend

internal struct|
port represent

A user of thd
through a port

A type of por
be performed
the MTS objed

A port may b
be invoked by
object is said
consumer are
operations. T
by another ol
user object (ef

Before objects
The binding d
until the asso
The binding d
context and sg
more types of

The model pr
the boundarie
However, in
communicate
between the d
of OSI commy

The MTS ob

TS Abstract Service.

ure. The services provided by the MTS object are made available athports. A

a particular view of the services provided by the MTS object.

which is paired with an MTS port of the same type.

t corresponds to a set of abstract-operations which can ocCur at the port; those wh
by the MTS object (invoked by the MTS-user object), and those which can be inv
t (performed by the MTS-user object).

e symmetrical, in which case the set of operations.performed by the MTS object n

the MTS object, and vice versa. Otherwise,«the’/port is asymmetrical, in which
to be the supplier or consumer with respectatorthe type of port. The terms supp
used only to distinguish between the roles.'of a pair of ports in invoking or per
he assignment of the terms is usually intuitive when one object is providing a serv
ject; the service object (eg the MTS)ds~usually regarded as being the supplier,
b an MTS-user object) is usually regarded as being the consumer.

can invoke operations on one another, they must be bound into an abstract ass
f an association between objects establishes a relationship between the objects wh
Ciation is released. An association is always released by the initiator of the ass
f an association establishes the credentials of the objects to interact, and the app]
curity-context of the association. The application-context of an association may bg
port paired between the'two objects.

esented is abstracty® That is, it is not always possible for an outside observer to
5 between objécts, or to decide on the moment or the means by which operation|
some cases _the abstract model will be realised. For example, a pair of object
through pdired ports may be located in different open systems. In this case, the b
bjects i yisible, the ports are exposed, and the operations may be supported by i
nicatien.

ect/supports ports of three different types: a submission-port, a delivery-port

bscribed using an abstract model in order to define the services provided by the(M

TS as a

e to its
type of

MTS is also modelled as an object, which obtains the services:provided by the MTS

ich can
bked by

nay also
case the
Vier and
forming
ce used
and the

bciation.
ch lasts
ciation.
ication-
e one or

identif'y
S occur,
s which
oundary
nstances

and an

administratios

=pOTT.

A submission-port enables an MTS-user to submit messages to the MTS for transfer and delivery to one
or more recipient MTS-users, and to probe the ability of the MTS to deliver a subject-message.

A delivery-port enables an MTS-user to accept delivery of messages from the MTS, and to accept

reports on the

delivery or non-delivery of messages and probes.

An administration-port enables an MTS-user to change long term parameters held by the MTS
associated with message delivery, and enables either the MTS or the MTS-user to change their
credentials with one another.
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A message submitted by one MTS-user via a submission-port will normally be delivered to one or more
recipient MTS-users via delivery-ports. The originating MTS-user may elect to be notified of the
delivery or non-delivery of a message via its delivery-port.

Figure 1 models the Message Transfer System (MTS).

Clause 7 provides an overview of the MTS Abstract Service.

Message-
Originator delivery MTS-
Message user
MTS- \ Submission /
user A
Message Intendedg-
. , Transfer recipients
eport- System
delivery (MTS)
(non-delivery)
MTS-
Non-delivery \_user
Figure 1

Message Transfer System ‘Model
7 Message Transfer System Abstract Service Overview
This part off ISO/IEC 10021 defines the following services that comprise the MTS Abstract Service:

MTY Bind and Unbind
a) MTS-bind
b) MTS-unbind

Submission Port Abstract Operations

¢) Message-submission

d) Probe-submission

&) Cancel-deferred—detvery
f) Submission-control

Delivery Port Abstract Operations
g) Message-delivery
h) Report-delivery

1) Delivery-control
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7.1

ISO/IEC 10021-4: 1

istration Port Abstract Operations
1) Register
k) Change-credentials.

MTS Bind and Unbind

990 (E)

The MTS-bind enables exther the MTS-user to establlsh an assocmtlon with the MTS or the MTS to

establish an
invoked in th

The MTS-un

7.2 Submi

The Message-submission abstract-operation enables an MTS-user to submitca, message to the N
transfer and d

The Probe-su

whether or ng

were to be su

The Cancel-d

message previ
operation.

The Submissi¢n-control abstract-operation enables the/MTS to constrain the use of the submiss
abstract-operd

The Message-
the Report-ddg

7.3 Delive
The Message-|

The Report-

of a previougrinyocation of.‘the Message-submission or Probe-submission abstract-operations.
ission abstract-operation, the Report-delivery abstract-operation indicates the delli

Message-sub
non-delivery
delivery absti
submitted. T]
by a PDS.

context of an established assomauon

ind enables the release of an established association by the initiator of the assoCiati

sion Port

elivery to one or more recipient MTS-users.

bmission abstract-operation enables an MTS—user to submit/a probe.ix} order to dg
t 2 message could be transferred and delivered to one“or more recipient MTS-us
bmitted.

eferred-delivery abstract-operation enables an{ MTS-user to request cancellatig
pusly submitted (for deferred-delivery) by invecation of the Message-submission a

tions by the MTS-user.

submission and Probe-submission\abstract-operations may cause subsequent invoc
livery abstract-operation by the MTS.

'y Port

delivery abstract-operation enables the MTS to deliver a message to an MTS-user.

livery abstract-operation enables the MTS to acknowledge to the MTS-user the

of the (submitted message. For the Probe-submission abstract-operation, the
act-operation indicates whether or not a message could be delivered if it wej
he Report-delivery abstract-operation may also convey a notification of physical-

only be

UTS for

termine

ers if it

n of a
bstract-

on-port

ation of

butcome
For the
ivery or
Report-
e to be
delivery

The Delivery-control abstract-operation enables an MTS-user to constrain the use of the delivery-port
abstract-operations by the MTS.

7.4

Administration Port

The Register abstract-operation enables an MTS-user to change long term parameters of the MTS-user
held by the MTS, associated with message delivery.

The Change-credentials abstract-operation enables either an MTS-user to change it’s credentials with

the MTS, or t

he MTS to change it’s credentials with the MTS-user.
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8 Me

This clause

ssage Transfer System Abstract Service Definition

defines the semantics of the parameters of the MTS Abstract Service.

Clause 8.1 defines the MTS-bind and MTS-unbind. Clause 8.2 defines the submission-port. Clause 8.3

defines the
parameter t

The abstrac

delivery-port. Clause 8.4 defines the administration-port.

ypes.

t-syntax of the MTS Abstract Service is defined in clause 9.

Clause 8.5 defines some common

8.1 MT

This clause
MTS-user ¢
8.1.1
This clause
a)
b)

8.1.1.1 1

The MTS-I
an associati

The MTS-
context an
that associg

Abstract-o
association

The succes

The disrup

8.1.1.1.1

Table 1 lis
the clause

!

5-bind and MTS-unbind

nd the MTS.

Albstract-bind and Abstract-unbind

defines the following abstract-bind and abstract-unbind operatiohs:
MTS-bind

MTS-unbind.

ITS-bind

on with an MTS-user.

ind establishes the credentials of ani\MTS-user and the MTS to interact, and the a
security-context of the association. An association can only be released by the
tion (using MTS-unbind).

berations other than MTS=bind can only be invoked in the context of an

ful completion of .the MTS-bind signifies the establishment of an association.

Argumenfts

s the-arguments of the MTS-bind, and for each argument qualifies its presence an

n\which the argument is defined.

bind enables an MTS-user to establish an ‘association with the MTS, or the MTS f

defines the MTS-bind and MTS-unbind used to establish and release associations Petween an

o establish

pplication-
nitiator of

established

tion of the MTS-bind by a bind-error indicates that an association has not been established.

d indicates
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Table 1
MTS-bind Arguments

Argument Presence  Clause

Bind Arguments

Initiator-name M 8.1.1.1.1.1
Initiator-credentials M 8.1.1.1.1.2
chulil)"bulllcht C 8.1.1.1.}.3
Messages-waiting O 8.1.1.1.14

8.1.1.1.1.1 Initiator-name

This argument contains a name for the initiator of the association. It shall be"geénerated by thg initiator
of the association,

If the initiatpr is an MTS-user, the name is the OR-name of the MTS¢user, which is registered with the
MTS (see clduse 8.4.1.1.1.1). The initiator-name shall contain the QR~address, and may optiopally also
contain the (irectory-name, of the MTS-user (OR-address-and-optional-directory-name). Fpr secure
messaging, when an MS is involved, the initiator-name may also(indicate whether the initiatog is a UA
or an MS.

If the initiatpr is the MTS (or an MTA - see clause 11), thé name is an MTA-name, which is known to
the MTS-usdr.
8.1.1.1.1.2 Initiator-credentials

This argumepnt contains the credentials of the initiator of the association. It shall be generatged by the
initiator of the association.

The initiaton-credentials may be used'by the responder to authenticate the identity of the inifiator (see
ISO/1EC 9594-38).

If only simple-authentication-3st'used, the initiator-credentials comprise a simple password gssociated
with the initfator-name.

If strong-authenticationiyis used, the initiator-credentials comprise an initiator-bind-token and,
optionally, ah initiator<certificate.

The initiatog-bind=token is a token generated by the initiator of the association. If the initiafor-bind-
token is an asymmetric-token, the signed-data comprises a random-number. The encrypted-data of an
asymmetric- i i i or more
sylr(nmetric-encryption—keys) used to secure the association, or may be absent from the initiator-bind-
token.

The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source
(eg a certification-authority). It may be supplied by the initiator of the association, if the initiator-
bind-token is an asymmetric-token. The initiator-certificate may be used to convey a verified copy of
the public-asymmetric-encryption-key (subject-public-key) of the initiator of the association. The
initiator’s public-asymmetric-encryption-key may be used by the responder to compute the responder-
bind-token. If the responder is known to have, or have access to, the initiator’s certificate (eg via the
Change-credentials abstract-operation, or via the Directory), the initiator-certificate may be omitted.
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8.1.1.1.1.3 Security-context

This argument identifies the security-context that the initiator of the association proposes to operate at.
It may be generated by the initiator of the association.

The security-context comprises one or more security-labels that define the sensitivity of interactions
that may occur between the MTS-user and the MTS for the duration of the association, in line with the
security-policy in force. The security-context shall be one that is allowed by the registered user-
security-labels of the MTS-user and by the security-labels associated with the MTA of the MTS.

Once established, the security-context of the submission-port and delivery-port can be temporarily
restricted using—the brtssion—control{see—eclatse—S 4 an ehve : 2 use—8-3.1.3.1.7)

abstract-ope:aions, respectively.

If security-fontexts are not established between the MTS-user and the MTS, theé\ sensitivity of
interactions f{hat may occur between the MTS-user and the MTS may be at the discretion of the¢ invoker
of an abstradt-operation.

8.1.1.1.14 Messages-waiting

This argument indicates the number of messages and total number of o¢tets waiting to be deljvered by
the MTS to the MTS-user, for each priority. It may be generated by thé'initiator of the associgtion.

This argumednt shall only be present when the MTS is initiating an ‘association with an MTS-user, and
when the | MTS-user subscribes to the Hold for Delivety element-of-service (defined in
ISO/IEC 10Q21-1).

8.1.1.1.2 Results

Table 2 list§ the results of the MTS-bind, and for each result qualifies its presence and indjcates the
clause in which the result is defined.

Table 2
MTS-bind Results

Result Presence Clause

Bind Results

Responder-name
Responder-credentials
Messages-waiting

oX
00 00 0o
—
—— —
—— —
o
Wi —

8.1.1.1.2.1 Responder-name

This argument contains a name for the responder of the association. It shall be generated by the
responder of the association.

If the responder is an MTS-user, the name is the OR-name of the MTS-user, which is registered with
the MTS (see clause 8.4.1.1.1.1). The responder-name shall contain the OR-address, and may optionally
also contain the directory-name, of the MTS-user (OR-address-and-optional-directory-name). For

secure messaging, when an MS is involved, the responder-name may also indicate whether the responder
15 a UA or an MS.

10
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If the responder is the MTS (or an MTA - see clause 11), the name is an MTA-name, which is known

to the MTS-

8.1.1.1.2.2

user.

Responder-credentials

This argument contains the credentials of the responder of the association. It shall be generated by the

responder of

the association.

The responder-credentials may be used by the initiator to authenticate the identity of the responder (see

ISO/IEC 959

If only simp

with the resp

If strong-au
responder-bi

token shall {

asymmetric-

number supp

used to conv

secure the as

8.1.1.1.2.3

This argume
the MTS to

This argume
user,

8.1.1.1.3

The bind-er

8.1.1.2

The MTS-unbind enables the release of an established association by the initiator of the associa

8.1.1.2.1

The MTS-mIlbind has no arguments.

8.1.1.2.2

and w
ISO/IEC 100

]

M

4-8).

e-authentication is used, the responder-credentials comprise a simple password.:
onder-name.

thentication is used, the responder-credentials comprise a responder-bind-toké
nd-token is a token generated by the responder of the association. (The respond
e the same type of token as the initiator-bind-token. If the responder-bind-tol
oken, the signed-data comprises a random-number (which may be.related to the
lied in the initiator-bind-token). The encrypted-data of an- asymmetric-token
by secret security-relevant information (eg one or more symmetric-encryption-keys
sociation, or may be absent from the responder-bind-token.

Messages-waiting

ht indicates the number of messages and total number of octets waiting to be del
he MTS-user, for each priority. It may be generated by the responder of the assoq

ht shall only be present when the MTS is responding to an association initiated by
hen the MTS-user subscribes to the Hold for Delivery element-of-service (d
21-1).

Bind-errors

Fors that may disrupt the. MTS-bind are defined in clause §.1.2.

TS-unbind

Arguments

ssociated

n. The
er-bind-
ken is an
random-
may be
) used to

vered by
iation.

an MTS-
efined in

tion.

Results

The MTS-unbind returns an empty result as indication of release of the association.

8.1.1.2.3

Unbind-errors

There are no unbind-errors that may disrupt the MTS-unbind.

1
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8.1.2

This clause

Bind-errors

defines the following bind-errors:

a) Authentication-error
b) Busy
c) Unacceptable-dialogue-mode
d) Unacceptable-security-context.
8.1.2.1 Aythentication-error
The Authentication-error bind-error reports that an association cannot be established dde to an
authenticatiop error; the initiator’s credentials are not acceptable or are improperly‘§pécified.
The Authentfication-error bind-error has no parameters.
8.1.2.2 Blsy
The Busy bind-error reports that an association cannot be established“because the responder is Qusy.
The Busy bind-error has no parameters.
8.1.2.3  Unacceptable-dialogue-mode
The Unacceptable-dialogue-mode bind-error reports.that the dialogue-mode proposed by the infitiator of
the associatign is unacceptable to the responder (see ISO/IEC 10021-6).
The Unacceptable-dialogue-mode bind-error-has no parameters.
8.1.2.4  Uhacceptable-security-context
The Unacceptable-security-context bind-error reports that the security-context proposed by the initiator
of the assocition is unacceptable to the responder.
The Unacceptable-security-context bind-error has no parameters.
8.2 Submission-Port
This clausellefines the abstract-operations and abstract-errors which occur at a submission-port.

8.2.1

This clause
a)
b)
¢)
d)

12

Abstract-operations

defines the following submission-port abstract-operations:
Message-submission
Probe-submission
Cancel-deferred-delivery

Submission-control.
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The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for
transfer and delivery to one or more recipient MTS-users.

The successful completion of the abstract-operation signifies that the MTS has accepted responsibility
for the message (but not that it has yet delivered it to its intended recipients).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot assume

responsibility for the message.

8.2.1.1.1 AJguments

Table 3 lists |[the arguments of the Message-submission abstract-operation, and for_each a

qualifies its presence and identifies the clause in which the argument is defined.

Table 3

Message-submission Arguments (Part 1 of 2)

gument

Argument

Originator Urgument

Recipient Arguments

Priority Argument

Conversion |Argunients

Presence Clause

Delivery Time Arguments

Delivery Method Argument

Originator-name M 8.2.1.1.1.1
Rgcipient-name M 8.2.1.1.1.2
Alternate-recipient-allowed 0] 8.2.1.1.1.3
Regcipient-reassignment-prohibited 6] 8.2.1.1.14
Oniginator-requested-alternate-recipient O 8.2.1.1.1.5
DL-expansion-prohibited 0] 8.2.1.1.1.6
Disclosure-of -recipients O 8.2.1.1.1.7
Priority O 8.2.1.1.1.8
Implicit=conversion-prohibited O 8.2.1.1.1.9
Canversion-with-loss-prohibited (@) 82.1.1.1.10
Explicit-conversion (@) 8.2.1.1.1.11
Deferred-delivery-time 0] 8.2.1.1.1.12
Latest-delivery-time O 8.2.1.1.1.13
Requested-delivery-method 0] 8.2.1.1.1.14

13
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Table 3

Message-submission Arguments (Part 2 of 2)

Argument Presence  Clause
Physical Delivery Arguments
Physical-forwarding-prohibited 0] 8.2.1.1.1.15
Physical-forwarding-address-request 0] 8.2.1.1.1.16
1hybi\.d‘l \‘.‘lC‘lchly‘luUdCB O 3.2.1.1.1.17
Registered-mail-type 0] 8.2.1.1.1.18
Recipient-number-for-advice 0] 8.2.1.1.1.19
Physical-rendition-attributes O 8.2.1.1.1.20
Driginator-return-address 0] 8.2.1.1.1.21
Report Réquest Arguments
Driginator-report-request M 82.111.1.22
Content-return-request 0] 82:1.1.1.23
Physical-delivery-report-request O 8.2.1.1.1.24
Security Arguments
Driginator-certificate O 8.2.1.1.1.25
Message-token 0O 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier 0] 8.2.1.1.1.27
Content-integrity-check 0] 8.2.1.1.1.28
Message-origin-authentication-check 0] 8.2.1.1.1.29
Message-security-label O 8.2.1.1.1.30
Proof-of -submission-request O 8.2.1.1.1.31
Proof-of-delivery-request 0] 8.2.1.1.1.32
Content Arguments
Driginal-encoded-information-types O 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier 0] 8.2.1.1.1.35
Content-correlator 0] 8.2.1.1.1.36
Content M 8.2.1.1.1.37

8.2.1.1.1.1

This argument contains the OR-name of the originator of the message.

Originator-name

originating MTS-user.

The originator-name contains the OR-name of an individual originator, ie it shall not contain the

OR-name of a DL.

8.2.1.1.1.2

This argument contains the OR-name of a recipient of the message.

originator o
the message

Recipient-name

It shall be generated by the
f the message. A different value of this argument shall be specified for each recipient of

The recipient-name contains the OR-name of an individual recipient or DL.

14

It shall be generated by the
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8.2.1.1.1.3 Alternate-recipient-allowed

This argument indicates whether the message may be delivered to an alternate-recipient assigned by the
recipient-MD, if the specified recipient-name does not identify an MTS-user. It may be generated by
the originator of the message.

This argument may have one of the following values: alternate-recipient-allowed or alternate-recipient-
prohibited.

If this argument has the value alternate-recipient-allowed and the recipient-name (specified by the
originator of the message, of added by DL expansxon or substntuted by redlrectxon to the recipient-
assigned-alterma : reste ate—ree rt— by any
combination pf redirection and expansmn) does not 1dent1fy an MTS—user, the message may be
redirected to fan alternate-recipient assigned by the recipient-MD to receive such messages:-If |no such
alternate-recipient has been assigned by the recipient-MD, or if this argument has the value alternate-
recipient-prohibited, a non-delivery report shall be generated.

In the absence of this argument, the default alternate-recipient-prohibited shall be.assumed.

8.2.1.1.1.4 Recipient-reassignment-prohibited

This argument indicates whether the message may be reassigned to._a' recipient-assigned-alternate-
recipient regiptered by the intended-recipient. It may be generated by the originator of the mesgage.

This argument may have one of the following values: recipiemt-reassignment-prohibited or r¢cipient-
reassignmenttallowed.

If this argumpnt has the value recipient-reassignment-allowed and the intended-recipient has registered
a recipient-assigned-alternate-recipient, the message “$hall be redirected to the recipient-assigned-
alternate-recipient.

If this argument has the value recipient-reassignment-prohibited and the intended-recipjent has
registered a fecipient-assigned-alternate-recipient, then if an originator-requested-alternate-fecipient
has been spegified by the originator of the message the message shall be redirected to the originator-
requested-altprnate-recipient, or if no originator-requested-alternate-recipient has been specfified by
the originaton of the message, a non-delivery-report shall be generated.

In the absence of this argument, the\default recipient-reassignment-allowed shall be assumed.

8.2.1.1.1.5 Originator-requested-alternate-recipient

This argument contains) the OR-name of the alternate-recipient requested by the originator of the
message. It mnay be generated by the originator of the message. A different value of this argument may
be specified for each.recipient of the message.

The originatgr-requested-alternate- -recipient contains the OR-name of an individual, or DL, a|1ternate—
recipient.

If this argument is present and delivery of the message to the recipient-name (specified by the
originator of the message, or added by DL-expansion, or substituted by redirection to the recipient-
assigned-alternate-recipient) is not possible, the message shall be redirected to the originator-
requested-alternate-recipient specified by this argument.

If an originator-requested-alternate-recipient has been specified by the originator of the message, the
message shall be redirected to that alternate-recipient in preference to the one assigned by the
recipient-MD.

15


https://iecnorm.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

8.2.1.1.1.6 DL-expansion-prohibited

This argument indicates whether DL-expansion within the MTS shall occur for any recipient-name
which denotes a DL. It may be generated by the originator of the message.

This argument may have one of the following values: DL-expansion-prohibited or DL-expansion-
allowed.

In the absence of this argument, the default DL-expansion-allowed shall be assumed.

8.2.1.1.1.7 Disclosure-of-recipients
This argument indicates whether the recipient-name of all recipients are to be indicated| to each
recipient MTS-user when the message is delivered. It may be generated by the originatqr of the
message.

This argumeht may have one of the following values: disclosure-of-recipients-allowed or disclgsure-of-
recipients-pnohibited.

In the absenge of this argument, the default disclosure-of-recipients-prohibited shall be assumed.

8.2.1.1.1.8 Priority

This argumelnt specifies the relative priority of the message: fiermal, non-urgent or urgent. It may be
generated by the originator of the message.

In the absenfe of this argument, a default priority of normal shall be assumed.

8.2.1.1.1.9 Implicit-conversion-prohibited

This argumelnt indicates whether implicit-conversion may be performed on the message contenf. It may
be generated by the originator of the message.

This argument may have one of «the following values: implicit-conversion-prohibited or |implicit-
conversion-g4llowed.

In the absenfte of this argumerdt;\the default implicit-conversion-allowed shall be assumed.

See also clayse 8.2.1.1.1.10.

8.2.1.1.1.10] Conversion-with-loss-prohibited

This argumgnt{indicates whether encoded-information-type conversion(s) may be carried oyt on the
message corm%weh—%ﬂ%ﬁwﬂd—wmhbﬁmw i i i i i i ation is

defined in CCITT Recommendation X.408. It may be generated by the origin:ator of the message.

This argument may have one of the following values: conversion-with-loss-prohibited or conversion-
with-loss-allowed.

In the absence of this argument, the default conversion-with-loss-allowed shall be assumed.

The combined effect of the implicit-conversion-prohibited and conversion-with-loss-prohibited
arguments relate to implicit-conversion only and is defined in Table 4.

16
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Table 4

Combined Effect of Conversion Arguments
Implicit Conversion Conversion With Loss Combined Effect
allowed with-loss-allowed allowed
allowed with-loss-prohibited with-loss-prohibited
prohibited with=toss—aHowed yluh;b;tpd
prohibited with-loss-prohibited prohibited

8.2.1.1.1.11 | Explicit-conversion

This argument indicates the type of conversion of the message content, €xplicitly requested by the
originator for|the recipient. It may be generated by the originator of the me€ssage. A different yalue of
this argument|may be specified for each recipient of the message.

This argumert may have one of the following values: no-explicit=conversion, ia5-text-tofteletex,
teletex-to-telex, telex-to-iaS-text, telex-to-teletex, telex-to-gd-class-1, telex-to-videotex, igS-text-
to-telex, telex-to-g3-facsimile, ia5-text-to-g3-facsimile, ia5-text-to-gd-class-1, ia5-text-to-videotex,
teletex-to-ias|-text, teletex-to-g3-facsimile, teletex-to-gd-¢lass-1, teletex-to-videotex, videptex-to-
telex, videotex-to-iaS-text, or videotex-to-teletex. Other types of explicit-conversion may be|defined
by addenda fo this International Standard. Explicit-conversion shall be performed as speclified in
CCITT Recommendation X.408.

In the absence of this argument, the default no-explicit-conversion shall be assumed.

NOTE - When specified for a recipient DL, explicit-conversion applies to all members of the DL.

8.2.1.1.1.12 | Deferred-delivery-time

This argument specifies the Time before which the message should not be delivered to the recipient(s).
It may be generated by the originator of the message.

8.2.1.1.1.13 | Latest-delivery-time

This argumen} contains/the Time after which the message should not be delivered to the recipient(s). It
may be generated by the originator of the message.

The handling [ofirion-delivery because of expired latest-delivery-time is described in clause 14.3{2.4.

8.2.1.1.1.14 Requested-delivery-method

This argument indicates the requested method of delivery of the message to the recipient. It may be
generated by the originator of the message. A different value of this argument may be specified for
each recipient of the message.

This argument may have one or more of the following values: any-delivery-method, mhs-delivery,
physical-delivery, telex-delivery, teletex-delivery, g3-facsimile-delivery, g4-facsimile-delivery, iaS-
terminal-delivery, videotex-delivery, or telephone-delivery.

If more than one value of this argument is specified for a recipient, the sequence of the values shall be
assumed to imply the originator’s order of preference of delivery-methods.

17
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In the absence of this argument, the default any-delivery-method shall be assumed.

If the recipient-name generated by the originator of the message contains a directory-name but omits
an OR-address, the MTS may use the requested-delivery-method as an indication of which form of
OR-address the directory-name should be mapped to by the MTS (eg using the Directory). If a form
of OR-address appropriate to a requested-delivery-method cannot be found, a recipient-improperly-
specified abstract-error shall be returned to the originator of the message.

If the recipient-name generated by the originator of the message contains an OR-address of a form not
appropriate to a requested-delivery-method, a non-delivery-report shall be returned to the originator of
the message.

If the originator-supplied requested-delivery~method conflicts with the recipient’s preferréd|delivery-
method (eg| as registered in the Directory in the mhs-preferred-delivery-method attribute), the
originator’s requested-delivery-method takes precedence. If the originator’s requested-delivery-method
conflicts with the originator’s conversion requirements (see clauses 8.2.1.1.1.9 to 8.2.1:1.1.11), a non-
delivery repprt shall be returned to the originator of the message.

8.2.1.1.1.15| Physical-forwarding-prohibited

This argumgnt indicates whether physical-forwarding of the message is prohibited. It may be |generated
by the origlinator of the message if the requested-delivery-method (ahgument specifies that

delivery is

physical-

required to the recipient, or if the originator of the méssage supplied a postal-OR-address

for the recjpient. A different value of this argument may be specified for each recipient of the
message.

This argumlent may have one of the following valuesy)physical-forwarding-allowed, or [physical-
forwardingqprohibited.

In the absenjce of this argument, the default physical-forwarding-allowed shall be assumed.

8.2.1.1.1.16 Physical-forwarding-address-réquest

This argumpnt indicates whether the phySical-forwarding-address of the recipient is to be returned in
the report.| It may be generated bythe originator of the message if the requested-delivery-method
argument specifies that physical-delivery is required to the recipient, or if the originator of thHe message
supplied a postal-OR-address for(the recipient. A different value of this argument may be specified
for each reg¢ipient of the message:

This argument may have.'one of the following values: physical-forwarding-address-requested or
physical-forwarding-address-not-requested.

In the absence of (this argument, the default physical-forwarding-address-not-requested| shall be
assumed.

A physical{ferwdrding-address may be requested when physical-forwarding is prohibited qr allowed
(see clause 8.2.1.1.1.15).

8.2.1.1.1.17 Physical-delivery-modes

This argument indicates the mode of physical-delivery to the recipient to be used. It may be generated
by the originator of the message if the requested-delivery-method argument specifies that physical-
delivery is required to the recipient, or if the originator of the message supplied a postal-OR-address
for the recipient. A different value of this argument may be specified for each recipient of the
message,

This argument may have one of the following values: ordinary-mail, special-delivery, express-mail,
counter-collection, counter-collection-with-telephone-advice, counter-collection-with-telex-advice,
counter-collection-with-teletex-advice, or bureau-fax-delivery.
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Note that bureau-fax-delivery comprises all A to H modes of delivery defined in CCITT
Recommendation F.170, ie: A - Regular Delivery, B - Special Delivery, C - Express Mail, D - Counter
Collection, E - Counter Collection with telephone advice, F - Telefax, G - Counter Collection with
Telex advice, and H - Counter Collection with Teletex advice.

In the absence of this argument, the default ordinary-mail shall be assumed.

8.2.1.1.1.18 Registered-mail-type

This argument indicates the type of registered mail service to be used to physically deliver the message
to the recipient: xy—be—generate re-originator-of—the—message—+f—therequested—deliveryrmethod
argument spedifies that physical-delivery is required to the recipient, or if the originator of thejmessage
supplied a pojtal-OR-address for the recipient. A different value of this argument may-be specified
for each reciplient of the message.

This argument may have one of the following values: non-registered-mail, registered-mail, or
registered-majl-to-addressee-in-person.

In the absence of this argument, the default non-registered-mail shall be assumed.

8.2.1.1.1.19 | Recipient-number-for-advice

This argumernt contains the Telephone, Telex or Teletex numbér of the recipient, to be [used in
conjunction with the counter-collection-with-advice and bureau-fax-delivery physical-delivery-modes.
It may be generated by the originator of the message if¢the requested-delivery-method argument
specifies that |physical-delivery is required to the recipient,{or"if the originator of the message pupplied
a postal-OR-address for the recipient, and the physical-delivery-modes argument specifies a ¢ounter-
collection-with-advice or Dbureau-fax-delivery physical-delivery-mode. A different value |[of this
argument may be specified for each recipient of the message.

8.2.1.1.1.20 | Physical-rendition-attributes
This argumenft indicates the physical-rendition-attributes of the message. It may be generated by the
originator of [the message if the requested-delivery-method argument specifies that physical-delivery is

required to the recipient, or if the originator of the message supplied a postal-OR-address| for the
recipient. A {ifferent value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: basic. Addenda to this International Standard may
define other Yalues of this argument. Other values of this argument may be used by bilateral agreement
between MDs

In the absence of this-argument, the default basic shall be assumed.

8.2.1.1.1.21 | Originator-return-address

This argument contains the postal-OR-address of the originator of the message. It shall be generated
by the originator of the message if the requested-delivery-method argument specifies that physical-
delivery is required to one or more recipients of the message, or if the originator of the message
supplied one or more postal-OR-addresses for the recipients. It may also be generated by the originator
of the message if a recipient DL contains, or is likely to contain, one or more members for whom
physical-delivery is required.

The originator-return-address shall contain the postal-OR-address of an individual originator
(OR-address), ie shall not contain the directory-name of an individual originator nor the directory-
name of a DL.
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8.2.1.1.1.22

This argument indicates the kind of report requested by the originator of the message.
generated by the originator of the message.

Originator-report-request

each recipient of the message.

This argum

ent may have one of the following values:

It shall be
A different value of this argument may be specified for

no-report: the originator of the message requested the suppression of non-delivery-reports;

non-

repd
Note that

reporting-p
the message

8.2.1.1.1.23

This argumlent indicates whether the message content is to be returned\with any non-delivery

It may be g

This argum
requested.

In the abse

Note that
8.2.1.1.1.22

Note that 1
message co

8.2.1.1.1.24

This argum
It may be
specifies th
postal-ORA
recipient of

This argum
notification

b

delivery-report: a report is returned only in case of non-delivery;

rt: a report is returned in case of delivery or non-delivery.

olicy of the DL. Such a change may affect the number and type of reports. the or
may receive about delivery to a DL.

Content-return-request

enerated by the originator of the message.

nce of this argument, the default content-return-not-requested shall be assumed.

the suppression of non-delivery-reports\by the originator of the message (
takes precedence over a request for the'teturn of the content.

the case of non-delivery-reports delivered to the owner of a DL (see clause 8.3.1
ent shall not be present.

Physical-delivery-report-request

ent indicates the type-of physical-delivery-report requested by the originator of th

generated by the ‘originator of the message if the requested-delivery-method
nt physical-delivéry is required to the recipient or if the originator of the message
address for the jrecipient. A different value of this argument may be specified
the message!

ent may have one of the following values: return-of-undeliverable-mail-by-PDS,
-by-PDS, return-of-notification-by-MHS, or return-of-notification-by-MHS-ang

In the abse

heelof this argument, the default return-of-undeliverable-mail-by-PDS shall be asg

the value of this argument may be changed at a DL expansion-point .in “line

ent may have one of the following values: content-return-requested or content-re

with the
ginator of

-report(s).

turn-not-

tee  clause

2.1.4), the

e message.

argument
supplied a
| for each

return-of -
-PDS.

umed.

8.2.1.1.1.25

This argument contains the certificate of the originator of the message.

Originator-certificate

It shall be generated by a

trusted source (eg a certification-authority), and may be supplied by the originator of the message.

The originator-certificate may be used to convey a verified copy of the public-asymmetric-encryption-

key (subjec

t-public-key) of the originator of the message.

The originator’s public-asymmetric-encryption-key may be used by the recipient(s) of the message to
validate the message-token, if an asymmetric-token is used.
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The originator’s public-asymmetric-encryption-key may also be used by the recipient(s) of the message,
and any MTA through which the message is transferred, to validate the message-origin-authentication-
check.

8.2.1.1.1.26 Message-token

This argument contains the token associated with the message. It may be generated by the originator of
the message. A different value of this argument may be specified for each recipient of the message.

If the message-token is an asymmetric-token, the signed-data may comprise:

any of| the following arguments: the content-confidentiality-algorithm-identifier, the ‘¢ontent-
integrifty-check, the message-security-label, and the proof-of-delivery-request; and

a mesyage-sequence-number, that identifies the position of the message ina sequpnce of
messages from the originator to the recipient to which the message-token relatés (to propide the
Message Sequence Integrity element-of-service, as defined in ISO/IEC 10021-1).

If the messagg-token is an asymmetric-token, the encrypted-data may comprise:

a coptent-confidentiality-key: a symmetric-encryption-key \“used with the ¢ontent-
confidEntiality-algorithm-identifier by the originator of the _message to encrypt the [message
contenft, and by the recipient to decrypt the message content;-and/or

tent-integrity-check: may be included in the encrypted-data, rather than the |signed-
if confidentiality of the content-integrity-check" is required, and/or if the message-
securiffy~-label is included in the encrypted-data (for ‘Confidentiality of the message-security-
label) pnd the association between the content-integrity-check and the message-securitytlabel is

the mdssage-security-label: may be included<in the encrypted-data, rather than the sign¢d-data,
if confidentiality of the message-security-label is required;

a content-integrity-key: a symmetric-éncryption-key used with the content-integrity-algorithm-
identiffier by the originator of the message to compute the content-integrity-check, and by the
recipignt to validate the content-integrity-check;

a mesgage-sequence-number;‘as defined for the signed-data above, but may be included in the
encrypted-data instead if confidentiality of the sequence is required.

-token is an asymmetric-token and the signed-data of the message-token inclydes the
content-integrity-check, the'-message-token provides for non-repudiation-of-origin of the |message
content (the Non Repudiation of Origin element-of-service, as defined in ISO/IEC 10021-1).| If the
signed-data of the messdge-token includes both the content-integrity-check and the message-security-
label, the message-token provides proof of association between the message-security-label pnd the
message contept.

8.2.1.1.1.27 Content-confidentiality-algorithm-identifier

This argument contains an algorithm-identifier, which identifies the algorithm used by the originator of
the message to encrypt the message content (to provide the Content Confidentiality element-of-service
as defined in ISO/IEC 10021-1). It may be generated by the originator of the message.

The algorithm may be used by the recipient(s) of the message to decrypt the message content.

The content-confidentiality algorithm may be either a symmetric- or an asymmetric-encryption-
algorithm,

If a symmetric-encryption-algorithm is used, the content-confidentiality-key used by the originator to
encrypt the message content, and which the recipient may use to decrypt the message content, may be
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derived from the message-token sent with the message. Alternatively, the content-confidentiality-key
may be distributed by some other means.

If an asymmetric-encryption-algorithm is used, the intended-recipient’s public-asymmetric-encryption-
key may be used by the originator of the message to encrypt the message content. The recipient may
use the recipient’s secret-asymmetric-encryption-key to decrypt the message content. Note that if an
asymmetric-encryption-algorithm is used, the message can only be addressed to a single recipient, or to
a set of recipients which share the same asymmetric-encryption-key pair.

8.2.1.1.1.28 Content-integrity-check

This argumegnt provides the recipient(s) of the message with a means of validating that thq message
content has| not been modified (to provide the Content Integrity element-of-service as\defined in
ISO/IEC 10021-1). It may be generated by the originator of the message. A different)valpe of the
argument mfy be specified for each recipient of the message.

The conten{-integrity~check enables content-integrity to be validated on a per=recipient basis using
either a symmetric- or an asymmetric-encryption-algorithm. Note that)the message-origin-
authenticatipn-check provides a means of validating content-integrity on a per<message basiy using an
asymmetricH{encryption-algorithm.

The contenf-integrity-check may be included in the signed-data or the encrypted-data of the message-
token to provide for non-repudiation-of-origin of the message ~content, and proof of Qqssociation
between thel message-security-label and the message content.

The contenft-integrity-check is computed using the algorithm identified by the content-fintegrity-
algorithm-identifier (an algorithm-identifier).

The content-integrity-check contains the content-integrity-algorithm-identifier, and an [encrypted
function (eg a compressed or hashed version) of the“content-integrity-algorithm-identifier and the
message content. Note that the content-integrity-c¢heck is computed using the clear (ie ungncrypted)
message content.

The contenf-integrity algorithm may be eithér a symmetric- or an asymmetric-encryption-plgorithm.
Note that the use of a symmetric-encryption-algorithm may permit simultaneous compression and
encryption of the message content.

If a symmdtric-encryption-algorithm>is used, the content-integrity-key used to compute thg content-
integrity-cHeck, and which the.recCipient may use to validate the content-integrity-check, may be
derived from the message-tokén sent with the message. Alternatively, the content-integrity-key may
be distributed by some other-means.

If an asymmetric-encryption-algorithm is used, the originator’s secret-asymmetric-encryption-key may
be used by|the origimater of the message to compute the content-integrity-check. The recipient may
use the o¢riginator’ss public-asymmetric-encryption-key (subject-public-key) derived from the
originator-gertificate to validate the content-integrity-check.

8.2.1.1.1.29— Message-origin=authemtication=check

This argument provides the recipient(s) of the message, and any MTA through which the message is
transferred, with a means of authenticating the origin of the message (to provide the Message Origin
Authentication element-of-service as defined in ISO/IEC 10021-1). It may be generated by the
originator of the message.

The message-origin-authentication-check provides proof of the origin of the message (Message Origin
Authentication), assurance that the message content has not been modified (the Content Integrity
element-of -service as defined in ISO/IEC 10021-1), and proof of association between the message-
security-label and the message.
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The message-origin-authentication-check is computed using the algorithm (asymmetric-encryption-
algorithm and hash-function) identified by the message-origin-authentication-algorithm-identifier (an
algorithm-identifier).

The message-origin-authentication-check contains the message-origin-authentication-algorithm-
identifier, and an asymmetrically encrypted, hashed version of the message-origin-authentication-
algorithm-identifier, the message content, the content-identifier and the message-security-label.
Optional components are included in the message-origin-authentication-check if they are present in the
message.

If content-confidentiality (see clause 8.2.1.1.1.27) is also used, the message-origin-authentication-check
is computed using the encrypted version of the message content (to allow the message-origin-
authenticationFcheck to be validated by other than the intended-recipient (eg by an MTA) without
compromising [the confidentiality of the message content). Note that if the clear (ie unencrypted)
version of the¢ message content is used to compute the message-origin-authentication-chec¢k, the
message-origin-authentication-check provides for both Message Origin Authentication and Non
Repudiation Origin of the message content (a signature), as defined in ISO/IEC*10021-1. If,
however, the |encrypted version of the message content is used, the message-origin-authentipation-
check provides for Message Origin Authentication, but not for Non Repudiationof Origin |of the
message contenmt.

The message-grigin-authentication-check may be computed by the originator-of the message uding the
originator’s sgcret-asymmetric-encryption-key. The message-origin-authentication-check may be
validated by the recipient(s) of the message, and any MTA through which the message is tral;I.f"erred,
using the public-asymmetric-encryption-key (subject-public-key) ofDthe originator of the message
derived from the originator-certificate.

Addenda to thiis International Standard may define other forms~of message-origin-authentication-check
(eg based on|symmetric-encryption-techniques) which may ‘te used by MTAs through whjch the
message is tramsferred to authenticate the origin of the message.

8.2.1.1.1.30 [Message-security-label

This argumen{ associates a security-label with.'the message (or probe). It may be generated|by the
originator of the message (or probe), in line with the security-policy in force.

The message-security-label of a report shall be the same as the message-security-label of the gubject-
message (or -probe),

If security-laljels are assigned to"MTS-users, MTAs and other objects in the MHS, the handling, by
those objects, [of messages, probes and reports bearing message-security-labels may be determjned by
the security-pglicy in force. (If-security-labels are not assigned to MTS-users, MTAs and other|objects
in the MHS, the handling, by those objects, of messages, probes and reports bearing message-security-
labels may be |discretionary:

If security-coptexts.are established between the originator and an MTA (the originating-MTA) of the
MTS (see clauges 8.1,1.1.1.3 and 8.2.1.4.1.5), the message-security-label that the originator may afsign to
a message (or [pfob€) may be determined by the security-context (submission-security-context),|in line
with the secutity=policy in force. If security-contexts are notestablishedbetween—the—originator and
the originating-MTA, the assignment of a message-security-label to a message (or probe) may be at the
discretion of the originator.

If security-contexts are established between two MTAs (see clause 12.1.1.1.1.3), the transfer of
messages, probes or reports between the MTAs may be determined by the message-security-labels of
the messages, probes or reports, and the security-context, in line with the security-policy in force. If
security-contexts are not established between the MTAs, the transfer of messages, probes and reports
may be at the discretion of the sender.

If security-contexts are established between an MTS-user and an MTA (the delivering-MTA) of the
MTS (see clauses 8.1.1.1.1.3 and 8.3.1.3.1.7), the delivery of messages and reports may be determined by
the message-security-labels of the messages and reports, and the security-context (delivery-security-
context), in line with the security-policy in force. If the message-security-label of a message or report
is allowed by the registered user-security-labels of the recipient, but disallowed by the recipient’s
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current security-context (delivery-security-context), then the delivering-MTA may hold-for-delivery.
If security-contexts are not established between the MTS-user and the delivering-MTA, the delivery of
messages and reports may be at the discretion of the delivering-MTA.

8.2.1.1.1.31

Proof-of-submission-request

This argument indicates whether or not the originator of the message requires proof-of-submission (to
provide the Proof of Submission element-of-service) as defined in ISO/IEC 10021-1) of the message to
the MTS. It may be generated by the originator of the message.

This argument may have one of the following values: proof-of-submission-requested or proof-of-
submission{not-requested.
In the absence of this argument, the default proof-of-submission-not-requested shall be assumjed.
8.2.1.1.1.32 Proof-of-delivery-request
This argumlent indicates whether or not the originator of the message requires proof-of-delivery (to
provide the| Proof of Delivery element-of-service as defined in ISO/IEC ,10021-1) of the mes§age to the
recipient. [It may be generated by the originator of the message. A (different value of this| argument
may be spegified for each recipient of the message.
This argumlent may have one of the following values: proof-of-delivery-requested or proof-ofl-delivery-
not-requested.
In the absefpce of this argument, the default proof-of-delivery-not-requested shall be assumed
8.2.1.1.1.33 Original-encoded-information-types
This argumlent identifies the original encoded«information-types of the message content. [[t may be
generated Qy the originator of the message.
The absende of this argument indicates‘that the original-encoded-information-types of tHe message
content are| unspecified.
8.2.1.1.1.33 Content-type
This argument identifies the-type of the content of the message. It shall be generated by thel originator
of the mesdage. The content-type shall be either built-in or extended.
A built-in pontentytype may have one of the following values:

unidentified: denotes a content-type unidentified and unconstrained; the use of this upidentified

confent~type is by bilateral agreement between MTS-users;

external: denotes a content-type which is reserved for use when interworking between 1988
systems and 1984 systems (see ISO/IEC 10021-6);

interpersonal-messaging-1984: identifies the interpersonal-messaging-1984 content-type defined
in ISO/IEC 10021-7;

interpersonal-messaging-1988: identifies the interpersonal-messaging-1988 content-type defined
in ISO/IEC 10021-7.
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An extended content-type is specified using an object identifier.

One specific value of an extended content-type which has been defined by this part of ISO/IEC 10021

is:

inner-envelope: an extended content-type that is itself a message (envelope and content), for
forwarding by the recipient named on the outer-envelope to those named on the inner-envelope.
The type of the content OCTET STRING is an MTS-APDU encoded using the Basic Encoding

Rules of ASN.1. (Note that the inner-envelope and content may be protected by securing the
content of the outer-envelope using the security arguments (see clauses 8.2.1.1.1.25 to
8.2.1.1.1.32).
Other standardised extended content-types may be defined by addenda to this International Sthndard.
Other values of this argument may be used by bilateral agreement between MTS-users.
8.2.1.1.1.35 |Content-identifier
This argument| contains an identifier for the content of the message. It may-be generated |by the
originator of tIe message.
The content-identifier may be delivered to the recipient(s) of the message, and is returned|to the
originator withl any report(s). This argument is not altered by the MTS.
8.2.1.1.1.36 |[Content-correlator
This argument|contains information to enable correlation of the\content of the message by the orjginator
of the message| It may be generated by the originator of the message.
The content-cprrelator is not delivered to the recipient(s) of the message, but is returned |to the
originator witH any report(s). This argument is not altered by the MTS.
8.2.1.1.1.37 [Content
This argument|contains the information theé-message is intended to convey to the recipient(s). It $hall be
generated by the originator of the message.
Except when fonversion is performed, the content of the message is not modified by the MTS, but
rather is passed transparently through it.
The content may be encrypted/to ensure its confidentiality (see clause 8.2.1.1.1.27).
8.2.1.1.2 Refsults
Table 5 lists the'aesults of the Message-submission abstract-operation, and for each result qualjfies its
presence and ijnnfifiae tha ~laica 1 syhial tlan racaale o dafiasd

o 1
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Table §
Message-submission Results

Result Presence  Clause
Message-submission-identifier M 8.2.1.1.2.1
Message-submission-time M 8.2.1.1.2.2
Originating-MTA -certificate O 8.2.1.1.2.3
Proof-of -submission C 8.2.1.1.24
Content-identifier C 8.2.1.1.1.35

8.2.1.1.2.1 Message-submission-identifier

This result |contains an MTS-identifier that uniquely and unambiguously identifies the [message-
submission. |It shall be generated by the MTS.

The MTS provides the message-submission-identifier when notifying the MTS-user, via the[ Report-
delivery abstract-operation, of the delivery or non-delivery of the message.

The MTS-uder provides the message-submission-identifier when, ¢cancelling, via the Cancel-geferred-
delivery absfract-operation, a message whose delivery it deferred.

8.2.1.1.2.2 Message-submission-time

This result indicates the Time at which the MTS accepts responsibility for the message. If shall be
generated by the MTS.

8.2.1.1.2.3 Originating-MTA-certificate

This result |contains the certificate of the MTA to which the message has been submitted (the
originating-MTA). It shall be generatéed by a trusted source (eg a certification-authority), and may be
supplied by|[the originating-MTA, (if;\the originator of the message requested proof-of-submijsion (see
clause 8.2.1.1.1.31) and an asymmetric-encryption-algorithm is used to compute the proof-of-
submission.

The originating-MTA-certificate may be used to convey to the originator of the message 3 verified
copy of the public-asymmetric-encryption-key (subject-public-key) of the originating-MTA.

The origingting-MTA’s public-asymmetric-encryption-key may be used by the originatdr of the
message to validate-the proof-of-submission.

8.2.1.1.2.4 Proof-of-submission

This result provides the originator of the message with proof of submission of the message to the MTS
(to provide the Proof of Submission element-of-service as defined in ISO/IEC 10021-1). Depending on
the encryption-algorithm used and the security policy in force, this argument may also provide the Non
Repudiation of Submission element-of-service (as defined in ISO/IEC 10021-1). It shall be generated
by the originating-MTA of the MTS, if the originator of the message requested proof-of-submission
(see clause 8.2.1.1.1.31),

The proof-of-submission is computed using the algorithm identified by the proof-of-submission-
algorithm-identifier (an algorithm-identifier).

The proof-of-submission contains the proof-of-submission-algorithm-identifier, and an encrypted
function (eg a compressed or hashed version) of the proof-of-submission-algorithm-identifier, the
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arguments of the submitted message (see clause 8.2.1.1.1), and the message-submission-identifier and
message-submission-time. Optional components are included in the proof-of-submission if they are
present in the message.

Note that receipt of this result provides the originator of the message with Proof of Submission of the
message. Non-receipt of this result provides neither Proof of Submission nor proof of non-submission
(unless a secure link and trusted functionality are employed).

If an asymmetric-encryption-algorithm is used, the proof-of-submission may be computed by the
originating-MTA using the originating-MTA’s secret-asymmetric-encryption-key. The originator of the
message may validate the proof-of-submission using the originating-MTA’s public-asymmetric-
encryption-ke j j i iginating- =certifi metric
proof-of -submifission may also provide for Non Repudiation of Submission.

If a symmetrid-encryption-algorithm is used, the symmetric-encryption-key that the originating-MTA
used to compultte the proof-of-submission, and which the originator may use to validate,the prgof-of-
submission, may be derived from the bind-tokens (see clauses 8.1.1.1.1.3 and 8.1.\}.2.2) exchanged
when the assofiation was initiated. Alternatively, the symmetric-encryption-key-‘used for prqof-of-
submission may be exchanged by some other means. Note that if a symmetric-encryption-algorjthm is
used then the |proof-of-submission can only support Non Repudiation of Submission if the sepurity-
policy in force| provides for the involvement of a third party acting as a notary.

8.2.1.1.3  Abltract-errors

Table 6 lists the abstract-errors that may disrupt the Message-submission abstract-operation, d4nd for
each abstract-grror identifies the clause in which the abstract-errdr is defined.

Table 6
Message-submission Abstract-errors

Abstract-erfor Clause

Submission-control-violated 8.2.2.1
Elgment-of -service-not-subseribed 8222
Orlginator-invalid 8.2.2.4
Refipient-improperly-specified 8.2.2.5
Indonsistent-request 82.2.7
Seg¢urity-error 82.2.8
Unsupported-critical-function 8.2.29
Remote-bind-error 8.2.2.10

8.2.1.2 Prohe>stubmission

The Probe-submission abstract-operation enables an MTS-user to submit a probe in order to determine
whether or not a message (the subject-message) could be transferred and delivered to one or more
recipient MTS-users if it were to be submitted.

Success of a probe does not guarantee that a subsequently submitted message can actually be delivered,
but rather that, currently, the recipient is valid and the message would encounter no major obstacles to
delivery.

For any recipient-names that denote a DL, the Probe-submission abstract-operation determines whether
expansion of the specified DL (but not of any nested DLs) would occur.

For any recipient-names for which redirection would occur, the Probe-submission abstract-operation
determines whether the message could be transferred and delivered to the alternate-recipient.
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The MTS-user supplies most of the arguments used for message-submission and the length of the
content of the subject-message. The Probe-submission abstract-operation does not culminate in delivery
to the intended recipients of the subject-message, but establishes whether or not the Message-

submission abstract-operation would be likely to do so.

The successful completion of the abstract-operation signifies that the MTS has agreed to undertake the

probe (but not that it has yet performed the probe).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot undertake

the probe.

8.2.1.2.1 Arguments

Table 7 lists| the arguments of the Probe-submission abstract.—opergtion, and for each argument
its presence pnd identifies the clause in which the argument is defined.

qualifies

Table 7
Probe-submission Arguments (Part 1 of 2)

Argumenf Presence~  Clause
Originatoy Argument

Driginator-name M 8§.2.1.1.1.1
Recipient| Arguments

Recipient-name M 82.1.1.1.2

Alternate-recipient-allowed O 8.2.1.1.1.3

Recipient-reassignment-prohibited O 82.1.1.14

Driginator-requested-alternate~recipient O 8.2.1.1.1.5

DL -expansion-prohibited 0] 8.2.1.1.1.6
Conversidn Arguments

Implicit-conversion-prohibited O 8.2.1.1.1.9

Conversion-with-loss-prohibited 6] 8.2.1.1.1.10

Explicit-conversion 6] 8.2.1.1.1.11
Delivery Method- Argument

equested-delivery-method O g2 1.1.1.14

Physical Delivery Argument

Physical-rendition-attributes O 8.2.1.1.1.20
Report Request Argument

Originator-report-request M 8.2.1.1.1.22
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Table 7
Probe-submission Arguments (Part 2 of 2)

990 (E)

Argument

Pr
M

Originator-certificate

Content Arg

Or
Cd
Cd
Cq
Cd

Presence  Clause

Security Arguments

obe-origin-authentication-check

goo

pssage-security-label

uments

iginal-encoded-information-types
ntent-type

ntent-identifier

ntent-correlator

ntent-length

000%Z0

8.2.1.2.1.1

This argumen

authenticating

defined in ISC

The probe-or
Authenticatiof

of the subject

The probe-ori

authentication

The probe-or

and an asynj
identifier, andl the content-identifier and message-security-label of the subject-message.
components af

The probe-or
originator’s
validated by a

key (subject-p

Addenda to t

S

Probe-origin-authentication-check

t provides any MTA through which the probe is transferred, with a m
the origin of the probe (to provide the Probe Origin Authentication element-of-se
/IEC 10021-1). It may be generated by the‘originator of the probe.

igin-authentication-check provides pcoof of the origin of the probe (Probe
1), and proof of association between_the message-security-label and the content-id
-message.

gin-authentication-check is camputed using the algorithm identified by the probe
-algorithm-identifier (an algorithm-identifier).

gin-authentication-chéck contains the probe-origin-authentication-algorithm-id
metrically encrypted, hashed version of the probe-origin-authentication-alg

e included in thé probe-origin-authentication-check if they are present in the pro

gin-authentication-check may be computed by the originator of the probe us
ecret-asymmetric-encryption-key. The probe-origin-authentication-check 1
ny MTA through which the probe is transferred, using the public-asymmetric-enc
ublic=key) of the originator of the probe derived from the originator-certificate.

nisMnternational Standard may define other forms of probe-origin-authenticatio

pans  of
rvice as

Origin
entifier

Lorigin-

entifier,
orithm-
Dptional
be.

ing the
nay be
yption-

h-check

(eg based on symmetric-encryption-techniques) which may be used by MTAs through which the probe

is transferred

8.2.1.2.1.2

This argumen

to authenticate the origin of the probe.

Content-length

t specifies the length, in octets, of the content of the subject-message. It

generated by the originator of the probe.

8.2.1.2.2

Results

may be

Table 8 lists the results of the Probe-submission abstract-operation, and for each result qualifies its
presence and identifies the clause in which the result is defined.
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Table 8

Probe-submission Results

Result Presence  Clause
Probe-submission-identifier M 8.2.1.2.2.1
Probe-submission-time M 8.2.1.2.2.2
Content-identifier C 8.2.1.1.1.35

8.2.1.2.21 Probe-submission-identifier

This result
submission.

The MTS p

8.2.1.2.2.2

It shall be generated by the MTS.

Probe-submission-time

contains an MTS-identifier that uniquely and unambiguously identifies the

rovides the probe-submission-identifier when notifying the MTS-user, via the
delivery absfract-operation, of its ability or otherwise to deliver the subject>message.

This result indicates the Time at which the MTS agreed to undertake the probe.

by the MTS.

8.2.1.23

Table 9 lists]
abstract-errd

Abstract-errors

Table 9

Probe-submission Abstract-errors

the abstract-errors that may disrupt, the Probe-submission abstract-operation, and
r identifies the clause in which the-abstract-error is defined.

It shall be

+ probe-

Report-

penerated

for each

Abstract-

error

Submission=control-violated

Driginater-invalid
Recipient-improperly-specified
[nconsistent-request

peeurity-error

Flement-of-service-not-subscribed

Clause

Unsupported-critical-function
Remote-bind-error

DR bR
SIS SISISI IS
— \D 00 ~J WL £ B —

00 00 |00 00 00 OO OO OO

8.2.1.3

Cancel-deferred-delivery

The Cancel-deferred-delivery abstract-operation enables an MTS-user to abort the deferred-delivery of
a message previously submitted via the Message-submission abstract-operation.

The MTS-user identifies the message whose delivery is to be cancelled by means of the message-
submission-identifier returned by the MTS as a result of the previous invocation of the Message-
submission abstract-operation.
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The successful completion of the abstract-operation signifies that the MTS has cancelled the deferred-

delivery of the

message.

The disruption of the abstract-operation by an abstract-error indicates that the deferred-delivery cannot
be cancelled. The deferred-delivery of a message cannot be cancelled if the message has already been
progressed for delivery and/or transfer within the MTS. The MTS may refuse to cancel the deferred-
delivery of a message, if the MTS provided the originator of the message with proof-of-submission.

qualifies its pre ument is e
Table 10
Cancel-deferred-delivery Arguments
Argument Presence  Clause
Submission Argument
Megsage-submission-identifier M 8.2.1.3.1.1

8.2.1.3.1.1

This argument
be cancelled. 1

h

Message-submission-identifier

contains the message-submission-identifier of the message whose deferred-deliver
I shall be supplied by the MTS-user.

The message-sibmission-identifier (an MTS-identifier) is that returned by the MTS as a resul

previous invo¢
message was Su

8.2.1.3.2

The Cancel-def]

8.2.1.3.3  Abg

Table 11 lists ¢
for each abstra

bmitted for deferred-deliverdy.

Results

erred-deliveryabstract-operation returns an empty result as indication of success.

tract-errors

ition of the Message-submission abstract-operation (see clause 8.2.1.1.2.1), whg

s to

t of a
n the

he dbstract-errors that may disrupt the Cancel-deferred-delivery abstract-operatio
rt—€rror identifies the clause in which the abstract-error is defined.

Table 11
Cancel-deferred-delivery Abstract-errors

|n, and

Abstract-err

or Clause
Deferred-delivery-cancellation-rejected 8223
Message-submission-identifier-invalid 8.2.2.6
Remote-bind-error 8.2.2.10
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8.2.1.4 Submission-control

The Submission-control abstract-operation enables the MTS to temporarily limit the submission-port
abstract-operations that the MTS-user may invoke, and the messages that the MTS-user may submit to
the MTS via the Message-submission abstract-operation.

The MTS-user should hold until a later time, rather than abandon, abstract-operations and messages
presently forbidden.

The successful completion of the abstract-operation signifies that the specified controls are now in
force. These controls supersede any previously in force, and remain in effect until the association 1s
released or the—M e—voke e bFRHSSH6H acte-operati

The abstradt-operation returns an indication of any abstract-operations that the M'I_'S—user would
invoke, or any message types that the MTS-user would submit, were it not for the prevailing cpntrols.

8.2.1.4.1 |Arguments

Table 12 lists the arguments of the Submission-control abstract-operation, "and for each [argument
qualifies its|presence and identifies the clause in which the argument is defined.

Table 12
Submission-control Arguments

—

Argumern Presence  Clause

Submissipn Control Arguments

Restrict

Permissible-operations
Permissible-lowest-priority
Permissible-maximum-content-length
Permissible-security-context

COO000
00 00 00 00 0O
SINTSFSYS)
bt et ket et
N N N N
. e
B Lt —

8.2.1.4.1.1 Restrict

This argumpnt indicatés-whether the controls on submission-port abstract-operations are to he updated
or removed| It may-be generated by the MTS.

This argumgnt may have one of the following values:

upd ate—the-otherarguments—update—the—prevailing-controls;

remove: all controls are to be removed; the other arguments are to be ignored.

In the absence of this argument, the default update shall be assumed.
8.2.1.4.1.2 Permissible-operations

This argument indicates the abstract-operations that the MTS-user may invoke on the MTS. It may be
generated by the MTS.
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This argument may have the value allowed or prohibited for each of the following:

message-submission: the MTS-user may/may not invoke the Message-submission abstract-
operation; and

probe-submission: the MTS-user may/may not invoke the Probe-submission abstract-operation.
Other submission-port abstract-operations are not subject to controls, and may be invoked at any time.

In the absence of this argument, the abstract-operations that the MTS-user may invoke on the MTS are
unchanged. If no previous controls are in force, the MTS-user may invoke both the Message-

b 1QQy b oot noratian—andtha Praba cuobosicoinn ohotenot amgratiags
sSubmission apsgract—operatio—ana—tre—rreote—SubmissHoRaoStractr—operations

8§.2.1.4.1.3 Permissible-lowest-priority

This argument|contains the priority of the lowest priority message that the MTS-usershall submif to the
MTS via the Message-submission abstract-operation. It may be generated by the MTS!

This argumen{ may have one of the following values of the priority argument of the Mpssage-
submission absfract-operation: normal, non-urgent or urgent.

In the absencq of this argument, the priority of the lowest priority message that the MTS-us¢r shall
submit to the|MTS is unchanged. If no previous controls are in ‘force, the MTS-user may [submit
messages of anly priority.

8.2.14.1.4 Permissible-maximum-content-length

This argument|contains the content-length, in octets, of ‘the longest-content message that the MTS-user
shall submit t¢ the MTS via the Message-submission.@bstract-operation. It may be generated|by the
MTS.

In the absence|of this argument, the permissiblesmaximum-content-length of a message that thg MTS-
user may subnllit to the MTS is unchanged. If 'no previous controls are in force, the content lgngth is
not explicitly limited.

8.2.1.4.1.5 Permissible-security-com'text

security-context) that the MTS-user may invoke on the MTS. It is a temporary restriction|of the
security-contekt established when the association was initiated (see clause 8.1.1.1.1.3). It may be
generated by the MTS.

This argument temporarily limits the sensitivity of submission-port abstract-operations (subr]:ssion-

The permissible-security-context comprises one or more security-labels from the set of security-labels
established as fhe security-context when the association was established.

In the absence—of—this—argument,—the—security=ctomtext—of —SubmissioT=port—abstract=operations is
unchanged.

8.2.1.4.2 Results

Table 13 lists the results of the Submission-control abstract-operation, and for each result qualifies its
presence and identifies the clause in which the result is defined.
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Table 13
Submission-control Results

Result

‘Waiting’

Presence  Clause

Results

Waiting-operations
Waiting-messages

Waitina_ancaodedoinformation-tunes
W3- HH-Rcoadea-1HH-0HR4AHo =P

vty

Waiting-content-types

oOpOoo

8.2.14.2.1

This result

invoke on t

This result

mes
sub

Waiting-operations

may have the value holding or not-holding for each of the~following:

ission abstract-operation on the MTS if it were not for the prevailing controls; an

indicates the abstract-operations being held by the MTS-user, and\that the MTS-
he MTS if it were not for the prevailing controls. It may be generated by the MTS

sage-submission: the MTS-user is/is not holding messagés, and would invoke the

ser would
-user.

Message-
o}

probe-submission: the MTS-user is/is not holding’/ probes, and would invoke the Probe-

sub

In the absq

probes for

8.2.1.4.2.2

This result

would subn

ission abstract-operation on the MTS if it were not for the prevailing controls.

fubmission to the MTS due to the prevailing controls.

Waiting- messages

indicates the kind of messages the MTS-user is holding for submission to the
nit via the Message-subniission abstract-operation, if it were not for the prevailin

It may be gdenerated by the MTS-user.

This result

long

per

low
the

message-security-lab

may have one or_more of the following values:

issible-maximum-content-length control currently in force;

priority:_the MTS-user has messages held for submission to the MTS of a lower pr
permissible-lowest-priority control currently in force;

els other than those permitted by the current security-context.

nce of this result, it may be assumed that the MTS-user is not holding any m

-content: the ‘MTS-user has messages held for submission to the MTS which 4

essages or

MTS, and
g controls.

xceed the

iority than

'S bearing

In the absence of this result, it may be assumed that the MTS-user is not holding any messages or
probes for submission to the MTS due to the permissible-maximum-content-length, permissible-lowest-

priority or

8.2.1.4.2.3

permissible-security-context controls currently in force.

Waiting-encoded-information-types

This result indicates the encoded-information-types in the content of any messages held by the MTS-
user for submission to the MTS due to prevailing controls. It may be generated by the MTS-user.
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In the absence of this result, the encoded-information-types of any messages held by the MTS-user for

submission to the MTS are unspecified.

8.2.1.4.2.4 Waiting-content-types

This result indicates the content-types of any messages held by the MTS-user for submission to the

MTS due to prevailing controls. It may be generated by the MTS-user.

In the absence of this result, the content-types of any messages held by the MTS-user for submission to

the MTS are unspecified.

8.2.1.4.3 Abstract-errors

Table 14 lists [the abstract-errors that may disrupt the Submission-control abstract-gperation,

each abstract-¢rror identifies the clause in which the abstract-error is defined.

Table 14
Submission-control Abstract-errors

ind for

Abstract-error Clause

Sefurity-error
Rg¢mote-bind-error

©o 00
i o
ST
— OO

8.2.2 Abstract-errors

This clause defines the following submission&port abstract-errors:

a) Submission-control-violated

b) Element-of-service-not-subscribed

c) Deferred-deliyvery-cancellation-rejected
d) Originator-invalid

e) Recipient-improperly-specified

f) Méssage-submission-identifier-invalid
g) Inconsistent-request

h) Security-error

i) Unsupported-critical-function

D) Remote-bind-error.

8.2.2.1 Submission-control-violated

The Submission-control-violated abstract-error reports the violation by the MTS-user of a control on

submission-port services imposed by the MTS via the Submission-control service.
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The Submission-control-violated abstract-error has no parameters.

8.2.2.2

Element-of-service-not-subscribed

The Element-of-service-not-subscribed service reports that the requested abstract-operation cannot be
provided by the MTS because the MTS-user has not subscribed to one of the elements-of-service the
request requires.

The Element-of-service-not-subscribed abstract-error has no parameters.

8.2.2.3 IJeferred-delivery-cancellation-rejected
The Deferr
deferred-de
and/or deliv

The Deferrd

8.2.24

The Origing

originator i

The Origing

8.2.2.5

The Recip
submitted b

The Recipi

imp

8.2.2.6

The Messq
message cannot be cancelled because the specified message-submission-identifier is invalid.

The Messag

8.2.2.7

q

K

N

Inconsistent-request

ed-delivery-cancellation-rejected abstract-error reports that the MTS cannot o
livery of a message, either because the message has already been progressed fo
ery, or because the MTS had provided the originator with proof-of-submission.

d-delivery-cancellation-rejected abstract-error has no parameters.

riginator-invalid

tor-invalid abstract-error reports that the message or probe cannot be submitted b
incorrectly identified.

q

tor-invalid abstract-error has no parameters.

ecipient-improperly-specified

jent-improperly-specified abstract-error reports that the message or probe

gcause one or more recipients are_improperly specified.

[

ent-improperly-specified abstradt-error has the following parameters, generated by

koperly-specified-recipients’ the improperly specified recipient-name(s).

Tessage-submission<identifier-invalid

ge-submission-identifier-invalid abstract-error reports that the deferred-deliv

e-submission-identifier-invalid abstract-error has no parameters.

ancel the
ir transfer

bcause the

fannot be

the MTS:

ery of a

The Inconsistent-request abstract-error reports that the requested abstract-operation cannot be provided
by the MTS because the MTS-user has made an inconsistent request.

The Inconsistent-request abstract-error has no parameters.

8.2.2.8

Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by
the MTS because it would violate the security-policy in force.
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The Security-error abstract-error has the following parameters, generated by the MTS:

security-problem: an identifier for the cause of the violation of the security-policy.

8.2.2.9  Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was
marked as critical-for-submission (see clause 9.1) but is unsupported by the MTS.

The Unsupported-critical-function abstract-error has no parameters.

8.2.2.10 Remote-bind-error

The Remote{bind-error abstract-error reports that the requested abstract-operation,cannot be [provided
by the MS bgcause the MS is unable to bind to the MTS. Note that this abstract=error only ¢ccurs on
an indirect sybmission to the MTS via an MS.

The Remote{bind-error abstract-error has no parameters.

8.3 Delivery Port

This clause defines the abstract-operations and abstract-errors which occur at a delivery-port.

8.3.1 Absltract-operations

This clause defines the following delivery-port abstract-operations:
a) Message-delivery
b) Report-delivery

¢) Delivery-Control.

8.3.1.1 Mgssage-delivery
The Messagd-delivery abstract<operation enables the MTS to deliver a message to an MTS-user

The MTS-uger shall notirefuse delivery of a message unless the delivery would violate the Pelivery-
control restrictions then in force.

8.3.1.1.1 Arguments

Table 15 lists the arguments of the Message-delivery abstract-operation, and for each argument qualifies
its presence and identifies the clause in which the argument is defined.
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Table 15

Message-delivery Arguments (Part 1 of 2)

Argument Presence  Clause
Delivery Arguments

Message-delivery-identifier M 8.3.1.1.1.1

Message-delivery-time M 8.3.1.1.1.2

[Message-submission-tine M 8.2.1.1.2.2
Originatgr Argument

Originator-name M 8.2.1.1.1.1
Recipienl Arguments

This-recipient-name M 83.1.1.1.3

Intended-recipient-name C 8.3.1.1.14

Redirection-reason C 8.3.1.1.1.5

Other-recipient-names C 8.3.1.1.1.6

DL -expansion-history C 8.3.1.1.1.7
Priority Argument

Priority C 8.2.1.1.1.8
Conversipn Arguments

Implicit-conversion-prohibited C 8§2.1.1.19

Conversion-with-loss-prohibited C 8.2.1.1.1.10

Converted-encoded-information-types C 8.3.1.1.1.8
Delivery|Method Argument

Requested-delivery-method C 8.2.1.1.1.14
Physical| Delivery-Arguments

Physical-forwarding-prohibited C 8.2.1.1.1.15

Physical-forwarding-address-request C 8.2.1.1.1.16

Physical-delivery-modes C 8.2.1.1.1.17

Registered-mail-type C 82.1.1.1.18

Recipient-number-for-advice C 8.2.1.1.1.19

Physical-rendition-attributes C 8.2.1.1.1.20

Originator-return-address C 8.2.1.1.1.21

Physical-delivery-report-request C 8.2.1.1.1.24
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Table 15
Message-delivery Arguments (Part 2 of 2)

Argument Presence  Clause

Security Arguments
Originator-certificate C 8.2.1.1.1.25
Message-token C 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier C 82 T.T.T.Z27
Content-integrity-check C 8.2.1.1.1.28
Message-origin-authentication-check C 8.2.1.1.1.29
Meksage-~security-label C 8.2.1.1.1.30
Prdof-of-delivery-request C 8§.2.1.1.1.32

Content Arguments
Original-encoded-information-types C 8.2.1,1.1.33
Content-type M 8.2:011.1.34
Content-identifier C 8.2:1.1.1.35
Content M 8.2.1.1.1.37

8.3.1.1.1.1

This argument
delivery-port.
submission-ide

8.3.1.1.1.2

This argument
responsibility flor the message,.

In the case of
responsibility flor printing and_further delivery of the message.

The value of

reported to thel originatot/of the message (see clause 8.3.1.2.1.8) in a delivery-report.

8.3.1.1.1.3

This argument
be generated b

Message-delivery-identifier

contains an MTS-identifier that distinguishes the message from all other messages
It shall be generated by the MTS,.and shall have the same value as the me
ntifier supplied to the originator of thevmessage when the message was submitted.

Message-delivery-time
contains the Time at which delivery occurs and at which the MTS is reling
It shall be generated by the MTS.

physical delivery;\this argument indicates the Time at which the PDAU has

this argument: ‘shall be the same as the value of the message-delivery-time ar

This=recipient-name

contains the OR-name of the recipient to whom the message is being delivered.
y the MTS.

at the
ssage-

1ishing

taken

bument

It shall

The value of this argument shall be the same as the value of the actual-recipient-name argument
reported to the originator of the message (see clause 8.3.1.2.1.2) in a delivery-report.

The this-recipient-name contains the OR-name of the individual recipient, ie shall not contain the

OR-name of a

DL.

The OR-name of the intended-recipient (if different, and the message has been redirected) is contained
in the intended-recipient-name argument.
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8.3.1.1.1.4 Intended-recipient-name

This argument contains the OR-name of the intended-recipient of the message if the message has been
redirected and the time at which the redirection was performed. It may be generated by the MTS. A
different value of this argument may be present for each occasion the message was redirected.

This argument comprises an originally-intended-recipient-name and an intended-recipient-name. On
the first occasion a message is redirected, both the originally-intended-recipient-name and the
intended-recipient-name contain the recipient-name originally-specified by the originator of the
message. Subsequent redirections cause further recipient-names to be appended to the list of intended-
recipient-names.

The intendecll-recipient-name contains the OR-name of an i‘ndividual or DL intended-recipierﬂt and the
time at which the message was redirected to an alternate-recipient.

8.3.1.1.1.5 Redirection-reason

This argumepnt indicates the reason the message has been redirected to an alternate—recip'ient. It shall be
generated by the MTS on each occasion that redirection occurs. A different value of this argument may
be present for each occasion the message is redirected.

This argument may have one of the following values:

recipient-assigned-alternate-recipient: the intended-recipient of the message requested that the
message be redirected to a recipient-assigned-alternate-recipient; the originator of thg message
did not prohibit recipient-reassignment (see clause 8:2.1.1.1.4); the MTS redirected thg message
to thp recipient-assigned-alternate-recipient;

originator-requested-alternate-recipient: the message could not be delivered to the Intended-
recipient or recipient-assigned-alternate-recipient (if registered); the originator-requested-
alterpate-recipient argument identified an.dlternate-recipient requested by the originator of the
message; the MTS redirected the message.to the originator-requested-alternate-recipient;

L}

recipient-MD-assigned-alternate-recipient: the recipient-name argument did not identify a
reciplient MTS-user; the alternate-sfecipient-allowed argument generated by the originafor of the
message allowed delivery to an_ alternate-recipient; the MTS redirected the message to an
alterpate-recipient assigned by.the recipient-MD to receive such messages.

8.3.1.1.1.6 Other-recipient=names

This argumgnt contains the-originally-specified OR-names of all recipients other than those jdentified
by the originally-intended*recipient-name argument, if present, and the this-recipient-name grgument,
if the originator of-Sthe message requested disclosure of other recipients (with the disclpsure-of-
recipients afgument’of the Message-submission abstract-operation). It may be generated by [the MTS.
A different [value ‘of this argument may be present for each originally-specified recipient otheg than the
this-recipier[t-name to which the message is being delivered.

Each other-recipient-name contains the OR-name of an individual recipient or a DL.

8.3.1.1.1.7 DL-expansion-history

This argument contains the sequence of OR-names of any DLs which have been expanded to add
recipients to the copy of the message delivered to the recipient and the time of each expansion. It shall
be generated by the MTS if any DL-expansion has occurred.

8.3.1.1.1.8 Converted-encoded-information-types

This argument identifies the encoded-information-types of the message content after conversion, if
conversion took place. It may be generated by the MTS,
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8.3.1.1.2 Results

Table 16 lists the results of the Message-delivery abstract-operation, and for each result qualifies its
presence and identifies the clause in which the result is defined.

Table 16
Message-delivery Results
Result Presence  Clause
Proof of Delivery Results
Recipient-certificate 0] 8.3.1.1.2.1
Proof-of-delivery C 8.3.1.1.2.2
8.3.1.1.2.1 Recipient-certificate

This argumenft contains the certificate of the recipient of the message. It shall be generated by a

trusted source
originator of
encryption-alg

(eg a certification-authority), and may be supplied by the recipient of the messag

borithm is used to compute the proof-of-delivery:

o
i

if the

the message requested proof-of-delivery (see clause 8.2.1.1.1.32) and an asymmetric-

The recipientfcertificate may be used to convey a verified.copy of the public-asymmetric-encryption-
key (subject-public-key) of the recipient of the message:

The recipient|s public-asymmetric-encryption-key *may be used by the originator of the megsage to
validate the proof-of-delivery.

8.3.1.1.2.2 Proof-of-delivery

This argumen} provides the originator 'of the message with proof that the message has been delipered to
the recipient [(to provide the Proof“of Delivery element-of-service as defined in ISO/IEC 1D021-1).
Depending on the encryption-algorithm used and the security-policy in force, this argument may also
provide the Non Repudiation of\Delivery element-of-service (as defined in ISO/IEC 10021-1). | It shall
be generated |by the recipient-of the message, if the originator of the message requested proof-of-
delivery (see dlause 8.2.1.14.32).

The proof-oftdelivery~iS computed using the algorithm identified by the proof-of-delivery-algorithm-

identifier (an

The proof-oft

algorithm’-identifier).

(eg a compre

ery-time,

and the this- recnplent name, the ongmally-mtended recxplent name, the message content the content-
identifier, and the message- secunty-label of the delivered message. Optional components are included
in the proof—of—delivery if they are present in the delivered message. Note that the proof-of-delivery is
computed using the clear (ie unencrypted) message content.

Note that receipt of this argument provides the originator of the message with Proof of Delivery of the
message to the recipient. Non-receipt of this argument provides neither Proof of Delivery nor proof of
non-delivery (unless a secure route and trusted functionality are employed).

If an asymmetric-encryption-algorithm is used, the proof-of-delivery may be computed by the recipient
of the message using the recipient’s secret-asymmetric-encryption-key. The originator of the message
may validate the proof-of-delivery using the recipient’s public-asymmetric-encryption-key (subject-
public-key) derived from the recipient-certificate. An asymmetric proof-of-delivery may also provide
for Non Repudiation of Delivery.
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If a symmetric-algorithm is used, a symmetric-encryption-key is used by the recipient to compute the
proof-of-delivery, and by the originator to validate the proof-of-delivery. Note that if a symmetric-
encryption- algonthm is used then the proof-of-delivery can only provide Non Repudlatlon of Delivery
if the security-policy in force provides for the involvement of a third party acting as a notary. The
means by which the symmetric-encryption-key is distributed is not currently defined by this
International Standard.

8.3.1.1.3  Abstract-errors

Table 17 lists the abstract-errors that may disrupt the Message-delivery abstract-operation, and for each

«d +£3 tha olo whiolk ¢ hoaten rroe o afinad
abStraCt -erro taeRtHHe s the—eiause—Hh—whith Hhe—aostract—Crror AS GeHea:

Table 17
Message-delivery Abstract-errors

Abstract-prror Clause
Pelivery-control-violated 8.3.2.1
$ecurity-error 8.3.2.3
Unsupported-critical-function 8.3.2.4

8.3.1.2  Report-delivery

The Report{delivery abstract-operation enables the MTS to acknowledge to the MTS-user ong or more
outcomes of|a previous invocation of the Message=submission or Probe-submission abstract-operations.

For the Magdssage-submission abstract-operation, the Report-delivery abstract-operation indicates the
delivery or fon-delivery of the submitted meéssage to one or more recipients.

For the Probpe-submission abstract-opgeration, the Report-delivery abstract-operation indicate§ whether
or not a ssage could be delivered; or a DL-expansion could occur, if the message weg¢re to be
submitted.

A single inpocation of the MMessage-submission or Probe-submission abstract-operation may provoke
several occyrrences of the™ Report-delivery abstract-operation, each covering one or more| intended
recipients. |A single occurrence of the Report-delivery abstract-operation may report on both delivery
and non-deljvery to different recipients.

An invocati¢n of the-Message-submission or Probe-submission abstract-operation by one MTS{user may
provoke occlrrenices of the Report-delivery abstract-operation to another MTS-user, ie reports|delivered
to the ownef of a DL.

The MTS-user shall not refuse to accept the dellvery of a report unless the delivery of the report would
violate the Delivery-control restrictions then in force.

8.3.1.2.1 Arguments

Table 18 lists the arguments of the Report-delivery abstract-operation, and for each argument qualifies
its presence and identifies the clause in which the argument is defined.
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Table 18
Report-delivery Arguments

Argument Presence  Clause

Subject Submission Argument

Subject-submission-identifier M 8.3.1.2.1.1
Recipient Arguments

Acftual-recipient-name M 8.3.1.2.1.2

Intended-recipient-name C 8.3.1.1.14

Redirection-reason C 8.3.1.1.1.5

Orjginator-and-DL-expansion-history C 8.3.1.2.1.3

Reporting-DL-name C 8.3.1.2.14
Conversion Urguments

Converted-encoded-information-types C §3.1.2.1.5
Supplementary Information Arguments

Supplementary-information C 8.3.1.2.1.6

Phjysical-forwarding-address C 8.3.1.2.1.7
Delivery Arlguments

Message-delivery-time C 8.3.1.2.1.8

Tylpe-of -MTS-user C 8.3.1.2.1.9
Non-deliveny Arguments

Ndn-delivery-reason-code C 8.3.1.2.1.10

Ngn-delivery-diagnostic~code C 8.3.1.2.1.11
Security Arguments

Recipient-certificate C 8.3.1.1.2.1

Prpof-of-delivery C 8.3.1.1.2.2

Reparting-MTA -certificate C 8.3.1.2.1.12

Rejporf-origin-authentication-check C 8312113

Message-security-label C 8.2.1.1.1.30
Content Arguments

Original-encoded-information-types C 8.2.1.1.1.33

Content-type C 8.2.1.1.1.34

Content-identifier C 8.2.1.1.1.35

Content-correlator C 8.2.1.1.1.36

Returned-content C 8.3.1.2.1.14
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8$.3.1.2.1.1 Subject-submission-identifier

This argument contains the message-submission-identifier or the probe-submission-identifier of the
subject of the report. It shall be supplied by the MTS.

8.3.1.2.1.2 Actual-recipient-name

This argument contains the OR-name of a recipient of the message. It shall be generated by the
originator of the message, or by the MTS if the message has been redirected. A different value of this
argument shall be specified for each recipient of the subject to which this report relates.

In the case |of a delivery report, the actual-recipient-name is the name of the actual recipignt of the
message, angl has the same value as the this-recipient-name argument of the delivered meSsage. In the
case of a nqn-delivery-report, the actual-recipient-name is the OR-name of the recipient to Wwhich the
message way being directed when the reason for non-delivery was encountered.

The actualqrecipient-name may be an originally-specified recipient-name, or\the OR-name of an
alternate-re¢ipient if the message has been redirected. If the message Has~ been redirgcted, the
OR-name of the intended-recipient is contained in the intended-recipient-name argument.

The actual-pecipient-name contains the OR-name of an individual recipi€nt or DL.

8.3.1.2.1.3 Originator-and-DL-expansion-history

This argument contains a sequence of OR-names and assoc¢iated times which document the history of
the origin jof the subject~-message. The first OR-name in the sequence is the OR-name of the
originator of the subject, and the remainder of the sequence is a sequence of OR-names of thg DLs that
have been dxpanded in directing the subject towards the recipient (the latter being the same ap the DL-
expansion-history). It shall be generated by the originating-MTA of the report if any DL-expansion
has occurreji on the subject.

The originaltor-and-DL-expansion-history cofitains the OR-name of the originator of the sybject and
each DL, and the Time at which the associated event occurred.
8.3.1.2.1.4 Reporting-DL-name

This argument contains the OR=name of the DL that forwarded the report to the owner of the DL. It
shall be gemerated by a DL-expansion-point (an MTA) when forwarding a report to the owper of the
DL, in line|with the reporting-policy of the DL,

The reporting-DL-name contains the OR-name of the DL forwarding the report.

8.3.1.2.1.5 Converted-encoded-information-types
This argun i encoded-information-types JjecT-message content after

conversion, if conversion took place. For a report on a message, this argument indicates the actual
encoded-information-types of the converted message content. For a report on a probe, this argument
indicates the encoded-information-types the subject-message content would have contained after
conversion, if the subject-message were to have been submitted. It may be generated by the MTS. A

different value of this parameter may be specified for each recipient of the subject to which the report
relates.

8.3.1.2.1.6 Supplementary-information

This argument may contain information supplied by the originator of the report, as a printable string.
It may be generated by the originating-MTA of the report or an associated access-unit. A different
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value of this argument may be specified for each intended recipient of the subject to which the report

relates.

Supplementary-information may be used by a Teletex-access-unit or a Teletex/Telex conversion
facility. It may contain a Received Answer-back, Telex Transmission Duration, or Note and Received
Recorded Message as a printable string.

Supplementary-information may also be used by other access-units, or by the originating-MTA of the

report itself, t

8.3.1.2.1.7

This argument

generated by
message reque
value of this

the report relaltes.

8.3.1.2.1.8

This argument

the recipient

successfully dg

of the subject

In the case o

responsibility
If the subject
message-deliv
8.3.1.2.1.9

This argumen
delivered. It
delivered. A
subject to wh

This argumen
public;
privatg
ms: a |
DL: a
PDAU
physic

other:

8.3.1.2.1.10

o convey printable information to the originator of the message.

Physical-Torwarding-address
contains the new postal-OR-address of the physical-recipient of the messageny~Tt
the associated PDAU of the originating-MTA of the report, if the originator

sted the physical-forwarding-address of the recipient (see clause 8.2.1.1.1.16). A d
irgument may be specified for each intended recipient of the subjegt-message t

Message-delivery-time
contains the Time at which the subject-message was (or_would have been) deliy
MTS-user. It shall be generated by the MTS if the message was (or would hav

livered. A different value of this argument may be specified for each intended-r
to which the report relates.

for printing and further delivery of the message.

L message was delivered, the value of thishargument shall be the same as the valug
ery-time argument of the delivered message (see clause 8.3.1.1.1.2).

Type-of -MTS-user
indicates the type of recipient MTS-user to which the message was (or would hay
shall be generated by~thé MTS if the message was (or would have been) sucq

different value of this’argument may be specified for each intended-recipien
ch the report relates.

may have one ofthe following values:
a UA owned by an Administration;

: a UA~owned by other than an Administration;

may be
of the
ifferent
which

ered to
e been)
ecipient

ff physical delivery, this argument indicates<thé Time at which the PDAU has taken

e of the

e been)
essfully
of the

nessage-store;

distribution-list;
: a physical-delivery-access-unit (PDAU);
al-recipient: a physical-recipient of a PDS;

an access-unit of another kind.

Non-delivery-reason-code

This argument contains a code indicating the reason the delivery of the subject-message failed (or, in

the case of a probe, would have failed).

It shall be generated by the MTS if the message was (o

r would
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have been) unsuccessfully delivered. A different value of this argument may be specified for each
intended-recipient of the subject to which the report relates.

This argument may have one of the following values:

Other non-delivery-reason-codes may be specified in addenda to this International Standard.

transfer-failure: indicates that, while the MTS was attempting to deliver or probe delivery of the
subject-message, some communication failure prevented it from doing so:

unable-to-transfer: indicates that, due to some problem with the subject itself, the MTS could
not deliver or probe delivery of the subject-message;

conve . subject-
message was (or would be) unable to be performed;
physlcal-rendition-not-performed: indicates that the PDAU was unable to physically render the
subjgct-message;

physjcal-delivery-not-performed: indicates that the PDS was unable to(pHysically deliver the
subjgct-message;

restrjcted-delivery: indicates that the recipient subscribes to the restricted-delivery element-of-
service (as defined in ISO/IEC 10021-1) which prevented (or would prevent) the delivdry of the
subjéct-message;

Dire¢tory-operation-unsuccessful: indicates that the outcome of a required Directory |operation
was hinsuccessful.

Further infdrmation on the nature of the problem preventing delivery is contained in the nonddelivery-

diagnostic-code argument.

8.3.1.2.1.11] Non-delivery-diagnostic-code

This argument contains a code indicating “the nature of the problem which caused delivery or probing of
delivery of the subject-message, to fail:""The reason for failure is indicated by the non-delivery-reason-
code argument. It may be generated by the MTS if the message was (or would hqve been)
unsuccessfully delivered. A different value of this argument may be specified for each fntended-

recipient of [the subject to which the report relates.

This argumgnt may have one-of the following values:

46

unrepognised-OR-name: the recipient-name argument of the subject does not contain an
OR-name recognised by the MTS;

ambiguous-OR-name: the recipient-name argument of the subject identifies more [than one
potential recipient (ie, is ambiguous);

MTS-congestion: the subject could not be progressed, due to congestion in the MTS;
loop-detected: the subject was detected looping within the MTS;

recipient-unavailable: the recipient MTS-user was (or would be) unavailable to take delivery of
the subject-message;

maximum-time-expired: the maximum time for delivering the subject-message, or performing
the subject-probe, expired;

encoded-information-types-unsupported: the encoded-information-types of the subject-message
are unsupported by the recipient MTS-user;
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content-too-long: the content-length of the subject-message is too long for the recipient MTS-
user to take delivery (exceeds the deliverable-maximum-content-length);

conversion-impractical: a conversion required for the subject-message to be delivered is
impractical;

implicit-conversion-prohibited: a conversion required for the subject-message to be delivered has
been prohibited by the originator of the subject (see clause 8.2.1.1.1.9);

implicit-conversion-not-subscribed: a conversion required for the subject-message to be
delivered has not been subscribed to by the recipient;

invalid1arguments: one or more arguments in the subject was detected as being invalid;

content-syntax-error; a syntax error was detected in the content of the subject-message (not
applicabple to subject-probes);

size-constraint-violation: indicates that the value of one or more parameters(s) of the pubject
violated the size constraints defined in this part of ISO/IEC 10021, and ‘that the MTS was not
prepareld to handle the specified value(s);

protocal-violation: indicates that one or more mandatory argument(s) were missing from the
subject

content-type-not-supported: indicates that processing of a-content-type not supported |by the
MTS was (or would be) required to deliver the subject-message;

too-mapny-recipients: indicates that the MTS was (of/would be) unable to deliver the spbject-
message due to the number of specified recipients of\the subject-message (see clause 8.2.1{1.1.2);

no-bilateral-agreement: indicates that delivery) of the subject-message required (or| would
require) a bilateral agreement where no such ‘agreement exists;

unsupported-critical-function: indicates~that a critical function required for the trangfer or
delivery of the subject-message was notsupported by the originating-MTA of the report;

convergion-with-loss-prohibited; a‘conversion required for the subject-message to be dglivered
would have resulted in loss of-‘information; conversion with loss of information was prghibited
by the joriginator of the subject(see clause 8.2.1.1.1.10);

line-top-long: a convergion required for the subject-message to be delivered would have resulted
in loss pf informationcbecause the original line length was too long;

page-split: a conversSion required for the subject-message to be delivered would have resylted in
loss of [information because an original page would be split;

pictorial-symbol-loss: a conversion required for the subject-message to be delivered woujd have
resulted «in’loss of information because of a loss of one or more pictorial symbols;

punctuation-symbol-loss: a conversion required for the subject-message to be delivered would
have resulted in loss of information because of a loss of one or more punctuation symbols;

alphabetic-character-loss: a conversion required for the subject-message to be delivered would
have resulted in loss of information because of a loss of one or more alphabetic characters;

multiple-information-loss: a conversion required for the subject-message to be delivered would
have resulted in multiple loss of information;

recipient-reassignment-prohibited: indicates that the MTS was (or would be) unable to deliver
the subject-message because the originator of the subject prohibited redirection to a recipient-
assigned-alternate-recipient (see clause 8.2.1.1.1.4);
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redirection-loop-detected: the subject-message could not be redjrecged to an alternate-recipient
because that recipient had previously redirected the message (redirection-loop);

DL-expansion-prohibited: indicates that the MTS was (or would be) unable to deliver the
subject-message because the originator of the subject prohibited the expansion of DLs (see
clause 8.2.1.1.1.6);

no-DL-submit-permission: the originator of the subject (or the DL of which this DL is a
member, in the case of nested DLs) does not have permission to submit messages to this DL;

DL-expansion-failure: indicates that the MTS was unable to complete the expansion of a DL;

physical-rendition-attributes-not-supported: the PDAU does not support the physical-rendition-
attriputes requested (see clause 8.2.1.1.1.20);

unde¢liverable-mail-physical-delivery-address-incorrect: the subject-message 'was undeliverable
becquse the specified recipient postal-OR-address was incorrect;

undeliverable-mail-physical-delivery-office-incorrect-or-invalid:  the subject-me§sage was
undeliverable because the physical-delivery-office identified by the 'specified recipignt postal-
OR-taddress was incorrect or invalid (does not exist);

und¢liverable-mail-physical-delivery-address-incomplete: the (Subject-message was ungeliverable
becguse the specified recipient postal-OR-address was incomplétely specified;

undgliverable-mail-recipient-unknown: the subject-message was undeliverable because the
recipient specified in the recipient postal-OR-address.#as not known at that address;

undpliverable-mail-recipient-deceased: the subject-message was undeliverable because the
recipient specified in the recipient postal-OR<address is deceased;

undeliverable-mail-organization-expired: vthe subject-message was undeliverable bgcause the
recipient organization specified in the regipient postal-OR-address has expired;

undgliverable-mail-recipient-refused=to-accept: the subject-message was undeliverable because
the [recipient specified in the recipiént postal-OR-address refused to accept it;

undpliverable-mail-recipient-=did-not-claim: the subject-message was undeliverable bpcause the
recipient specified in the recipient postal-OR-address did not collect the mail;

undgliverable-mail-recipient-changed-address-permanently: the subject-message was
undpliverable because’the recipient specified in the recipient postal-OR-address had changed
address permanently’("'moved’), and forwarding was not applicable;

undgliverable~mail-recipient-changed-address-temporarily: the subject-message was
undgliverable/ because the recipient specified in the recipient postal-OR-address had changed
address temporarily ("on travel’), and forwarding was not applicable;

und Heliverable
because the recipient specified in the recipient postal-OR-address had changed temporary
address (departed’), and forwarding was not applicable;

undeliverable-mail-new-address-unknown: the subject-message was undeliverable because the
recipient has moved and the recipient’s new address is unknown;

undeliverable-mail-recipient-did-not-want-forwarding: the subject-message was undeliverable
because delivery would have required physical-forwarding which the recipient did not want;

undeliverable-mail-originator-prohibited-forwarding: the physical-forwarding required for the
subject-message to be delivered has been prohibited by the originator of the subject-message
(see clause 8.2.1.1.1.15);
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secure-messaging-error: the subject could not be progressed because it would violate the
security-policy in force;

unable-to-downgrade: the subject could not be transferred because it could not be downgraded
(see Annex B of ISO/IEC 10021-6).

Other non-delivery-diagnostic-codes may be specified in addenda to this International Standard.

8.3.1.2.1.12 Reporting-MTA-certificate

This argumen i ifi : . ed by a
trusted sourcel (eg a certification-authority), and may be supplied by the reporting-MTA if afreport-
origin-authentication-check is supplied.

The reportingd-MTA-certificate may be used to convey a verified copy of the public-asymmetric-
encryption-kely (subject-public-key) of the reporting-MTA.

The reportingt MTA’s public-asymmetric-encryption-key may be used by the originator of the message,
and any MTA through which the report is transferred, to validate the report-origin-authentjcation-
check.

8.3.1.2.1.13 | Report-origin-authentication-check

This argument provides the originator of the subject-message (or =probe), and any other MTA |through
which the reglort is transferred, with a means of authenticating)the origin of the report (to propide the
Report Originf Authentication element-of-service as definedin”ISO/IEC 10021-1). It may be gpnerated
by the reporting-MTA if a message- (or probe-) origin-authentication-check was presen{ in the
subject.

The report-ofigin-authentication-check provides ‘proof of the origin of the report (Repor{ Origin
Authenticatioh), and proof of association betweensthe message-security-label and the report.

The report-origin-authentication-check is _computed using the algorithm identified by the| report-
origin-authentication-algorithm-identifier*(an algorithm-identifier).

The report-otigin-authentication-check contains the report-origin-authentication-algorithm-identifier,
and an asymmetrically encrypted,“-hashed version of the report-origin-authentication-algorithm-
identifier, the content-identifier. and message-security-label of the subject, and all value§ of the
following (per-recipient) arguments: the actual-recipient-name, the originally-intended-recipiert-name,
and:

for a |delivery-report: the message-delivery-time, the type-of-MTS-user, and, if requested by
the orfginator .of the message for recipients to which the report relates, the recipient-certificate,
and tHe proof=ef-delivery (not present in a report on a probe); or

for a hon~delivery-report: the non-delivery-reason-code and non-delivery-diagnostic-co?e.

Optional components are included in the report-origin-authentication-check if they are present in the
report.

The report-origin-authentication-check may be computed by the reporting-MTA using the reporting-
MTA’s secret-asymmetric-encryption-key. The report-origin-authentication-check may be validated
by the originator of the subject, and any MTA through which the report is transferred, using the
reporting-MTA’s public-asymmetric-encryption-key (subject-public-key) derived from the reporting-
MTA-certificate.

Addenda to this International Standard may define other forms of report-origin-authentication-check
(eg based on symmetric-encryption-techniques) which may be used by MTAs through which the report
is transferred to authenticate the origin of the report.
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8.3.1.2.1.14 Returned-content

This argument contains the content of the subject-message if the originator of the subject-message
indicated that the content was to be returned (see clause 8.2.1.1.1.23). It shall be generated by the
originator of the message, and may be returned by the MTS (if the reporting-MTA or originating-MTA
supports the Return of Content element-of-service).

This argument may only be present if there is at least one non-delivery report in the Report-delivery,

and if the recipient of the report is the originator of the subject-message (and not, for example, the
owner of a DL (see clause 8.3.1.2.1.4)).

This argumejudhaanLbannLLanumm;mmmﬁmﬂanmm_hﬁ_m_mmrmed on
the content df the subject-message.

8.3.1.2.2 Results

The Report-glelivery abstract-operation returns an empty result as indication of success.

8.3.1.2.3  Abstract-errors
Table 19 listp the abstract-errors that may disrupt the Report-delivery abstract-operation, and|for each
abstract-error identifies the clause in which the abstract-error is defined.

Table 19
Report-delivery Abstract-errors

Abstract-grror Clause

Delivery-control-violated 8.3.2.1
Security-error 8.3.2.3
Unsupported-critical-function 8.3.2.4

8.3.1.3  De¢livery-control

The Delivery-control abstract-operation enables the MTS-user to temporarily limit the deliyery-port
abstract-operations that,the MTS may invoke, and the messages that the MTS may deliver to the MTS-
user via the Message~delivery abstract-operation.

;rhe MTS shall KHold until a later time, rather than abandon, abstract-operations and messages [presently
orbidden.

The successful completion of the abstract-operation signifies that the specified controls are now in
force. These controls supersede any previously in force, and remain in effect until the association is
released, the MTS-user re-invokes the Delivery-control abstract-operation, or the MTS-user invokes the
administration-port Register abstract-operation to impose constraints more severe than the specified
controls.

The abstract-operation returns an indication of any abstract-operations that the MTS would invoke, or
any message types that the MTS would deliver or report, were it not for the prevailing controls.
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Arguments

Table 20 lists the arguments of the Delivery-control abstract_—opergtion, and for each argument qualifies
its presence and identifies the clause in which the argument is defined.

Table 20
Delivery-control Arguments

Arguments

Delivery Con

Res
Per
Per
Per
Per|
Per|
Per|

an

Proc co f‘lanna
TTeSOCe oSt

trol Arguments

trict

missible-operations
missible-lowest-priority
missible-encoded-information-types
missible-content-types
missible-maximum-content-length
missible-security~-context

.....

O000000

8.3.1.3.1.1

This argument
removed. It m

This argument
update:
remove:
by mea

are to b

In the absence

8.3.1.3.1.2

This argument

generated by the MTS~user.

This argument

Restrict

indicates whether the controls on delivery-port abstract-operations are to be upd
hy be generated by the MTS-user.

may have one of the following values:
the other arguments update the prevailing controls;

all temporary controls are to.be removed (the default controls registered with th
ns of the administration-port-Register abstract-operation shall apply); the other arg
e ignored.

of this argument, the default update shall be assumed.

Permissible-operations

indicatés the abstract-operations that the MTS may invoke on the MTS-user. It

ited or

e MTS
uments

may be

may have the value allowed or prohibited for each of the following:

message-delivery: the MTS may/may not invoke the Message-delivery abstract-operation; and

report-delivery: the MTS may/may not invoke the Report-delivery abstract-operation.

Other delivery-port abstract-operations are not subject to controls, and may be invoked at any time.

In the absence of this argument, the abstract-operations that the MTS may invoke on the MTS-user are

unchanged.

If there has been no previous invocation of the Delivery-control abstract-operation on the

association, the default control registered with the MTS by means of the administration-port Register
abstract-operation shall apply.
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8.3.1.3.1.3 Permissible-lowest-priority

This argument contains the priority of the lowest priority message that the MTS shall deliver to the
MTS-user via the Message-delivery abstract-operation. It may be generated by the MTS-user.

This argument may have one of the following values of the priority argument of the Message-
submission abstract-operation: normal, non-urgent or urgent.

In the absence of this argument, the priority of the lowest priority message that the MTS shall deliver to
the MTS-user is unchanged. If there has been no previous invocation of the Delivery-control abstract-
operation on the association, the default control registered with the MTS by means of the
administrat i i

8.3.1.3.1.4 Permissible-encoded-information-types

This argument indicates the only encoded-information-types that shall appear in-messages thpt the MTS
shall deliver to the MTS-user via the Message-delivery abstract-operation, It may be generated by the
MTS-user.

The permifsible-encoded-information-types specified shall be among those allowed long-term due to a
previous fnvocation of the administration-port Register abstract>gperation (deliverablg-encoded-
information-types).

In the absgnce of this argument, the permissible-encoded-information-types that the MTS may deliver
to the MTS-user are unchanged. If there has been no previous invocation of the Delivery-control
abstract-operation on the association, the default control-régistered with the MTS by magans of the
adminjstration-port Register abstract-operation shall apply)

8.3.1.3.1.54 Permissible-content-types

This argument indicates the only content-typesithat shall appear in messages that the MTS shall deliver
to the MTB-user via the Message-delivery abstract-operation. It may be generated by the MJS-user.

The permi|ssible-content-types specified-shall be among those allowed long-term due to|a previous
invocation| of the administration-port Register abstract-operation (deliverable-content-types).

In the absence of this argument, the permissible-content-types that the MTS may deliver tp the MTS-
user are upchanged. If there has been no previous invocation of the Delivery-control abstrag¢t-operation
on the asgociation, the default control registered with the MTS by means of the adminisfration-port
Register apstract-operation-shall apply.

8.3.1.3.1.6 Permissible-maximum-content-length

This argument_contains the content-length, in octets, of the longest-content message that th¢ MTS shall
deliver to |the’ MTS-user via the Message-delivery abstract-operation. It may be generated bly the MTS-
user.

The permissible-maximum-content-length shall not exceed that allowed long-term due to a previous
invocation of the administration~-port Register abstract-operation (deliverable-maximum-content-
length).

In the absence of this argument, the permissible-maximum-content-length of a message that the MTS
may deliver to the MTS-user is unchanged. If there has been no previous invocation of the Delivery-
control abstract-operation on the association, the default control registered with the MTS by means of
the administration-port Register abstract-operation shall apply.
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8.3.1.3.1.7 Permissible-security-context

This argument temporarily limits the sensitivity of delivery-port abstract-operations (delivery-security-
context) that the MTS may invoke on the MTS-user. It is a temporary restriction of the security-
context established when the association was initiated (see clause 8.1.1.1.1.4). It may be generated by
the MTS-user.

The permissible-security-context comprises one or more security-labels from the set of security-labels
established as the security-context when the association was established.

In the absence of this argument, the security-context of delivery-port abstract-operations is unchanged.

8.3.1.3.2 Rlesults

Table 21 lists the results of the Delivery-control abstract-operation, and for each result quallifies its
presence and |identifies the clause in which the result is defined.

Table 21
Delivery-control Results

Results Presence.~ Clause

‘Waiting’ Results

Waiting-operations o) 8.3.1.3.2.1
Waiting-messages O 8.3.1.322
Waiting-encoded-information-types @) 8.3.1.3.2.3
Waiting-content-types O 8.3.1.3.24

8.3.1.3.2.1 Waiting-operations

This result indicates the abstract-operations being held by the MTS, and that the MTS would ipvoke on
the MTS-user if it were not for the prevailing controls. It may be generated by the MTS.

This result mpy have the value_holding or not-holding for each of the following:

message-deliverysithe MTS is/is not holding messages, and would invoke the Messagerdelivery
abstract-operatign on the MTS-~user if it were not for the prevailing controls; and

repor{-dekivery: the MTS is/is not holding reports, and would invoke the Report}delivery
abstract<opéeration on the MTS-user if it were not for the prevailing controls.

In the absence of this result, it may be assumed that the MTS is not holding any messages or reports for
delivery due to the prevailing controls.
8.3.1.3.2.2 Waiting-messages

This result indicates the kind of messages the MTS is holding for delivery to the MTS-user, and would
deliver via the Message-delivery abstract-operation, if it were not for the prevailing controls. It may be
generated by the MTS.
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This result may have one or more of the following values:

long-content: the MTS has messages held for delivery to the MTS-user which exceed the
permissible-maximum-content-length control currently in force;

low-priority: the MTS has messages held for delivery to the MTS-user of a lower priority than
the permissible-lowest-priority control currently in force;

other-security-labels: the MTS has messages held for delivery to the MTS-user bearing message-
security-labels other than those permitted by the current security-context.

In the absenfe of this resulf, it may be assumed that the MIS is not holding any messages tof delivery
to the MT$-user due to the permissible-m.aximum-content-length, permissible-lowest<prjority or
permissible-$ecurity-context controls currently in force.

8.3.1.3.2.3 Waiting-encoded-information-types

This result indicates the encoded-information-types in the content of any messages held by the| MTS for
delivery to the MTS-user due to prevailing controls. It may be generated by the MTS.

In the absemce of this result, the encoded-information-types of any-messages held by the IMTS for
delivery to the MTS-user are unspecified.
8.3.1.3.2.4 Waiting-content-types

This result indicates the content-types of any messages held by the MTS for delivery to the MTS-user
due to prevailing controls. It may be generated by the, MTS.

In the absence of this result, the content-types of(any messages held by the MTS for delivery to the
MTS-user age unspecified.
8.3.1.3.3 Abstract-errors
Table 22 lists the abstract-errors thatsmay disrupt the Delivery-control abstract-operation, and for each

abstract-errgr identifies the clause in)which the abstract-error is defined.

Table 22
Delivery-control Abstract-errors

Abstract-error Clause

Control-violates-registration
Security-error

0o o
REN
ISEN
W N

8.3.2 Abstract-errors

This clause defines the following delivery-port abstract-errors:

a) Delivery-control-violated
b) Control-violates-registration
c) Security-error

54


https://iecnorm.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

d) Unsupported-critical-function.

8.3.2.1 Delivery-control-violated

The Delivery-control-violated abstract-error reports the violation by the MTS of a control on delivery-
port abstract-operations imposed by the MTS-user via the Delivery-control abstract-operation.

The Deliver-control-violated abstract-error has no parameters.

8.3.2.2 Cohfrol-violates-registration

The Control-violates-registration abstract-error reports that the MTS is ungble to accept)the coptrols
that the MTS-user attempted to impose on delivery-port abstract-operations because. they violate
existing regisfration parameters.

The Control-yiolates-registration abstract-error has no parameters.

8.3.2.3  Segurity-error

The Security{error abstract-error reports that the requested abstract-pperation could not be proyided by
the MTS-uset because it would violate the security-policy in force,

The Securityterror abstract-error has the following parameters,{generated by the MTS-user:

security-problem: an identifier for the cause of the violation of the security-policy.

8.3.2.4  Unsupported-critical-function

The Unsuppqrted-critical-function abstract-error, reports that an argument of the abstract-opergtion was
marked as crftical-for-delivery (see clause 9.1),'but is unsupported by the MTS-user.

The Unsuppqgrted-critical-function abstract-error has no parameters.

8.4 Administration Port

This clause defines the abstract-operations and abstract-errors which occur at an administrationfport.

8.4.1 Abstract-operations

This clause dEfli:es the following administration-port abstract-operations:

a) egIStET

b) Change-credentials.

8.4.1.1 Register

The Register abstract-operation enables an MTS-user to make long-term changes to various parameters
of the MTS-user held by the MTS concerned with delivery of messages to the MTS-user.

Such changes remain in effect until overridden by re-invocation of the Register abstract-operation.

However, some parameters may be temporarily overridden by invocation of the Delivery-control
abstract-operation.
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NOTES

1 - This abstract-operation shall be invoked before any other submission-port, delivery-port or administration-port abstract-
operation may be used, or an equivalent registration by local means shall have taken place.

2 - This abstract-operation does not encompass the standing parameters implied by the Alternate Recipient Assignment element-of-
service and the Restricted Delivery element-of-service defined in ISO/IEC 10021-1. The manner in which those parameters are
supplied and modified are a local matter.

8.4.1.1.1 Arguments

Table 23 Wmmwmmmmmmuames its
presence and identifies the clause in which the argument is defined.

Table 23
Register Arguments
Argument Presence Clause
Registrqtion Arguments
User-name 0] 8.4.1.1.1.1
User-address Q 8§.4.1.1.1.2
Deliverable-encoded-information-types O 84.1.1.1.3
Deliverable-content-types 0] 8§4.1.1.14
Deliverable-maximum-content-length O 8.4.1.1.1.5
Recipient-assigned-alternate-recipient 0] 8.4.1.1.1.6
User-security-labels 0 8.4.1.1.1.7
Default| Delivery Control Arguments 84.1.1.1.8
Restrict O 8.3.1.3.1.1
Permissible-operations 0] 8.3.1.3.1.2
Permissible-lowest-priority 0] 8.3.1.3.1.3
Permissible-encoded-information-types 0] 8.3.1.3.1.4
Permissible-content-types 0] 8.3.1.3.1.5
Permissible-maximum-content-length 0] 8.3.1.3.1.6

8.4.1.1.1.1 User<pame

This argument-contains the OR-name of the MTS-user, if the user-name is to be changed.| It may be
generated by/the MTS-user.

In the absence of this argument, the user-name of the MTS-user remains unchanged.

An MD is not required to provide MTS-users with the ability to change their OR-names. If it does so,
the MD may restrict that ability. It may prohibit certain MTS-users from changing their OR-names, or
it may restrict the scope of the change to a locally defined subset of the components of their
OR-names. A proposed new OR-name shall be rejected if it is already assigned to another MTS-user.

8.4.1.1.1.2 User-address

This argument contains the user-address of the MTS-user, if it is required by the MTS and if it is to be
changed. It may be generated by the MTS-user.
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The user-address may contain one of the following forms of address of the MTS-user:
the X.121-address and/or the TSAP-ID (transport service access point identifier); or
the PSAP-address (presentation service access point address).

Other forms of user-address may be defined in addenda to this International Standard.

In the absence of this argument, the user-address of the MTS-user (if any) remains unchanged.

8.4.1.1.1.3 Deliverable-encoded-information-types

This argument indicates the encoded-information-types that the MTS shall permit to appear in messages
delivered to[the MTS-user, if they are to be changed. It may be generated by the MTS-user.

registered tg accept delivery of all of the encoded-information-types of the-message. Not¢ that the
MTS-user may register to receive the undefined encoded-information-type.’ Deliverabletencoded-
informationftypes also indicate the possible encoded-information-types to which implicit conversion can
be performedd.

The MTS sﬁ:\all reject as undeliverable any message for an MTS-user for whichthe MTS-user is not

In the abserce of this argument, the deliverable-encoded-information~types shall remain unchgnged.

84.1.1.1.4 Deliverable-content-types

This argument indicates the content-types that the MTS shall permit to appear in messages dglivered to
the MTS-user, if they are to be changed. It may be generated by the MTS-user.

The MTS shall reject as undeliverable any message“for an MTS-user for which the MTS-yser is not
registered t¢ accept delivery of the content-types of the message. Note that the MTS-user mgy register
to receive the undefined content-type.

In the absence of this argument, the deliverable-content-types shall remain unchanged.

8.4.1.1.1.5 Deliverable-maximumscontent-length

This argument contains the confent-length, in octets, of the longest-content message that the [MTS shall
permit to appear in messages delivered to the MTS-user, if it is to be changed. It may be geperated by
the MTS-uger.

The MTS shall reject/as undeliverable any message for an MTS-user for which the MTS-yser is not
registered t¢ acceptidelivery of messages of its size.

In the absgnee“of this argument, the deliverable-maximum-content-length of messages shpll remain
unchanged.

8.4.1.1.1.6 Recipient-assigned-alternate-recipient

This argument contains the OR-name of an alternate-recipient, specified by the MTS-user, to which
messages are to be redirected, if the alternate-recipient is to be changed. It may be generated by the
MTS-user. A different value of this argument may be specified for each value of user-security-labels.

If a recipient-assigned-alternate-recipient is registered and associated with a value of user-security-
labels, messages bearing a matching message-security-label shall be redirected to the alternate-recipient.
Messages bearing a message-security-label for which no recipient-assigned-alternate-recipient has been
registered, shall not be redirected to a recipient-assigned-alternate-recipient.
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If a single recipient-assigned-alternate-recipient is registered, and not associated with a value of user-
security-labels, all messages shall be redirected to the alternate-recipient.

The recipient-assigned-alternate-recipient shall contain the OR-name of the alternate-recipient. If the
recipient-assigned-alternate-recipient contains the OR-name of the MTS-user (see clause 8.4.1.1.1.1),
no recipient-assigned-alternate-recipient is registered.

In the absence of this argument, the recipient-assigned-alternate-recipient, if any, remains unchanged.

8.4.1.1.1.7 User-security-labels

This argumgnt contains the security-labels of the MTS-user, if they are to be changed. Tt may be
generated by the MTS-user.

A recipientassigned-alternate-recipient may be registered for any value of user-security-labels.
In the absence of this argument, the user-security-labels remain unchanged.

Note that some security-policies may only permit the user-security-labels to. be' changed in thi§ way if a
secure link |is employed. Other local means of changing the user-security-labels in a secure manner
may be proyided.

8.4.1.1.1.8 Default Delivery Control Arguments

The default|control arguments are the same as the arguments~of the Delivery-control abstract-pperation,
and are defined in clause 8.3.1.3.1. Except for permissible*sécurity-context, they may be generated by
the MTS-uspr.

The default|controls are registered as arguments of the Registgr abstract-operation. These defgaults come
into effect @t the beginning of an association, and" remain in effect until they are overridden by an
invocation df the Delivery-control abstract-operation.

The default| control arguments shall not admit messages whose delivery are prohibited by the [prevailing
registered vplues of the deliverable-encoded-information-types argument, the deliverable-content-types
argument or the deliverable-maximum=>¢ontent-length argument.

8.4.1.1.2 |Results

The Register abstract-operation returns an empty result as indication of success.

8.4.1.1.3 [Abstract-errors

Table 24 lists the abstract-errors that may disrupt the Register abstract-operation, and for each abstract-
error identifies.the clause in which the abstract-error is defined.

Table 24
Register Abstract-errors

Abstract-error Clause

Register-rejected 8.4.2.1
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8.4.1.2 Change-credentials

The Change-credentials abstract-operation enables the MTS-user to change the MTS-user’s credentials
held by the MTS, or enables the MTS to change the MTS’s credentials held by the MTS-user.

The credentials are exchanged during the establishment of an association for the mutual authentication
of identity of the MTS-user and the MTS.

The successful completion of the abstract-operation signifies that the credentials have been changed.

The disruption of the abstract Operatlon by an abstract -error mdlcates‘ that the credentlals have not
been changedettirer—beeat dentt : : edentials
are unacceptable.

8.4.1.2.1 Arguments

Table 25 lisfs the arguments of the Change-credentials abstract-operation, and,‘for each grgument
qualifies its dresence and identifies the clause in which the argument is defined.

Table 25
Change-credentials Arguments

Argument Presence  Clause

Credentiall Arguments

Qld-credentials
New-credentials

<X

8.4.1.2.1.1 Old-credentials

This argument contains the current™(old) credentials of the invoker of the abstract-operation, held by
the performef of the abstract-operation. It shall be generated by the invoker of the abstract-opgration.

If only simp|e-authentication;-is used, the credentials comprise a simple password associated with the
user-name, or MTA-name, of the invoker,

If strong-authentication:is used, the credentials comprise the certificate of the invoker, generdted by a
trusted source (eg agertification-authority), and supplied by the invoker.

8.4.1.2.1.2 —New-=tredemntials

This argument contains the proposed new credentials of the invoker of the abstract-operation, to be

held by the performer of the abstract-operation. It shall be generated by the invoker of the abstract-
operation.

The new-credentials shall be of the same type (ie simple or strong) as the old-credentials, as defined in
clause 8.4.1.2.1.1,

8.4.1.2.2 Results

The Change-credentials abstract-operation returns an empty result as indication of success.
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8.4.1.2.3  Abstract-errors

Table 26 lists the abstract-errors that may disrupt the Change-credentials abstract-operation, and for
each abstract-error identifies the clause in which the abstract-error is defined.

Table 26
Change-credentials Abstract-errors

Abstract-error Clause

New-credentials-unacceptable .
Old-credentials-incorrectly-specified

Do
w N

00 00
R

8.4.2 Albstract-errors

This clause |defines the following administration-port abstract-errors:

a) Register-rejected
b) New-credentials-unacceptable
) Old-credentials-incorrectly-specified.

8.4.2.1 Register-rejected

The Registér-rejected abstract-error reports, that the requested parameters cannot be register¢d because
one or mor¢ are improperly specified.

The Register-rejected abstract-error has no parameters.

8.4.2.2 New-credentials-unacceptable

The New-gredentials-unacceptable abstract-error reports that the credentials cannot be changed because
the new-credentials are unacceptable.

The New-credentials>irnacceptable abstract-error has no parameters.

8.4.2.3 (ld~credentials-incorrectly-specified

The Old-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed
because the current (old-) credentials were incorrectly specified.

The Old-credentials-incorrectly-specified abstract-error has no parameters.

8.5 Common Parameter Types

This clause defines a number of common parameter types of the MTS Abstract Service.
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8.5.1 MTS-identifier

MTS-identifiers are assigned by the MTS to distinguish between messages and probes at the MTS
Abstract Service, and between messages, probes and reports within the MTS.

The MTS-identifier assigned to a message at a submission-port (message-submission-identifier) is
identical to the corresponding message-identifier at a transfer-port and corresponding message-delivery-
identifier at a delivery-port. Similarly, the MTS-identifier assigned to a probe at a submission-port
(probe-submission-identifier) is identical to the corresponding probe-identifier at a transfer-port.
MTS-identifiers are also assigned to reports at transfer-ports (report-identifier).

An MTS'iden::f:vl Cumpl ;JCJ:

a locgl-identifier assigned by the MTA, which unambiguously identifies the relatedyevept within
the MD;

the global-domain-identifier of the MD, which ensures that the MTS-identifier is unambiguous
throughout the MTS.

8.5.2 Globpal-domain-identifier
A global-domain-identifier unambiguously identifies an MD within the MHS.

A global-domain-identifier is used to ensure that an MTS-identifier is unambiguous throughout the
MTS, and fof identifying the source of a trace-information-element.

In the cas¢ of an ADMD, a global-domain-identifiér’ consists of the country-name |and the
administratign-domain-name of the MD. For a PRMD, it consists of the country-name and, optionally,
the adminisfration-domain-name of the associated ADPMD, plus a private-domain-identifipr. The
private-domain-identifier is a unique identification ofythe PRMD, and may be identical to the] PRMD’s
private-domain-name. As a national matter, this<identification may be either relative to thg country
denoted by the country-name or relative to the associated ADMD.

NOTES

1 - The distinktion between private-domaindidentifier and private-domain-name has been retained fof backward
compatibility with CCITT Recommendation X.411.(1984). Often they will be identical.

2 - In the global-domain-identifier of a PRMD, the administration-domain-name of the associated ADMD is
mandatory in CCITT Recommendation<X 411.

8.5.3 MTA-name

An MTA-name is an_identifier for an MTA that uniquely identifies the MTA within the MD|to which
it belongs.

854 Time

A Time parameter is specified in terms of UTC (Coordinated Universal Time), and may optionally also
contain an offset to UTC to convey the local time. The precision of the time of day is to either one
second or one minute, determined by the generator of the parameter,

8.5.5 OR-name

An OR-name identifies the originator or recipient of a message according to the principles of naming
and addressing described in ISO/IEC 10021-2.

At a submission-port, an OR-name comprises an OR-address, or a directory-name, or both
(OR-address-and-or-directory-name). At all other types of port, an OR-name comprises an
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OR-address and, optionally, a directory-name (OR-address-and-optional-directory-name). A
directory-name and an OR-address may each denote an individual originator or recipient, or a DL.

A directory-name is as defined in ISO/IEC 9594-2. The MTS uses the directory-name only when the
OR-address is absent or invalid.

An OR-address comprises a number of standard-attributes, optionally a number of extension-attributes,
and optionally a number of attributes defined by the MD to which the originator/recipient subscribes
(domain-defined-attributes).

The standard- and extensnon attnbutes used in an OR address are selected from those defined in
ISO/IEC 100 2 : : : - -2 can be
used to forn} a valld OR address

8.5.6 Endoded-information-types

The encoded-information-types of a message are the kind(s) of information that\appear in it§ content.
Both basic | encoded-information-types and externally-defined encoded-information-types| may be
specified, otherwise the encoded-information-types of a message are unspecified.

Externally-defined encoded-information-types are those to which object<identifiers are allocated by an
appropriate |authority. They include both standardised and privatély-defined encoded-infgrmation-
types.

The basic ¢ncoded-information-types are those originally specified in the CCITT Recommendation
X.411 (1984). The undefined type is any type other than~the specified externally-defined |encoded-
informationttypes and other than the following types))™ The telex type is defined in CCITT
Recommendation F.1. The iaS-text (teleprinter) type is<defined in CCITT Recommendation T1.50. The
g3-facsimilg type is defined in CCITT Recommendations ' T.4 and T.30. The gd-class-1 type {s defined
in CCITT Recommendations T.5, T.6, T.400 andT.503. The teletex type is defined ip CCITT
Recommendations F.200, T.61 and T.60. The videotex type is defined in CCITT Recommendations
T.100 and T.101. The simple-formattable-document (sfd) type is defined in CCITT Recommendation
X.420 (1984]) (Note that SFDs are no longer defined in any 1988 CCITT Recommendation). The mixed-
mode type i$ defined in CCITT Recommendations T.400 and T.501.

Non-basic-parameters are defined forthe g3-facsimile, teletex, gd4-class-1 and mixed-mpde basic
encoded-infprmation-types for backwards compatibility with the CCITT Recommendation X.411 (1984)
only. It is nrecommended that for €ach required combination of a basic encoded-information-type and a
specific set [of non-basic-parameters, an externally-defined encoded-information-type be defined and
used in preference.

Note that pon-basic-parameters are likely to be removed by an addendum to this International
Standard.

The non-basic-parameters for g3-facsimile correspond to the three- or four-octet [Facsimile
Information| Field“(FIF) conveyed by the Digital Command Signal (DCS) defined i* CCITT

Recommendption—T.30. The parameters are: two-dimensional, fine-resolution, unlimited-lepgth, b4-
length, a3-width, b4-width and uncompressed.

The non-basic-parameters for teletex correspond to the non-basic terminal capability conveyed by the
Command Document Start (CDS) defined in CCITT Recommendation T.62. The parameters are:
optional graphic-character-sets, optional control-character-sets, optional page-formats, optional
miscellaneous-terminal-capabilities, and a private-use parameter,

The non-basic-parameters for the gd-class-1 and mixed-mode types specify optional resolution,
optional graphic character sets, optional control character sets, and so on, which correspond to the
parameters of the presentation-capabilities defined in CCITT Recommendations T.400, and T.503 and
T.501.

Where non-basic-parameters are indicated, these parameters represent the logical "OR’ of the non-
basic-parameters of each instance on the encoded-information-type in a message content. Thus, this
parameter only serves to indicate whether there is encoded-information-type compatibility, or whether
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conversion is required. If conversion is required, the message content shall be inspected to determine
which non-basic-parameters apply to any instance of the encoded-information-type.
8.5.7 Certificate

A certificate may be used to convey a verified copy of the public-asymmetric-encryption-key of the
subject of the certificate.

A certificate contains the following parameters:

signatpre-algorithm-identifier: algorithm-identifier T 1 by the
certification-authority that issued the certificate to compute the signature;

issuer] the directory-name of the certification-authority that issued the certificate;

validity: a date and time of day before which the certificate should not be msed, and a fate and
time gf day after which the certificate should not be relied upon;

subjedt: the directory-name of the subject of the certificate;

subjeqt-public-keys: one or more public-asymmetric-encryption-keys of the subject (each used
in corjjunction with an algorithm and a secret-asymmetric-encryption-key of the subject)):;

2

algorithms: one or more algorithm-identifiers, each associated with a subject-public-key

signature: an asymmetrically encrypted, hashed version of the above parameters computed by the
certiffcation-authority that issued the certificate using the algorithm identified by the signature-
algorithm-identifier and the certification-authority’s secret-asymmetric-encryption-key.

If the originptor and a recipient of a certificate .ar¢’ served by the same certification-authofrity, the
recipient may use the certification-authority’s, ‘public-asymmetric-encryption-key to valigate the
certificate, and derive the originator’s public-asymmetric-encryption-key (subject-public-key).

If the origingator and a recipient of a certificate are served by different certification-authorities, the
recipient maly require a return-certification-path to authenticate the originator’s certificate. The
certificate may therefore include an associated certification-path.

The certificafion-path may comprise“a forward-certification-path which includes the certificafe of the
certification-puthority that issued, the certificate, together with the certificates of all of its|superior
certification-puthorities. The~forward-certification-path may also include the certificates pf other
certification-puthorities, crgSs=Certified by either the certification-authority that issued the ceftificate,
or any of its superior certification-authorities,

av)

A recipient of the certificate may complete the required return-certification-path between the fecipient
and the origipator .of.the certificate by appending the recipient’s own reverse-certification-path to the
forward-certification-path supplied by the originator, at a common-point-of-trust. The |reverse-
certification-pdth includes the reverse-certificate of the certification-authority of the recipieft of the
certificate, togethe h—the—reverse—certificates—of ef—tts—supertor—certifteationr—agthoritres. The
reverse-certification-path may also include the reverse-certificates of other certification-authorities,
cross-certified by the certification-authority of the recipient of the certificate, or any of its superior
certification authorities.

The return-certification-path thus formed allows the recipient of the certificate to validate each
certificate in the return-certification-path in turn, to derive the public-asymmetric-encryption-key of
the certification-authority that issued the certificate. The recipient may then use the public-
asymmetric-encryption-key of the certification-authority that issued the certificate to validate the
certificate, and derive the originator’s public-asymmetric-encryption-key (subject-public-key).

The form of a certificate and a certification-path are further defined in ISO/IEC 9594-8.

Addenda to this International Standard may define other key distribution techniques (eg based on
symmetric-encryption-techniques).
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8.5.8 Token

A token may be used to convey to the recipient of the token protected security-relevant information.
The token provides authentication of public security-relevant information, and confidentiality and
authentication of secret security-relevant information.

The type of a token is identified by a token-type-identifier. One type of token is currently defined by
this International Standard: an asymmetric-token. Other types of token may be defined by addenda to

this International Standard; for example, tokens based on symmetric-encryption techniques.

An asymmet

ric-token contains the following parameters:

sigmlture-algorithm-identifier: an algorithm-identifier for the algorithm used by the

originator

of tHe token to compute the signature;

recifjient-name: the OR-address-and-or-directory-name of the intended-recipient of tHe token;
time] the date and time of day when the token was generated;

signed-data: public security-relevant information;

encryption-algorithm-identifier: an algorithm-identifier for the 'algorithm used by the [originator
of the token to compute the encrypted-data;

encrypted-data: secret security-relevant information encrypted by the originator of [the token
using the algorithm identified by the encryption-algorithm-identifier and the public-
asyn[metric-encryption-key of the intended-recipient of the token;

signpture: an asymmetrically encrypted, hashed version of the above parameters compufed by the

orig
the

The form o

8.5.9 Se

Security-la

Security-la
The securit

Within the
and reportd
between an|
clause 12.1
matter or b
secure rout

A security-
policy-iden

briginator’s secret-asymmetric-encryptionzkey.

[ a token is further defined in ISO/IEC 9594-8.

curity-label

bels may be used to associate security-relevant information with objects within the

scope of this\International Standard, security-labels may be associated with messag

(see clause~8.2.1.1.1.30), MTS-users (see clause 8.4.1.1.1.7), MDs, MTAs and a
MTS-uSer and an MD (or MTA) (see clause 8.1.1.1.1.4), or between MDs (or M
1.1.1.4)5."Beyond the scope of this International Standard, a security-policy may,
y bilateral agreement, additionally assign security-labels to other objects within th
S )

nator of the token using the algorithm identified by the signature-algorithm-iden

tifier and

MTS.

bels may be assigned. to an object in line with the security-policy in force for that object. -
y-policy may also-define how security-labels are to be used to enforce that security

-policy.

es, probes
ksociations
ITAs) (see
as a local
e MTS (eg

label comprises a set of security-attributes.
tifier, a security-classification, a privacy-mark, and a set of security-categories.

The security-attributes may include a security-

A security-policy-identifier may be used to identify the security-policy in force to which the security-
label relates.

If present, a security-classification may have one of a hierarchical list of values. The basic security-
classification hierarchy is defined in this International Standard, but the use of these values is defined
by the security-policy in force. Additional values of security-classification, and their position in the
hierarchy, may also be defined by a security-policy as a local matter or by bilateral agreement. The
basic security-classification hierarchy 1is, in ascending order: unmarked, unclassified, restricted,
confidential, secret, top-secret.
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If present, a privacy-mark is a printable string. The content of the printable string may be defined by
a security-policy, which may define a list of values to be used, or allow the value to be determined by
the originator of the security-label. Examples of privacy-marks include; "IN CONFIDENCE’ and 'IN
STRICTEST CONFIDENCE’.

If present, the set of security-categories provide further restrictions within the context of a security-
classification and/or privacy-mark, typically on a ’need-to-know’ basis. The security-categories and
their values may be defined by a security-policy as a local matter or by bilateral agreement. Examples
of possible security-categories include caveats to the security-classification and/or privacy-mark (eg
'PERSONAL - ’, °'STAFF - ', "COMMERCIAL - ’, etc), closed-user-groups, codewords, etc.

8.5.10 Alggrithm-identifier

An algorithm-identifier identifies an algorithm and any algorithm-parameters required| by the
algorithm.

An algorithm-identifier may be drawn from an international register of algorithms, or defined by
bilateral agrepment.

9 Message Transfer System Abstract Syntax Definition
The abstract{syntax of the MTS Abstract Service is defined in Figure 2.

The abstractisyntax of the MTS Abstract Service is defined using the abstract syntax notation| (ASN.1)
defined in ISO 8824, and the abstract service definition convéntions defined in ISO/IEC 10021-B.

The abstract4{syntax definition of the MTS Abstract Servi¢e  has the following major parts:

Prologue: declarations of the exports from,and imports to, the MTS Abstract Service module
(Figure 2 Part 1).

Objedts and Ports: definitions of the~“MTS and MTS-user objects, and their submission-,
delivgry- and administration-ports (Eigure 2 Part 2).

MTS1bind and MTS-unbind:. definitions of the MTS-bind and MTS-unbind used to estaplish and
releage associations between @an\MTS-user and the MTS (Figure 2 Parts 2 to 3).

Submiission Port: definitions of the submission-port abstract-operations: Message-supmission,
Probd-submission, Cancel-deferred-delivery and Submission-control; and their abstrgct-errors
(Figure 2 Parts 3 to(5).

Delivgry Port: @efinitions of the delivery-port abstract-operations: Message-delivery,| Report-
delivery and (Delivery-control; and their abstract-errors (Figure 2 Parts 5 to 6).

Administrafion Port: defini'tions of the administration-port abstract-operations: Regjster and
Chanpezcredentials; and their abstract-errors (Figure 2 Parts 6 to 7).

Message Submission Envelope: definition of the message-submission-envelope (Figure 2 Parts 7
to 8).

Probe Submission Envelope. definition of the probe-submission-envelope (Figure 2 Part 8).
Message Delivery Envelope: definition of the message-delivery-envelope (Figure 2 Parts 8 to 9).
Report Delivery Envelope. definition of the report-delivery-envelope (Figure 2 Parts 9 to 10).
Envelope Fields: definitions of envelope fields (Figure 2 Parts 10 to 12).

Extension Fields: definitions of extension-fields (Figure 2 Parts 13 to 18).
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Common Parameter Types: definitions of common parameter types (Figure 2 Parts 19 to 26).

NOTE - The module implies a number of changes to the P38 protocol defined in CCITT Recommendation X.411 (1984).

changes are highlighted by means of underlining.

9.1 Critic

ality Mechanism

These

Each extension-field defined in Figure 2 (Parts 13 to 18) carries with it an indication of its criticality

for submission,

transparency
but shall n

ISO/IEC 1002

normal proce

In general, a
handled by t
invoker of a
type.

If the abstra
critical func
abstract-oper|
shall be iny
unsupported-

An extension
type.

In the case (
function ma
operation, or

In the case of

a function in

transfer and delivery.
of extended functions.

ot be discarded by a relaving MTA except

The criticality mechanism is designed to support controlled
A non-critical function may be ignored, or discarded on delivery
when downgrading a messa

1ge  (see

Hures to continue.

n argument of an abstract- operatxon marked critical for the port type shall be

1 abstract-operation shall also correctly handle any functions marked critical for

ion is reported by returning an Unsupported-critical- functlon abstract-error.
ation is not one that reports an unsuccessful outcome, an-abstract- operatlon (eg

critical-function non-delivery-diagnostic-code of a report).

f critical-for-submission,
tked as critical-for-submission in a Message-submission or Probe-submission
shall return an Unsupported-critical-function abstract-error.

critical-for-transfer, a receiving MTA shall correctly perform the procedures de
a message or probe marked as critical-for-transfer, or shall return a non-delive

1-6 Annex B), while a critical function must be known and performed corrs

he performer of the abstract-operation, or an error reported in an appropriate w

ct-operation is one that reports an unsuccessful outcome, failure to correctly p4

oked to convey the unsuccessful outcome of the previous operation (eg u

that appears in the result of an abstract-operation_shall not be marked critical for

ectly for

correctly
hy. The
the port

erform a
If an
i report)
sing  the

the port

the MTS shall correctly perform the procedures defined for a

hbstract-

'ined for

fy-report

with the nontdelivery-diagnostic-code set to, unsupported-critical-function. An MTA unable t¢ support
a function marked critical-for-transfer in\a report shall discard the report (note that a local policy or
agreement mpy require that this action-be audited). An extension marked as critical-for-transfer that
appears as an argument of a Message=submission or Probe-submission operation shall appear unchanged
in a resulting Message-transfer or Probe-transfer operation at a transfer-port.
In the case ¢f critical-for-delivery, a delivering-MTA shall correctly perform the procedured defined
for a functlo marked as critieal- for dellvery, or shall ot deliver the message or probe and shall return
tion. A
critical-
arked as
bmission
ion at a
Message-
r Probe-

transfer operation at a transfer port.

An MTA generating a report shall not copy unsupported critical functions from the subject into the
report. When generating a report, an MTA shall indicate the criticality (for transfer and/or delivery) of
any supported functions copied from the subject into the report; the criticality of a function in a report
may be different from its criticality in the subject.

If the MTA or MTS-user cannot correctly perform the procedures defined for a function marked
critical-for-delivery in a report, then the report shall be discarded.

The procedures related to extension-fields and their criticality indications are further defined in clause
14.
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This part of ISO/IEC 10021 defines by means of the macro notation of ASN.I the default setting of the
criticality indication of extension-fields to be supplied by the originator of a message. The originator
of a message or probe may choose, on a per-message basis, or in accordance with some local policy (eg
a security-policy), to set the criticality indication of an extension-field to other than that defined in
this part of ISO/IEC 10021, either to relax or further constrain its criticality.
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MTSAbstractService { joint-iso-ccitt mhs-motis(6) mts(3) modules(0) mts-abstract-service(1) >
DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- Prologue

-- Exports everything

IMPORTS

-- Apbstract Service Macros

ABSTRACT-BIND, ABSTRACT-ERROR, ABSTRACT-OPERATION, ABSTRACT-UNBIND, OBJECT, PORT

FROM AbstractServiceNotation { joint-iso-ccitt mhs-motis(6) asdc(2) modules¢0) \notation(1) 2
-- MS Abstract Service Extension
forwarding- request

FROM MSAbstractService { joint-iso-ccitt mhs-motis(6) ms(4) modules(0) abstract-service(1] ?
-- Qbject Identifiers

id-aft-physicalRendition-basic, id-ot-mts, id-ot-mts-user, jd*pt-administration, id-pt-delivery,
id-ptl-submission, id-tok-asymmetricToken

FROM MTSObjectldentifiers { joint-iso-ccitt mhs-motis(6é) mts(3) modules(0) object-identifiers(0) 2>
-- Directory Definitions
Name

FROM InformationFramework { joint-iso-ccitt ds(5) modules(1) information-framework(1) )
PresgntationAddress

FROM SelectedAttributeTypes ( joint-iso-ccitt ds(5) modules(1) selectedAttributeTypes(5)
ALGONITHM, Algorithmldentifier ~Certificates, ENCRYPTED, SIGNATURE, SIGNED

FROM AuthenticationFramework { joint-iso-ccitt ds(5) modules(1) authentication-framework(f) 3
-- Upper Bounds

ub-bit-options, ub:built-in-content-type, ub-built-in-encoded-information-types, ub-common-name-lgngth,
ub-cdntent-id- Léngth, ub-content-length, ub-content-types, ub-country-name-alpha-length,
ub-cquntry-name-numeric-length, ub-dl-expansions, ub-domain-defined-attributes,
ub-dgmain-defined-attribute-type-length, ub-domain-defined-attribute-value-length, ub-domain-name-|length,
ub-erjcoded- information- types, ub-extension-attributes, ub-extension-types, ub-e163-4-number-length,

ub-e163¢ 4-sUb-address- length, ub-generation-qualifier-length, ub-given-name-length, ub-initials-length,
ub- irjteger-options, ub-labels-and-redirections, ub-lucal-id-length, ub-mta-name-tlength, ub-mts-usjr-types,
ub-numeric-user-id-length, ub-organization-name-length, ub-organizational-units,
ub-organizational -unit-name- length, ub-password-length, ub-pds-name-length, ub-pds-parameter-length,
ub-pds-physical -address-lines, ub-postal-code-length, ub-privacy-mark-length, ub-queue-size, ub-reason-codes,
ub-recipients, ub-recipient-number-for-advice-length, ub-redirections, ub-security-categories,

ub-security- labels, ub-security-problems, ub-supplementary-info-length, ub-surname-length,
ub-terminal-id-length, ub-tsap-id-length, ub-unformatted-address-length, ub-x121-address-length

FROM MTSUpperBounds { joint-iso-ccitt mhs-motis(6) mts(3) modules(0) upper-bounds(3) };

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 1 of 26)
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-- Objects

mTS OBJECT
PORTS { submission [S], delivery (S], administration [S} )
1= id-ot-mts

mTSUser OBJECT
PORTS { submission [C1, delivery [Cl, administration [C] )
1:= id-ot-mts-user

-- Ports

ISO/IEC 10021-4 : 1990 (E)

submission PORT

CONSUMER INVOKES { MessageSubmission, ProbeSubmission, CancelDeferredDelivery )

SUPPLIHR INVOKES { SubmissionControl }
1:= id-{pt-submission

delivery PORT
CONSUMHR INVOKES { DeliveryControl )}
SUPPLIHR INVOKES { MessageDelivery, ReportDelivery )}
::= id{pt-delivery

administration PORT
CONSUMHR INVOKES { ChangeCredentials, Register )
SUPPLIHR INVOKES { ChangeCredentials )}
1:= id{pt-administration

-- MTS-pind and MTS-unbind

MTSBind ::= ABS[TRACT-BIND
TO { sybmission, delivery, administration }
BIND
ARGUMENT SET ({

initiator-name ObjectName,

messages-waiting [1] EXPLICIT MessagesWaiting OPTIONAL,

initiator-credentials [2) InitiatorCnédentials,

security-context [3] SecurityContext OPTIONAL )

RESULT |SET (

responder-name ObjectName,

messages-waiting [1] EXPLICIT\MessagesWaiting OPTIONAL,

responder-credentials [2] ‘ResponderCredentials )

BIND-ERROR INTEGER {

busy (0),

authentication-error \(2),

unacceptable-dialogue-mode (3),

unacceptable-security-context (4) ) (0..ub-integer-options)

MTSUnbind ::= ABSTRACT-UNBIND
FROM ( |submission,delivery, administration }

-- Assoczlation Control Parameters

ObjectName ::= CHOICE (
mTS-user ORAddressAndOptionalDirectoryName,
mTA [0] MTAName,
message-store [4] ORAddressAndOptionalDirectoryName)

MessagesWaiting ::= SET (
urgent [0] DeliveryQueue,
normal [1] DeliveryQueue,
non-urgent [2] DeliveryQueue )}

Figure 2

Abstract Syntax Definition of the MTS Abstract Service (Part 2 of 26)
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DeliveryQueue :

messag
octets

InitiatorCredentials :

simple
strong

ResponderCredentials

simple
strong

1= SET (
es [0] INTEGER (0..ub-queue-size),

{1] INTEGER (0..ub-content-length) OPTIONAL )

:= CHOICE (
Password,
[0] StrongCredentials (WITH COMPONENTS (

bind- token PRESENT 3) )

::= CHOICE (
Password,

[0] StrongCredentials (WITH COMPONENTS {

LY

Password ::= (
1ASSt]]
OCTET

StrongCredent i
bind-{
certi

SecurityContex

Subn

MessageSubmisg

als :

ot ol LY
VKL ORCT— 7

HOICE (

ing (SIZ2E (0..ub-password-length)),
STRING (SIZE (0..ub-password-length)) )

= SET
oken [0] Token OPTIONAL,
icate [1] Certificates OPTIONAL )

t ::= SET SIZE (1..ub-security-labels) OF SecurityLabel

ission Port

fon ::= ABSTRACT-OPERATION

ARGUMENT SEQUENCE (

RESUL

ERROR

ProbeSubmissig

envelope MessageSubmissionEnvelope,
content Content )}

[ SET (

message-submission-identifier MessageSubmissionldentifier,
message-submission-time [0] MessageSubmissionTime,
content-identifier Contentldentifier OPTIONAL,
extensions [1] EXTENSIONS CHOSEN FROM (
originating-MTA-certificate,
proof-of-submission ) DEFAULT { 3 ?

6 {

SubmissionControlviolated,
ElementOfServiceNotSubscribed,
Originatorinvalid,
RecipientImproperiySpecified,
InconsistentRequest,
SecurityError,

UnsupportedCriticalFunction,
RemoteBindError (3

n ::= ABSTRACT-OPERATION

ARGUMENT

RESUL

ERRORS

envelope ProbeSubmissionEnvelope

[ SET {
probé=submission-identifier ProbeSubmissionldentifier,
probe-submission-time [0} ProbeSubmissionTime,
content-identifier Contentldentifier OPTIONAL }

L
A3

70

SubmissionControlViolated,
ElementOfServiceNotSubscribed,
Originatorlinvalid,
RecipientimproperlySpecified,
InconsistentRequest,
SecurityError,

UnsupportedCriticalFunction,
RemoteBindError )

Figure 2
Abstract Syntax Definition

of the MTS Abstract Service (Part 3 of 26)
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CancelDeferredDelivery ::= ABSTRACT-OPERATION

ARGUMENT

RESULT
ERRORS (

SubmissionContro
ARGUMENT

RESULT

ERRORS {

SubmissionContrd
PARAMETH

message-submission-identifier MessageSubmissionldentifier

DeferredDel iveryCancel lationRejected,
MessageSubmissionldentifierinvalid,
RemoteBindError »

L ::= ABSTRACT-OPERATION

controls SubmissionControls

Waiting Waiting

SecurityError,
RemoteBindError )}

LViolated ::= ABSTRACT-ERROR
R NULL

ElementOfServicegNotSubscribed ::= ABSTRACT-ERROR

PARAMETH

DeferredDel ivery
PARAMETH

Originatorinvali
PARAMET

RecipientImprope
PARAMET

MessageSubmissig
PARAMET

R NULL

CancellationRejected ::= ABSTRACT-ERROR
R NULL

:= ABSTRACT-ERROR

rlySpecified ::= ABSTRACT-ERROR
R

improperly-specified-recipients SEQUENCE SIZE (1..ub-recipients) OF
ORAddressAndOptionalDirectoryName

nidentifierinvalid ::= ABSTRACT-ERROR
ER NULL

InconsistentReqyest ::= ABSTRACT-ERROR

PARAMET

SecurityError :
PARAMET

SecurityProblem

UnsupportedCrit
PARAMET

RemoteBindError
PARAMET

FR NULL

= ABSTRACT-ERROR

ER

security-probiem SecurityProblem

s:= INTEGER (O0..ub-security-problems)

calFunction ::= 'ABSTRACT-ERROR
ER NULL

1:= ABSTRACT-ERROR
ER NULL

;s . D -~ I ,°
- Submissron—Port T arameters

MessageSubmissionldentifier ::= MTSIdentifier

MessageSubmissionTime ::= Time

ProbeSubmissionlidentifier ::= MTSIdentifier

ProbeSubmissionTime ::= Time

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 4 of 26)
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submissionControls ::= Controls (WITH COMPONENTS (

eey
permissible-content-types ABSENT,
permissible-encoded- information-types ABSENT 2)

Waiting ::= SET {
waiting-operations [0] Operations DEFAULT ( 2,
waiting-messages [1] WaitingMessages DEFAULT ( J,
waiting-content-types [2] SET SIZE (0..ub-content-types) OF ContentType DEFAULT { 3,
waiting-encoded- information-types EncodedinformationTypes OPTIONAL )

Operations ::= BIT STRING (
probe- ission-

other-jsecurity-labels (2) > (SIZE (0..ub-bit-options))

-- Delivery Port

MessageDelivery ::= ABSTRACT-OPERATION
ARGUMENT SEQUENCE
COMPONENTS OF MessageDel iveryEnvelope,
content Content )
RESULT| SET ¢
recipient-certificate [0] RecipientCertificate OPTIONAL,
proof-of-delivery {1} ProofOfDelivery OPTIONAL }

ERRORY (
DeliveryControlViolated,

SecurityError,
UnsupportedCritical Function )

ReportDelivery| ::= ABSTRACT-OPERATION

ARGUMENT SET (
COMPONENTS OF ReportDeliveryEnvelope,
returned-content [01 Content OPTIONAL >
RESULY
ERRORSY ({

DeliveryControtViolated,
SecurityError,
UnsupportedCritical Function )

DeliveryContrdl ::= ABSTRACT-OPERATION
ARGUMENT

controls DeliveryControls

RESUL

waiting Maiting

ERRORS

ControtViolatesRegistration,

SecurityError )

DeliveryContrqlVidlated ::= ABSTRACT-ERROR

PARAMETER NULL

ControiViolatesRegistration ::= ABSTRACT-ERROR
PARAMETER NULL

-- SecurityError - defined in Part 4 of this Figure

-- UnsupportedCritical Function - defined in Part 4 of this Figure

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 5 of 26)
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-- Delivery Port Parameters
RecipientCertificate ::= Certificates

ProofOfDelivery ::= SIGNATURE SEQUENCE {
algorithm-identifier ProofOfDeliveryAlgorithmlidentifier,
delivery-time MessageDeliveryTime,
this-recipient-name ThisRecipientName,
originally-intended-recipient-name OriginallylntendedRecipientName OPTIONAL,
content Content,
content-identifier Contentldentifier OPTIONAL,
message-security-label MessageSecuritylLabel OPTIONAL 3}

ProofOfDel iveryAllgorithmidentifier ::= Algorithmldentifier
DeliveryControls| ::= Controls

Controls ::= SET| {
restric jg; BOOLEAN DEFAULT TRUE,
-- updite "TRUE’, remove 'FALSFE’
permissible-operations [1] Operations OPTIONAL,
permissible-maximum-content-length [2] ContentlLength OPTIONAL,
permissilble- lowest-priority Priority OPTIONAL,
permissible-content-types [4] SET SIZE (1..ub-content-types) OF ContentType QPTIONAL,
permissgble-encoded-information-types EncodedInformationTypes OPTIONAL,

permissible-security-context {5] SecurityContext OPTIONAL )

- Note -|The Tags [0], [1] and [2] are altered for the Register operation only.

-- Administration Port

Register ::= ABS[TRACT-OPERATION
ARGUMENT SET (
user-name UserName OPTIONAL,
user-address [0] UserAddress OPTIONAL,
deliverable-encoded- information- types\EncodedInformationTypes OPTIONAL,
del iverable-maximum-content-length [1]1 EXPLICIT ContentLength OPTIONAL,
default-delivery-controls {2] EXRLICIT DefaultDeliveryControls OPTIONAL,
deliverable-content-types [3)<SET SIZE (1..ub-content-types) OF ContentType OPTIONAL,
labels-and-redirections [4)SET SIZE (1..ub-labels-and-redirections) OF
LabelAndRedirection \OPTIONAL )

RESULT
ERRORS ¢
RegisterRejected )}

ChangeCredentialjs ::= ABSTRACT-OPERATION

ARGUMENT SET (
old-credentiats [0] Credentials,
new-credéntials [1] Credentials -- same CHOICE as for old-credentials -- >
RESULT
ERRORS ¢
NekCredentialsUnacceptable,
OldCredentialsincorrectiySpecified 2

RegisterRejected ::= ABSTRACT-ERROR
PARAMETER NULL

NewCredentialsUnacceptable ::= ABSTRACT-ERROR
PARAMETER NULL

OldCredentialsIncorrectlySpecified ::= ABSTRACT-ERROR
PARAMETER NULL

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 6 of 26)
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-- Administration Port Parameters

UserName ::= ORAddressAndOptionalDirectoryName

UserAddress
x121

1:= CHOICE (

{0] SEQUENCE (

x121-address NumericString (SIZE (1..ub-x121-address-tength)) OPTIONAL,
tsap-id PrintableString (SIZE (1..ub-tsap-id-length)) OPTIONAL 2},

presentation [1] PSAPAddress )

PSAPAddress
Defaul tDelive
ciay

permi

Credentials :

simplle Password,
strod; [0] StrongCredentials (WITH COMPONENTS {

LabelAndRedir
user-
recig

UserSecurityl

RecipientAssi

-- Mes

MessageSubmis|
COMP!

::1= PresentationAddress

I QNENTS _{

sible-security-context ABSENT ))

= CHOICE (

certificate }) >

pction ::= SET (

security-tlabel [0] UserSecuritylLabel OPTIONAL,

ient-assigned-alternate-recipient [1] RecipientAssignedAlternateRecipient OPTIONAL )
pbel ::= SecuritylLabel

gnedAl ternateRecipient ::= ORAddressAndOptionalDirectoryName

bage Submission Envelope

ionEnvelope ::= SET (
NENTS OF PerMessageSubmissionfFields,
ecipient-fields [1] SEQUENCE SIZE (1..ub-recipients) OF PerRecipientMessageSubmissionFields )

issionfFields ::= SET (

nator-name OriginatorName,

nal -encoded- information-types OriginalEncodedinformationTypes OPTIONAL,
nt-type ContentType,

nt-identifier Contentldentifier OPTIONAL,

ity Priority DEFAULT normal,

ssage- indicators PerMessdgelndicators DEFAULT { 2,

red-delivery-time [0] DeferredDeliveryTime OPTIONAL,

sions [2] PerMessageSubmissionExtensions DEFAULT { } )

issionExtensions™::= EXTENSIONS CHOSEN FROM {
recipient-neassignment-prohibited,
dl-expansion>prohibited,
conversion-with-loss-prohibited,
latest-delivery-time,
originator-return-address,
originator-certificate,
content-confidentiality-algorithm-identifier,

message-origin-authentication-check,

74

message-security- label,

proof-of-submission-request,

content-correlator,

forwarding-request -~ for MS Abstract Service only -- >

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 7 of 26)
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PerRecipientMessageSubmissionFields ::= SET {
recipient-name RecipientName,
originator-report-request (0] OriginatorReportRequest,
explicit-conversion [1] ExplicitConversion OPTIONAL,
extensions [2] PerRecipientMessageSubmissionExtensions DEFAULT { } )

PerRecipientMessageSubmissionExtensions ::= EXTENSIONS CHOSEN FROM {
originator-requested-alternate-recipient,
requested-del ivery-method,
physical -forwarding-prohibited,
physical - forwarding-address-request,
physical-delivery-modes,
registered-mail-type,

ivite;
physical-rendition-attributes,
physical-delivery-report-request,
message-token,
content-integrity-check,
proof-of-delivery-request )

-- Probe Submission Envelope

ProbeSubmissiongnvelope ::= SET {
COMPONENTS OF PerProbeSubmissionFields,
per-rec|pient-fields [3] SEQUENCE S!2E (1..ub-recipients) OF PerRecipientProbeSubmissionFields )

PerProbeSubmissijonFields ::= SET (
originator-name OriginatorName,
origina{-encoded-information-types OriginalEncodedInformationTypés OPTIONAL,
content{type ContentType,
content{identifier ContentIdentifier OPTIONAL,
content{length [0] ContentLength OPTIONAL,
per-message-indicators PerMessagelndicators DEFAULT { 3},
extensions [2) EXTENSIONS CHOSEN FROM (
recipient-reassignment-prohibited,
dl-expansion-prohibited,
conversion-with-loss-prohibited,
originator-certificate,
message-security-label,
content-correlator

probe-origin-authentication-check’) DEFAULT { } )

PerRecipientProlleSubmissionFields ::= SET (
recipient-name RecipientName,
originator-report-request [0] OriginatorReportRequest,
explicit-conversion {1] ExplicitConversion OPTIONAL,
extensigns (2] EXTENSIONS CHOSEN FROM {
originator-requested-alternate-recipient,
requested-delivery-method,
physical-rendition-attributes ) DEFAULT { } 3

-- Message Delivery Envelope

MessageDel iveryfnvelope ::= SEQUENCE (
message-delTVery-identitier MessageDeliveryldentitier,
message-delivery-time MessageDeliveryTime,
other-fields OtherMessageDeliveryFields )

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 8 of 26)
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OtherMessageDeliveryFields ::= SET {
content- type DeliveredContentType,
originator-name OriginatorName,
original-encoded- information-types [1] OriginalEncodedInformationTypes OPTIONAL,
priority Priority DEFAULT normal,
delivery-flags [2] DeliveryFlags OPTIONAL,
other-recipient-names [3] OtherRecipientNames OPTIONAL,
this-recipient-name [4] ThisRecipientName,
originally-intended-recipient-name [5] OriginallylntendedRecipientName OPTIONAL,
converted-encoded- information- types (6] ConvertedEncodedInformationTypes OPTIONAL,
message-submission-time [7] MessageSubmissionTime,
content-identifier [8] Contentldentifier OPTIONAL,
extensions [9] EXTENSIONS CHOSEN FROM ¢
conversion-with-loss-prohibited

requested-delivery-method,
physical-forwarding-prohibited,
physical-forwarding-address-request,
physical -delivery-modes,
registered-mail-type,
recipient-number-for-advice,
physical-rendition-attributes,
originator-return-address,
physical-delivery-report-request,
originator-certificate,

message- token,
content-confidentiality-algorithm-identifier,
content-integrity-check,
message-origin-authentication-check,
message-security- label,
proof-of-delivery-request,
redirection-history,
dl-expansion-history } DEFAULT ( 3} )

-- Repdgrt Delivery Envelope

ReportDeliveryEnvelope ::= SET (
COMPONENTS OF PerReportDeliveryFields,
per-rlecipient-fields SEQUENCE SIZE (1..ub-recipients) OF PerRecipientReportDeliveryFields

PerReportDeliyeryFields ::= SET {
subjelct-submission-identifier SubjectSubmissionldentifier,
content-identifier Contentldentifier OPTIONAL,
t-t ContentType OPTIONAL,
origiphal -encoded-information-typés\OriginalEncodedinformationTypes OPTIONAL,
extensions [1] EXTENSIONS CHOSEN FROM
message-security-label,
content-correlatoe
originator-and-pL*éxpansion-history,
reporting-DL -fame,
reporting-MIA-certificate,
report-origin-authentication-check ) DEFAULT { 3} )

PerRecipientReportDeliveryFields ::= SET (

actuall -recipient-name [0] ActualRecipientName,
reporit-type /[1] ReportType,
converted;encoded- information-types ConvertedEncodedInformationTypes OPTIONAL,
origiha dedaraciniontanamne Oriaina ntondedRecinientName—BRTLo
supplementary-information [3] Supplementarylnformation OPTIONAL,
extensions ([4] EXTENSIONS CHOSEN FROM ¢

redirection-history,

physical - forwarding-address,

recipient-certificate,

proof-of-delivery » DEFAULT { } )

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 9 of 26)
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ReportType ::= CHOICE
delivery [0] DeliveryReport,
non-delivery [1] NonDeliveryReport }

DeliveryReport ::= SET (
message-delivery-time [0] MessageDeliveryTime,
type-of-MTS-user [1] TypeOfMTSUser DEFAULT public )

NonDel iveryReport ::= SET {
non-del ivery-reason-code {01 NonDeliveryReasonCode,
non-delivery-diagnostic-code [1]1 NonDeliveryDiagnosticCode OPTIONAL }

-- Envelope Fields

OriginatorName :p= ORAddressAndOrDirectoryName
OriginalEncodedIpformationTypes ::= EncodedInformationTypes
ContentType ::= CHOICE {

built-in BuiltinContentType,
extended ExtendedContentType }

BuiltInContentType ::= [APPLICATION 6] INTEGER {
unidentilfied (0),
externall (1), -- identified by the object-identifier’of the EXTERNAL content
interperlsonal -messaging- 1984 (2),
interpersonal -messaging-1988 (22) ) (0..ub-built-in-content-type)

ExtendedContentTlype ::= OBJECT IDENTIFIER

DeliveredContent[Type ::= CHOICE {
built-in [0] BuiltInContentType,

extended ExtendedContentType )

Contentldentifi]r ::= [APPLICATION 10] PrintableString (SI12E” (1..ub-content-id-length))

PerMessagelndicators :;:= [APPLICATION 8] BIT STRING {

discloslyre-of-recipients (0), ~- disclosure-of-recipients-allowed ’one’,
= disclosure-of-recipient-prohibited 'zero’;
-- ignored for Probe-submission

implicit-conversion-prohibited (1) -- implicit-conversion-prohibited 'one’,
-- implicit-conversion-allowed 'zero’

alternate-recipient-allowed (2); -- alternate-recipient-allowed ’one’,
-- alternate-recipient-prohibited 'zero’

contentreturn-request (3) -- content-return-requested 'one’,

-- content-return-not-requested 'zero’;
-~ ignored for Probe-submission -- >
(SI12E (0..ub-bit-optdions))

RecipientName :ij= ORAddressAndOrDirectoryName

report (397

non-del tver y-Tepor + (-lv)

-- at most one bit shall be ‘one’:

-- report bit 'one’ requests a 'report’;

-~ non-delivery-report bit ‘one’ requests a ‘non-delivery-report’;
-- both bits 'zero’ requests 'no-report’ -- ) (SIZE (0..ub-bit-options))

0riginatorRepor1Request t:= BIT STRING {

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 10 of 26)
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ExplicitConversion ::

INTEGER (

ia5-text-to-teletex (0),
teletex-to-telex (1),
telex-to-teletex (3),
telex-to-gé-class-1 (4),
telex-to-videotex (5),
ia5-text-to-telex (6),

telex-

to-g3-facsimile (7),

ia5-text-to-g3-facsimile (8),
ia5-text-to-g4-class-1 (9),
ia5-text-to-videotex ¢10),
teletex-to-ia5-text (11),

telet

ox-to-g3-facsimile (12),

px-to-g4-class-1 (13),

bx- to-videotex (14),

fex-to-telex (15),

tex-to-iaS-text (16),

tex-to-teletex (17) ) (0..ub-integer-options)

DeferredDel ivd

Priority ::=
norma
non-u
urgen

Contentlength|::

MessageDelive
MessageDel ive

Deliveryflags
impli

(SIZE|
OtherRecipien
OtherRecipien
ThisRecipient
Originallylnt

ConvertedEnco

ryTime ::= Time

APPLICATION 71 ENUMERATED ¢
L (0),

rgent (1),

E (2) )

INTEGER (0..ub-content-length)

yldentifier ::= MTSldentifier

yTime ::= Time

::= BIT STRING ¢ L ‘ e
cit-conversion-prohibited (1) -- implicit-Conversion-prohibited 'one’,
-~ implicit-conversion-allowed 'zero’ -- >

(0..ub-bit-options))
[Names

1:= SEQUENCE SIZE (1..ub-recipients) OF OtherRecipientName

EName ::= ORAddressAndOptionalDirectoryName

Name ::= ORAddressAndOptionalDirectoryName
pndedRecipientName ::= ORAddressAndOptionalDirectoryName

HedInformationTypes, ::= EncodedinformationTypes

SubjectSubmis

ActualRecipientName

ionldentifier \»:= MTSIdentifier
:3= ORAddressAndOrDirectoryName

INTEGER (

physical-recipient (5),
other (6) ) (0..ub-mts-user-types)

78
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NonDel iveryReasonCode ::= INTEGER (

transfer

-failure (0),

unable-to-transfer (1),
conversion-not-performed (2),

physical
physical

-rendition-not-performed (3),
-delivery-not-performed (4),

restricted-delivery (5),
directory-operation-unsuccessful (6) ) (0..ub-reason-codes)

NonDeliveryDiagnosticCode ::= INTEGER {

unrecogn

ised-OR-name (0),

ambiguous-OR-name (1),
mts-congestion (2),

ISO/IEC 10021-4 : 1990 (E)

loop-det
recipien

PRSTEPL. XY
ctea—(7)7

-unavailable (4),

maximum-§ime-expired (5),

encoded-

nformation-types-unsupported (6),

content- foo-long (7),

conversi
implicit
implicit

n-impractical (8),
conversion-prohibited (9),
conversion-not-subscribed (10),

invalid-garguments (11),

content-

yntax-error (12),

size-congtraint-violation (13),
protocolviolation (14),

content-type-not-supported (15),
too-manyjrecipients (16),

no-bilateral-agreement (17),

unsy r

conversig
line-too

ed-critical-function (18),
n-with-loss-prohibited (19),
long (20),

page-sptit (21),

pictoria

-symbol -loss (22),

punctuatjon-symbol-loss (23),
alphabet]c-character-loss (24),
multiplejinformation-loss (25),
recipient-reassignment-prohibited (26},

redirect

on- loop-detected (27),

no-dl-su

dl-expaniion-prohibited (28),

it-permission (29),

dl-expangion-failure (30),
physical}jrendition-attributes-not-supported (31),

undel ivel
undelive
undelive
undelive
undelive
undelive
undel ive
undelive
undelive

undelive

fable-mail-physical-delivery-address-incorrect (32),
rable-mail-physical-delivery-officé-incorrect-or-invalid (33

fable-mail-physical-delivery-address-incomplete (34),
rable-mail-recipient-unknown\(35),
rable-mail-recipient-deceased (36),
rable-mail-organization-expired (373,
rable-mail-recipient“refused-to-accept (38),
rable-mail-recipient-did-not-claim (39),
rable-mail-recipient-changed-address-permanently (40),
Fable-mail-recipient-changed-address-temporarily (41),

undelive

rable-mail -recipient-changed- temporary-address (42),

undelive

Fable-mail-new-address-unknown (43),

undel

able-mail-recipient-did-not-want-forwarding (44),

Supplementaryinformation ::= PrintableString (SIZE (1..ub-supplementary-info-length))

Figure 2
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Extension Fields

Extensionfield ::= SEQUENCE (
type CHOICE (
standard-extension [0] EXTENSION,
private-extension [3] OBJECT IDENTIFIER -- nof allowed when accessing an ADMD,
-~ or transferring from or to an ADMD -- 3,
criticality [1] Criticality DEFAULT ( 2,
value [2] ANY DEFINED BY type DEFAULT NULL NULL >

Criticality ::= BIT STRING {
for-submission (0),
for-transfer (1),
for-delivery (Z2) ¥ (STZE (U..ub-bit-options))

-=- Criical one, non-criticat zero

EXTENSIONS MA
BEGIN

CRO ::

WCHOSEN FROM" “({" ExtensionList ")"

TYPE NOTATION| ::
:= value (VALUE SET OF ExtensionField

VALUE NOTATION ::= -- each of a different type --0)
ExtensionList

1:= Extension ", " ExtensionList | Extension | empty
Extension ::

value (EXTENSION)
f EXTENSIONS

END 0

EXTENSION MAC
BEGIN

RO ::

TYPE NOTATION
VALUE NOTATIO

::= DataType Critical | empty
N ::= value (VALUE ExtensionType)

DataType ::= kype (X) Default | empty
Default ::= "DEFAULT" value (X) | empty
Critical ::= |'CRITICAL FOR" Criticalitylist | empty

CriticalityLipt
Criticality :f

f EXTENSION

1:= Criticality | Criticalitylist ", " Criticality
“SUBMISSION" | “TRANSFER" | "DELIVERY"

END

0|

ExtensionType| ::

recipient-rea
Recig
CRIT]

RecipientReas|
recig
recig

INTEGER (0..ub-extension-types)

5signment -prohibited EXTENSION
ientReassignmentProhibited DEFAULT recipient-reassignment-al lowed
CAL FOR DELIVERY

5ignmentProhibited(::= ENUMERATED (
ient-reassignment-allowed (0),
ient-reassignment-prohibited (1) )

originator-r

uested-alternate-recipient EXTENSION

OriginatorRequestedAl ternateRecipient
CRITICAL FOR\ SUBMISSION

OriginatorRequestedAlternateRecipient ::= K :
-- OriginatorRequested AlternateRecipient as defined here differs from the field of the same name
-- defined in Figure 4, since on submission the OR-address need not be present, but on transfer

::= ORAddressAndOrDirectoryName

-- the OR-address must be present.

dl -expansion-prohibited EXTENSION
DLExpansionProhibited DEFAULT dl-expansion-allowed

CRITI

CAL FOR DELIVERY

1= 3

80
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DLExpansionProhibited ::= ENUMERATED {
dl-expansion-allowed (0),
dl-expansion-prohibited (1) )

conversion-with-loss-prohibited EXTENSION
ConversionWithLossProhibited DEFAULT conversion-with-loss-allowed
CRITICAL FOR DELIVERY
iz 4

ConversionWithLossProhibited ::= ENUMERATED (
conversion-with-loss-allowed (0),
conversion-with-loss-prohibited (1) )

ISO/IEC 10021-4 : 1990 (E)

latest-deliveryjtime EXTENSION
LatestDpliveryTime
CRITICAL FOR DELIVERY
HAE -1

LatestDeliveryTime ::= Time

requested-delivery-method EXTENSION
RequestedDel iveryMethod DEFAULT any-delivery-method
CRITICAL FOR DELIVERY
HEEN)

RequestedDelivefyMethod ::= SEQUENCE OF INTEGER  -- each different in order 6f)preference,

-- most preferred first
any-dellivery-method (0),

mhs-delfivery (1),

physical -delivery (2},

telex-delivery (3),

teletex-delivery (4),

g3-facslimile-delivery (5),

g4-facslimile-delivery (6),

ia5-terminal-delivery (7),

videotex-delivery (8),

telephone-delivery (9) » (0..ub-integer-options)

physical-forwarding-prohibited EXTENSION
Physical ForwardingProhibited DEFAULT physical-forwarding-al lowed
CRITICAL FOR DELIVERY
115 7

PhysicalForwardjngProhibited ::= ENUMERATED \{
physical - forwarding-allowed (0),
physical - forwarding-prohibited (1) )

physical - forwarging-address-request_EXTENSION

Physicall ForwardingAddressRequest DEFAULT physical-forwarding-address-not-requested

CRITICAL FOR DELIVERY
1:= 8

PhysicalForwardjngAddressRequest ::= ENUMERATED (
physical - fofwarding-address-not-requested (0),
physical -forwarding-address-requested (1) }

physical-delivery-modes EXTENSION
PhysicalDeliveryModes DEFAULT ordinary-mail
CRITICAL FOR DELIVERY
1= 9

Figure 2
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PhysicalDel iveryModes :

:= BIT STRING (

ordinary-mail (0),

speci
expre
count
count
count
count
burea

al-delivery (1),

ss-mail (2),

er-collection (3),
er-collection-with-telephone-advice (4},
er-collection-with-telex-advice (5),
er-collection-with-teletex-advice (6),
u-fax-delivery (7)

-~ bits 0 to 6 are mutually exclusive

-- bit 7 can be set with any of bits 0 to 6 -- 3 (SIZE (0

registered-mail-type EXTENSION

Regist

CRITI

iz

RegisteredMai
non-r
regis
regis

il

..ub-bit-options))

AL FOR DELIVERY
D

Type ::= INTEGER (

pgistered-mail (0),

tered-mail (1),
tered-mail-to-addressee-in-person (2) )} (0..ub-integer-options)

r-for-advice EXTENSION

recipient-numTe
RecipfientNumberForAdvice

CRITI
1

RecipientNumbd

physical-rend
Physi
CRITI
1

PhysicalRendi

originator-re
Origi

CRITI

1

OriginatorRet

physical -deli

CAL FOR DELIVERY
d

rForAdvice :

tion-attributes EXTENSION

calRenditionAttributes DEFAULT id-att-physicalRendition-basic
CAL FOR DELIVERY

P

fonAttributes ::= OBJECT IDENTIFIER

urn-address EXTENSION
patorReturnAddress

CAL FOR DELIVERY

3

irnAddress ::= ORAddress

ery-report-request EXTENSION

PhysicalDeliveryReportRequest. DEFAULT return-of-undeliverable-mail-by-PDS
CRITICAL FOR DELIVERY
L

PhysicalDeliveryReportRequest :z= INTEGER {

retur
retur|
retur
retur

originator-ce

h-of -undel iverable-mail-by-PDS (0),

h-of -notification-by-PDS (1),

h-of-notification-by-MHS (2),

h-of-notification-by-MHS-and-PDS (3) )} (0..ub-integer-options)

tificate EXTENSION

Origi

hatorCertificate

CRITICAL FOR DELIVERY
1:= 15

OriginatorCertificate

message- token

1:= Certificates

EXTENSION

MessageToken
HEE T

82
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MessageToken ::= Token

content-confidentiality-algorithm-identifier EXTENSION
ContentConfidentialityAlgorithmlidentifier

1= 17
ContentConfident

content-integrit

ialityAlgorithmldentifier ::= Algorithmidentifier

y-check EXTENSION

ContentIntegrityCheck

1:= 18

ISO/IEC 10021-4 : 1990 (E)

Contentlntegrit1t?eek—++=—G+GNA¥URE—SEGUENGE €
algorithm-identifier ContentlntegrityAlgorithmlidentifier,

content
ContentIntegrity

message-origin-a

Content )
AlgorithmIdentifier ::= Algorithmldentifier

Lthentication-check EXTENSION

Message(riginAuthenticationCheck
CRITICAY FOR DELIVERY

1:= 19

MessageOriginAut

algorithm-identifier MessageOriginAuthenticationAlgorithmldentifier,

content
content
message-

MessageOriginAut|

message-securityl
Messages
CRITICAL
1:= 20

henticationCheck ::= SIGNATURE SEQUENCE {

Content,
identifier Contentldentifier OPTIONAL,
security-label MessageSecuritylLabel OPTIONAL )

henticationAlgorithmldentifier ::= Algorithmlidentifier

-label EXTENSION
fecuritylLabel
FOR DELIVERY

MessageSecurity]abel 1:= Securitylabel

proof-of - submis
Proofof
CRITICA
1= 21

ion-request EXTENSION

ubmissionRequest DEFAULT proof-of-submission-not-requested
FOR SUBMISSION

ProofOfSubmissidnRequest ::= ENUMERATED {

proof-o
proof-o

-submission-not-requested (0),
-submission-requested\(1) )

proof-of-deliveny-request EXTENSION

ProofOfll
CRITICA
1= 22

eliveryRequeSt \DEFAULT proof-of-delivery-not-requested
FOR DELIVERY

ProofOfDel iveryRequest '::= ENUMERATED (
proof-of-delivery-not-requested (0),
proof-o i ested—H—>

content-correlator EXTENSION
ContentCorrelator

1= 23

ContentCorrelator ::= ANY

Figure 2
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probe-origin-authentication-check EXTENSION
ProbeOriginAuthenticationCheck
CRITICAL FOR DELIVERY
1:= 24

ProbeOriginAuthenticationCheck ::= SIGNATURE SEQUENCE {
algorithm-identifier ProbeOriginAuthenticationAlgorithmidentifier,
content-identifier Contentldentifier OPTIONAL,

message-security-label MessageSecuritylLabel OPTIONAL )

ProbeOriginAuthenticationAlgorithmidentifier ::= Algorithmlidentifier

redirection-h

istory EXTENSION

Redin

L.
RedirectionHi

Redirection :
inter
redif

IntendedRecip)
ORAd(
redirn

RedirectionRepson ::

recig
origi
recig

dl -expansion-
DLEX{

DLExpansionHi

DLExpansion
ORAdK
dl-ej

physical-fory
Phys

PhysicalForwa

recipient-cer
Reci

proof-of-del
Proo

[ientName :

ectionHistory
S

Story ::= SEQUENCE SIZ2E (1..ub-redirections) OF Redirection

:= SEQUENCE (
ded- recipient-name IntendedRecipientName,
ection-reason RedirectionReason )

:= SEQUENCE {
ressAndOptionalDirectoryName,
ection-time Time )

ENUMERATED (
ient-assigned-alternate-recipient (0),
nator-requested-alternate-recipient (1),
ient-MD-assigned-alternate-recipient (2) )

history EXTENSION
ansionHistory
6

story ::= SEQUENCE SIZE (1..ub-d!-expansions) 'OF DLExpansion

J:= SEQUENCE (

ressAndOptionalDirectoryName,
(pansion-time Time )

arding-address EXTENSION
calForwardingAddress
4

rdingAddress ::= ORAddressAndOptionalDirectoryName

tificate EXTENSION
bientCertificate
P8

very EXTENSION
OfDelivery
<

originator-and-DL-expansion-history EXTENSION
OriginatorAndDLExpansionHistory
1:= 30

OriginatorAndDLExpansionHistory ::= SEQUENCE SIZE (0..ub-dl-expansions) OF OriginatorAndDLExpansion

OriginatorAndDLExpansion ::= SEQUENCE {

orig
orig

84

inator-or-dl-name ORAddressAndOptionalDirectoryName,
ination-or-expansion-time Time )

Figure 2
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reporting-DL-name EXTENSION

ReportingDLName
= 39
ReportingDLName ::= ORAddressAndOptionalDirectoryName

reporting-MTA-certificate EXTENSION
ReportingMTACertificate
CRITICAL FOR DELIVERY

1= 32

ReportingMTACertificate ::= Certificates

report-origin-ay
Report0O
CRITICA
1= 33

ReportOriginAut!
algorit
content
message
per-rec

ReportOriginAut

PerRecipientReps
actual -
origina
CHOICE

thentication-check EXTENSION
IFiginAuthenticationCheck
| FOR DELIVERY

enticationCheck ::= SIGNATURE SEQUENCE ({

hm-identifier ReportOriginAuthenticationAlgorithmldentifier,
-identifier Contentldentifier OPTIONAL,

-security-label MessageSecuritylLabel OPTIONAL,

ipient SEQUENCE SIZE (1..ub-recipients) OF PerRecipientReportFields }

enticationAlgorithmidentifier ::= Algorithmidentifier

rtFields ::= SEQUENCE {

Fecipient-name ActualRecipientName,

L ly- intended-recipient-name OriginallylntendedRecipientName OPTIONAL,
C
delivery [0] PerRecipientDeliveryReportfields,
non-delivery [1] PerRecipientNonDeliveryReportFields\) )

PerRecipientDel

type-of

veryReportFields ::= SEQUENCE (

-MTS-user TypeOfMTSUser,

messagiLdelivery-time MessageDeliveryTime,

recipiel

t-certificate [0] RecipientCertificate OPTIONAL,

proof - ol

f-delivery [1] ProofOfDelivery OPTIONAL)

PerRecipientNonl
non-del
non-del

originating-MTA

eliveryReportFields ::= SEQUENCE..{
ivery-reason-code NonDeliveryReasonCode,
ivery-diagnostic-code NonDel.iveryDiagnosticCode OPTIONAL )

certificate EXTENSION

OriginatingMTACertificate

iz 34
OriginatingMTAC

proof-of-submis
Proofof|
1= 35

ProofOfSubmissi
algorit
message
content
message
message

prtificate ::=LCertificates

Eion EXTENSION

Submission
br, 5= SIGNATURE SEQUENCE (

f am f u.;l';cl,
-submission-envelope MessageSubmissionEnvelope,
Content,

-submission-identifier MessageSubmissionldentifier,
-submission-time MessageSubmissionTime )

ProofOfSubmissionAlgorithmlidentifier ::= Algorithmldentifier

Figure 2
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Common Parameter Types

-~ when the content-type has the integer value external, the value of the

Content ::= OCTET STRING ! ) ’
-- content octet string is the ASN.1 encodzﬁg/ the external-content;
-- an external-content is a data type EXT. AL
MiSidentifier ::= [APPLICATION 4) SEQUENCE (
global-domain-identifier GlobalDomainldentifier,
local-identifier Localldentifier )
Localldentifier ::= IA5String (SIZE (1..ub-local-id-length))

GlobalDomainlid
count
admin
privaft

entifier ::z [APPLICATION 31 SEQUENCE {

y-name CountryName,
stration-domain-name AdministrationDomainName,
e-domain-identifier PrivateDomainldentifier OPTIONAL )

PrivateDomainlidentifier ::= CHOICE {
numeric NumericString (SI1ZE (1..ub-domain-name-length)),
printjble PrintableString (SIZE (1..ub-domain-name-length)) }
MTAName ::= IASString (SIZE (1..ub-mta-name-length))
Time ::= UTCTime
-- OR Names
ORAddressAndOnDirectoryName ::= ORName
ORAddressAndoptionalDirectoryName ::= ORName
ORName ::= [AAPLICATION Q1 SEQUENCE (
-- address -- COMPONENTS OF ORAddress,
directory-name [0] Name OPTIONAL )
ORAddress ::= [SEQUENCE {

standard-attributes StandardAttributes,

domai
-~ 54

extension-attributes ExtensiopAttributes OPTIONAL )

Note
sequd

Stan

StandardAttrit
count
admin
netwo
-= 54
termi

n-defined-attributes DomainDefinedAttributes OPTIONAL,
e also teletex-domain-defined-attributes

- the OR-address is semantically absent from the OR-name if the standard-attribu
nce is empty and the domain-defined-atiributes and extension-attributes are both on

dard Attributes

butes ::= SEQUENCE ({

['y-name CountryName OPTIONAL,

stration-domain-name AdministrationDomainName OPTIONAL,
rk-address [0] NetworkAddress OPTIONAL,

e also extended-network-address

re
1tted.

halidentifier [1] Terminalldentifier OPTIONAL,

priva
organ

te-qomain-name [Z] PrivateDomainName OPTIONAL,
ization-name [3] OrganizationName OPTIONAL,

-- see also teletex-organization-name

numer

ic-user-identifier [4) NumericUserldentifier OPTIONAL,

personal-name [5] PersonalName OPTIONAL,

organ

izational-unit-names [6] OrganizationalUnitNames OPTIONAL

-~ see also teletex-organizational-unit-names -- 3
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CountryName ::= [APPLICATION 1] CHOICE (
x121-dec-code NumericString (SIZE (ub-country-name-numeric-length)),
is0-3166-alpha2-code Printablestring (SI2E (ub-country-name-alpha-length)) )

AdministrationDomainName ::= [APPLICATION 2] CHOICE (
numeric NumericString (SIZ2E (0..ub-domain-name-length)),
printable PrintableString (SI2E (0..ub-domain-name-tength)) 2
NetworkAddress ::= X121Address
X121Address ::= NumericString (SIZE (1..ub-x121-address-length))

Terminalldentifier --= PrintableString (SIZ2F (1. .ub-terminal-id-length))

PrivateDomainName ::= CHOICE (

numeric [NumericString (SIZE (1..ub-domain-name-length)),
printablle PrintableString (SIZE (1..ub-domain-name-length)) )

OrganizationName| ::= PrintableString (SIZE (1..ub-organization-name-length))
NumericUserldentfifier ::= NumericString (SIZE (1..ub-numeric-user-id-length))
PersonalName ::=| SET {

surname |[0] PrintableString (SIZE (1..ub-surname-length)),

given-ngme [1] PrintableString (SI2E (1..ub-given-name-length)) OPTIONAL,
initialg [2] PrintableString (SIZE (1..ub-initials-length)) OPTIONAL,

generatilon-qualifier [31 PrintableString (SIZE (1..ub-generation-qualifier-length)) OPTIONAL >

Organizationalunli tNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF ,OrganizationalUnitName

OrganizationalUnlitName ::= PrintableString (SI2E (1..ub-organizational-unit-name-length))

-- Domain-defined Attributes

DomainDefinedAttiributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF DomainDefinedAttribute

DomainDefinedAttlribute ::= SEQUENCE (
type PrintableString (SI12E (1..ub-domain:defined-attribute-type-length)),
value PrintableString (SIZE (1..ub-domain-defined-attribute-value-length)) )

-- Extensjon Attributes
ExtensionAttribytes ::= SET SIZE (1..ub-extension-attributes) OF ExtensionAttribute

ExtensionAttribyte ::= SEQUENCE (
extensign-attribute-type (0] EXTENSION-ATTRIBUTE,
extensign-attribute-value [1] ANY DEFINED BY extension-attribute-type }

EXTENSION-ATTRIBUTE MACRO.Z:=
BEGIN

TYPE NOTATION ::f=\type | empty

VALUE NOTATION :re—vatue—(VALUEINTEGER(O-ub—extensiomattributes))

END -- of EXTENSION-ATTRIBUTE

common-name EXTENSION-ATTRIBUTE
CommonName
= 1

CommonName ::= PrintableString (SI1ZE (1..ub-common-name-iength))

Figure 2

Abstract Syntax Definition of the MTS Abstract Service (Part 20 of 26)
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teletex-common-name EXTENSION-ATTRIBUTE
TeletexCommonName
132 2

TeletexCommonName ::= TeletexString (SIZE (1..ub-common-name-length))

teletex-organization-name EXTENSION-ATTRIBUTE
TeletexOrganizationName
1:= 3
TeletexOrganizationName ::= TeletexString (SIZE (1..ub-organization-name-length))

EXTENSION-ATTRIBUTE

teletex-perso

TelefexPersonalName

TeletexPersonmalName ::= SET (
surngme [0] TeletexString (SIZE (1..ub-surname-length)),
givenp-name [1] TeletexString (SIZE (1..ub-given-name-length)) OPTIONAL,
initials [2] TeletexString (SIZE (1..ub-initials-length)) OPTIONAL,
genefation-qualifier [3] TeletexString (SIZE (1..ub-generation-qualifier-length))~GPTIONAL )

teletex-orgarjizational-unit-names EXTENSION-ATTRIBUTE
TeletexOrganizationalUnitNames

TeletexOrganijzationalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units)_OF
TeletexOrganizationalUnitName

TeletexOrganizationalUnitName ::= TeletexString (SIZE (1..ub-organizational-unit-name-length))

teletex-domain-defined-attributes EXTENSION-ATTRIBUTE
TeletexDomainDefinedAttributes
HEE

TeletexDomainDefinedAttributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
TelefexDomainDefinedAttribute

TeletexDomaimDefinedAttribute ::= SEQUENCE {
type| TeletexString (SIZE (1..ub-domaintdefined-attribute-type-length)),
valup TeletexString (SI2E (1..ub-domain-defined-attribute-value-length)) 3}

pds-name EXTENSION-ATTRIBUTE
PDSNpme
iz 7

PDSName ::= PrintableString (S12€E (1..ub-pds-name-length))

physical-deljvery-countpy-riame EXTENSION-ATTRIBUTE
PhysficalDel iveryCountryName
= B

PhysicalDeliyeryCountryName ::= CHOICE (
x121Fdce“code NumericString (SIZE (ub-country-name-nrumeric-length)),

iSO'S'“‘&[ﬂi&Z'C&E Printablestring (SIZE (ub-country-nhame-aipna-ilength)) »

postal-code EXTENSION-ATTRIBUTE
PostalCode
HEL R

PostalCode ::= CHOICE (
numeric-code NumericString (SIZE (1..ub-postal-code-length)),
printable-code PrintableString (SIZE (1..ub-postal-code-length)) }

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 21 of 26)
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physical-delivery-office-name EXTENSION-ATTRIBUTE
PhysicalDel iveryOfficeName

1= 1

PhysicalDeliveryOfficeName ::= PDSParameter

physical-delivery-office-number EXTENSION-ATTRIBUTE
PhysicalDeliveryOfficeNumber

=

PhysicalDeliveryOfficeNumber ::= PDSParameter

extension-OR-add
Extensio
= 12

Extens ionORAddre

physical-deliver
Physical
1= 13

PhysicalDeliveryl

physical-deliver
Physical|
1= 14

PhysicalDeliveryl

extension-physic
Extensig
::= 15

ExtensionPhysica

unformatted-post
Unformat
1= 16

UnformattedPosta
printabl

teletex-

street-address E
StreetAd
1= 17

StreetAddress ::

post-office-box-
PostOffi

ISO/IEC 10021-4 : 1990 (E)

PORAddressComponents

EsComponents ::= PDSParameter

y-personal -name EXTENSION-ATTRIBUTE
PeliveryPersonalName

PersonalName ::= PDSParameter

y-organization-name EXTENSION-ATTRIBUTE
DeliveryOrganizationName

DrganizationName ::= PDSParameter

bl -delivery-address-components EXTENSION-ATTRIBUTE
nPhysicalDel iveryAddressComponents

LDeliveryAddressComponents ::= PDSParameten

bl -address EXTENSION-ATTRIBUTE
tedPostalAddress

LAddress ::= SET (
e-address SEQUENCE SIZE (1=.ub-pds-physical-address-lines) OF
PrintableString (SIZE (1..ub-pds-parameter-length)) OPTIONAL,

KTENSION-ATTRIBUTE
dress

E PDSParameter

bddress) EXTENSION-ATTRIBUTE
ceBoxAddress

1= 18

string TeletexString (SIZE (1..ub-unformatted-address-length)) OPTIONAL )}

PostOfficeBoxAddress ::= PDSParameter

poste-restante-address EXTENSION-ATTRIBUTE

PosteRes
1= 19

tanteAddress

PosteRestanteAddress ::= PDSParameter

Figure 2

Abstract Syntax Definition of the MTS Abstract Service (Part 22 of 26)
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unique-postal -name EXTENSION-ATTRIBUTE
UniquePostalName
::= 20

UniquePostalName ::= PDSParameter

local-postal-attributes EXTENSION-ATTRIBUTE
LocalPostalAttributes
1= 21

LocalPostalAttributes ::= PDSParameter

edNetworkAddress
1= 2P

ExtendedNetworrkAddress ::= CHOICE (
e163-f-address SEQUENCE (
number [0] NumericString (SIZE (1..ub-e163-4-number-length)),
sub-address [1] NumericString (SIZE (1..ub-e163-4-sub-address-length)) OPTIONAL ),
psap-pddress (0] PresentationAddress }

terminal - type |[EXTENSION-ATTRIBUTE
TermihalType
1= 2B

TerminalType }:= INTEGER (
telex| (3),
teletpx (4),
g3-fapsimile (5),
g4-fapsimile (6),
iaS-tErminel (7,
videotex (8) ) (0..ub-integer-options)

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 23 of 26)
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EncodedInformationTypes ::=

ISO/IEC 10021-4 : 1990 (E)

Encoded Information Types

[APPLICATION 5] SET (
built-in-encoded- information-types [0]1 BuiltInEncodedinformationTypes,
-- non-baszc—parameters -~ COMPONENTS Of NonBasicParameters,

external -encoded-information-types [4] ExternalEncodedInformationTypes OPTIONAL )

Built-i

BuiltInEncodedInformationTypes :

n Encoded Information Types

:= BIT STRING {

undefined (0),

telex (
ia5-tex
g3-facs
gh-clas
teletex
videote
voice (
sfd (8)

1D

k (2),
imile (3),
5-1 (4),
5),

kK (6),

V),

mixed-mpde (9) > (SIZ2E (0..ub-built-in-encoded-information-types))

Non-b

NonBasicParameté¢
g3-facs
teletex
gé-clas

G3FacsimileNonB
two-di
fine-r

ysic Parameters
rs ::= SET (
imile [1]1 G3FacsimileNonBasicParameters DEFAULT ( ),

[2] TeletexNonBasicParameters DEFAULT ( ),
5-1-and-mixed-mode [3] G4Class1AndMixedModeNonBasicParameters) OPTIONAL )

isicParameters :
nsional (8),
olution (9),

t= BIT STRING (

unl imitied- length (20),
b4-length (21),

a3-widt
b -widt]
uncomp

TeletexNonBasic
graphig
control
page- fg
miscel |
private
--as

G4Class1AndMixetModeNonBasicParameters

PresentationCap)

Exter
ExternalEncoded

ExternalEncoded

22y,
(23),

essed (30) ) -- assdefined in CCITT Recommendation T.30

Parameters ::= SET {

-character-sets [0] TeletexString OPTIONAL,

-character-sets [1] TeletexString OPTIONAL,

rmats (2] OCTET STRING OPTIONAL,

aneous - terminal-capabilitjes\[3] TeletexString OPTIONAL,

-use [4] OCTET STRING OPTIGNAL -- maximum ub-teletex-private-use-length octets --
defined in CCITT Recommendation T.62

::= PresentationCapabilities

pbilities ::=VANY

-- as defined in CCITT Recommendations T.400, T.503 and

{ T.501

Type

al Evicoded Information Types
anormationTypes 11= SET SIZE (1..ub-encoded-information-types) OF ExternalEncodedInformation
InformationType ::= OBJECT IDENTIFIER

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 24 of 26)
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-- Token

Token ::= SEQUENCE (
token- type-identifier [0] TOKEN,
token [1) ANY DEFINED BY token-type-identifier >

TOKEN MACRO ::=
BEGIN

TYPE NOTATION ::= type | empty
VALUE NOTATION ::= value (VALUE OBJECT IDENTIFIER)

END -- of TOKEN

asymmetric-tdken TOKEN
AsymmetricToken
1:= {d-tok-asymmetricToken

AsymmetricToKen ::= SIGNED SEQUENCE (
signature-algorithm-identifier Algorithmldentifier,
recipient-name RecipientName,
time|Time,
sign¢d-data [0] TokenData OPTIONAL,
encryption-algorithm-identifier {1} Algorithmldentifier OPTIONAL,
encrypted-data [2] ENCRYPTED TokenData OPTIONAL )

TokenData ::3 SEQUENCE {
type| [01 TOKEN-DATA,
valuge [1] ANY DEFINED BY type )

TOKEN-DATA MACRO ::=
BEGIN

TYPE NOTATION ::= type | empty
VALUE NOTATIQN ::= value (VALUE INTEGER)

END -- df TOKEN-DATA

bind- token-signed-data TOKEN-DATA
BindTokenSignedData

BindTokenSigrjedData ::= RandomNumber
RandomNumber [::= BIT STRING

message-tokenj-signed-data TOKEN-DATA
MessageTokenSignedData

iz P

MessageTokendignedData—::= SEQUENCE (

content-confidentiality-algorithm-identifier [0] ContentConfidentialityAlgorithmidentifier
OPTIONAL,

content~integrity-check [1] ContentIntegrityCheck OPTIONAL,

messhge<security-label [2] MessageSecuritylLabel OPTIONAL,

£ alali e 21 B £ofnal s o —em Ty
proot—ot—aerrvetry-—Tequest—ST—ProotOrvetTveryRequest—OPTTONAL

message- sequence-number [4] INTEGER OPTIONAL }

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 25 of 26)
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message- token-encrypted-data TOKEN-DATA

2:= 3

MessageTokenEncryptedData :

content
content

MessageTokenEncryptedData

:= SEQUENCE {
-confidentiality-key [0] EncryptionKey OPTIONAL,
-integrity-check [1] ContentIntegrityCheck OPTIONAL,

ISO/IEC 10021-4 : 1990 (E)

message-security-label [2] MessageSecuritylabel OPTIONAL,
content-integrity-key [3] EncryptionKey OPTIONAL,
message-sequence-number [4] INTEGER OPTIONAL )
EncryptionKey ::= BIT STRING
-- Securily Label
SecuritylLabel :f= SET (
securitly-policy-identifier SecurityPolicyldentifier OPTIONAL,
securitly-classification SecurityClassification OPTIONAL,
privacyl-mark PrivacyMark OPTIONAL,
securitly-categories SecurityCategories OPTIONAL )
SecurityPolicyldgentifier ::= OBJECT IDENTIFIER
SecurityClassifjcation ::= INTEGER {
unmarked (0),
unclassfified (1),
restricted (2),
confideptial; (3),
secret K4),
top-secfret (5) } (0..ub-integer-options)

PrivacyMark ::

SecurityCategor

SecurityCategor

PrintableString (SIZE (1..ub-privacy-mark-length))
es ::= SET SIZE (1..ub-security-categories) OF;SecurityCategory

; t:= SEQUENCE (

type [
value

SECURITY-CATEGO
BEGIN

TYPE NOTATION :
VALUE NOTATION

END --of

END --of

SECURITY-CATEGORY,
1] ANY DEFINED BY type )

Y MACRO ::=

= type | empty
:= value (VALUE OBJECT IDENTIFIER)

SECURITY-CATEGORY
M T SAbstractService

Figure 2

Abstract Syntax Definition of the MTS Abstract Service (Part 26 of 26)
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Section three - Message Transfer Agent Abstract Service

10 Refined Message Transfer System Model

Clause 6 describes the MTS as an object, without reference to its internal structure. This clause refines
the MTS model, and exposes its component objects and the ports shared between them.

Figure 3 models the MTS and reveals its internal structure.
The MTS comprises—a—coleett jé hich—¢ ate—together to
form the MTS and offer the It is the MTAs which perform the
active functions of the MTS, ie transfer of messages, probes and reports, generation of -repprts, and
content conversion,

MTA object$ also have ports, some of which are precisely those which are also visible at the poundary
of the MTS [object, ie submission-ports, delivery-ports and administration-ports.~. However, MTAs also
have another type of port - a transfer-port - which are concerned with the @istribution of [the MTS
Abstract Seryice between the MTAs, and are not visible at the boundary of the’\MTS object.

A transfer-port enables an MTA to transfer messages, probes and reportsdo another MTA. Iy general,
a message, pgrobe or report may have to be transferred a number of times between different MTAs to
reach its int¢nded destination.

If a messagel is addressed to multiple recipients served by several(different MTAs, the messagg must be
transferred [through the MTS along several different paths{ From the perspective of aAn MTA
transferring [such a message, some recipients may be reached\via one path while other recipienfs may be
reached via janother. At such an MTA, two copies of the ‘message are created, and each is trpnsferred
to the next MTA along its respective path. The copyingiand branching of the message is repegated until
each copy has reached a final destination MTA, where the message can be delivered to onel or more
recipient MTS-users.

Every MTA/|along a path taken by a message. is;responsible for delivering or transferring the njessage to
a particular |subset of the originally-specified-recipients. Other MTAs take care of the ddlivery or
transfer to rpmaining recipients, using copies of the messages created along the way.

Reports on the delivery or non-delivery,of a message to one or more recipient MTS-users, are generated
by MTAs in accordance with the (request of the originator of the message and the originating-MTA.
An MTA may generate a delivery-réport upon successfully delivering a copy of a message to arecipient
It may generate .a\non-delivery-report upon determining that a copy of a mnjessage is
e t0 one or more\recipients, that is, it is unable to deliver the message to the|recipient
MTS-users, jor it is unable/ to transfer the message to an adjacent MTA that would take responsibility
for delivery |or transferrifig-the message further.

Fpr efficiency, an MTA may generate a single, combined report that applies to several copies of a
single, mult plp recipient message for which it is responsible. Both delivery- and non-delivery-reports
may be comlbinéd)together. However, in order for reports to be combined in this manner, [the same

content conyersion, if any, must have been performed on the message for all recipients to whom the
report refers:

Rpports that pertain to copies of the same multiple recipient message but that were generated by
different MTASs are not combined by any intermediate MTAS, but instead remain distinct.

When required, an MTA may perform content conversion. When neither the originating nor the
recipient MTS-user requests nor prohibits conversion, implicit conversion of a message's encoded-
information-types may be performed by an MTA to suit the encoded-information-types that the
recipient MTS-user is able to receive. The originating MTS-user may also explicitly request conversion
of specific encoded-information-types for a particular recipient MTS-user.

The submission-, delivery- and administration-ports of an MTA, which are also visible at the boundary
of the MTS, are defined in section two of this part of ISO/IEC 10021. The remaining clauses in this
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section define the transfer-port of an MTA, and the procedures performed by MTAs to ensure the
correct distributed operation of the MTS.

11

Section

administration-ports of an MTA. This clause defines the following abstract-operations f

Message-

Message-
delivery

Message- transfer
submission

Originator

Report-\
delivery
(non-delivery)

Non-delivery

Report-
transfer

Figure 3
Refined Message Transfer System Model

Message Transfer Agent Abstract Service’Overview

two | defines the MTS Abstract Service proyided by the submission-,

provided by the transfer-ports of MTAs:

11.1

MTA-pind and MTA-unbind
a) MTA-bind

b) MTA-unbind

Transfler Port Abstract-operations

c) Meéssage-transfer
d) Probe-transfer
e) Report-transfer.

Intended-

reciptents-

deliver

y- and
hat are

MTA-bind and MTA-unbind

The MTA-bind enables an MTA to establish an association with another MTA. Abstract-operations
other than MTA-bind can only be invoked in the context of an established association.

The MTA-unbind enables the release of an established association by the initiator of the association.

11.2

Transfer Port Abstract-operations

The Message-~transfer abstract-operation enables an MTA to transfer a message to another MTA.,

95


https://iecnorm.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

The Probe-transfer abstract-operation enables an MTA to transfer a probe to another MTA.

The Report-

12

transfer abstract-operation enables an MTA to transfer a report to another MTA.

Message Transfer Agent Abstract Service Definition

The MTS Abstract Service is defined in clause 8. This clause defines the semantics of the parameters of

the abstract-

Clause 12.1

service provided by the transfer-ports of MTAs.

defines the MTA-bind and MTA-unbind. Clause 12.2 defines the transfer-port.

Clause

12.3 defines

The abstract

12.1 MTA

This clause

12.1.1 Ab

This clause
a)
b)

12.1.1.1 M
The MTA-§

The MTA-

security-context of the association,

association

Abstract-op
association.

The success

The disrupt

12.1.1.1.1

some common parameter types.

-syntax of the MTA Abstract Service is defined in clause 13.

-bind and MTA-unbind

Hefines the abstract-services used to establish and release associations between MTA

stract-bind and Abstract-unbind
defines the following abstract-bind and abstract-unbind:
MTA-bind

MTA -unbind.

[TA-bind
ind enables an MTA to establish afy association with another MTA.,

bind establishes the credentials of MTAs to interact, and the application-co
An association can only be released by the initiato
using MTA -unbind).

erations other than\ MTA-bind can only be invoked in the context of an e

Ful completion of the MTA-bind signifies the establishment of an association.

on of theyMTA-bind by a bind-error indicates that an association has not been est

AS.

ntext and
r of that

stablished

hblished.

Argtiments

Table 27 lists the arguments of the MTA-bind, and for each argument qualifies its presence and
indicates the clause in which the argument is defined.
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Table 27
MTA-bind Arguments
Argument Presence  Clause
Bind Arguments
Initiator-name 0 12.1.1.1.1.1
Initiator-credentials O 12.1.1.1.1.2
Securtty=comtext © e e
12.1.1.1.1.1 [Initiator-name
This argument| contains a name for the initiator of the association. It may be generated by the initiator

of the associat

The name is a

12.1.1.1.1.2

This argumen
initiator of thg

The initiator-
ISO/IEC 9594

if only simp
associated wit

If strong-aut
optionally, an

The initiator-
token is an as
asymmetric- tq
symmetric-en
token.

The initiator-
(eg a certifics
bind-token is
the public-as

10N,

h MTA-name.

Initiator-credentials

containg the credentials of the initiator of the-association.
b association.

It may be generated

credentials may be used by the responderctorauthenticate the identity of the initia
-8).
initiator-credentials comprise a simple p

le-authentication is the

n the initiator-name.

proposed,

hentication is used, the initiator-credentials comprise an initiator-bind-toke

initiator-certificate.

bind-token is a token generated by the initiator of the association. If the initiato
ymmetric-token, the signed-data comprises a random-number. The encrypted-da
ken may be uséd\‘to convey secret security-relevant information (eg one ¢
cryption-keys) used to secure the association, or may be absent from the initiatg

certificatedis a certificate of the initiator of the association, generated by a truste
tion-authority). It may be supplied by the initiator of the association,
an asymmetric-token. The initiator-certificate may be used to convey a verified

by the

tor (see

assword

n and,

r-bind-
ta of an
r more
r-bind-

1 source

if the initiator-

copy of
n. The

mietric-encryption-key (subject-public-key) of the initiator of the associatio

initiator’s pul

lic~asymmetric- encryptlon -key may be used by the responder to compute the reqponder-

bind-token.

Directory), the initiator-certificate may be omitted.

12.1.1.1.1.3

Security-context

If the responder is known to have, or have access to, the initiator’s certificate (eg via the

This argument indicates the security-context that the initiator of the association proposes to operate at.
It may be generated by the initiator of the association.

The security-context comprises one or more security-labels that defines the sensitivity of interactions
that may occur between the MTAs for the duration of the association, in line with the security-policy

in force.
MDs (MTAs).

The security-context shall be one that is allowed by the security-labels associated with the
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If security-contexts are not established between the MTAs, the sensitivity of interactions that may occur

between the MTAs may be at the discretion of the invoker of an abstract-operation.

12.1.1.1.2 Results

Table 28 lists the results of the MTA-bind, and for each result qualifies its presence and indicates the

clause in which the result is defined.

Table 28

MTA=-bind Results

Result Presence  Clause

Bind Results

Responder-name
Responder-credentials

oJe
oY)

12.1.1.1.2.1| Responder-name

This argumgnt contains a name for the responder of the’ association. It may be generated by the

responder of] the association.

The name is| an MTA-name.

12.1.1.1.2.2( Responder-credentials

This argumegnt contains the credentials of\the responder of the association. It may be generatpd by the

responder of the association.

The responder-credentials may be used by the initiator to authenticate the identity of the resp
ISO/IEC 9594-8).

If only simple-authentication is used, the responder-credentials comprise a simple password
with the responder-name.

nder (see

associated

If strong-authentication is used, the responder-credentials comprise a responder-bind-token. The

responder-bjind-token is a token generated by the responder of the association. The respon

der-bind-

token shall |be, the same type of token as the initiator-bind-token. If the responder-bind-token is an
asymmetric token the sngned data comprlses a random- number (which may be related to the] random-

used to convey secunty relevant mformat10n (eg one or more symmetric-encryption-keys
secure the association, or may be absent from the responder-bind-token.

12.1.1.1.3 Bind-errors

The bind-errors that may disrupt the MTA-bind are defined in clause 12.1.2,

12.1.1.2 MTA-unbind

The MTA-unbind enables the release of an established association by the initiator of the associ
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12.1.1.2.1 Arguments

The MTA-unbind service has no arguments.

12.1.1.2.2 Results

The MTA-unbind service returns an empty result as indication of release of the association.

12.1.1.2.3 Unbind-errors

1990 (E)

There are no hinbind-errors that may disrupt the MTA-unbind.

12.1.2 Bind}

errors

This clause ddfines the following bind-errors:

a)
b)
c)
d)

Authentication-error
Busy
Unacceptable-dialogue-mode

Unacceptable-security-context.

12.1.2.1 Authentication-error

The Authentication-error bind-error reports that{an association cannot be established dug to an

authentication

error; the initiator's credentials aresnot acceptable or are improperly specified.

The Authentitation-error bind-error has no parameters.

12.1.2.2 Bugy

The Busy bin{d-error reports that'an’ association cannot be established because the responder is bpsy.

The Busy bind-error has no(parameters.

12.1.2.3 U

The Unacceplable-dialogue-mode bind-error reports that the dialogue-mode proposed by the in

the associatio

cceptable-dialogue-mode

iS“unacceptable to the responder (see clause 12 of ISO/IEC 10021-6).

tiator of

The Unacceptable-dialogue-mode bind-error has no parameters.

12.1.2.4 Unacceptable-security-context

The Unacceptable-security-context bind-error reports that the security-context proposed by the initiator
of the association is unacceptable to the responder.

The Unacceptable-security-context bind-error has no parameters.
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12.2 Transfer Port

This clause defines the abstract-operations and abstract-errors which occur at a transfer-port.

12.2.1 Ab

stract-operations

This clause defines the following transfer-port abstract-operations:

a)
b)
¢)

Message-transfer

rrooe-transter

Report-transfer.

12.2.1.1 Message-transfer

The Messag

12.2.1.1.1

Table 29 lis
its presence

Arguments

Table 29
Message-transfer Arguments (Part 1 of 3)

e -transfer abstract-operation enables an MTA to transfer a message. to another MT}

ts the arguments of the Message-transfer abstract-opetation, and for each argumen
and identifies the clause in which the argument is défined.

I qualifies

Argumernt Presence  Clause
Relaying| Arguments
Message-identifier M 12.2.1.1.1.1
Per-domain-bilateral-information C 12.2.1.1.1.2
Trace-information M 12.2.1.1.1.3
Internal-trace-information C 12.2.1.1.1.4
DL-expansion~history C 8.3.1.1.1.7
Originatgr Argument
Originator-name M 8.2.1.1.1.1
Recipient Arguments
Recipient-name M 82.1.1.1.2
Originally-specified-recipient-number M 12.2.1.1.1.5
Responsibility M 12.2.1.1.1.6
DL-expansion-prohibited C 8.2.1.1.1.6
Disclosure-of -recipients C 8.2.1.1.1.7
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Table 29
Message-transfer Arguments (Part 2 of 3)

Argument

Redirection Arguments

Priority Angument

Conversion Arguments

I

Delivery

Delivery

Physical

Presence  Clause
Alternate-recipient-allowed C 8.2.1.1.1.3
Repipient-reassignment-prohibited_ . C 8.2.1.1.14
Intended-recipient-name C 8:3:1:1:1 :4
Rledirection-reason C 8.3.1.1.1.5
Pfiority C 8.2.1.1.18
plicit-conversion-prohibited C 8.2.1.1.1.9
nversion-with-loss-prohibited C 8.2.1.1.1.10
xplicit-conversion C 8.2.1.1.1.11
ime Arguments
eferred-delivery-time C 12.2.1.1.1.7
test-delivery-time C 8.2.1.1.1.13
ethod Argument
equested-delivery-method C 8.2.1.1.1.14
elivery Arguments
Physical-forwarding=prohibited C 8.2.1.1.1.15
Physical-forwarding-address-request C 8.2.1.1.1.16
Physical-delivery-modes C 8.2.1.1.1.17
egistered-mail-type C 8.2.1.1.1.18
ecipient-ntiimber-for-advice C 8.2.1.1.1.19
Physical-rendition-attributes C 8.2.1.1.1.20
riginafor-return-address C 8.2.1.1.1.21
Delivery Report Request Arguments
Originator-report-request M 8.2.1.1.1.22
Originating-MTA -report-request M 12.2.1.1.1.8
Content-return-request C 8§2.1.1.1.23
Physical-delivery-report-request C 8§.2.1.1.1.24
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Table 29
Message-transfer Arguments (Part 3 of 3)
Argument Presence  Clause
Security Arguments
Originator-certificate C 8.2.1.1.1.25
Message-token C 8.2.1.1.1.26
ontent-integrity-check C 8.2.1.1.1.
essage-origin-authentication-check C 8.2.1.1.1.29
essage-security-label C 8.2.1.1.1.30
roof -of -delivery-request C 8.2.1.1.1.32
Content Arguments
Qriginal-encoded-information-types C 8.2(1.1.1.33
Content-type M 8:2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content-correlator C 8.2.1.1.1.36
Content M 8.2.1.1.1.37
12.2.1.1.1.1| Message-identifier

This argume
and reports
have the sa
when the m
message whd

When a me
message bea
by the orig
specify to w

12.2.1.1.1.2

This argum
transferred {

This argume

nt contains an MTS-identifier that distinguishes the message from all other messags
within the MTS. It shall be generated by the originating-MTA of the message,
me value as the message-submission-identifier supplied to the originator of the
pssage was submitted, and the message-delivery-identifier supplied to the recipier
n the message is delivered.

sage is copied for routinglto multiple recipients via different MTAs, each cop
inally-specified-recipient-number and the corresponding responsibility argumen
hich recipient(s) each copy is to be delivered.

Per-domain-bilateral-information

ent contains information intended for MDs which the message will encounter|
hrough the MTS. It may be generated by the originating-MD of the message.

ntimay contain zero or more elements, each of which comprises:

s, probes
and shall
message
ts of the

y of the

rs the message-identifierof the original. The copies can be distinguished from one another

s, which

as it is

the b

ilateral-information intended for an MD;

the country-name,and, optionally, the administration-domain-name and, optionally, the private-
domain-identifier of the MD for which the bilateral-information is intended. Note - in per-
domain-bilateral-information intended for a PRMD, the administration-domain-name of the

assoc

12.2.1.1.1.3

iated ADMD is mandatory in CCITT Recommendation X.411.

Trace-information

This argument documents the actions taken on the message (or probe or report) by each MD through
which the message (or probe or report) passes as it is transferred through the MTS (see clause 12.3.1).
It shall be generated by each MD through which the message (or probe or report) passes.
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12.2.1.1.1.4 Internal-trace-information

This argument documents the actions taken on the message (or probe or report) by each MTA through
which the message (or probe or report) passes as it is transferred within an MD (see clause 12.3.1). It
shall be generated by each MTA through which the message (or probe or report) passes within an MD.

This argument shall not be supplied by the invoker of the Message-transfer abstract-operation when
transferring a message to another MD, unless by bilateral agreement between MDs.

12.2.1.1.1.5 Originally-specified-recipient-number

This argument, combined with the message-identifier, unambiguously identifies the copy of the jmessage
delivered to each recipient. It shall be generated by the originating-MTA of the message. ‘A different
value of this argument is specified for each recipient of the message.

The originally-specified-recipient-number is an integer value in the range that begins with ¢ne and
ends with the|number of originally-specified-recipients.

There is a ong-to-one relationship between a particular originally-specified-recipient-number vglue and
a particular rpcipient-name at the time of message-submission; it should nat jbe assumed that this is a
singular relati‘Fnship at the time of message-delivery, That is, an originallysspecified-recipientrnumber

value can be used to distinguish an originally specified recipient-namesbut not an actual recipjent that
will receive the message.

12.2.1.1.1.6 | Responsibility

This argument indicates whether the receiving-MTA shall have the responsibility to either deliver the
message to a|recipient or to transfer it to another MTA\for subsequent delivery to the recipipnt. It
shall be generated by the sending-MTA. A different value of this argument may be specified for each
recipient of the message.

This argument may have one of the following values: responsible or not-responsible.

12.2.1.1.1.7 | Deferred-delivery-time

This argument is defined in clause 8.211.1.1.12. It may appear in a message at a transfer-port iff there is
a bilateral agreement that an MTA other than the originating-MTA of the message will defer the
delivery of tHe message.

12.2.1.1.1.8 | Originating=MTA-report-request

This argument indicates the kind of report requested by the originating-MTA. It shall be generated by
the originating-MTA of the message. A different value of this argument may be specified for each
recipient of thelmessage.

This argument may have one of the following values:

non-delivery-report: a report is returned only in case of non-delivery, and it contains only the
last-trace-information,;

report: a report is returned in case of delivery or non-delivery, and it contains only the last-
trace-information;

audited-report: a report is returned in case of delivery or non-delivery, and it contains all of the
trace-information.
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The originating-MTA-report-request argument shall specify at least the report level specified in the
originator-report-request argument, where the increasing order of report levels is no-report, non-

delivery-report, report, audited-report.

12.2.1.1.2 Results

The Message-transfer abstract-operation does not return a result.

12.2.1.1.3 Abstract-errors

There are ng abstract-errors that may disrupt the Message-transfer abstract-operation.

12.2.1.2 Probe-transfer

The Probe-t

12.2.1.2.1

Table 30 lis
its presence

ransfer abstract-operation enables an MTA to transfer a probe to angther MTA.

Arguments

ts the arguments of the Probe-transfer abstract-operationj.and for each argument
and identifies the clause in which the argument is defined.

qualifies

Table 30
Probe-transfer Arguments (Part 1 of 2)
Argumenlt Presence  Clause
Relaying|Arguments
Probe-identifier M 12.2.1.2.1.1
Per-domain-bilateral-inforfmation C 12.2.1.1.1.2
Trace-information M 12.2.1.1.1.3
[nternal-trace-information C 12.2.1.1.1.4
Originatdr Argument
Originator=name M 8§2.1.1.1.1
Recipient| Argumients
Recipient=Trame M 82112
Originally-specified-recipient-number M 12.2.1.1.1.5
Responsibility M 12.2.1.1.1.6
DL-expansion-prohibited C 8.2.1.1.1.6
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Table 30
Probe-transfer Arguments (Part 2 of 2)

Argument Presence  Clause

Redirection Arguments

Alternate-recipient-allowed C 8.2.1.1.1.3

Recipient-reassignment-prohibited C 8.2.1.1.14

Originator-requested-alternate-recipient C 82.1.1.T.5

Intended-recipient-name C 83.1.1.14

Redirection-reason C 8.3.1.1.1.5
Conversion| Arguments

Implicit-conversion-prohibited C 8.2.1.1,1\9

Cpnversion-with-loss-prohibited C 8.2.1.1.1110

Ekplicit-conversion 8.2.M1.1.11
Delivery Method Argument

Rlequested-delivery-method C 8.2.1.1.1.14
Physical Delivery Argument

Physical-rendition-attributes C 8.2.1.1.1.20
Report Request Arguments

Qriginator-report-request M 8.2.1.1.1.22

Jriginating-MTA -report-request M 12.2.1.1.1.8
Security Arguments

Qriginator-certificate 8.2.1.1.1.25

Probe-origin-authentication-check C 8.2.1.2.1.1

Message-security=label C 8.2.1.1.1.30
Content Arguments

Qrigindl-encoded-information-types C 8.2.1.1.1.33

ontént-type M 82.1.1.1.34

Content-identifier C 8.2.1.1.1.35

Content-correlator C 8.2.1.1.1.36

Content-length C 8.2.1.2.1.2

12.2.1.2.1.1 Probe-identifier

This argument contains an MTS-identifier that distinguishes the probe from all other messages, probes
and reports within the MTS. It shall be generated by the originating-MTA of the probe, and shall have
the same value as the probe-submission-identifier supplied to the originator of the probe when the
probe was submitted.
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12.2.1.2.2 Results

The Probe-transfer abstract-operation does not return a result.

12.2.1.2.3 Abstract-errors

There are no abstract-errors that may disrupt the Probe-transfer abstract-operation.

12.2.1.3 Report-transfer

The Report-

12.2.1.3.1

Table 31 lis
its presence

Arguments

Table 31
Report-transfer Arguments (Part 1 of 2)

transfer abstract-operation enables an MTA to transfer a report to another MTA.

tE the arguments of the Report-transfer abstract-operation, and for.eéach argument
nd identifies the clause in which the argument is defined.

qualifies

Argument Presence  Clause
Relaying |Arguments

Report-identifier M 12.2.1.3.1.1

Trace-information M 12.2.1.1.1.3

[nternal-trace~information C 12.2.1.1.1.4
Report Dpstination Argument

Report-destination-name M 12.2.1.3.1.2
Report Request Argument

Originator-réport-request M 8.2.1.1.1.22
Subject Trace Arguments

Subject-identifier M 12.2.1.3.1.3

1 inally specified !'EC;,"J;““t number M 1221.1.18

Subject-intermediate-trace-information C 12.2.1.3.14

Arrival-time M 12.2.1.3.1.5

Originator-and-DL-expansion-history C 8.3.1.2.1.3

Reporting-DL-name C 8.3.1.2.14
Conversion Argument

Converted-encoded-information-types C 8.3.1.2.1.5
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Table 31
Report-transfer Arguments (Part 2 of 2)

Argument Presence  Clause

Supplementary Information Arguments

Supplementary-information C 8.3.1.2.1.6

Physical-forwarding-address C 8.3.1.2.1.7
Subject Refdirection Arguments

Aftual-recipient-name M 8.3.1.2.1.2

Intended-recipient-name C 8.3.1.1.14

Redirection-reason C 8.3.1.1.1.5
Content Arguments

Otiginal-encoded-information-types C 8.2.1.1.1.33

Content-type C 82.1.1.1.34

Content-identifier C 8.2.1.1.1.35

Content-correlator C 8.2.1.1.1.36

Returned-content C 8.3.1.2.1.14
Delivery Arguments

Message-delivery-time C 8.3.1.2.1.8

Type-of -MTS-user C 8.3.1.2.1.9
Non-delively Arguments

Non-delivery-reason-code C 8.3.1.2.1.10

Non-delivery-diagnostic-code 8.3.1.2.1.11
Security Anguments

Recipient-certificate C 8.3.1.1.2.1

Proof-of-delivery C 8.3.1.1.2.2

Ré¢porting-MTA -certificate C 8.3.1.2.1.12

Ré¢port-origin-authentication-check C 8.3.1.2.1.13

Message-security-label C 8.2.1.1.1.30
Additional \Information Argument

Additional-information C 12.2.1.3.1.6

12,2.1.3.1.1 Report-identifier

This argument contains an MTS-identifier that distinguishes the report from all other messages, probes
and reports within the MTS. It shall be generated by the originating-MTA of the report.
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12.2.1.3.1.2

This argume

1990 (E)

Report-destination-name

nt contains the OR-name of the immediate destination of the report.

It shall be generated

by the originating-MTA of the report, and subsequently modified by the DL expansion-points if any

DLs had bee

n expanded to add recipients to the subject.

The originating-MTA of the report shall set this argument to be the originator-name of the subject if
the subject does not have a DL-expansion-history, or to the last OR-name in the DL-expansion-history

if this is pre

sent in the subject.

A DL expansxon pomt may replace 1ts own OR -name m thls argument by the OR name which

immediately
other OR-na
12.2.1.3.1.3
This argume
It shall be g¢
12.2.1.3.1.4
This argume
reporting-M
originating-1

NOTE - The ir
the subject whe

12.2.1.3.1.5

This argume
generated by
for each rec

12.2.1.3.1.6

The specific

12.2.1.3.2 ]

The Report-

me accordmg to the reportmg pohcy of the DL

Subject-identifier

nt contains the message-identifier (or probe-identifier) of the subject l(an MTS-id

nerated by the originating-MTA of the subject.
Subject-intermediate-trace-information

nt contains the trace-information present in the subject/when it was transferred
D. It shall be present if, and only if, an audit-and-confirmed report was requests
MTA of the subject. It may be generated by the reporting-MTA.,

h it was transferred to the reporting-MTA may be the subject of future standardisation.

Arrival-time

nt contains the Time at which thélsubject entered the MD making the report. [
' the originating-MD of the report. A different value of this argument may be
pient of the subject to which<the report relates.

Additional-information

htion of the contents of this argument is by bilateral agreement between MDs.

Results

transfer abstract-operation does not return a result,

or some

entifier).

into the
ed by the

clusion in the subject-intermediate-trace-information of the internal-trace-information present in

shall be
specified

12.2.1.3.3 Abstract-errors

There are no abstract-errors that may disrupt the Report-transfer abstract-operation.

12.2.2 Abs

The transfer-

12.3

tract-errors

port has no abstract-errors.

Common Parameter Types

This clause defines a number of common parameter types of the MTA Abstract Service.
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12.3.1 Trace-information and internal-trace-information

Trace-information documents the actions taken on a message, probe or report by each MD through
which it passes as it is transferred through the MTS.

Internal-trace-information documents the actions taken on a message, probe or report by each MTA
through which it passes as it is transferred through an MD. Internal-trace-information shall be
removed from a message, probe or report before it is transferred out of an MD, unless by bilateral
agreement between MDs.

Trace-information (or internal-trace-information) comprises a sequence of trace-information-elements
(or internal-trace-information-eclements). The first trace-information-element (Or internalqtrace-
information-eldment) is that supplied by the originating-MD (or -MTA) of the message,~prpbe or
report. The second trace-information-element (or internal-trace-information-element) is that’sypplied
by the next MD (or MTA) encountered by the message, probe or report, and so on. [Each MD (or
MTA) adds its| trace-information-element (or internal-trace-information-element) to the end pf the
existing sequenge. Trace-information is added by the first MTA encountered by the message, probe or
report in each MD that it passes through and, if necessary, modified by subsequent MTAs in that [ MD.

Each trace-inf¢ormation-element includes the global-domain-identifier of the MD supplying the |trace-
information-el¢ment.

Each internal-frace-information-element includes the MTA-name of thé MTA supplying the internal-
trace-information-element and the global-domain-identifier of the MD7fo which the MTA belongs.

w2

Each trace-infprmation-element (or internal-trace-information-element) includes the arrival-time at
which the messpge, probe or report entered the MD (or MTA).~In the case of the originating-MID (or -
MTA) of the message, probe or report, the arrival-time isDthe time of message-submission, probe-
submission or report generation, respectively.

Each trace-inflprmation-element (or internal-trace-information-element) specifies the routingtaction
the MD (or MTA) supplying the trace-information~e¢lement (or internal-trace-information-elgpment)
took with respdct to the message, probe or report. «Relayed is the normal routing-action of transferring
the message, probe or report to another MD- (or MTA). Rerouted indicates that an attempt had
previously been made to route the message, probe or report to an attempted-domain (or attempted-
MTA); the global-domain-identifier of the (attempted-domain is included in the trace-informjation-
element; if the|rerouting attempt was to another MTA within the same MD, then the MTA-name|of the
attempted-MTA is included in the internal-trace-information-element; if the rerouting attempt [was to
another MD, then the global-domain-identifier of the attempted-domain is included in the infernal-
~ trace-informatijon-element instead of .an MTA-name.

Each trace-infprmation-element_(or internal-trace-information-element) also specifies any addifional-
actions the MD (or MTA) supplying the trace-information-element (or internal-trace-information-
element) took with respect.to ‘the message, probe or report. Indications of any such additional-actions
which appear |n the infernal-trace-information-elements during a traversal of an MD shall also be
reflected in thg corresponding trace-information-element(s) for the traversal of the MD.

If deferred-delivery-caused the MD (or MTA) supplying the trace-information-element (or infernal-
trace-informat{on~element) to hold the message for a period of time, the deferred-time when it |started
to process the message for delivery or transfer i1s also included in the trace-information-element (or
internal-trace-information-element). This parameter is not present in trace-information-elements (or
internal-trace-information-elements) on probes and reports.

If the MD (or MTA) supplying the trace-information-element (or internal-trace-information-element)
subjects a message to conversion, the converted-encoded-information-types resulting from the
conversion is also included in the trace-information-element (or internal-trace-information-element).
For a probe, an MD (or MTA) that would have converted the subject-message indicates the encoded-
information-types the subject-message would contain after conversion in its trace-information-element
(or internal-trace-information-element). This parameter is not present in trace-information (or
internal-trace-information) on reports.

If the MD (or MTA) redirects a message or a probe (for any, but not necessarily all, of a message’s or
probe’s recipients), redirected is indicated in the trace-information~element (or internal-trace-
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information-element). This parameter is not present in trace-information (or internal-trace-
information) on reports.

If the MD (or MTA) expands a DL of a message, dl-operation is indicated in the trace-information-
element (or internal-trace-information-element). If the MD (or MTA) is a DL expansion-point and
replaces its own OR-name in the report-destination-name of a report with another OR-name (see
clause 12.2.1.3.1.2), dl-operation is indicated in the trace-information-element (or internal-trace-
information-element) of the report. This parameter is not present in trace-information (or internal-
trace-information) on probes.

Loop detection and suppression is done by an MD (or MTA) when it receives a message, probe or
report from another MD (or MTA). Messages, probes and reports may legitimately re-enter an MD (or
veral reasons (rerouted etc) and consequently a message, probe or report may hajye several
disjoint trage-information-elements (or internal-trace-information-elements) from the same MD (or
MTA). Eagh time a message, probe or report is transferred through an MD (or MTA) the)\generation of
trace-information-elements (or internal-trace-information-elements) is performed as follows:

i) one trace-information-element (or internal-trace-information-element) is adde

, marked
as rglayed;

1i) if a rerouting attempt is to occur, then the trace-information-element (or interpal-trace-
information-element) added in i) is modified to rerouted (and the number of trace-infprmation-

elements (or internal-trace-information-elements) added by the\MD (or MTA) for this traversal
of the MD (or MTA) remains at one);

1i1) if subsequent attempts to reroute occur, then a. new trace-information-elpment (or
intefnal-trace-information-element) is added (marked/as rerouted) to reflect each new rerouting
attempt.

Several rerquting attempts to the same MD (or MTA) may occur.

Each tracerinformation-element (or internal-trace<information-element) added by an MD |[(or MTA)
may contaip indications of additional-actions performed by the MD (or MTA) on the message or probe
(ie deferred-time (not present in trace-information (or internal-trace-information) on probes),
converted-gncoded-information-types, redirécted or dl-operation).

13 Message Transfer Agent Abstract Syntax Definition
The abstragqt-syntax of the MTA Abstract Service is defined in Figure 4.

The abstragt-syntax of the- MTA Abstract Service is defined using the abstract syntax notatign (ASN.1)
defined in [SO 8824, and the abstract service definition conventions defined in ISO/IEC 10021-3

The abstragt-syntax-definition of the MTA Abstract Service has the following major parts:

Prologue: \declarations of the exports from, and imports to, the MTA Abstract Service module
(Figlure 4 Part 1).

MTS Refinement, Objects and Ports: refinement of the MTS object, and definitions of the MTA
object and the transfer-port (Figure 4 Parts 1 to 2).

MTA-bind and MTA-unbind: definitions of the MTA-bind and MTA-unbind used to establish
and release associations between MTAs (Figure 4 Part 2).

Transfer Port. definitions of the transfer-port abstract-operations: Message-transfer, Probe-
transfer and Report-transfer (Figure 4 Part 2).

Message Transfer Envelope: definition of the message-transfer-envelope (Figure 4 Part 3).

Probe Transfer Envelope. definition of the probe-transfer-envelope (Figure 4 Part 4).
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Report Transfer Envelope & Content. definitions of the report-transfer-envelope and report-
transfer-content (Figure 4 Parts 4 to 5).

Envelope & Report Content Fields: definitions of envelope and report content fields (Figure 4
Parts 5 to 6).

Extension Fields: definitions of extension-fields (Figure 4 Part 6).

Common Parameters Types: definitions of common parameter types (Figure 4 Parts 6 to 7).

NOTE - The module implies a number of changes to the P1 protocol defined in CCITT Recommendation X.411 (1984). These
changes are highlighted by means of underlining

Each extension-field defined in Figure 4 (Part 6) carries with it an indication of its criticality for
submission, trdnsfer and delivery. The criticality mechanism is described in clause 9.1, and the
procedures related to extension-fields and their criticality indications are further defined\in- clausq 14.
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MTAAbstractService { joint-iso-ccitt mhs-motis(6) mts(3) modules(0) mta-abstract-service(2) )

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

Prologue

Exports everything

FROM AbstractServiceNotation { joint-iso-ccitt mhs-motis(6) asdc(2) modules(O) notation(1

TS Abstract Service Parameters

istration, AdministrationDomainName, Content, Contentldentifier, Contentlength, ContentType,
contgnt-confidentiality-algorithm-identifier, content-correlator, content:integrity-check,

convgrsion-with-loss-prohibited, ConvertedéncodedinformationTypes, CountryName, DeferredDeliveryTime,

delivery, dl-expansion-history, dl-expansion-prohibited, ExplicitConversion, EXTENSION, EXTENSIONS

GlobgdlDomainldentifier, InitiatorCredentials, latest-delivery-time,\message-origin-authentication

-[check,

messdge-security-label, message-token, MTAName, mTS, MTSIdentifier, ORAddressAndOptionalDirectoryName,

OriginalEncodedInformationTypes, originator-and-DL-expansion-history, originator-certificate,
origi
physical - forwarding-address, physical-forwarding-address-prequest, physical-forwarding-prohibited,

physical-rendition-attributes, Priority, PrivateDomainldentifier, probe-origin-authentication-chedk,

proof-of-delivery, proof-of-delivery-request, recipient<certificate, recipient-number-for-advice,
recigient-reassignment-prohibited, redirection-history, registered-mail-type, reporting-DL-name,

nator-return-address, PerMessagelndicators, physical-delivery-modes, physical-delivery-repory-request,

reporlting-MTA-certificate, ReportType, report-origim-authentication-check, requested-delivery-metHod,

RespgnderCredentials, SecurityContext, submission\SupplementaryInformation, Time

FROM MTSAbstractService { joint-iso-eccitt mhs-motis(é) mts(3) modules(0) mts-abstract-ser
-- Qbject Identifiers

id-oY-mta, id-pt-transfer

FROM MTSObjectldentifiers { joint-iso-ccitt mhs-motis(6é) mts(3) modules(0) object-identif

-- Upper Bounds

ub-bi|t-options, ub-integer-options, ub-recipients, ub-transfers

FROM MTSUpperBounds { joint-iso-ccitt mhs-motis(6) mts(3) modules(0) upper-bounds(3) };

MT§ Refinement

ice(1) >

ers(0) >

MTSRefinement T:= REFINE mIS AS
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mTA RECURRING
submission [S] VISIBLE
delivery [S] VISIBLE
administration [S] VISIBLE
transfer PAIRED WITH mTA

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 1 of 7)
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-- Objects

mTA OBJECT

PORTS { submission [S), delivery [S], administration [S], transfer )}
;:= id-ot-mta

-- Ports

transfer PORT

ABSTRACT OPERATIONS { MessageTransfer, ProbeTransfer, ReportTransfer )}
1:= id-pt-transfer

ISO/IEC 10021-4 : 1990 (E)

-- MTA-hind and MT A-unbind

MTABind ::= ABSTIRACT-BIND
T0 { transfer )

BIND

ARGUMENY CHOICE ¢
NULL, -~ if no authentication is required
(13 SET ¢ -- if authentication is required

initiator-name [0] MTAName,
initiator-credentials [1] InitiatorCredentials,
security-context [2] SecurityContext OPTIONAL ) )

RESULT CHOICE (

NULL, -- if no authentication is required

(13 SET ( -- if authentication is required
responder-name [0] MTAName,

responder-credentials [1] ResponderCredentials 2,2}
BIND-ERROR INTEGER (

busy (0),

authentication-error (2),

unacceptable-dialogue-mode (3),
unacceptable-security-context (4) } (0..ub-integer-options)

MTAUNbind ::= AHSTRACT-UNBIND
FROM { transfer )}

-- Transfer Port

MessageTransfer |::= ABSTRACT-OPERATION
ARGUMENT Message

ProbeTransfer :q= ABSTRACT-OPERATION
ARGUMENT Probe

ReportTransfer j:= ABSTRACT-OPERATION
ARGUMENT Report

Message ::= SEQUENCE (¢

envelope MessageTransferEnvelope,
content Content )

Probe ::= ProbeTransferEnvelope
Report ::= SEQUENCE (

envelope ReportTransferEnvelope,
content ReportTransferContent )

Figure 4

Abstract Syntax Definition of the MTA Abstract Service (Part 2 of 7)
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Message Transfer Envelope

MessageTransferEnvelope ::= SET {

COMPONENTS OF PerMessageTransferFields,

per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF PerRecipientMessageTransferFields }

PerMessageTransferfields ::= SET (

message- identifier Messageldentifier,

originator-name OriginatorName,

original-encoded- information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,

content-identifier Contentldentifier OPTIONAL,

priority Priority DEFAULT normal,

InaTcators DEFAULT (U 2,

recipient-reassignment-prohibited,
dl-expansion-prohibited,
conversion-with-loss-prohibited,
latest-delivery-time,
originator-return-address,
originator-certificate,
content-confidentiality-algorithm-identifier,
message-origin-authentication-check,
message-security-label,
content-correlator,

dl-expansion-history,
internal-trace-information ) DEFAULT { } )

PerRecipientMessageTransferfields ::= SET (

114

recipient-name RecipientName,
orig|nally-specified-recipient-number [0] OriginallySpecifiedRecipientNumber,
per-fecipient-indicators [1] PerRecipientindicators,
explicit-conversion [2] ExplicitConversion OPTIONAL,
extemsions [3] EXTENSIONS CHOSEM FROM {
originator-requested-alternate-recipient,
requested-delivery-method,
physical-forwarding-prohibited,

physical - forwarding-address- request,
physical -delivery-modes,
registered-mail-type,
recipient-number-for-advice,)
physical-rendition-attributes,
physical-delivery-repdrtrrequest,

message- token,

content-integrity-check,
proof-of-delivery-request,
redirection-history )} DEFAULT € 3} 2

ion OPTIONAL,

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 3 of 7)
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- Probe Transfer Envelope

ProbeTransferEnvelope ::= SET (
COMPONENTS OF PerProbeTransferFields,
per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF PerRecipientProbeTransferfields )

PerProbeTransferfields ::= SET (
probe-identifier Probeldentifier,
originator-name OriginatorName,
original-encoded- information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,
content-identifier Contentldentifier OPTIONAL,
content-length [0] ContentLength OPTIONAL,
per-message-indicators PerMessagelndicators DEFAULT ( ),
per-domajn-bilateral-information [1] SEQUENCE SI2E (1..ub-transfers) OF
PerDomainBilaterallnformation OPTIONAL,
trace-information Tracelnformation,
extensioms [3] EXTENSIONS CHOSEN FROM ¢
Fecipient-reassignment-prohibited,
gl -expansion-prohibited,
tonversion-with-loss-prohibited,
priginator-certificate,
essage-security-label,
Eontent-correlator,
pbrobe-origin-authentication-check,
internal-trace-information } DEFAULT { 3} )

PerRecipientProbdTransferfields ::= SET (
recipient-name RecipientName,
original|y-specified-recipient-number [0] OriginallySpecifiedRecipiéntNumber,
per-recipient-indicators [1] PerRecipientindicators,
explicitfconversion [2] ExplicitConversion OPTIONAL,
extensiofns [3] EXTENSIONS CHOSEN FROM (
priginator-requested-alternate-recipient,
requested-del ivery-method,
physical-rendition-attributes,
redirection-history )} DEFAULT { } )

-- Report T'ransfer Envelope

ReportTransferEnyelope ::= SET (
report-igentifier Reportlidentifier,
report-destination-name ReportDestinationName,
trace-information Tracelnformation,
extensions [1] EXTENSIONS CHOSEN.FROM
ssage-security-label
originator-and-DL-expansion-history,
reporting-Di -name;
reporting-MTA-certificate,
report-origin-authentication-check,
internal -trace-information ) DEFAULT { } )

-- Report [C'ransfer Content

ReportTransferContent—Tr=—SET<¢
COMPONENTS OF PerReportTransferFields,

per-recipient-fields [0] SEQUENCE $I12E (1..ub-recipients) OF PerRecipientReportTransferfields }

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 4 of 7)
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PerReportTransferFields ::= SET {
subject-identifier Subjectldentifier,
subject-intermediate-trace- information SubjectIntermediateTracelnformation OPTIONAL,
original-encoded- information-types OriginalEncodedIinformationTypes OPTIONAL,

content-type ContentType OPTIONAL,
content-identifier Contentldentifier OPTIONAL,

returned-content [1] Content OPTIONAL,

addit

jional-information [2] AdditionalInformation OPTIONAL,

extensions [3] EXTENSIONS CHOSEN FROM {

PerRecipientReportTransferFields ::

actua

content-correlator ) DEFAULT { 3} )

SET {
L-recipient-name [0] ActualRecipientName,

originally-specified-recipient-number [1] OriginallySpecifiedRecipientNumber,

per-r
last-
origi
suppl
exten

Enve
Messageldenti{
originatorNamg

PerDomainBilat
count
CHOIC

bilat

Bilateralinfo

RecipientName|::=

originallySpe

PerRecipient!

respo
-- rd

ecipient- indicators [2] PerRecipientindicators,
race-information [3] LastTracelnformation,
nally- intended-recipient-name [4] OriginallyIntendedRecipientName OPTIONAL,
bmentary- information [5] SupplementaryInformation OPTIONAL,
ions [6] EXTENSIONS CHOSEN FROM
redirection-history,
physical - forwarding-address,
recipient-certificate,
proof-of-detivery ) DEFAULT { 3 )

lope & Report Content Fields

ier ::= MTSIdentifier

::= ORAddressAndOptionalDirectoryName

eralInformation ::= SEQUENCE (

[y-name CountryName,

E {

administration-domain-name AdministrationDomadinName,

SEQUENCE
administration-domain-name [0] AdministrationDomainName,
private-domain-identifier [1] PrivateDomainldentifier OPTIONAL } 2,

bral-information BilateralInformation )

mation ::= ANY -~ maximum ub-bilateral-info octets including all encoding
ORAddressAndOptionalDirectoryName

ifiedRecipientNumber ::= INTEGER (SIZE (1..ub-recipients))

hdicators ::= BIT STIRING (
hsibility (0),
sponsible 'one’\ Hot-responsible 'zero’

origipating-MTA-report: (1),

origipating-MTA-non:delivery-report (2),

-- elther ortimatmg -MT A-report, or originating-MT A-non- -delivery-report,

-- of both, shall be ‘one’:

-- originating-MT A-report bit ‘one’ requests a ‘report’;

-- ofiginating-MT A-non-delivery- rfort bit ‘one’ requests a 'non-delivery-report’;
-- bpt bzts one requests an audzte report

-- bits6—2"don't—cuare fur neport F luuo/Cl Content

originator-report (3),

origi

nator-non-delivery-report (4),

-- at most one bit shall be one
-- originator-report bit 'one’ requests a report

-- ori
-- bo

g;’lmator non-delivery-report bit ‘one’ requests a 'non-delivery-report’;
bits 'zero’ requests ‘no-report’

reserved-5 (5),
reserved-6 (6),
reserved-7 (7)
-- reserved- bits 5 - 7 shall be 'zero’ -- 3 (SI1ZE (8..ub-bit-options))

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 5 of 7)
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Probeldentifier :
Reportidentifier
ReportDestination

Subjectldentifier

ISO/IEC 10021-4 : 1990 (E)

:= MTSldentifier
::= MTSlIdentifier
Name ::= ORAddressAndOptionalDirectoryName

::= MessageOrProbeldentifier

MessageOrProbeldentifier ::= MTSldentifier

SubjectIntermedia

teTracelnformation ::= Tracelnformation

Additional[nforma[;on T:= ANY -- maximum ub-additional-injo oclels 7773717217772 atl Enz‘vding

ActualRecipientNa

LastTracelnformat
arrival-t
converted
report-ty

Originallylntende

-- Extensid

originator-reques
Originatg
iz 2

OriginatorRequest

internal-trace-in

::= ORAddressAndOptionalDirectoryName
ion ::= SET {
ime [0] ArrivalTime,
-encoded- information-types ConvertedEncodedInformationTypes OPTIONAL,
pe [1] ReportType )

HRecipientName ::= ORAddressAndOptionalDirectoryName

n Fields

ted-alternate-recipient EXTENSION
rRequestedAlternateRecipient

pdAlternateRecipient ::= ORAddressAndOptionalDirectoryName

formation EXTENSION

Internallracelnformation

1= 38
InternalTracelnformation ::= SEQUENCE SIZE (1..ub-transfers) Of InternalTracelnformationElement
InternalTracelnformationElement ::= SEQUENCE {

global-dgmain-identifier GlobalDomainldentifier,

mta-name |[MTAName,

mta-supplied-information MTASuppliédinformation )
MTASuppliedInformation ::= SET (

arrival-

-- addi

Internal Addition

ime 0] ArrivalTime,

ction [2] RoutingAction,

CHOICE (

ta MTAName,

omain GlobalDomainldentifier > OPTIONAL,

ional-actions -- COMPONENTS OF InternalAdditionalActions )

lActions ::= AdditionalActions

-- Commor
Tracelnformation

TracelnformationE

1 Parameter Types
1:= [APPLICATION 9] SEQUENCE SIZE (1..ub-transfers) OF TraceInformationElement

lement ::= SEQUENCE (

global -domain-identifier GlobalDomainldentifier,
domain-supplied-information DomainSuppliedinformation }

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 6 of 7)
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DomainSuppliedinformation ::= SET {
arrival-time [0] ArrivalTime,

rout

ing-action [2] RoutingAction,

attempted-domain GlobalDomainldentifier OPTIONAL,
-- additional-actions -- COMPONENTS OF AdditionalActions }

AdditionalActions ::= SET (
deferred-time [1] DeferredTime OPTIONAL,
converted-encoded- information-types ConvertedEncodedInformationTypes OPTIONAL,
other-actions [3] OtherActions DEFAULY { 3} )

RoutingAction ::=
relayed (0)
rerouted—}

DeferredTime

ArrivalTime

OtherActions
redi

ENUMERATED (

0\ R

hY
4

= Time

1d= Time

3= BIT STRING (
rected (0),

dl-opgration (1) > (SIZE (0..ub-bit-options))

END -- of MTA Abstract Service

118

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 7 of 7)
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Section four - Procedures for Distributed Operation of the MTS

14 Procedures for Distributed Operation of the MTS

This clause specifies the procedures for distributed operation of the MTS, which are performed by
MTAs. Each MTA individually performs the procedures described below; the collective action of all
MTAs provides the MTS Abstract Service to the users of the MTS.

Although the procedures include most of the important actions required of an MTA, considerable derail
has been omittgd for Elarrtymﬁmmx 1Tl Ty T V. Tacl-service
definitions should be consulted for a definitive treatment of MTA actions.

14.1 Overview of the MTA Model

14.1.1 Organization and Modelling Technique

The description| of procedures for a single MTA is based on the model showfy in Figures 5 through 11
and described Helow. It should be noted that the model is included for descriptive purposes only pnd is
not intended to|constrain in any way the implementation of an MTA.

Neither the prpcedures shown nor the order of processing steps dn them necessarily imply specific
characteristics df an actual MTA.

The model distinguishes between modules and procedures. X Modules, in the sense used herg¢, are
autonomous prgcessing entities which can be invoked by _other modules or by events external fo the
MTA, and whi¢h can in turn invoke other modules or generate external events. Modules are not pound
together by an [explicitly described control structure; .rather the control structure among modules|arises
from their pattern of cross invocations. Modules correspond to objects in the sense of object-orfiented

programming.

Procedures are|used here in the conventional programming sense. Procedures are task or function
oriented. Procgdures can call other procedures, subroutine fashion, with control returning to the ¢alling
procedure wher the called procedure has completed. Such calls can be nested to arbitrary depth,|and a
procedure can |call itself recursively.~“Procedures are bound together by explicitly defined dontrol
structures builf from procedure calls—and such conventional programming devices as iteration and
conditional exec¢ution.

In the model pfrocedures exist”within modules. Each module contains at least one procedure and can
contain severall In the latter case, the procedures and governing control structure are described
explicitly. In the former, case the existence of a module’s single procedure is usually treated as implicit.

Using these mgpdelling.techniques, an MTA application process can be refined as follows: for each
abstract-operation (whether consumer or supplier) that can exist between an MTA and the MTS-users it

serves, or betweén ,an MTA and the other MTAs with which it cooperates there is a single module
Called an exterwn 1nl vnn/lula Tho set nf nvfeo-nol mnrlnlno Y FeSPORSt thia £ar stlha T, ¢ ad thut Of

SO T OO PUIISTOTC— T Oty Auput aRa—otut

messages, probes, and reports into and out of the MTA and for the support of such operations as MTS-
bind, MTS-unbind, Regrster Submission-control and Delivery-control. The external modules are shown
in Frgure 5 and descrrbed in clauses 14.5 through 14.10, grouped by port.

In order to perform the various abstract-operations for which it is responsible, an MTA must perform
certain processing operations on each message, probe, or report that enters, or orrgmates within it. In
the model these are the province of internal modules, shown in Figure 6 and described in clauses 14.2
through 14.4.

The external and internal modules relate to one another as follows: an external module communicates
only with an internal module, and not with another external module or directly with a procedure within
an internal module. Thus, the internal modules not only support the bulk of processing within an MTA,
but also serve as links between its external modules. In addition to the internal modules Figure 6 also
shows the external modules with which they communicate.
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The MTA is event driven in that it remains quiescent until an event is detected on one of its ports.
Many events, such as the invocation of a MTS-bind, Submission-control, Delivery-control or Register
abstract-operation by an MTS-user or another MTA, are dealt with directly and completely by the
module assigned to that abstract-operation. However other events trigger processing that can
reverberate through the MTA, endure over time and ultimately trigger one or more output events. It is
these events that engage the internal processing modules. They are:

a) A message or probe originated by a locally supported MTS-user enters via the
submission-port.

b) A message, probe or report relayed from another MTA enters via the transfer-port.

Because th¢ processing within an MTA can become rather complex, especially for mesdages with
multiple retipients, the model assumes, as an internal bookkeeping device, that each messdge carries
with it a det of instructions, one for the message as a whole, and one for each rnecipient. These
instructions| help guide a message through the processing steps and convey information bdtween the
modules angd procedures internal to the MTA.

NOTES

1 - The procedures described herein focus on the processing of a single message. This is adequat€in all but one respect: the queuing of
messages and the relative priority of procedure invocation are driven explicitly by the argumeént priority in case of a njessage which
enters via the submission- or the transfer-port, or implicitly (of urgent priority) in the casé ofva report or a probe whicl is generated
internally or efters via the transfer-port.

2 - An MTA chn specify several default delivery time windows for each message pridrity. The MTS and therefore each MTA involved
should take sufh values into account during message processing. For example, thé MTA can apply a maximum delivery] deadline. If
that time perigd expires prior to delivery, the MTA generates a non-delivery-teport and discards the message. The required actions
in this case arq identical to the actions required when latest~delivery-timeyis reached.

8 - The discugsion of trace-information is incomplete due to its complex nature. Some important details are highlighted but the
complete and definitive treatment of trace-information appears in clause)12.3.1.
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4 MTA )

Access Association Control Transfer Association Controt

- MTA Bind ' : -

- MTA Unbind Unbind-Out 2 >

Submission Port Delivery Port

Submit Message Delivery =

Report Delivery -

Delivery Contral

Submission Control

)

Transfer Port Administration Port

Message-in

Probe-In Change-UA-Credentials

Change-MTA-Credentials |

Y

Message-Out

Probe-Out

Report-Out

Figure §
Ports and Modules of an MTA
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INPUT EVENTS

M PROBE MESSAGE SUBMIT PROBE REPORT
T IN IN IN
A DEFERRED
DELIVERY
MAIN REPORT
—
MODULE o MODULE
PROBE MESSAGE MESSAGE PROBE REPORT REPOHRT
ouT ouT DELIVERY DELIVER ouT DELIVERY
TEST
Y Y Y 1
Y Y Y \ Y
OUTPUT EVENTS
Figure 6
Relationship of Internal and External Modules
14.2 Defdrred Delivery Module
This module\ provides the Deferred Delivery element-of-service. It is invoked by the |Message-
submission =1 i T T elivery request

and held if necessary. It invokes the Main module, passing on the message upon completion of its
single internal procedure.

14.2.1 Deferred Delivery Procedure

14.2.1.1 Arguments

A message to be checked for deferred delivery request and held if necessary.
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14.2.1.2 Results

The message is returned after expiration of the deferred-delivery-time. If deferral occurred, an arrival
timestamp accompanies the message.

14.2.1.3 Errors

None.

14.2.1.4 Prodedure Description

The message s checked for presence of the deferred-delivery-time field. If absent the, -prpcedure
returns the message and terminates. If present the deferred-delivery-time is checked against [current
time. If the deferred-delivery-time has expired, the procedure returns the message and términatgs.

Otherwise, in [the case of a relayed message, the MTA checks for a bilateral agreemeént obligatipg it to
provide deferred delivery for this message. If absent the procedure returns the message and ternjinates.

Otherwise depending on bilateral agreement or intra-domain policy the current time is noted as the
message arrival time and the message is held until expiration of the \deferred-delivery-timg. The
message and timestamp are then returned as result. The procedure then'terminates.

14.3 Main Module

The Main module performs the bulk of processing on messages and probes entering the MTA. FKigure 6
shows the relationships between the Main module and the modules which it can invoke or be fnvoked
by. The Main module is subject to invocation by:

1) the Probe-in module, which passes a probe;
2) the Deferred-delivery module, which passes a message;
3) the Probe module, which passes a probe.

In the case of|an error condition or the need for a positive delivery report, the Main module can also be
invoked by:

4) the Message-ouf module, which passes a message with per-message instruction indicating
the problem encounteéred;

5) the Probé2out module, which passes a probe with per-message instruction indicating the
problem encountered;

6) | the Message-delivery module, which passes a message with per-recipient insfructions
indicafing-the problem(s) and/or success(es) encountered;

8) The Probe-delivery-test module, which passes a probe with per-recipient instructions
indicating the problem(s) or success(es) encountered.
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The Main module contains procedures which, collectively, support the following functions:

Trace processing

Loo

p detection

Routing and re-routing

Rec

ipient redirection

Content conversion

Distribution list expansion

Message replication

Origin authentication of messages and probes
Name resolution,

The proced

processing

the Control

through t

For each

probe as ar

probe with
module the

1)

inst

2)
inst

3)
reci

4)
reci

3)
inst
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ures that perform these functions are called by a single Control procedure that
pf each message or probe received by the Main module. Figure 7 shows the orga

gument,

1 invokes:

ruction;

ruction;

the Message-delivery module, to which .it\passes each message with one or
bient delivery instructions;

the Probe-delivery-test module, torwhich it passes each probe with one or
bient delivery instructions;

fuction and/or one or more per~recipient instructions indicating report generation.

and subsidiary procedures within the Main module; Figure 8 shows the flowtof i

}:[e procedures.

ssage or probe received, the Main module calls the Control procedurg with that message or
As result, the Control procedure returns one or more replicas of the n
appropriate instructions attached. Depending on the nature of these instructions

the Message-out module, to which it passes each message with a per-messag

the Probe-out module, to which it passes each®probe with a per-messag

the Report module, to which~ it passes each message or probe with a pg

uides the
ization of
formation

nessage or
the Main

e transfer

e transfer

more per-

more per-

r-message
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IN FROM PROBE-IN, DEFERRED DELIVERY, PROBE,
l PROBE-DELIVER-TEST
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Figure 7
Organisation of Procedures within the Main Module
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NOTE - Numbkrs in this figure refer to the numbered steps in the control procedures logic (see clause 14.3.1.4).

14.3.1 Cor

14.3.1.1

trol Procedure

eldirects each incoming message or probe through the remaining procedures of

This procedur
module. Th‘t—mra-ﬂ—l‘bw-of—nrfmmrrrmm

Arguments

Figure 8
Information Flow within the Main Module

the Main

fgure 8.

One of the following (these arguments correspond to the messages and probes that can be passed to the
Main module upon invocation):

1) A message or probe without instructions (from the Probe-in or Probe module);

2) A message without instructions but with o

module);
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3)
Message-out or

4)

ISO/IEC 10021-4 : 19

Probe-out module);

(from the Message-delivery or Probe-delivery-test module).

14.3.1.2 Results

1)

instruction indi
and/or

2)
recipient instru

and/or
3) one or |
recipient instru
14.3.1.3 Erroj

None. Error ¢

14.3.1.4 Proc
1)

The Front-end
such as messag

A messs

Upon a return
step 9.

On all other re
2) Routing
conversion inst

the remainder

If a redirection
at step 3.

cating transfer;

90 (E)

A message or probe with per-message instruction describing a transfer problem (from the

A message or probe with per-recipient instructions describing delivery problems or successes

One or more replicas of the message or probe argument each accompanied by a per-message

one or more replicas of the message or probe argument each accompanied by one or -mor

ctions indicating delivery or delivery test;

more replicas of the message or probe argument each accompanied by one or mor
ctions indicating report generation.
s

nditions are accounted for in the results described above.

edure Description
ige or probe without instructions:

procedure is first called to perform® trace initialisation and several per-message
e expiration and routing loop detection.

furns processing continues below,

-and-conversion-decision procedure is called to compute per-recipient routif
ructions. (These are complete instructions that will direct the message or probe t
bf the proCedures.)

instruction is indicated (eg recipient-requested-alternate-recipient), processing co

e per-

e per-

checks

with report instruction indicating a problem with the message, processing continues at

g and
hrough

ntinues

Otherwise, proCessing continues at step 4 (Dispatcher).

3) Redirec

tion is called. Upon successful return, processing continues at step 2.

In the case of an unsuccessful return, processing continues at step 8 (Error-handler).

4)
the following p

Dispatcher.

rocedures that is applicable:

- Splitting (step 3);

- Conversion (step 6);

The Dispatcher acts on the generated instructions and passes control to the first of
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- Distribution-list-expansion (step 7);

- Error-processing (step 8) in case the decision process encountered a problem, eg routing error;

3)

Routing-and-conversion-decision procedure.

Exit (step 10).

For each replica processing continues individua

4 (dispatcher).

Splitter is called for replication as required by the per-recipient instructions generated in

lly at step

6) Conyersion is called for each message or probe needing conversion.

Upon succegsful return of the message or probe, processing continues at step 4 (Dispatcher).

Upon returg with report instruction indicating a conversion error, processing continiues at step|8 (Error-
handler).

7) The |DL-expansion procedure is called.

Upon succepsful return of a message, processing continues at step 2 so_that the recipients resulting from
DL expansipn can be properly dealt with.

If a copy of the message with delivery report instructions is zeturned, in place of or in addition to the
above returp, its processing continues at step 9.

A prob_e returning successfully will have report instrugtions; processing continues at step 9 (Report-
generation),

Upon returh of a message or probe with report*instruction indicating DL expansion Error-processing
continues at step 8.

8) Thig is the collection point that processing reaches upon detection that a message or pr¢be cannot
be .handled by the main line procedures. The Error-processing procedure is called to segk another
delivery method or an alternate-retipient. Upon successful return the Error-processing [procedure
indicates the new recipient in an instruction to the Routing-and-conversion-decision procedure (step 2),
where processing continues.

If redirectign is not possible;-the message or probe is passed to the report generator (step 9).

9) The| Control~procedure terminates at this point and returns a message or probe With report
generation [nstructions.

10) When-a—message-orprobe—reaches—thispoint-the-Control-procedure—terminates

14.3.2 Front-end Procedure

This procedure performs trace initialisation, detection of message expiration, initial security check, loop

detection, a

14.3.2.1

nd criticality check.

Arguments

A message or probe and an optional arrival timestamp.
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14.3.2.2 Results

The message, or probe with initialised trace information for this MTA.

14.3.2.3 Errors

The message or probe with report generation instructions detailing the problem encountered.

14.3.2.4 Procedure Description

1) If the message has crossed a domain boundary, a trace-information-element for thisydo
added with relay as action. If an arrival time accompanies the message, then delivery(defel
occurred and |deferred-time is set to the current time and arrival-time is set to the-accomj]
timestamp valgie. Otherwise no deferral has occurred and the arrival-time is set to thé currer
An internal-trace-information-element is also added whether or not the message has ‘crossed a
boundary.

2) If requiredd by the security policy in force and/or if the message-origin-authentication-c
incorrect, the procedure returns a report generation instruction. The values/of-the non-delivery-
code and non-delivery-diagnostic-code are set to unable-to-transfer,\'and secure-messaging
respectively.

3) If any of the extension fields is marked critical for relaying but is not semantically underst
the MTA, the [procedure returns a report generation instruction. /The non-delivery-reason-code 1
transfer-failure and the non-delivery-diagnostic-code to unsupported-critical-function. The pr
then terminateg.

4) If the lat¢st-delivery-time has passed, or the system’s maximum transit time has elapsed
message’s priogity, the procedure returns a report generation instruction. The non-delivery-reasd
is set to unable-to-transfer and the non-delivery-diagnostic-code is set to maximum-time-expire
procedure ther terminates.

5) Loop det
ISO/IEC 10021.

tion is performed. The loop “detection algorithm is beyond the scope of this

However, an example of alcombined routing and loop detection algorithm is g
clause 14.3.11| If a loop is detected, the.procedure returns a report generation instruction. TH
delivery-reason-code is set to transferifailure and the non-delivery-diagnostic-code is set t
detected. The|procedure then terminates.

14.3.3 Routipg-and-conversion-decision Procedure

For each of |a messageSer probe’s recipients for which the MTA is responsible, this pr
determines the¢ routingand conversion actions, if any, to be taken by this MTA. The acti
recorded as pegr-recipient instructions associated with the message. The actions are subsequently
out by other spib-procedures within the internal procedure, or elsewhere in the MTA.

main is
ral has
banying
t time.
domain

heck is
reason-
-error,

ood by
S set to
pcedure

for the
n-code
d. The

part of
iven in
e non-

loop-

bcedure
ons are
carried

NOTE - this prodedure may be called multiple times for any particular message. In such cases, the procedure ignores per
instructions generated by previous calls to this procedure which have not yet been acted upon elsewhere.

14.3.3.1 Arguments

1) A message or probe with responsibility true for those recipients of concern to this MTA.

14.3.3.2 Results

Frecipient

The message or probe that formed the procedure’s argument plus new or revised per-recipient

instructions indicating what routing and possible conversion action should be taken by this MTA.
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14.3.3.3 Errors

None. Error conditions, if any, are noted in the per-recipient instructions.

14.3.3.4 Procedure Description

Each recipient is considered in turn.

Routing-decision and Conversion-decision procedures are called in turn for this recipient.
recipients have been considered in this way the procedure terminates. See Figure 9.

14.3.4

This proced

14.3.4.1
1)
2)

A

The

accessible tg

Ro

1

If responsibility is false, the recipient is ignored. Otherwise, the

When all

ROUTING
ROUTING  [——  DECISION
AND
CONVERSION
DECISION
| CONVERSION
~<——  DECISION
Figure 9

Organisation of Procedures within Routing.and Conversion Decision Procedure

iting-decision Procedure

ure generates a routing instruction@or a single message recipient.

guments

ssage recipient plus the-per-recipient instruction, if any, applicable to this recipie

per-message instruction, if any, applicable to this message.
the procedureas-required.

nt,

Other message fields are also

are:

14.3.4.2 Results
A new or ppssibly revised routing instruction applicable to this recipient. Possible instructions
a) Telay to another MIA,
b) deliver to a local recipient;
¢) expand the distribution list represented by this recipient;
d) generate a report indicating delivery failure. The non-delivery-reason-code

delivery-diagnostic-code are included in the instruction;

e)

130

redirect to a recipient specified alternate recipient.

and non-
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14.3.4.3 Errors

None. Error co

nditions are recorded in the routing instruction.

14.3.4.4 Procedure Description

The procedure is described in the following steps.

NOTE - To ensure the lec:.xrity-policy is not violated during routing, the message-security-label should be checked as
appropriate against the security-context.
1) If there|is a per-message instruction indicating a previous relay failure, then the pro¢edure

attempts to compute an alternate next hop destination for this recipient.

algorithm is be

algorithm is cor

updated with
clause 12.3.1).
updated accor
terminates.

If no alternate

delivery-reason
appropriate to t

2) If the p
generation instn
code are those
terminates.

3) If the r
message’s DL-e
the procedure

distribution list

If the value is

The choiceof) r
bond the scope of this part of ISO/IEC 10021. However, an example of an-app
tained in clause 14.3.11. If successful, then the message’s internal-trace-informa
rerouted routing-action to reflect the fact that the message has beén” re-route
f the message was to have crossed a domain boundary then the trace=information
ingly. The procedure returns a relay instruction to the alternate destinatio

The
Lcode is set to transfer-failure and the non-delivery-diagnostic-code is
he relay failure encountered. The procedure then terminates.

pr-recipient instruction indicates a delivery failure, then the procedure returns a
uction for this recipient. The non-delivery-reason-code and non-delivery-diagn
supplied by the Message-delivery or Report-delivery procedure. The procedur

scipient is a distribution list for which this MTA serves as expansion point, th
xpansion-prohibited argument is\examined. If the value is DL-expansion-allowe

and terminates.

DL-expansion-prohibifed, or the security-policy prohibits the use of a DL, th

puting
icable
tion is
d (see
is also
h and

next hop is available or all available next hops have already:been trieq gnsuccessf\ully or
prohibited, thep the procedure returns a report generation instruction (for this recipient.

non-
et as

report
ostic-
e then

en the
1 then

returns a routing instruction ((subject to the security-policy in force) to expand the

en the

procedure returps a report generation instruction for this recipient. The non-delivery-reason-cod¢ is set
to unable-to-trnansfer and non-delivery-diagnostic-code to DL-expansion-prohibited. The progedure
then terminates

In all other casgs than the above, the following steps are taken.

4) If the re¢cipient appears to be local, that is, an MTS-user directly supported by this MTA|, then
the following steps are taken.

a) The OR-address is checked to ensure that it unambiguously specifies an actual local recipient.

Otherwise the procedure returns a report generation instruction for this recipient. The non-delivery-
reason-code is set to unable-to-transfer and the non-delivery-diagnostic-code is set to unrecognized-
OR-name or ambiguous-OR-name as appropriate. The procedure then terminates.

b) If the OR-address unambiguously specifies an actual local recipient, then the recipient
registration parameters are checked for recipient-requested-alternate-recipient. In the determination of
an alternate-recipient the user-security-label should be checked against the message-security-label to
ensure no violation of the security-policy occurs.

If recipient-assigned-alternate-recipient is in effect, allowed by the recipient-reassignment-prohibited
field, and permitted by the security-policy, then a redirection instruction is generated and the procedure
terminates.
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Otherwise the procedure returns a report instruction for this recipient and terminates. 'I_'he non-
delivery-reason-code is set to unable-to-transfer and the non-delivery-diagnostic-code is set as
appropriate.

c) If recipient-assigned-alternate-recipient is not in effect, then the message is checked against the
recipient’s remaining registration parameters. For example the message’s content length is compared to
the recipient’s deliverable-maximum-content-length, the message’s content-type to the recipient’s
deliverable-content-types, etc. If no problem is encountered, then the Routing-decision procedure
returns a delivery instruction for this recipient and terminates.

If there is a problem between message and registration parameters, then the procedure returns a report
generation instruction for this r recipient. The non-delivery-reason-code is set to unable-to-transfer and
the non-delivery-diagnostic-code is set as appropriate to the message problem encountefed. The
procedure then terminates.

35) If the recipient is not local to this MTA then the Routing-decision procedure aftempts to
determine 3 next hop instruction (subject to the security-policy in force) for “this recipient. If
successful, then a relay instruction to the next hop is returned and the procedure. t€rminates.

If a next hop cannot be determined, then the procedure returns a report generation instructiqn for this
recipient. The non-delivery-reason-code is set to unable-to-transfer and the non-delivery-diagnostic-
code is set g§s appropriate to the problem encountered. The procedure-thén terminates.

14.3.5 Conversion-decision Procedure

This procedure generates a conversion instruction for a single/message recipient.

14.3.5.1 Arguments

1) A message or probe recipient plus thé, per-recipient instruction, if any, applicablle to this
recipient.
2) Oth¢r message fields are also considered by the procedure:

a) original-encoded-information-types,

b) implicit-conversion-~prohibited,

c) conversion-with-loss-prohibited,

d) explicit-conversion.

14.3.5.2 Results

1) A content_¢onversion instruction applicable to this recipient,

and, possibly:

2) A revised routing instruction indicating Relay-out or Probe-out to an MTA able to perform the
required conversion,

or, in lieu of 1 and 2 above:

3) An instruction to generate a report indicating delivery failure. The non-delivery-reason-code
and non-delivery-diagnostic-code are included in the instruction.

14.3.5.3 Errors

None. Error conditions are recorded in the routing instruction.
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14.3.5.4 Procedure Description

NOTE - As the circumstances under which a particular MTA stages conversion may be the subject of future standardization, it is
impractical to describe a procedure to decide what EITs are required for conversion output. For example, if an intermediate MTA
stages the conversion, there is no standardized way to know the EITs that the MTS-user can handle. Consequently the following
clauses assume that the EITs for conversion are known to the MTA.

1) If explicit conversion is required for this recipient, the procedure starts at step 6.
2) If implicit conversion is required but the recipient has not subscribed to the implicit conversion
facility, the procedure returns a negative report instruction with the non-delivery-reason-code

conversion-not-performed and the non-delivery-diagnostic-code
The procedure then terminates.

implicit-conversion-not-subscribed.

uction
c-code

3) If the required conversion is impractical, the procedure generates a negative report-insti
with the non-delivery-reason-code conversion-not-performed and the non-delivery-diagnosti
conversion-impractical. The procedure then terminates.

4) If convé¢rsion would be required but is prohibited for the message, the procedure gene
negative report| instruction with the non-delivery-reason-code conversion-not-performed and ths
delivery-diagnastic-code conversion-prohibited. The procedure then terminates.

rates a
e non-

7

5) If the required conversion would cause a loss of information ,and the conversion-with-loss-
prohibited fie has the value with-loss-prohibited, the procedure.-generates a negative |report
instruction with the non-delivery-reason-code conversion-not-performed and one of the following non-

delivery-diagndstic-codes, as appropriate:

page-spllit,
pictoria]l-symbol-loss,
punctuation-symbol-loss,

alphabejtical-character-loss, or

multiple-information-loss.
The procedure then terminates.
6) If the |required conversion is allowable, cannot be performed by this MTA, but ¢an be
performed by an MTA known to this MTA, then no conversion instruction is generated. The fouting
instruction preyiously generated is changeéd to Transfer-out or Probe-out, with a next hop destination
appropriate to the MTA in question., The procedure then terminates.
7) If the rpquired conversion¢an be performed by this MTA, the procedure returns an instfuction
to perform the|conversion and terminates.
14.3.6 Error-processing‘Procedure
When gnother procedure encounters a deliverability or routing error, this procedure is called to
determine whethefdelivery or routing can be achieved by reassignment of the recipient or by choosing

a different OR= ; ;
module. Errors provoking a call on this procedure include:

secur

recipient-name does not identify an MTS-user;
delivery failure;

MTA is unable to perform necessary conversion;
transfer path problems;

DL-expansion problems;

ity violations;
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- conflict with registration parameters.

NOTE - The action taken on Error-processing shall be subject to the security-policy in force.

14.3.6.1 Arguments
1) A message or probe with the per-recipient fields that caused the problem.

2) Report instructions indicating the error.

14.3.6.2 Relsults

The message |[or probe in question with an updated recipient-name field,
or
1) The messpge or probe in question.

2) Report instructions.

14.3.6.3 Ernrors

None.

14.3.6.4 Procedure Description

NOTE - This procedure may be called multiple times for a given -récipient. Eventually all alternatives will be exhausted and step 5
executed to report failure.

1) The |arguments are checked for inclusion of a directory-name. If present, the procedure
performs a Directory look-up to determine-a new OR-address. The OR-address, if any, thus|extracted
from the Directory is checked for satisfaction of the requested-delivery-method argument, if present.
If the check|succeeds, the new OR-address is substituted for the old and the procedure termingtes.

NOTE - Following the substitution of the~new OR-address for the original, the message may legitimately be rputed to an
MD/MTA that|it has already visited. The technique used to prevent premature detection of a routing loop may be the subject of
future standardjsation.

2) Otherwise the procedure determines whether an originator-requested-alternate-recipient was
specified fof the recipient of concern. If so, the Redirection procedure is called with the| message,
relevant fields indicated, as argument. Upon successful return from Redirection, the procedure
terminates, returning_the now redirected message as result.

3) Othefrwise“the procedure checks for a delivery error, and if present checks the error’s| cause by
examination| of” the non-delivery-reason-code and non-delivery-diagnostic-code. If the | recipient
OR-address does not identify an MTS-user, then the per-message-indicators are checked for alternate-
recipient-allowed. If the value found is alternate-recipient-allowed, and the MTA has been configured
with the address of an alternate-recipient for this class of recipient, then Redirection is called to
redirect the message to the alternate-recipient. Upon successful return from Redirection, the procedure
terminates, returning the now redirected message as result,

4) The handling of errors which can be resolved but are due to other than addressing problems is a
local matter, for example routing to another MTA within the domain because of conversion problems.

5) If the delivery error is of a type other than those cited above, or if the value of alternate-
recipient-allowed is alternate-recipient-prohibited, or if no suitable MD-specified alternate-recipient
exists, then the procedure returns a report instruction and terminates.
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Redirection Procedure

This procedure redirects a message to an alternate-recipient.

NOTE - The use of redirection facilities shall be subject to the security-policy in force.

14.3.7.1 Arguments

1) The OR-name of the alternate-recipient to whom the message is to be redirected.
2) The per-recipient message fields for the recipient to be replaced by an alternate.
3) The message or probe which is to be redirected.

4) The redirection reason.

14.3.7.2 Resy

The message

Its

br probe supplied in the third argument with the recipiént” identified in the

argument replaced by the alternate-recipient specified in the first argumént.

14.3.7.3 Errars

An indication

14.3.7.4 Prod

1) The pr

in a redirection loop. The OR-name of the altérnate-recipient supplied in argument 1 is compare

each intended-
identified in a
been detected.

2) An ele
recipient-namg

from argumenlt 4, and contaiping the time at which this redirection is performed.

supplied in the

3) In the
value redirecte
4) The mg

recipie

trace-information/internal-trace-information:

redirec

origina

that a redirection loop has been detected.

edure Description

pcedure first ensures that redirection“to the specified alternate recipient would no
recipient-name from the sequence of redirection-history from the per-recipien
rgument 2. Upon a match the-procedure terminates indicating that a redirection 1
ment is appended to the’ redirection-history (which is created if not present), us

b from argument 2 to form the intended-recipient-name, obtaining the redirection

first argument-is-then substituted for that recipient-name.

d is set to<true.

ssage jtransfer envelope is updated as follows:

second

t result
ed with
fields
bop has

ing the
rreason

The OR-name

other-actions' field of the current trace-information and internal-trace-information, the

H—anre: 1cp:a\,cd

indicate redirected

append previous recipient-name
and redirection-reason

deleted if, and only if,
redirection-reason indicates
originator-requested-alternate-
recipient,

tion-history:

tor-requested-alternate-recipient:

14.3.8 Splitter Procedure

The Splitter replicates messages and probes as required for further processing.

The replicas are

modified as appropriate to correctly indicate the distribution of responsibility for the various recipients
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from the original. Each replica is accompanied by a per-message instruction indicating its further
disposition within the MTA.

NOTE - The use of Splitter facilities shall be subject to the security-policy in force.

14.3.8.1 Arguments

A message or probe. For each recipient with responsibility true a per-recipient routing/conversion
instruction accompanies the message.

14.3.8.2 Rgsults

One or mor¢ replicas of the original message or probe with responsibility appropriately indicated, and a
per-message |instruction indicating the replica’s further disposition within the MTA.

14.3.8.3 Enrors

None.

14.3.8.4 Pyocedure Description

The Splitter |examines the instructions generated by the Routifig-and-conversion-decision progedure to
(conceptually) segregate the recipients with responsibility trGevinto groups. A replica is created for each
group. Funther processing for that replica (in other «procedures) is dependent on the royting and
conversion ifstructions applicable to the group it represents.

NOTES

1 - Message geplication is required in an MTA because of‘the potentially differing treatment required for a messafe’s various
recipients. Thege differences arise from the need for more_than one relaying path outward from an MTA, from the need for more than
one conversion fo be carried out on the message’s content and from the need to expand distribution lists. For examplel when more
than one relay [path exists, a separate copy of the ‘message must be created for each such path, with responsibi itly values as
appropriate for phe recipients lying along that paths

2 - The deternjination of what replicas are needed is a local matter, undertaken to minimize the total number of such replfcas created.

The following paragraphs suggest one approach but are not intended to constrain in any way the approach followed In an actual
implementation

3 - For simplicity of exposition, the Splitter is described as a single-pass algorithm. That is, all necessary replicas are crepted prior to
any further professing. An important optimisation would be to minimally split the message for conversion, and then to domplete the
splitting of the fonverted copies:

1) The |procedure’ considers first those recipients for which content conversion instructipns exist.
These recipientsare grouped such that the members of each group are subject to identical conversion

instructions.| A réplica is created for each such group with responsibility true for the recipients in that
group, falselfar’all others

2) The recipients are then examined for those for which DL-expansion instructions exist. A replica
is created for each such DL recipient with responsibility false for all recipients but the single DL that
yielded the replica.

3) The groups are further subdivided based on per-recipient routing instruction calls for Transfer-
out or Probe-out. These recipients are grouped such that each group shares a common next hop
destination. A replica is created for each such group with responsibility true for recipients in the
group, false for all others. For all recipients in each such group, this will be either the first relay
attempt or a re-routing attempt. In the latter case the trace-information for the message or probe is
modified to indicate that this is a first or subsequent re-routing.
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4) Finally, the routing instructions for some recipients will call for Message-delivery or Report-
generation. A replica is created for each such subgroup with responsibility true for the recipients in the
group, false for all others.

5) The procedure now terminates.

14.3.9 Conversion-procedure

This procedure performs conversions on messages and indicates those conversions that would have been
performed on probes.

14.3.9.1 Arguments

A message or probe with the required conversion(s) indicated.

14.3.9.2 Results

The message or| probe with conversions performed and indicated (just indicatéd in the case of a probe).

14.3.9.3 Errogs

The message or| probe with report instructions detailing the conyversion problem encountered.

14.3.9.4 Proce¢dure Description
1) For a njessage, the conversion procedures for‘built in EITs are performed as defined in CCITT
Recommendatign X.408. The conversion procedures:between externally defined EITs and between built
in and externally defined EITs are outside the scope of ISO/IEC 10021.
2) Upon cpnversion the message or probe’s trace-information for this domain and internaldtrace-
information fof this MTA is updated to show the converted EITs. The procedure now terminates,

14.3.10 Distriljution-list-expansion Procedure

This procedure| takes a message with a single DL recipient and returns a message who's recipignt list
includes the members of the DL. For a probe it verifies whether DL-expansion would oc¢ur, if
requested.

NOTE - The use ¢4f DL-exparnsion shall be subject to the security-policy in force.

14.3.10.1 Argumemnts
1) A message with information indicating the recipient DL which is to be expanded, or

2) A probe with information indicating the recipient DL who’s expansion is to be verified.

14.3.10.2 Results

1) The message with zero or more recipients representing the DL's membership. Other fields can be
updated as indicated in the procedure description below,

2) Optionally, the message with report generation instructions to indicate successful delivery.
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or

3) The probe with a report generation instruction.

14.3.10.3 Errors

1) A report instruction indicating delivery failure. Values for the non-delivery-reason-code and
non-delivery-diagnostic-code are as indicated in the procedure description below.

2) In the case of DL recursion the procedure terminates without returning errors or results.

14.3.10.4 Procedure Description

1) For |]a message (not a probe), do Recursion Detection: The components of the DL-expansion-
history fielg are examined for an occurrence of the DL recipient’s name. Note that a distinguished
OR-name of the DL is used for recursion detection, and each expansion -point is responsible for
ensuring that only that OR-name is placed in the DL-expansion-history.

If the DL fgecipients name is present in the DL-expansion-history, then the DL is recursively defined
and shall not be expanded further. T.he message is discarded and.\no reports or other fesults are
returned. The expansion procedure terminates.

2) DL hcquisition: The expansion procedure attempts to acquire the DL attributes.

If unsuccesjful the procedure returns a report instruction with the non-delivery-reason-code ynable-to-
transfer and non-delivery-diagnostic-code as appropriate. {The procedure then terminates.

3) Submit permission verification: If it is a message (not a Probe), the last element of the DL-
expansion-history field (if present) else the originator-name is considered to be the sender of the
message. Fpr a probe the originator is the sender of the message.

The sender|s name is compared against the\\Components of the DL-submit-permission. If ho match,
return a report instruction with the non-delivery-reason-code unable-to-transfer and nonl-delivery-
diagnostic-¢ode no-DL-submit-permission:” The procedure then terminates.

4) For |a probe: If no other local policy would prevent an attempted delivery, then returp a report
instruction for successful delivery imdication. Procedure then terminates.

5) For |a message: The (DL recipient’s responsibility flag is set to false and the DL’s members are
added as new recipients of ;the message. The per-recipient fields for each new recipient are copied
from that of the DL recipient, except as follows:

recipient-name: member of the DL.

The following per-recipient fields are copied or changed according to local DL policy:

DL -expansion-prohibited,

originating-MTA -report-request (see Note 1),
originator-report-request (see Note 1),
originator-requested-alternate-recipient (see Note 2),
explicit-conversion.

NoOTES
1 - Copy only if DL-policy requires and the originator would not receive unrequested reports.

2 - The originator-requested-alternate-recipient can be removed or replaced, according to local DL policy, or copied, but
only if explicitly required by DL-policy.

3 - Any DL-members that identify DLs that are already present in the DL-expansion—history may be excluded from the DL
expansion and not included in the new recipients of the message.
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6) In the other-actions field of the current trace-information and internal-trace-information, the
value dl-operation is set to true.

7 The distinguished value of the DL’s OR-name (including its OR-address) and the time at which
this expansion occurred are appended to the DL-expansion-history field of the message.

NOTE - The use of a distinguished value of the DL's OR-name here refers not to distinguished directory—names but to a
specific OR~-name of the DL which the expansion point chooses to use for comparison purposes.

8) If the new report request values (determined in step 5) or the DL’s local policy will prevent the
originator receiving a requested deli_very report from the DL’s members, then a copy of the message,

with delivery reportrequest—instructions—for the expanded DL s constructed and returned along with
the message.

9) The procedure returns the revised message and the optional report request and then\términates.

14.3.11 Loop [Detection and Routing Algorithm

The routing apd loop detection algorithms for inter or intra domain use are-beyond the scope of th@s
part of ISO/IEC 10021. In order to expose the issues that must be considered, the remainder of this
clause describds one approach toward routing and loop detection. This material is not normative.

The paragraphs that follow describe a simple method of loop detection"together with a minimal |[routing
algorithm Thg algorithm is minimal in the sense that it presupposes<only minimal knowledge frdm each
MD and perfprms transfer steps that avoid loops (in the sense‘-indicated below). Of courpe, this
algorithm can |pe improved any time an MD knows more about-the topology of the network of MDs.

The algorithm|recognizes the fact that it is in general legitimate (i.e. no loop should be detected) to re-
enter an MD |f a specific operation has been performed. by another MD since the last passage through
the MD about|to be re-entered. Legitimate operations are: conversion, DL-expansion, and redireftion.

1) Notatiqn: The Trace Information sequencelis made of trace-information-elements denoted in a
simplified way as [MD, routing-action, operation},” where MD is the name of an MD; routing-action is
’relayed’ or ’'re¢-routed’, operation is 'conversien’, 'DL-operation’, 'redirection’ or 'nil’. M den¢tes the
message to tgansfer. MD(o) denotes theOcurrent MD (the one currently doing loop detection).
Neighbours is[the set of selected adjacent MDs (neighbours of MD(0)), which are possible relgy-MDs
for M. Trace-Info* is the suffix of:.Trace-Info obtained by considering the tail of the trace info
sequence begigning with the last [MD), r, op] trace info element where op is not nil (nil indicates|that no
operation has peen performed by an MD).

2) Loop DDetection: Examine Trace-Info for loops. A loop is detected if the trace info s¢quence
contains a suffix, [MD(o), relayed, op(o)} ... [MD(p), relayed, op(p)] where for all j for which o< j </=
p the associatgd trace info.element is [MD(j), relayed, op(j)] and op(j) = nil. That is, a loop is detected
if M arrives af an MD which has already relayed it and each MD afterwards has also relayed it without
performing anly operation other than routing. If a loop is detected, then the algorithm returns 3n error
indicating the [problem, and terminates.

3) L Routing“Set-up: If no loop is detected, the set, Neighbours, is adjusted, if necessary, fqr loop-
avoiding transfer steps in the context of the current message. (Ihe adjustment affects no other
message).

a) If there is no loop and no occurrence of [MD(o), r, op] in Trace-Info*, then Neighbours is
unchanged.
b) If there is no loop but there is an occurrence of [MD(0), r, op] in Trace-Info*, then remove

from Neighbours all MDs which appear in that suffix of Trace-Info* which begins with [MD(o), r, op].
Modify the trace info element added by the current domain to show re-routed as routing action. Add a
previous-MD parameter determined as follows: The last [MD(0), r, op] trace info element in Trace Info
is located. The previous-MD is the MD appearing in the first trace info element after this last [MD(o),
r, op] trace info element.

c) In cases a and b, if Neighbours is empty, the algorithm returns an error indicating the problem
and terminates.
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4) Routing action. A next hop is selected from Neighbours for each recipient to be relayed.

14.4 Report Module

The Report module can be invoked by:

1) the Report-in module, which passes a report, or
2) the Main module, which passes a message or probe with report instructions, or
3) [ the Report-out module, which Dasses a Teport wWith failure description.

If an error if encountered by the procedures internal to this module, no output is generated:’ Qtherwise
the Report thodule invokes the Report-out or Report-delivery module, passing a report. with transfer or
delivery instpuctions, respectively. See Figure 10.

NOTE - The use of reports shall be subject to the security-policy in force.

‘ IN FROM REPORT-IN, REPORT-OUT

: < | REPORT FRONT“END
PP
I ™ o R
RO
IN FROM | + « [T—™ BEPORT GENERATION
MAIN E
MODYLE | 5
o u
N RJ——"™1  REPORT ROUTING
T\.E
RS
0
L

* OUT TO REPORT-OUT, REPORT-DELIVERY

Figure 10
Organisation of Procedures within the Report Module
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14.4.1 Control Procedure

14.4.1.1 Arguments
1) A report or,

2) A message or probe with report instructions.

14.4.1.2 Results

1) A repoft with relaying or delivery instructions or

2) No resylt in case an error is encountered.

14.4.1.3 Errofrs

None. The report, message, or probe is discarded if an error is encountered.

14.4.1.4 Prodedure Description

1) For a feport from Report-in the Report-front-end procedure is first called to perform trace
initialisation and several initial verification steps. A null return indicates an error; the report is
discarded and pprocessing terminates. Otherwise processing continues at step 3 below.

2) For a message or probe the Report-generation procedure is first called to create a report. | A null
return indicatgs an error; the message or probe is disearded and processing terminates. If a r¢port is
returned, processing continues at step 3, below.

3) The Rgport-routing procedure is called.to,generate a routing instruction for the report. | A null
return indicatgs an error; the report is discarded and processing terminates. In the case of a positive
return the tra¢e update procedure is now .cglled to indicate passage through this MTA. The Control

procedure retyrns the completed report together with routing instruction and terminates, subjecf to the
security-policy.
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Figure 11
Information Flow within the Report Module

14.4.2 Report-front-end Procedure

This procedure performs trace initialisation, detection of message-expiration violations, initigl security
check, loop|detection and criticality check.

14.4.2.1 Arguments

A report.

14.4.2.2 Results

The report with initidlised trace-information for this MTA.

14.4.2.3 Hrrors

None. The report is discarded if an error is detected.

14.4.2.4 Procedure Description

1) If' the report has crossed a domain boundary, a trace-information-element for this domain is
added w;th current time as the arrival-time and relay as action. An internal-trace-information-
element is also added whether or not the report has crossed a domain boundary.

2) If required by the security-policy in force and/or if the report-origin-authentication-check is
incorrect, the report is discarded and processing terminates.

3) If any of the extension fields is marked critical for transfer but is not semantically understood
by the MTA, the report is discarded. The procedure then terminates.
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4)  Loop detection is performed. The loop detection algorithm is beyond the scope of t}}is part of
ISO/IEC 10021. However, an example of a combined routing and loop detection algorithm is given in
clause 14.3.11. If a loop is detected, the report is discarded and the procedure terminates.

14.4.3 Report-generation Procedure

This procedure generates a report describing the success and/or failure of operations attempted by this
MTA.

14.4.3.1 Arguments

A message or probe. For each recipient with responsibility true, a per-recipient instruction-is” irjcluded
indicating the success or problem to be reported.

14.4.3.2 Resufits

A report describing the successes or failures to be reported.

14.4.3.3 Errofs

None.

14.4.3.4 Procedure Description

If the subjecfs originating-MTA-report-request field, so indicates, the report is constructed with
arguments as described in Table 31, and further amplified by the following:

The Delivery arguments (message-delivery-time,type-of-MTS-user) or Non-delivery argumenty (non-
delivery-reason-code, non-delivery-diagnostic-code) for each recipient are taken from the per-rgcipient
instructions that accompanied the subject message. Message-delivery-time is taken from the mesEage or

probe trace information in case of a delivery report. If failure is reported for a DL recipient, then the
type-of -MTS-user is set to DL. The report-destination-name is the last element from DL-expansion-
history, if that element exists. For(messages with no DL-expansion-history and for all probes, the
report-destination-name is the _subject’s originator-name. The originator-and-DL-expansiqn will
contain the originator-name andsthe subject’s message-submission-time followed by the content pof DL-
expansion-hisfory.

NOTE - reporting-DL-nameis'not generated under any of these conditions.

In the case where the linstructions reflect multiple failures, the report should reflect the original groblem
rather than thg failure*of subsequent recovery actions.

Note that the MTA nominates criticality values for fields copied from the subject. These new values
reflect criticality with regard to the report, not the subject. The MTA will not copy into the report any
critical functions which it does not support.

14.4.4 Report-routing Procedure

This' procedure determines the routing action, if any, to be taken on a report. Report-routing reflects
special conditions that require a routing procedure different from that applicable to messages or probes:

1) A report has just one recipient - the originator of the message that forms the subject of the
report, a DL expansion-point, or, if local policy allows, a DL owner.

2) Insurmountable failures encountered in routing a report result in the discarding of the report.
No attempt is made to generate a further report on the difficulty encountered.
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